he 7th workshop on Privacy Enhancing Technologies seeks
submissions from academia and industry presenting novel
research on all theoretical and practical aspects of privacy and
anonymity technologies, as well as experimental studies of fielded
systems. We encourage submissions from other communities such as
law and business that present their perspectives on technological issues.
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Papers should be at most 15 pages excluding the bibliography and
well-marked appendices, and at most 20 pages total. Submission of
shorter papers is strongly encouraged whenever appropriate. Submitted
papers must not substantially overlap with papers that have been
published or that are simultaneously submitted to a journal or a
conference with proceedings. The workshop proceedings will be
published in the Springer Lecture Notes in Computer Science series.
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Anonymous communications and publishing systems
Privacy-enhanced access control or authentication
Censorship resistance

Privacy threat models

Pseudonyms, identity management and linkability
Models for anonymity and unobservability

Data protection technologies

Attacks on anonymity systems

Location privacy

Traffic analysis

Privacy in ubiquitous computing environments
Profiling and data mining

Policy, law, and human rights relating to privacy
Privacy vulnerabilities and phishing / identity theft
Privacy and anonymity in peer-to-peer architectures
Deployment models for privacy infrastructures
Economics of privacy

Novel relations of payment mechanisms and anonymity
Fielded privacy and anonymity systems

Usability issues and user interfaces for PETs
Protocols that preserve anonymity/privacy
Robustness and abuse prevention in privacy systems
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