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PRIVACY IS HOT.





LIKE, REALLY HOT.





LIKE, 
I’M-NOT-EVEN-KIDDING 

HOT.









I’m gonna go hide.





LOCAL SNOOPS



Private Browsing Mode



Have you heard of private browsing 
mode?

Yes
63%

No
26%

not sure
11%



Have you ever used private 
browsing mode?

Yes
70%

No
27%

not sure
3%



Why do you use private browsing 
mode?
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I don't want my browser history to record where I've been 
I don't want cookies from a website on my computer 
I share a computer with others and I don't want them to see what I've been doing 
I don't want the owners of the site to know how I got there 
I don't want my Internet Service Provider to have a record of the sites I've visited 



EAVESDROPPING



But SSL is broken.  :(



FINGERPRINTING





CSS History Sniffing
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TRACKING



[[ live demo... I hope ]]



Collusion: http://collusion.toolness.org

http://collusion.toolness.org
http://collusion.toolness.org


awesomenews.com gamesite.com



awesomenews.com gamesite.com



SITE 
HISTORY







Lets get more paranoid 
for a minute...



DATA TRADING



PRIVACY PERCEPTION 
GAP









HOW TO STAY 
GROUNDED



1.  No Surprises



(this is a surprise)



2.  Real Choice



(this is not a real choice)



3.  Sensible Defaults



(allowing by default is mean)



4.  Limited Data



(really... why?)

http://www.smh.com.au/money/planning/id-protection-at-crisis-
point-20110308-1blep.html

“Buy a toaster and you're asked for a 
postcode. Buy a television and you're asked 
for a home address - ostensibly to validate a 
warranty. Buy a mobile phone service and 
you're likely to have your driver's licence 

photocopied.”

http://www.smh.com.au/money/planning/id-protection-at-crisis-point-20110308-1blep.html
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Firefox Sync



apitome



(5.  Third Parties Too)



OPEN QUESTIONS



How does data flow 
about the web?



Who traded my data?



What does this site do 
with my data?



What encourages 
sites to be honest?



Create More Meaning 
from Less Data
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