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1 Introduction

As the general public and the media becomes overloaded by the string of recent
N.S.A. revelations, the academic community has the important task of precisely
describing the legal and technical realities under which these programs operate,
and to offer informed recommendations on how to overcome the current status
quo of apparent surveillance overreach. In this multi-disciplinary paper, we re-
veal interdependent legal and technical loopholes that intelligence agencies of the
U.S. government could use to circumvent 4th Amendment and statutory safe-
guards for Americans. We focus on the legal and technical dimension of network
surveillance by intelligence agencies in the data collection phase, rather than
during data retention, or further analysis once data is collected. Our central
hypothesis is that there are several loopholes that these authorities can exploit
to conduct largely unrestrained surveillance on Americans by collecting their
network traffic abroad.

Legal Loopholes. In Section 2 we start by describing the current U.S. regula-
tory framework for intelligence gathering. From public and until-recently secret
primary legal sources, three regimes can be distinguished, based on where the
surveillance is conducted, and who it targets:
1. Surveillance of domestic communications conducted on U.S. soil under s.215

of the “Patriot Act”;
2. Surveillance of foreign communications conducted on U.S. soil under the

“Foreign Intelligence Surveillance Act”; and



3. Surveillance conducted entirely abroad under “Executive Order 12333” (EO
12333) and its minimization policies, notably U.S. Signals Intelligence Di-
rective 18 (“USSID 18”). USSID 18 was drafted and approved within the
Executive branch with minimal Congressional or Judicial oversight.

The first two regimes are overseen by all three branches of the U.S. government,
and currently under scrutiny by the government, media and the general public.
The third regime, however, is solely the domain of the Executive branch and has
largely been ignored by the public and other branches of Government in recent
months, especially since relevant legal documents related to EO 12333 remain
classified or redacted. However, according to the N.S.A., this third regime under
EO 12333 is the ‘primary legal authority’ for its operations [5, p. 2-3]. Thus, it
deserves more attention and careful scrutiny.

Working with primary legal sources, many of which have only recently been
made public and are still redacted on key issues, we make the following central
observation. A surveillance operation falls within the EO 12333 regime when
it presumes two connected criteria: it does not intentionally target a U.S. per-
son, and is conducted abroad. If an intelligence agency can construct plausible
presumptions that these two criteria have been meet, then the permissive le-
gal regime under EO 12333 can be applied to the surveillance operation. The
surveillance is then considered to affect non-U.S. persons, and 4th Amendment
protections can thus be circumvented even if the operation primarily affects
Americans. Our main hypothesis is therefore that there is loophole for surveil-
lance on Americans from abroad resulting from the following interdependence:
(1) the complete absence of legal protection for non-U.S. persons under the U.S.
regulatory framework [32,33] creates ‘foreignness’-presumptions under EO 12333
and (2) the technical realities of modern Internet communications.

Technical Loopholes. At first blush, one might suppose that a surveillance
operation conducted abroad should have no impact on the privacy of Americans.
However, in Section 3 we discuss why the technical realities of the Internet mean
that American’s network traffic can easily be routed or stored abroad, where it
can then be collected under the permissive legal regime of EO 12333. Indeed,
we already know of surveillance programs that have exploited this legal loop-
hole. The revealed MUSCULAR/TURMOIL program, for example, illustrates
how the N.S.A. presumed authority under EO 12333 to acquire traffic between
Google and Yahoo! servers located on foreign territory; this program allegedly
collected up to 180 million user records per month abroad, including those of
Americans [17].

We also discuss other technical means an intelligence agency can exploit
the legal loopholes under EO 12333. Instead of eavesdropping on intradomain
traffic (i.e., data sent within a network belonging to a single organization, as
in the MUSCULAR/TURMOIL program), these loopholes can be exploited in
the interdomain setting, where traffic traverses networks belonging to different
organizations. We explain why interdomain routing with BGP can naturally
cause traffic originating in a U.S. network to be routed abroad, even when it is
destined for an endpoint located on U.S. soil. We also discuss why core Internet
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protocols – BGP and DNS – can be deliberately manipulated to force traffic
originating in American networks to be routed abroad. We discuss why these
deliberate manipulations fall within the permissive EO 12333 regime, and how
they can be used to collect, in bulk, all Internet traffic (including metadata and
content) sent between a pair of networks; even if both networks are located on
U.S. soil (e.g., from Harvard University to Boston University).

We do not intend to speculate on whether or not the intelligence community
is exploiting the interdependent technical and legal loopholes that we describe in
this paper. Instead, our aim is to broaden our understanding of the possibilities
at hand. Our analysis suggests that, without a fundamental reconsideration of
the lack of privacy and due process safeguards for foreigners, current surveil-
lance legislation opens the door for unrestrained surveillance on Americans from
abroad.

Paper Organization. To examine our central hypothesis, we combine de-
scriptive, internal legal analysis with threat modeling from computer science.
This paper presents the status of our work in progress. Section 2 identifies le-
gal loopholes in the three legal regimes that form the regulatory framework
for network surveillance for intelligence agencies. Section 3 discusses the tech-
nical details of how network protocols can be exploited to circumvent the legal
protections for Americans. We conclude with a brief description of the policy
recommendations that we are developing as part of future work, and a reflection
on the fundamental problems of legal protections that follow national borders in
a global communications network. Our research method also offers new insights
for normative policy evaluation and a multi-disciplinary framework for further
research.

2 Loopholes in the Legal Framework

A recurring conundrum for regulation of global communications networks is that
the application of law is, ultimately, tied to jurisdiction. For centuries, jurisdic-
tion has been determined primarily by physical and geopolitical borders, or the
space that states consider sovereign territory. Because networked communica-
tion does not necessarily respect physical and geopolitical borders, transnational
surveillance (i.e., surveillance conducted from one country, directed towards
users in another country) presents us with one of the most urgent examples
of this conundrum [32].

In this section, we use recently revealed and declassified primary legal sources
to describe and contextualize the U.S. legal framework for network surveillance
by intelligence agencies. We will demonstrate that three legal regimes outlined
in Section 1 can be distinguished based on two main criteria: who is targeted
(US person or not), and where the communication is taking place (on U.S. terri-
tory, or abroad). Our focus is on the poorly-understood third regime under EO
12333, which authorizes the N.S.A. to conduct largely unrestrained surveillance
operations on foreign soil. Since the third regime covers operations on foreign
soil that are not covered by the first two legal regimes (s.215 of the “Patriot
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Act” and the “Foreign Intelligence Surveillance Act (FISA)” [30, p.3]), we must
start by analyzing the types of operations that fall under those two legal regimes.
Our discussion will also highlight the differences in legal protection under each
regime, and why the outlook on reform fundamentally differs. We then move
on to discussing the third legal regime (EO 12333) in detail, and find that it
applies when surveillance does not ‘intentionally target a U.S. person’ and is
conducted abroad, regardless of whether or not the operation affects millions of
communications records of Americans.

2.1 First Regulatory Regime:
Domestic Communications, Surveillance Conducted on US Soil.

Some intelligence surveillance operations target domestic communications on
U.S. soil. The legal framework of this class of operations is relatively well-known.
Under section 215 of the “Patriot Act”, intelligence agencies can request a war-
rant at the FISA Court for ‘tangible things’ that are ‘relevant’ to authorized
terrorism or counterintelligence investigations. This s. 215 was adopted in its
current form soon after the attacks of 9/11, and significantly broadened the
legal authority for the N.S.A. to conduct domestic surveillance.

Meanwhile, a well-covered program operating under this legal authority is
the bulk collections of Americans’ telephone records under the so-called Verizon
Metadata Program. Immediately after the 9/11 attacks, U.S. President Bush
arranged for the voluntary provisions of these records by all the major U.S.
telecommunications providers. Upon a 2005 disclosure in the press of the pro-
gram, one company asked the government to obtain a warrant from the FISA
Court. Since 2006, the Court has granted the warrants on a rolling basis, includ-
ing so-called ‘gag’ orders that prevent the companies from disclosing the bulk
metadata requests to customers or the wider public [23].

With the details of the telephony metadata programs revealed after nearly
twelve years, scholars have argued that the program violates both the provisions
of the Patriot Act and the Constitution [12]. In U.S. Congress, proposals have
been initiated in the U.S. Congress to address the surveillance overreach [29].
Furthermore, several court cases are pending in different judiciary circuits, im-
plying that the U.S. Supreme Court will finally rule on the matter in the not so
distant future. Regardless of the short-term outcome of these legal and political
debates, on the long term three branches of government (i.e., the Executive,
the Legislative and the Judiciary) will be involved in establishing checks and
balances between the three of them, as well as legal protections for Americans
against surveillance overreach by the Executive branch.

2.2 Second Regulatory Regime:
Foreign Communications, Surveillance Conducted on U.S. Soil.

The second regulatory regime covers a class of surveillance operations conducted
on U.S. soil, regulated by the 1978 Foreign Intelligence Surveillance Act (‘FISA’).
These operations are aimed at obtaining ‘foreign intelligence information’, a
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broad term that includes information ‘relating to the foreign affairs of the U.S.’
(cf. art. 1801(e)(2) of FISA). This includes economic and political surveillance
of foreign governments, corporations, media organizations and citizens [33].

First we provide an overview of this second regime. We then describe which
surveillance operations (particularly those with an international aspect) are cov-
ered under FISA. We find that other international surveillance operations, in-
cluding those enabled by the network protocol manipulations we present in Sec-
tion 3, fall under the more permissive third legal regime for surveillance discussed
in Section 2.3. Finally, we discuss the legal protections afforded to Americans
under FISA as well as FISA reform.

2.2.1 Overview of the Second Regulatory Regime under FISA.

FISA and the FISA Court were introduced in 1978 by U.S. Congress, in response
to domestic surveillance overreach and the reform proposals by the Church Com-
mittee [33]. In 2008, FISA was amended and significantly broadened by U.S.
Congress with the FISA Amendments Act (‘FAA’). The FAA introduced sec-
tion 702, which allows for warrantless surveillance of foreign communications
conducted on U.S. soil, as long as these operations do not ‘intentionally target
U.S. persons’. That is, s. 702 does not require warrants to be issued for a specific
case based on a particularized probable cause. Instead, the FISA Court approves
of generalized ‘targeting’ and ‘minimization’ procedures on any data that is col-
lected; these procedures are intended to mediate U.S. person privacy concerns,
and have remained classified until recently [32].

For years, FISA and especially its s. 702 have been criticized for providing le-
gal loopholes for warrantless political and economic surveillance on U.S. lawyers,
NGOs, journalists and corporations communicating internationally through U.S.
Internet companies [33]; the media reports in December 2005, around warrant-
less wiretapping in bulk from the Internet backbone at an AT&T switch [28],
have highlighted some of this tension. Nonetheless, U.S. Congress passed FAA
after the AT&T revelations and extended the validity of the FAA for another
five years on 31 December 2012, one day before the sunset deadline. Two months
later, on 26 February 2013 in the case ‘Clapper v. Amnesty International’, the
U.S. Supreme Court denied several U.S. organizations a right to claim that the
privacy of their international communications was violated by s. 702 on procedu-
ral grounds. In what appeared to be the final ruling on the constitutionality of
s. 702 for the foreseeable future, a 5-4 majority argued that these organizations
were merely ‘speculating’, and could not prove that their communications had
actually been intercepted [6]. Justice Breyer, on behalf of the minority, noted in
his dissent that s. 702 prohibits the same applicants to actually gain knowledge
of the surveillance itself because of national security secrecy, and that the broad
authorities probably existed for a reason.

The political debate and the issue of legal standing have shifted considerably
since June 2013, when it became clear that s. 702 indeed serves as the legal basis
for many operations, among them ‘UPSTREAM’ and ‘PRISM’ [13]. Moreover,
several of the classified targeting and minimization procedures under s. 702 have

5



been leaked or declassified [2, 3]. Both revelations have spurred the N.S.A. to
confirm that a principle use of s. 702 is compelling assistance from U.S. Internet
companies for warrantless surveillance [5, p. 4].

This new dynamic enables a unique insight into classified and generous inter-
pretations of the legal provisions in FISA made by the intelligence community
and the FISA Court [13]. Before we dive into the details of FISA, we mention
that FISA also contains s. 703 and s. 704, that regulate surveillance intentionally
targeting U.S. persons located abroad. These sections are outside the scope of
this paper, since our focus is on surveillance operations on Americans located
in the U.S., with surveillance conducted on foreign soil. As an aside, Donohue
has observed that the warrant requirements in these sections have been cir-
cumvented by applying s. 702 criteria to the collection phase, and then seeing
whether collected data is of use for further processing after the fact [13, p.26].

2.2.2 Scope of the Second Regulatory Regime under FISA: The
1978 ‘Electronic Surveillance’ Definition

All communications surveillance operations that constitute ‘electronic surveil-
lance’, as defined s. 1801(f) of FISA, fall within the scope of FISA (cf. 18 U.S.C.
s.2511(2)(f); 50 U.S.C. s.1812(a)). The definition has largely remained intact
since 1978. To acquire the content of ‘wired communications’, surveillance only
falls within the FISA definition when authorities ‘intentionally target a U.S.
person’ (s. 1801(f)(1)), or when the acquisition is conducted on U.S. soil (s.
1801(f)(2)). Importantly, when authorities conduct targeted surveillance from
abroad, even if they know that both ‘sender and all intended recipients are lo-
cated in the U.S.’, then only ‘radio’ (i.e., wireless) communications fall within
the FISA definition of ‘electronic surveillance’ (s. 1801(f)(3)). The FISA defi-
nition only mentions communications ‘content’, but not ‘metadata’ (location,
time, duration, identity of communicants, etc.), which in itself gives rise to pri-
vacy concerns that we will not further discuss here. Relevant for our purposes,
is the observation that operations on ‘wired communications’, when conducted
abroad, only fall within the scope of FISA if they ‘intentionally target a U.S.
person’.

Intentionally Targeting U.S. Persons. ‘Intentionally targeting a U.S. per-
son’ constitutes ‘electronic surveillance’ under FISA (s. 1801(f)(1)). However,
‘intention’ and ‘targeting’ are not defined in FISA, leaving the concepts open to
generous interpretation by authorities in classified ‘targeting’ and ‘minimization’
procedures. Apart from providing clarity that bulk surveillance is not regarded
as intentional targeting (we discuss this further when we look at legal protections
from U.S. persons under FISA), the disclosure of these procedures has revealed
two important new facts related to surveillance operations conducted abroad.
Firstly, conducting the surveillance abroad creates the presumption that the
surveillance targets a non-U.S. person [2, p. 3-4]. Secondly, the ‘targeting pro-
cedures’ do not provide any due diligence requirement or duty of care to establish
the identity of parties on either side of a communication [2, p.3-4] [3]. This im-
plies that unless a communicant is known to be a U.S. person, the procedures
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consider the communicant to be a non-U.S. person. In other words, authorities
have a strong incentive to conduct surveillance abroad: legal protections offered
to U.S. persons under FISA can be circumvented, and a more generous legal
regime applies to the data collection itself.

Installing a Device. Of particular interest to our analysis is preparing a
communications infrastructure for surveillance, e.g., via network protocol ma-
nipulations that modify the flow of network traffic as described in Section 3.2.
FISA has a clause on ‘installing a device for that purpose in the United States’,
which can be understood as making a communications infrastructure ‘ready’
for surveillance, but it only covers ‘other than wire or radio communication’
(s. 1801(f)(4)). The U.S. Congressional Research Service gives ‘a hidden micro-
phone’ as an example of such ‘other communication’ [30, p.7]). Even if advanced
protocol manipulations or contemporary active attacks such as injecting mal-
ware or installing backdoors to enable surveillance would fall under the 1978
‘Installing a device’ definition, when it concerns ‘wired communications’ such
operations apparently falls outside FISA altogether, both when conducted on
U.S. soil or abroad.

In addition to such close textual analysis, another legal analytical tool sup-
ports this observation; the current consensus amongst scholars and policymakers
is that the intention with the ‘electronic surveillance’ definition of Congress, both
in 1978 and today, has always been to carefully ‘exclude a lot of what the N.S.A.
is actually doing’ [14]. The definition has not been updated much since 1978,
which to further supports the idea that the legislator did not intend to update
FISA to provide further legal protections to U.S. persons in modern communi-
cations environments. Thus, both textualist and originalist legal interpretative
doctrines support our observation, and we agree with [13, p.26] that the case
for a dynamic interpretation of the 1978 definition is weak.

In short, apart from passive surveillance, even active attacks such as the ad-
vanced network protocol manipulations we describe in Section 3 only fall under
the ‘electronic surveillance’ definition in FISA when U.S. persons are intention-
ally targeted. Our observations are supported by recent revelations on malware
operations in Der Spiegel (further discussed in the next section). [4]

2.2.3 Legal Protections for U.S. Persons under FISA.

Applicability of FISA to a surveillance operation is relevant for Americans, be-
cause the statue contains some important legal protections for U.S. persons
intentionally targeted. For instance, the statute explicitly states that the 4th
Amendment applies to surveillance operations under FISA (cf. s.1881(b)(5)) and
a narrow set of four surveillance operations is explicitly prohibited. As discussed,
surveillance under s. 702 may not intentionally target a U.S. person; for those
operations s. 703 exists. Another example is the ‘reverse-targeting’ prohibi-
tion of s.1881(b)(2), which holds that authorities may not intentionally target a
non-U.S. person under a s. 702 if the actual purpose of the operation is to target
a U.S. person. By contrast, the third legal regime under EO 12333 explicitly al-
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lows for intentional targeting of U.S. persons, when certain conditions discussed
in the next section are met.

Nonetheless, serious loopholes exist for surveillance conducted within the
bounds of FISA. One of the most-discussed loopholes is when U.S. persons have
not been ‘intentionally targeted’ but instead affected by a surveillance opera-
tion, e.g., a bulk intercepts on the Internet backbone on U.S. soil under the
‘UPSTREAM’ program. Instead of promptly destroying such data, generous ex-
emptions exist to nonetheless use the ‘incidentally’ or ‘inadvertantly’ collected
information of the affected U.S. person, including when a ‘foreign intelligence’
interest is created in the data sometime after its collection, or when the infor-
mation could be relevant for cybersecurity (incl. cyber-offense) purposes [3].

More generally, the targeting and minimization procedures seem to have in-
troduced a new category of surveillance specifically aimed acquiring information
about persons. (For example, two communicants that chat about a subject, like
Angela Merkel, which is part of an N.S.A. ‘selector’.) Such surveillance is not
considered to intentionally target specific communicating parties, and hardly en-
joys protection even if it affects U.S persons. The information collected through
such operations may be further analyzed and disseminated to other agencies as
long as the identity of U.S. persons implicated are redacted in a way ‘that the
information cannot be reasonably connected with an identifiable U.S. person’
[3, s.6]).3 A more complete analysis of the targeting and minimization proce-
dures can be found in [13], along with a critical assessment of the role of the
FISA Court.

2.2.4 Reforming the Second Regulatory Regime.

FISA and FAA have serious implications for the privacy rights of Americans.
And current reform proposals, including the proposed USA Freedom Act, pay
far too little attention to the loopholes in the antiquated 1978 FISA definition
of ‘electronic surveillance’ and the permissive workarounds for the restrictions
on ‘intentionally targeting U.S. persons’. Nonetheless, adopting a long term per-
spective on reform, the FISA and FAA statutes have been approved by the U.S.
Congress, while the targeting and minimization procedures have been approved
by the FISA Court. In response to the recent disclosures, proposals have been
made to reform this legal regime, including tightening the s. 702 loopholes and
making hearings before the FISA Court adversarial by allowing a ‘civil liberties
advocate’ to defend privacy interests. As with domestic surveillance, all three
branches of government will be involved in long term FISA reform. As such, the
barriers to strengthening privacy rights of Americans are mostly political, not
institutional. We will see that this is not the case in the third legal regime.

3 Redacting information as a means of protecting identities comes with its own privacy
issues; see [25] for more discussion.
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2.3 Third Regulatory Regime:
Surveillance Conducted on Foreign Soil.

Electronic surveillance conducted abroad is by and large regulated by “Executive
Order 12333” (EO 12333). Surveillance policies regulated under this regime are
designed and adopted solely within the Executive branch. The N.S.A. recently
acknowledged that EO 12333 is “the foundational authority by which N.S.A.
collects, retains, analyzes, and disseminates foreign signals intelligence infor-
mation” [5, p. 2-3]. Even so, EO 12333 and its underlying policies are hardly
discussed in policy and scholarly circles. This may be explained by the conven-
tional secrecy surrounding national security policy: understanding how exactly
EO 12333 surveillance is shaped was practically impossible outside the intelli-
gence community, until recently.

As with FISA, the Snowden disclosures and subsequent developments pro-
vide a unique opportunity to gain understanding of EO12333 and, in particular,
the policies that specify the authorities it provides. EO 12333 itself is very gen-
eral, as is the 2007 Department of Defence Directive 5240.01 that lays a general
framework of rules for intelligence conduct based upon the order. DoD Directive
5240.1-R of 1982, adopted over three decades ago, contains further principles
on ‘DoD activities that may affect U.S. persons’. Aforementioned documents
are not particularly interesting in themselves, but form the basis of U.S. Sig-
nals Intelligence Directive 18 (“USSID 18”), that is lower in legal hierarchy but
becomes fairly specific on actual surveillance principles.

Until recently only a 1993 version of USSID 18 was de-classified. Most prob-
ably in response to the MUSCULAR revelations on 30 October 2013 [17], the
authorities released a 2011 version of USSID 18 on 18 November 2013 [7] that
remains redacted on critical parts, as we will see. Noting that the 1982 DoD
Directive, until this day, contains a completely classified Annex A particularized
for N.S.A. conduct that may affect U.S. persons, we focus our analysis on this
recently declassified 2011 version of USSID 18. With regard to actual operations,
the public has learned how the N.S.A. assumed authority under EO 12333 to ac-
quire communications within Google and Yahoo! networks because the operation
was conducted on foreign territory [17], collecting up to 180 million user records
per month, regardless of nationality (we discuss this program is Section 3.1.)

Nevertheless, unlike under FISA, critical parts of the underlying policies are
still classified, or heavily redacted. In this section, we will analyze what is pub-
licly known about this third regime and indicate the remaining knowledge gaps.
We first discuss the scope of EO 12333, and when it applies to advanced net-
work surveillance methods. We then describe how U.S. intelligence authorities
enjoy broad and largely unchecked legal authority when conducting surveillance
abroad, and how legal protection offered to Americans under EO12333 are sub-
stantially lower than under the other regimes. Finally, we point at fundamental
institutional barriers in the U.S. Constitution to long term reform of EO12333
policies, regardless of their serious impact on Americans’ privacy.
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2.3.1 Scope of the Third Regulatory Regime under EO 12333:
Electronic Surveillance Conducted Abroad.

As discussed in the Section 2.2, electronic surveillance falls within the EO 12333
regime when it is conducted on foreign soil, and when it does not fall within the
1978 FISA definition of ‘electronic surveillance’. Or as the N.S.A. recently put it,
when surveillance is “conducted through various means around the globe, largely
from outside the United States, which is not otherwise regulated by FISA.” [5, p.
2-3]. 4

While FISA surveillance is conducted from U.S. soil, EO 12333 surveillance is
mostly conducted abroad. EO 12333 presumes that network traffic intercepted on
foreign soil belongs to non-U.S. persons (cf. s. 9.8 & 9.18.e.2 of USSID 18 defining
‘foreign communications’ and ‘U.S. person’). Companies and associations are
also considered in the EO 12333 definition of U.S. persons. These entities may
be assumed to be non-U.S. persons if they have their headquarters outside the
U.S. Even when it is known to the N.S.A. that a company is legally controlled
by a U.S. company, it may be assumed a non-U.S. person. Taken together, the
rules for presuming a non-U.S. person under this regime are permissive on the
individual-, group- and organizational levels.

Installing a Device. We return to the question of ‘installing a device’, to
understand how EO 12333 regulates the network protocol manipulations we de-
scribe in Section 3.2. These manipulations fall under EO 12333. However, on top
of the 1978 FISA definition of ‘electronic surveillance’, neither EO 12333 nor the
2011 update of USSID 18 further specify what ‘installing a device’ means to-
day. It is not covered in the definitions of ‘collection’ (section 9.2 USSID 18),
‘interception’ (section 9.11 USSID 18) nor in the definition of ‘electronic surveil-
lance’ (section 9.7 USSID 18). The definition of ‘installing a device’ to enable
surveillance could possibly be redacted in USSID 18 or further specified in a
still-classified guideline. A post-Snowden N.S.A. memorandum does not provide
any clarity [5, p. 2-3]. To the contrary:

NSA uses EO 12333 authority to collect foreign intelligence from commu-
nications systems around the world. Due to the fragility of these sources,
providing any significant detail outside of classified channels is damaging
to national security.

The only sensible observation we can make at this point is that a leaked docu-
ment on the use of malware by the N.S.A. seems to suggest that the EO 12333
governs untargeted malware, and that USSID 18 only restricts it once the N.S.A.
specifically knows who it is targeting [4]. This would be consistent with our ear-
lier argument that the 1978 FISA definition of ‘installing a device’ (cf. 1801(f)(4)

4 The N.S.A. statement seems to illuminate that all surveillance operations, even do-
mestic ones, that do not fall with the 1978 FISA definition are regulated by EO12333.
In this paper, we focus on advanced network surveillance operations conducted from
abroad, but how to exactly draw the line between FISA and EO12333 applicability
is an important subject for further research.
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FISA) does not cover the advanced network manipulations we present in Sec-
tion 3.2.

2.3.2 Weak Legal Protections for Americans under EO 12333.

Section 1.1 of EO 12333 provides that electronic surveillance should consider U.S.
persons rights. The details are further specified in the underlying documentation,
in particular in the heavily redacted USSID 18. In the Washington Post, a former
N.S.A. chief analyst provided some background on the interplay between FISA
and EO 12333 [17]:

“Look, NSA has platoons of lawyers, and their entire job is figuring
out how to stay within the law and maximize collection by exploiting
every loophole,” he said. “It’s fair to say the rules are less restrictive
under Executive Order 12333 than they are under FISA,” the Foreign
Intelligence Surveillance Act.

In spite of the redactions in USSID 18, we can make several new contributions
to our collective understanding how legal protection for U.S. persons indeed are
less restrictive under EO 12333.

Intentionally targeting U.S. persons. Essentially, section 2.4 of EO 12333
establishes that electronic surveillance operations that fall under the EO 12333
regime and do not fall under the FISA regime may intentionally target U.S.
persons, as long as they meet the conditions summed up in s. 4.1. USSID 18.
Before looking at those specific conditions, we mention that it is striking that a
central passage of the opening paragraph of section 4.1. is redacted. It reads:

4.1. Communications which are known to be to, from or about a U.S.
PERSON [one entire line redacted ] not be intentionally intercepted, or
selected through the use of A SELECTION TERM, except in the fol-
lowing instances:

Here we can only call attention to the redaction, but we have no possibility of
knowing what it exactly states. (This would be one of many specific points that
could be clarified through e.g., political oversight or a FOIA request.) The more
specific ‘instances’, where ‘communications which are known to be to, from, or
about U.S. persons’ may be ‘intentionally intercepted’ are outlined in sections
of 4.1.(a-d) USSID 18 and span 4 full pages.

Even with the many redactions, we can see that the restrictions provide less
protection on critical points than the already permissive ‘minimization proce-
dures’ under FISA. Often, instead of FISA Court approval, operations merely
need Attorney-General or in some cases even only Director N.S.A. approval to be
‘legal’. To name just one relevant example, s. 4.1.(c).(1) of USSID 18 holds that
when U.S. persons (including U.S. corporations) consent to a surveillance oper-
ation, the approval of the Director of the N.S.A. may suffice to go ahead with a
program. Indeed, May 2014 saw revelations on N.S.A.’s ‘strategic partnerships’
with several leading corporations in several routing sectors, which may point at
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obtained ‘consent’. Given aforementioned legal loopholes, it seems likely that the
advanced network protocol manipulations we discuss in Section 3.2 fall within
this category, as well as subsequently collected internet traffic. But several of the
relevant criteria are, again, redacted (notably an entirely redacted s. 4.1.(b).(a).
on ‘international communications’), which prohibits us from establishing this
with complete certainty [19]. Political pressure or perhaps FOIA request specif-
ically targeted at transparency on s. 4.1. USSID 18 would be particularly useful
to further analyze the scope of unilateral approval by the Director of the N.S.A.
for broad surveillance programs.

Wide Exemptions to Process U.S. Person data Already Collected. Un-
der USSID 18, further processing of foreign communications is unrestrained (cf.
s. 5.3 USSID 18), while the exemptions to further process communication be-
tween U.S. persons intercepted during the collection of foreign communications
are generous (cf. s. 5.4.(d) USSID 18): when communications are encrypted;
when ‘significant’ for a ‘foreign intelligence’ purpose; when useful as evidence
in criminal proceedings, or helpful to reveal communications security vulnera-
bilities (cf. section 5.4.d). In all these instances, the Director of the N.S.A. can
determine to hold onto the communications between U.S. persons; under FISA,
the Attorney-General must make such determinations.

Many More Classified Guidelines. Adding to the host of relevant but classi-
fied sentences, section 2 of USSID 18 references several classified legal documents
that further govern specific intelligence activities, among them the DoD Direc-
tives mentioned at the start of this section and NSA/CSS Policy No. 1 to 23,
titled “procedures governing NSA/CSS Activities that affect U.S. persons”, as
revised 29 May 2009. The public has no ability to analyse (the recent versions
of) these mostly classified documents in detail. It is hard to tell whether such
guidelines provide more legal loopholes. More generally, there are several differ-
ences in legal protection between FISA and EO 12333 that we haven’t discussed
here. In future work, we hope to further research these issues, in particular the
DoD Directives, NSA/CSS policies and possible new disclosures.

2.3.3 Reforming the Third Legal Regime under EO 12333:
Just One Branch of Government.

A more fundamental difference can be signalled at this point: over the next years,
three branches of Government are involved with Patriot Act and FISA reform.
In the sphere of EO 12333, this is not the case. Electronic surveillance regulated
under EO 12333 is solely overseen by the Executive branch, regardless of its
actual impact on the privacy of Americans. This simple observation has a long
tradition in U.S. Constitutional law, that gives broad so-called Article II author-
ities to the U.S. President when it comes to national security. As we have seen,
EO 12333 and its underlying guidelines have been adopted within the Executive
Branch. Much of the lowered legal protection we have signaled demonstrates how
oversight between branches of Government can be circumvented by conducting
surveillance under EO 12333.
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In response to media inquiries, Senator Dianne Feinstein (D-Cal), Chair of the
U.S. Senate Intelligence Committee tasked to oversee U.S. intelligence agencies,
provides some insight into what seems a complete lack of congressional oversight
over EO 12333 operations [34]:

“Twelve-triple-three [EO 12333] programs are under the executive branch
entirely.” Feinstein has also said the order has few, if any, privacy pro-
tections. “I don’t think privacy protections are built into it,” she said.”

One very real outcome of this lack of oversight (or checks and balances between
separate branches of Government) is the wide range of redactions still in place
under the EO 12333 regime, which limits independent analysis. We mention,
that by contrast, a central criterion under the European Convention of Human
Rights (‘ECHR’) is that any government policy that impacts rights guaranteed
under that Convention, including privacy, must be publicly available and contain
specific safeguards against overreach. Under the ECHR, such transparency is
seen to be a critical guarantee against overreach and abuse of power. In a range of
cases, such as the 2008 Liberty v. UK case, surveillance programs have been ruled
in violation of the fundamental right to privacy precisely because transparency
and safeguards against abuse had been absent. [32].

To summarize, programs under EO 12333 may collect startling amounts of
sensitive data on both foreigners and Americans. EO 12333 and USSID 18 pre-
sume communications are non-American, precisely because their operations are
conducted abroad. Such operations are regulated by guidelines adopted almost
entirely within the Executive branch, without any meaningful congressional of
judiciary involvement. Generous exemptions exist that enable use of informa-
tion ‘incidentally’ collected on U.S. persons, and critical details remain classi-
fied. Overcoming these concerns remains an issue that will be addressed entirely
by the Executive branch. So far, it has not sufficiently been addressed at all,
most probably because the lack of checks and balances between three branches
of Government.

3 Loopholes that Exploit Network Protocols

We have just argued the that collection of US person’s network traffic from
abroad presents a major loophole that can be exploited to circumvent legal
safeguards protecting Americans and oversight mechanisms in other branches
of Government. Put differently, the current regulatory framework for network
surveillance by intelligence agencies creates incentives for conducting surveillance
on foreign soil, regardless of whether it actually affects American communications
or not.

We now discuss how the technical details of Internet’s core protocols can
cause traffic sent by Americans to be routed abroad, where it can be collected
under the most permissive third legal regime for network surveillance. We distin-
guish two settings: (1) situations where the vagaries of Internet protocols cause
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Americans’ traffic to naturally be routed abroad, and (2) situations where In-
ternet protocols can be deliberately manipulated to cause Americans’ traffic to
be routed abroad.

3.1 Why US Traffic can Naturally be Routed Abroad.

The Internet was not designed around geopolitical borders; instead, its design re-
flects a focus on providing robust and reliable communications while, at the same
time, minimizing cost. For this reason, network traffic between two endpoints
located on US soil can sometimes be routed outside the US.

3.1.1 Interception in the Intradomain.

A network owned by a single organization (even an organization that is nominally
“based” in the U.S. such as Yahoo! or Google) can be physically located in mul-
tiple jurisdictions. The revealed MUSCULAR/TURMOIL program illustrates
how the N.S.A. exploited this by presuming authority under EO 12333 to ac-
quire traffic between Google and Yahoo! servers located on foreign territory, col-
lecting up to 180 million user records per month, regardless of nationality [17].5

Yahoo! and Google replicate data across multiple servers that periodically send
data to each other, likely for the purpose of backup and synchronization. These
servers are located in geographically diverse locations, likely to prevent valuable
data from being lost in case of failures or errors in one location. The MUSCU-
LAR/TURMOIL program collects the traffic sent between these servers: while
this traffic can traverse multiple jurisdictions, it remains with the logical bound-
aries of the internal networks of Yahoo! and Google. Thus, we already have one
example where loopholes under the legal regime of EO 12333 were exploited in
the intradomain, i.e., within the logical boundaries of a network owned by a
single organization.

3.1.2 Interception in the Interdomain.

Another possibility is the interdomain setting, where traffic traverses networks
belonging to different organizations. Specifically, interdomain routing with BGP
can naturally cause traffic originating in a U.S. network to be routed abroad,
even when it is destined for a network that is located on U.S. soil.

BGP (i.e., the Border Gateway Protocol) is the routing protocol that enables
communication between networks owned by different organizations (Autonomous
Systems or ASes, e.g., Google’s network, China Telecom’s network, or Boston
University’s network). As shown in Fig. 1, ASes are interconnected, creating a

5 The Washington Post has also revealed some aspects of a similar program called
INCENSER (of which the technical details remain unknown), that apparently col-
lected 14 billion user records in the same 30 day period. Together, these programs are
grouped under a still-classified umbrella program under the name WINDSTOP. And
according to journalists with access to the source material, many similar programs
exist [16].
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graph where nodes are ASes and edges are the links between them. ASes use
BGP to learn paths through the AS-level graph; an AS discovers a path to a
destination AS via BGP messages that it receives from each of its neighboring
ASes. An AS then uses its local routing policies to choose a single most-preferred
path to the destination AS from the set of paths it learned from its neighbors,
and then forwards all traffic for the destination AS to the neighboring AS that
announced the most-preferred path.

Importantly, the local policies used to determine route selection in BGP are
typically agnostic to geopolitical considerations; path selection is often based on
the price of forwarding traffic to the neighboring AS that announced the path,
as well as on the number of ASes on the path announced by that neighbor. This
means that it can sometimes be cheaper to forward traffic through a neighboring
AS that is physically located in a different country, rather than one located in the
same country; this situation is common, for example, in South America (where
network paths between two South American endpoint ASes often cross undersea
cables to Miami [24]) and Canada (where network paths between two Canadian
endpoint ASes regularly traverse American ASes [10]). Ongoing work by one of
the authors seeks to measure how often this occurs when both endpoints are
located in the US.

3.2 How Deliberate Manipulations can Divert US traffic Abroad.

In addition to situations where Americans’ traffic is naturally routed abroad, the
Internet’s core protocols – BGP and DNS – can be deliberately manipulated to
force traffic originating and terminating in an American network to be routed
abroad. As we discussed earlier, deliberately manipulating Internet protocols
for subsequent data collection from abroad, even when the manipulation was
performed from within the U.S., does not fall under the legal definition for ‘elec-
tronic surveillance’ in FISA; instead, these manipulations are regulated under
the most permissive third legal regime for network surveillance, EO 12333 (and
perhaps further specified in non-public guidelines).

3.2.1 Deliberate BGP Manipulations.

We know of numerous real-world incidents where manipulations of the BGP
protocol have caused network traffic to take unusual paths, including situations
where traffic from two American endpoint ASes was rerouted through ASes
physically located abroad. While there is no evidence that these incidents were
part of a surveillance operation, or even a clear understanding of why they
occurred, it is instructive to consider them as examples of how an authority
could circumvent the legal safeguards protecting U.S. persons by forcing their
network traffic to be diverted abroad.

In 2013, Renesys observed a number of highly-targeted manipulations of
BGP that caused traffic sent between two American endpoint ASes to be routed
through Iceland [26]. One manipulation that occurred on June 31, 2013, is shown
in Fig. 1. Traffic originating at an endpoint physically located in Denver and
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Fig. 1: On June 31, 2013, manipulator AS Siminn in Iceland used BGP to send
an “impersonated route” for IP address block 206.51.69.0/24, allowing Siminn to
intercept traffic sent between two endpoints in Denver, CO, USA. This incident
was reported on by D. Madory at Renesys. [26].

logically located inside Atrato’s AS, then travels to an Icelandic AS (Siminn)
and then back to its destination, which is physically located in Denver and
logically located in Qwest/Centurylink’s AS. Renesys also observed nine other
Icelandic ASes, as well as a few ASes based in Belarus, performing similar BGP
manipulations.

Similar incidents have been known to occur periodically in the Internet [9].
In 2010, for example, a routing incident caused traffic sent between multiple
American endpoint ASes to be diverted through China Telecom during a single
18-minute time period [11]. In 2008, a presentation at DEFCON [27] demon-
strated how these manipulations could be performed in a covert manner that
could be used to confound the network measurement mechanisms (e.g., tracer-
oute, BGP looking glasses) that researchers used to detect the 2010 and 2013
incidents mentioned above.

Target and Location of the BGP Manipulation. To understand how the
legal framework applies to manipulations of the BGP protocol for the purpose of
surveillance, we need to understand who is targeted, and where the manipulation
is executed.

The incidents mentioned above are executed as follows. Per Fig. 1, the manip-
ulating AS (e.g., Icelandic AS Siminn) manages to divert traffic to itself by send-
ing, to some carefully selected neighboring ASes, BGP messages that “imper-
sonate” those sent by the legitimate destination AS (Qwest/Centurylink’s AS).
Because BGP lacks authentication mechanisms, these neighbors (Atrato’s AS)
accept the BGP message for the impersonated route,and select the impersonated
route. They then forwards their traffic along the impersonated route to the ma-
nipulator’s AS (Icelandic AS Siminn). The manipulator receives the traffic, and
forwards it back to the legitimate destination AS (Qwest/Centurylink) via a le-
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gitimate route. The manipulator AS therefore becomes a man-in-the-middle be-
tween targeted source AS (Atrato) and the destination AS (Qwest/Centurylink).
While Fig. 1 shows traffic between two individual endpoints within Atrato and
Qwest/Centurylink being intercepted by the BGP manipulation, typically all
traffic originating inside Atrato and destined to the Qwest/Centurylink AS would
be intercepted by the manipulator.

To further understand the targets of this manipulation, we consider what it
means to send BGP messages that “impersonate” a legitimate destination AS.
First, we provide more detail on BGP messages. A BGP message is used to ad-
vertise the path to a specific IP address block hosted by a particular destination
AS.6 Each AS in the Internet is allocated one of more IP address blocks, used
to identify devices operated by that AS. Multiple devices can use a single IP
address; thus, referring back to our legal analysis, a single IP address can be
used by multiple devices or even ‘persons’. A separate BGP message is used to
advertise each IP address block allocated to a particular destination AS.

Thus, sending a BGP message that “impersonates” a legitimate destination
AS means that the manipulator AS (Icelandic AS Siminn) sends a BGP message
that claims a false route to the IP address block (206.51.69.0/24). As shown in
Fig. 1, the manipulator AS (Siminn) falsely claims that the IP address block
206.51.69.0/24 is allocated to Siminn’s own customer AS, the Icelandic Opin
Kerfi AS 48685; in reality that IP address block is allocated to the legitimate
destination AS (Qwest/Centurylink). Because BGP lacks mechanisms that can
authenticate allocations of IP address blocks, the manipulator’s neighbors will
accept this impersonated route, and forward all traffic destined to the IP ad-
dresses in the disputed block to manipulator’s AS (Siminn), instead of the legiti-
mate destination (Qwest/Centurylink). This “impersonated” route will continue
to propagate through the network, as the ASes that select the “impersonated”
route pass it on to their own neighbors.

Thus, we can see that the “target” of this BGP manipulation is (1) all traffic
sent by each source AS that selected the impersonated route (e.g., all traffic
from Atrato) that (2) is sent to IP addresses in the block that the manipulator
falsely claims is allocated to him (e.g., the 256 IP addresses contained in the
block 206.51.69.0/24). That has important legal implications: the permissive
legal regime under EO 12333 applies to such surveillance operations, as it does
not necessarily ‘intentionally’ target a ‘known, particular U.S. person’. It is also
important to note that this BGP manipulation (which involves sending just a
single “impersonated” BGP message from the Icelandic AS Siminn, shown in red
in Figure 1) is executed entirely outside of the targeted endpoint ASes (Atrato

6 An Internet Protocol (IP) address is a numerical address used to identify a particular
device connected to the Internet; IP addresses are 32-bit numbers, divided into four
8-bit octets (written as e.g., 206.51.69.201). An IP address block is a set of IP
addresses that have a common n-bit prefix. For example, the set of IP addresses
{206.51.69.0, 206.51.69.1, ...., 206.51.69.255 } has a common 24-bit prefix. We write
this as address block 206.51.69.0/24, where the notation /24 (“slash twenty four”)
implies a common 24-bit prefix (here 206.51.69) for all addresses in the block.
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and Qwest/Centurylink). Thus, this BGP manipulation can be executed entirely
abroad.

3.2.2 Deliberate DNS Manipulations.

An alternate network protocol manipulation that can divert traffic to servers
located abroad involves manipulating the DNS (i.e., Domain Name System).
The DNS is a core Internet protocol that maps human-readable domain names
(e.g., www.facebook.com) to the IP addresses that identify the servers hosting
the domain (e.g., 69.63.176.13); applications that wish to communicate with the
domain (www.facebook.com) first perform a DNS lookup to learn the IP address
of the server that hosts the domain, and then direct their network traffic to that
IP address. DNS lookups for end users and applications within a single AS are
typically performed by a device called a recursive resolver, typically located
within the AS; see Fig. 2. Recursive resolvers engage in the DNS protocol with
devices located outside their AS, and return responses to DNS lookups to users
and applications within their AS.

The DNS is well known to be vulnerable to manipulations the subvert the
mapping from a domain name to IP address [8, 20, 22].7 These manipulations,
which have often been observed in the wild as mechanisms for performing net-
work censorship [1, 35], can also be used to redirect network traffic through
servers located abroad. Fig. 2 presents an example. Suppose that a manipulator
wants network traffic destined to www.facebook.com from a given source AS
(e.g., Boston University) to be routed though a foreign server located abroad.
Suppose the foreign server has IP address 6.6.6.6. The manipulator can execute
a DNS manipulation that causes the recursive resolver in the source AS (Boston
University) to map www.facebook.com to IP address 6.6.6.6. All network traffic
for www.facebook.com from the source AS (Boston University) will then flow to
the foreign server at IP address 6.6.6.6. Finally, the foreign server will silently for-
ward the traffic it receives to the real facebook server at IP address 69.63.176.13.
Thus, the foreign server becomes a man-in-the-middle for traffic sent between
two US endpoints (Boston University and www.facebook.com).

Target and Location of the DNS Manipulation. This manipulation is
more fined-grained than the BGP manipulation we discussed earlier: it targets all
traffic sent to a particular domain (www.facebook.com) that is sent by all users
and applications served by the targeted recursive resolver (i.e., within a Boston
University’s AS). Again, the permissive legal regime under EO 12333 applies
to such surveillance operations, as the traffic does not necessarily ‘intentionally
target a U.S. person’.

Moreover, like the BGP manipulations we described earlier, these DNS ma-
nipulations can be conducted entirely abroad ; Hertzberg and Shulman [20] de-
scribe a technique that allows this manipulation to be executed by a device

7 Indeed, these vulnerabilities have motivated the development of DNSSEC, a security-
enhanced version of DNS; however, DNSSEC is far from being fully deployed, so these
vulnerabilities remain exploitable today.
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Fig. 2: Schematic showing how DNS manipulations can be used to direct traffic
between two American endpoints (Boston University and facebook) to be routed
abroad. The DNS manipulation technique labeled (1) is described in more detail
in Figure 3.

located entirely outside the targeted source AS. For those interested in the de-
tails, we sketch out the technique below and in Fig. 3:

Figure 3: We show how the manipulator located abroad can subvert the DNS
mapping for www.facebook.com at the target source AS 111 (Boston University).
First, it is important to observe that recursive resolvers usually do not accept
messages from senders outside their AS; however, mailservers do. (Mailservers
are devices that provide email services for an AS. They therefore need to accept
emails from outside the AS.) Thus, a manipulator located outside the target AS
can use the mailserver to attack the recursive resolver. Specifically, the manip-
ulator sends some carefully-crafted messages to a mailserver located inside the
target AS. These messages act as a trigger for the mailserver to send DNS queries
to the DNS resolver inside the AS; the DNS resolver accepts messages from the
mailserver, because the mailserver is inside the AS. The recursive resolver then
proceeds to resolve the mailserver’s DNS queries. To do this, the recursive re-
solver sends DNS messages to other DNS servers outside the target AS. Finally,
the manipulator responds to these DNS messages with carefully-crafted bogus
DNS messages of its own; this allows the manipulator to subvert the recursive
resolver’s mapping from a domain name to an IP address. Observe that this
manipulation just involves sending messages from outside the AS; no internal
devices in the AS need to be compromised.

3.2.3 Other Manipulations.

The BGP and DNS manipulations we describe fall outside of the ‘intentional
acquisition’ and the ‘installation of a (..) device’ subsection of the ‘electronic
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Fig. 3: Hertzberg and Shulman’s [20] technique for subverting the DNS mapping
for a particular domain (here, www.facebook.com) in a recursive resolver that
serves a particular target AS (here, Boston University AS 111). The manipulator
can be located entirely outside the target AS, and need only send DNS messages
and emails. No devices within the target AS need to be compromised.

surveillance’ definition under FISA. As noted earlier, such manipulation are
therefore regulated by the permissive legal regime under EO 12333.8 Even so, the
regulations governing these network protocol manipulations under EO 12333 re-
main unclear, as many important legal documents remain classified or redacted.

For instance, FISA makes clear that protocol manipulations do not have to
be executed entirely abroad to be regulated under EO 12333. To be completely
confident that they can also be conducted on U.S. soil under EO 12333, one
needs to have complete insight into USSID 18. On the face of it, EO 12333 and
USSID do not define ‘targeting’ and FISA does not include manipulations within
its scope.

While the BGP and DNS manipulations we described here can be executed
entirely abroad, and regulated by EO 12333, there are whole other classes of
manipulations that might be executed on U.S. soil. This class of manipula-
tions includes any network exploit executed by an attacker that wishes to be-
come a man-in-the-middle on a communication path. We will discuss more of
these exploits in future work. Here we briefly mention a particularly interest-
ing class of manipulation involving hacking into U.S. routers and switches and
installing routes that deliberately cause traffic to be diverted abroad. Recent

8 Note also that these FISA regulations were written in 1978, when the ‘installation
of a device’ was perhaps necessary to divert traffic to a network location where it
could be collected. Today, no installation of devices is necessary; instead, one can
exploit vulnerabilities in already-present network devices (routers, web proxies, etc.)
and network protocols (BGP, DNS, etc.) in order to alter the flow of network traffic.
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revelations suggest that the N.S.A. does have the capability to take control of
remote routers (e.g., the HEADWATER, SCHOOLMONTANA, SIERRAMON-
TANA, and STUCCOMONTANA programs [21, 31]). We also know that the
N.S.A. can physically tamper with U.S.-made routers [18]. Possibly also relevant
is the N.S.A.’s SECONDDATE program, which the N.S.A. calls “an exploitation
technique that takes advantage of web-based protocols and man-in-the-middle
capabilities” [15]. At this point, however, we will not speculate as to whether
or not the N.S.A.’s ability to subvert network protocols and routers is actually
used to circumvent the statutory and constitutional protections provided to U.S.
persons under the first two legal regimes we have described.

4 Summary and Future Work

In this paper, we highlighted a few of the major loopholes in the current legal
regimes authorizing network surveillance by the U.S. intelligence community.
International communications intercepted on U.S. soil are regulated by FISA and
are subject to oversight by Congress and the judiciary. By contrast, surveillance
on Americans from abroad under EO 12333 is by and large the sole domain of
the Executive branch. Designing a surveillance operation to adhere to two main
criteria — to not ‘intentionally target a U.S. person’ (like e.g., bulk surveillance)
and to be conducted abroad — allows the the operation to be regulated by the
permissive legal regime under EO 12333, thus circumventing constitutional and
statutory safeguards seeking to protect the privacy of Americans.

The legal loopholes we identified are exploitable, since the vagaries of In-
ternet protocols can sometimes cause traffic sent between two US endpoints to
be routed abroad. Even when this is not the case, core Internet protocols like
BGP and DNS can be deliberately manipulated to ensure that traffic between
US endpoints takes an unusual path through a device located abroad. If the two
main criteria are met, these interdependent legal and technical loopholes enable
largely-unrestrained surveillance on Americans communications. For instance,
these techniques can be used to collect, in bulk, all communications sent from
an autonomous system like Boston University to a given IP address block (with
a BGP manipulation), or from an autonomous system to a particular domain
like www.facebook.com (with a DNS manipulation).

In future work, we will consider additional technical loopholes, as well as
legal and technical remedies that can address the difficulties highlighted by our
analysis. We will discuss why technical solutions like encryption, DNSSEC, and
the RPKI can help combat these risks, but still are no panacea. Even encrypted
traffic, for example, exposes “metadata” (including who is communicating, the
length of the communication, etc.); moreover, FISA and USSID 18 minimization
procedures permit retention and analysis of encrypted communications even if
two communicants are known to be U.S. persons. Meanwhile, the RPKI can
limit the scope and impact of BGP manipulations, but does not completely
eliminate them. Future work will also discuss possible solutions in the legal and
policy space, including a more comprehensive analysis of the USA Freedom Act;
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on the face of it, the proposed U.S.A. Freedom Act and 4th Amendment case-
law concentrate on legal safeguards for U.S. persons, and offer little promise in
closing the international surveillance loophole we have discussed here.

We reiterate that we do not intend to speculate on whether or not the intelli-
gence community is exploiting the interdependent technical and legal loopholes
that we have described. Instead, our aim is to broaden our understanding of the
possibilities and deeper issues at hand. Indeed, our analysis has highlighted a
central problem in law; namely, that law has an old-fashioned focus on physical
materiality, in the sense that it matters much where surveillance is conducted.
The networked communications environment challenges such conventional laws
with a new technical reality, that does not respect the traditional geopolitical
boundaries to which current constitutional and statutory protection are tailored.

Therefore, we emphasize that while the Patriot Act and FISA are overseen
by all three branches of Government, EO 12333 remains solely under the ex-
ecutive branch because the U.S. Constitution grants it wide national security
authorities to protect the nation against threats overseas. The implications for
long term reform are real: even if the legislative of judiciary branches of Govern-
ment address the loopholes in the Patriot Act and FISA, the U.S. Constitution
emerges as a significant obstacle to the long term reform of EO 12333. We have
argued that consolidation of the loopholes in EO 12333 within the Executive
branch could leave Americans’ Internet traffic as vulnerable to surveillance, and
as unprotected by U.S. law, as the traffic of foreigners. Going forward, without
a fundamental reconsideration of the lack of privacy and due process safeguards
for non-U.S. persons, U.S. surveillance legislation leaves the door wide open for
unrestrained surveillance on U.S. persons from abroad.
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