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The Story of a Product

▪ 10/2012: SilverPush is founded 

▪ 4/2014: SilverPush funded by Unilazer, IDG Ventures & others

▪ 6/2014: Articles cover their ultrasound tracking product

▪ 11/2015: The security community and the press notice

▪ 11/2015: The Federal Trade Commission takes action

▪ 11/2015: The users react

▪ 3/2016: The Federal Trade Commission takes action

▪ 3/2016: SilverPush claims no active partnerships in the US



The end of our Story?

▪ It was assumed to be an isolated security incident

▪ Very little became known about the technology used

▪ Press moved on

▪ People went quiet



Wait! What was that?!

▪ Why they were using ultrasounds?

▪ How do such tracking frameworks work?

▪ Other ultrasound-enabled products?

▪ How about Privacy and Security?
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Cross-Device Tracking

Example:

John has just watched a TV ad and is now

browsing the Internet from his smartphone.

The advertiser now is pushing relevant (e.g.,

follow up) ads to his smartphone.

Holy grail of marketers, allows them to track

the user's activities across different devices.

XDT



Cross-Device Tracking

▪ Employed by major advertisement networks

▪ Varying degrees of precision: Deterministic or Probabilistic

Deterministic Example:

▪ Shared account across all devices

▪ Suitable for platforms where users are incentivized to login

▪ Inapplicable in most cases

▪ Hence alternatives are sought



Ultrasound Beacons: uBeacons

▪ uBeacons lie at the core of all ultrasound tracking products

▪ High-frequency audio “tags”

▪ Encode a small sequence of symbols

▪ Can be emitted and captured by most commercial speakers and 

microphones

▪ Inaudible by humans



uBeacons: Technical Details

▪ The spectrum between 18kHz & 20kHz 

▪ Divided in smaller (~75Hz) chunks

▪ Each one corresponds to a symbol

▪ Duration of only few seconds (usually ~4)

▪ No uBeacon standard

▪ Encoding varies between companies

▪ Lots of patents



XDT + uBeacons = uXDT



Ultrasound Cross-Device Tracking

▪ Offers very high tracking accuracy

▪ Based on uBeacons embedded 

into websites or TV ads

▪ Requires an uXDT framework installed

on the user's mobile device 

 Loyalty/Brand apps

 Advertising SDKs



Ultrasound Cross-Device Tracking

1. The advertising client 
starts a new advertising 
campaign with the uXDT 
provider

2. The uXDT provider 
generates a unique uBeacon
and associates it with the 
client’s campaign 

3. uBeacon is incorporated 
in the publishers’ content



Ultrasound Cross-Device Tracking

4.  The user accesses the 
content using one of his 
devices 

5. Once the content is 
loaded the beacon is 
emitted through the 
device’s speakers

6. The uXDT framework 
reports the beacon to the 
uXDT service provider



Ultrasound Cross-Device Tracking

7. The advertisement 
framework:

▪ Builds a user profile

▪ Pushes targeted ads to 
the user’s device

8. Increased conversion 
rates for customers



The Ultrasound Ecosystem

▪ Cross-device Tracking

▪ Audience Analytics

▪ Synchronized Content

▪ Proximity Marketing

▪ Device Pairing



But how secure is this?



Exploitation!

Ingredients:

▪ A victim with:

 A computer with speakers & the Tor browser

 A smartphone with an uXDT-enabled app

▪ A state-level adversary



Setting a Surveil lance Scene

▪ A whistleblower wants to leak documents to a journalist

▪ Whistleblower doesn’t know is that:

1. The journalist works with the repressive government

2. Intends to de-anonymize him

▪ The journalist asks the whistleblower to upload the documents to a 

Tor hidden service that he owns

▪ The whistleblower fires up Tor and loads the page…





The Tor de-anonymization Attack

1. Adversary starts a campaign

2. Embeds the uBeacon in a 
Tor hidden service

3. Lures the user to visit it

4. User loads the resource



The Tor de-anonymization Attack

5. His laptop emits the 

uBeacon 

6. His smartphone picks it up 

and reports it back to the 

tracking provider

7. State level adversary simply 

subpoena’s the provider for 

the IP or other identifiers



The Demo Explained

Ingredients:

▪ A victim with:

 A computer with speakers & the Tor browser

▪ Latest version of Tor

▪ Default security settings

 A smartphone with a uXDT-enabled app

▪ A state-level adversary



The Demo: Simulated State-level Adversary

▪ We didn’t have a state-level 

adversary handy

▪ Redirected traffic from steps 6 to the 

adversary’s backend



The Demo: Simulated State-level Adversary





Security Evaluation

Inaccurate Threat Model

▪ Security relies on the limited transmission range of ultrasounds

▪ Assumes no physical proximity of an attacker

▪ Assumes no one would be able to capture and replay beacons

However:

▪ Ultrasounds can travel reliably for a few meters

▪ There are ways to get “virtually” close



Security Evaluation

Lack of authentication and encryption capabilities

Use Case Constraints:

▪ Relatively low bandwidth

▪ Limited Time

▪ Noisy environment

Resulting in:

▪ Replay and Injection attacks



Security Evaluation

Violation of the principle of least privilege

▪ Ultrasound-based apps need full access to the microphone

▪ Unnecessary access to all audible frequencies

▪ Malicious developers could misuse their access to the mic

▪ Ultrasound-enabled apps can be perceived as malicious by the users

Lack of Transparency

▪ Large discrepancies in informing the users

▪ Opt-out options vary too
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How to fix an Ecosystem

1. Understand what’s wrong with it

2. Provide some quick fixes

3. And some medium-term solutions

4. Advocate for long-term changes

5. Involve the community



Android Permission

▪ Patch for the Android permission system 

▪ Allows finer-grained control over the audio 

channel

▪ Separates the permissions for listening to 

audible sound and the ultrasonic spectrum

▪ End users can selectively filter the ultrasound 

frequencies out



Browser Extension

Filters all audio sources and 

removes all uBeacons while leaving 

all audible frequencies intact

▪ Uses the Web Audio API, HTML5

▪ Attenuates frequencies above 18kHz

20Hz 20kHz



Long-Term Solutions

Standardization

▪ Agree on an uBeacon format

▪ Decide if/what security features uBeacons will have

OS-level APIs

▪ Methods for uBeacon discovery, processing, generation and emission

▪ New permission for this API



Long-Term Solutions

Benefits of the API:

▪ Solves the problem of over-privileged apps

▪ No need to access the microphone

▪ Ultrasound-enabled apps will not risk being considered as “spying”

▪ Resolves the problem of “microphone locking”



It’s happening!





Conclusions: Lessons Learned

 Inform the users

Improve transparency on the data collection process 

 Ask the users

Notifications when the app is about to take any action

 Enable the users

Provide an opt-out option or better an opt-in option

 Standards are a friend of security & privacy
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