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Can we achieve anonymous payments in the
current Ripple network?

Image source: https://community.dynamics.com/crm/b/crmbusiness/archive/2014/10/31/how-to-check-what-
roducts-are-compatible-with-different-microsoft-dynamics-crm-versions
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Key Idea: Synchronization Using Shared Wallets

+ Shared Wallet: Using a distributed signature scheme to share the
ownership of the wallet

+ The atomicity problem persists
+ Who sends first to the shared wallet?
+ Funds can be locked
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+ PathJoin enables atomic transactions
+ Interesting applications other than privacy (e.g., crowdfunding)

+ Discussion on forums (e.g., ICO):
https://www.xrpchat.com/topic/6879-pathjoin/

+ PathShuffle enables path mixing in the Ripple network
+ Successfully tested in the real Ripple network!
+ Compatible with other credit networks (e.g., Stellar)

+ PathShuffle is a simple smart contract
+ However, Ripple does not have script language
+ Are other “scriptless” contracts possible? Limitations?
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+ PathJoin: protocol for atomic

payments in Ripple with
interesting applications

Our Protocol for Atomic Transactions: PathJoin

+ Two shared wallets (two rounds of synchronization suffice)
+ Pre-fund the input and output shared wallets (e.g., mix 10 credit)
+ Perform the mixing transaction

+ PathShuffle: protocol for

anonymous payments fully
compatible with current Ripple

PathShuffle: PathJoin + DiceMix

+ Atomic transactions (PathJoin) alone do not suffice
+ How to know the output wallets in the first place?
+ We require:
+ Mechanism to find participants (bootstrapping)
+ Anonymously construct the list of output wallets (DiceMix)
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