


Elliptic Curve Diffie-Hellman key exchange, as the latter achieves
the  same  security  level  as  the  first  while  using  a  shorter  key
length. 

Additionally,  OTRv4 does  not  take  advantage  of  any  quantum
resistant algorithm, as their current implementations are not ready
enough to  be  widely  used.  The  design  does  include,  however,
what we call “weak quantum resistance”: by periodically mixing
in a 3072-bit Diffie-Hellman exchange in the double ratchet, we
can guard for the possibility of quantum computers being able to
break ECDH keys significantly faster than DH keys (because of
the bit-size differences).

4. IMPLEMENTATION

Although there exist many cryptographic primitives, protocols and
ideas,  very few have been implemented.  The idea of  the OTR
protocol and the new version of it is to give users a deniable and
secure communication that can be used in the real world. The only
way this can be proven is by showing how the protocol actually
achieves what it claims.  Implementing a proof-of-concept of it
has  several  benefits;  but  it  is  not  enough.  The  current  secure
messaging environment calls for proposals that can be used in real
communication as soon as possible, as the privacy and security of
users all over the world has already been compromised. For these
reasons, we are developing a production ready implementation of
OTRv4  in  C  [7],  by  using  production-ready  cryptographic
primitives and libraries. 

In our current work, we take into account some security measures.
As  we  use  elliptic  curve  cryptography,  we  check  that  the
generated keys are not the identity-element, as this will make our
implementation vulnerable to small sub-group [8] or invalid-curve
attacks  [9].  We  use  the  Ed448-Goldilocks  elliptic  curve  [11].
Furthermore,  cryptographic  operations  use  constant  time
operations [10], and we check for this by using the tool ctgrind
[12].  We also check for initialized memory,  memory leaks and
double  freeing  with  the  programming  tool  valgrind  [13].  We
check race conditions in multi-threads with helgrind [14] and drd
[15].

We are implementing the generic C library as a plugin for IM
desktop clients, so that it can be used in real chat conversations.

5. CONCLUSION

As  society  becomes  more  and  more  dependent  on  electronic
communication,  protocols  and  tools  that  preserve  privacy  and
provide security  for  its  users are desperately needed.  This new

version of OTR, version 4, aims to provide those properties, as it
achieves  both  confidentiality  of  the  messages  exchanged  in  a
conversation,  and  deniability  of  both  the  transcripts  and
participation.  

We are implementing the new version of the protocol as a library
and plugin for IM desktop clients, as a production-ready tool and
as  a  reference  for  implementations  of  the  protocol  in  other
programming languages. 
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