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Motivation — Application: Contact Discovery

Contact discovery tells social network users which of their contacts are in the social network
An insecure naive hashing-based protocol is used in practice

Vulnerable to
Brute-force attacks (for small input domain, e.g. phone numbers)

Comparison with hashes from later sessions
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Motivation — Application: Private Contact Discovery

Contact Discovery should be efficient and scalable, and protect the privacy of user inputs.

It runs once when a user initially joins a social network

and periodically to find contacts that | oiln
User WhatsApp
A= Contacts Customers
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Private Set Intersection (PSI)




Private Set Intersection (PSI)
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PSI for Contact Discovery
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Status-Quo vs. PIR-PSI

Communication linear in both sets 0(0 §&)
What about 0 | £7?

Insecure solution Private Contact Discovery =
Send small set to other party a . " =
Communication = § (I E(U ) —— ?Contacts (’L;)Customers
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PIR-PSI
Communication = (éi | (%))
Client Computation = 0 (9: [ (%)) AES operations

Server Computation = 0 (0 | T¢TAES operations



Plaintext Database Query
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Private Information Retrieval (PIR)
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2-Server PIR [CGKS95]

Donald J. Trump @ @realDonaldTrump - Jul 7 v
Public opinion has turned strongly against the Rigged Witch Hunt and the

“Special” Counsel because the public understands that there was no Collusion [rump - Apr 27 v

Donald J. Trump @ @realDonaldTrump - Mar 25 + 3), that the two FBI lovers were a fraud against our s that there was NO COLLUSION between the
....lawyer or law firm will take months to get up to speed (if for no other reason llusion was with the Dems! have been saying all along, it is all a big Hoax
than they can bill more), which is unfair to our great country - and | am very ) iR ints and lies. There should never have been a
happy with my existing team. Besides, there was NO COLLUSION with Russia, Hunt!
except by Crooked Hillary and the Dems!

lalDonaldTrump * Jun 28 v
Q k. 1T 17K QO 81k for totally unrelated charges (there was no collusion

ition of the no collusion)...And what is going on in the
Donald J. Trump @ @realDonaldTrump - Mar 18 ™ Hillary, the DNC and all of the lies? A disgraceful [rump - Apr 19 v
Why does the Mueller team have 12 hardened Nemacratea came hin Cronked I ehnw rlaarlv that thara wae NO COLLUSION
Hillary supporters, and Zero Republ 1. WOW! Will the
anyone think this is fair? And yet, th

’ ! Donald J. Trump @

O 8k 11 32k () 123K , Follow | IV

@realDonaldTrump
Donald J. Trump & @realDonaldTi

The M «
conusionansmerewssoome ... Als0, there is NO COLLUSION! Liesdtcusens

Fake Dossier paid for by Crooked H O COLLUSION
FISA COURT for surveillance of my 7:28 AM - 30 Oct 2017

Q) e3k 10 29k O 102K

Showis fhred 21,611 Retweets 89.260Lkes P F P 2 PDPDE D& 5

Donald J. Trump @ @realDonaldT)

As the House Intelligence Committe = _ = fe LIED! LIED!
between Russia and the Trump Can Q) 87K Tl 22k O 89k imey!! No
however, there was tremendoustea ., -

of the FBI, Justice & State. #DrainTheSwamp

falDonaldTrump - Jun 5 vl

(D 38K 11 31K ) 113k : i TR
~ = Hoax continues, all because Jeff Sessions didn't tell me

Donald J. Trump @ @realDonaldTrump - Mar 11 . limself...I would have quickly picked someone else. So frump * Apr 11 e
have sh'own conclu;;/ely that theré was no Collusion with Russia..just excuse asted, so many lives ruined...and Sessions knew better IS caused by the Fake & Corrupt Russia

for losing. The only Collusion was that done by the DNC, the Democrats and No Collusion! Democrat loyalists, or Pe°ple that worked for

Crooked Hillary. The writer of the story, Maggie Haberman, a Hillary flunky, knows | ) g5k of all (except Rosenstein who signed FISA &

nothing about me and is not given access. = ey e srry-e-nl€) JO CrAZY!

QO 22« 0 19K ) 84K O az 11 26K ) ok
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2-Server PIR [CGKS95]
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Example: 2-Server Linear Summation PIR [CGKS95]

W ¢t N TR

l chosen at random query \en e

8~ocg~g‘g‘8,d

a1 — -

l

8~ocg~g,g,8,d

12



PIR from Distributed Point Functions (DPFs)

Point Functions: 0 "O "QdQ (' 0h Intuition:
Q@ o Q DPF Key Expansion

Distributed PFs allow 2 parties the secret- ~
shared PF evaluation, without revealing "Q. Q

)

C..

O

DPFs are described by short keys ‘QhQ of
length 0 (I T0Q, where 0 is the domain of @

By usingu p, i.e., a DPF returningp only at
iIndex ‘Qwe can express the plain text query 1)
and thus build 2 -server PIR with 0 (I T0Q
communication complexity.

Instantiated efficiently with AES. %,
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Designated-Output PIR
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PIR Private Equality Test
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Cuckoo Hashing

Server performs Cuckoo hashing.
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Cuckoo Hashing

Server performs Cuckoo hashing.
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Cuckoo Hashing

Server performs Cuckoo hashing.
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Cuckoo Hashing

Server performs Cuckoo hashing.
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Cuckoo Hashing

Server performs Cuckoo hashing.
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Cuckoo Hashing

Server performs Cuckoo hashing.
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To avoid collisions: use multiple hash functions - in this example: "(HQ8

In our implementation we used 3 hash functions and a cuckoo expansion factor of
a cuckoo failure probability of ¢  during one -time initialization.

Q p8 for

21



Cuckoo Hashing

Every element can be located in two possible bins.

OIO,
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The client computes all hash functions for every element.
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Cuckoo Hashing

Every element can be located in two possible bins.

W
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To check if the server holds w, the client runs a PIR-PEQ with the 24 and 4t bin.

In the full protocol: instead of single PIR -PEQ, we run all of them together in a PSI protocol.



PIR-PSI Overview

- S =l
Cuckoo Hashing ® 0 |
Both servers compute the same cuckoo hash table for their 0 elements. @ ®
- W
@ .
DPF-PIR Query o2 O e
/ Q0
The client delegated extraction of ¢ elements from the cuckoo table. g
i
o O
0]
Oblivious Shuffle
One server receives the other server’s mask Had p Ut
shuffles the PIR results to hide which Cuckoo hash function was used.

(&) (&) @)
Small PSI @ (@) (@)
A standard PSI protocol is used to determine intersection. %% m—> -— @
& @ 24



Optimizations

Binning
Instead of running full domain DPFs, we partition the server
cuckoo table into bins and a smaller DPFs per bin.

Parallelization!

Batching

Instead of running DPF queries separately,
run all queries in each bin in parallel.

Only a single pass over the cuckoo table for multiple queries.

Larger PIR Blocks
PIR queries can return multiple cuckoo table entries.

less communication, more computation in PSI.
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PIR-PSI with 3 PIR Servers
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PIR-PSI Performance

Communication and running time for
€ pTC tlient elements and server

setsizesON ¢ hk h kK

Benchmarked in Gigabit LAN, on
1 machine with 36 x 2.3 GHz.

Implementation set to use 4 threads.
Client computationis  p 1 Iof total.

Parameters for communication /
computation trade -off

Communication in MiB

N0 A 2N24 BB 27\26 N8
30
1.6 28.3
25
20
15
m0.7212.7
10
A 0.36, 8:61
5 .'.... '.-.-_.. 13.22 4.93
A 0.94 3.85M3.654.28
X 0.1 2.1
0
0 2 4 6 8 10 12

Running time in seconds
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Conclusion

Combination of DPF-based PIR with state-of the art PSI to achieve scalable contact discovery.

Efficient open -source C++ implementation on Github: github.com/  osu - crypto/ libPSI

Many more detalls in the paper!
Security Analysis
Cuckoo Hashing Parameters
Detailed performance analysis and comparison with related work

Extensions
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https://github.com/osu-crypto/libPSI
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A Sampling of PSI Over the Decades
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A Sampling of PSI Over the Decades
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A Sampling of PSI Over the Decades
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A Sampling of PSI Over the Decades
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A Sampling of PSI Over the Decades
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A Sampling of PSI Over the Decades
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