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Abstract:
preserving mechanism on potentially sensitive data is

Quantifying the privacy loss of a privacy-

a complex and well-researched topic; the de-facto stan-
dard for privacy measures are e-differential privacy (DP)
and its versatile relaxation (e,d)-approximate differen-
tial privacy (ADP). Recently, novel variants of (A)DP
focused on giving tighter privacy bounds under contin-
ual observation. In this paper we unify many previous
works via the privacy loss distribution (PLD) of a mech-
anism. We show that for non-adaptive mechanisms, the
privacy loss under sequential composition undergoes a
convolution and will converge to a Gauss distribution
(the central limit theorem for DP). We derive several
relevant insights: we can now characterize mechanisms
by their privacy loss class, i.e., by the Gauss distribution
to which their PLD converges, which allows us to give
novel ADP bounds for mechanisms based on their pri-
vacy loss class; we derive ezact analytical guarantees for
the approximate randomized response mechanism and
an ezact analytical and closed formula for the Gauss
mechanism, that, given ¢, calculates d, s.t., the mecha-
nism is (¢,0)-ADP (not an over-approximating bound).
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1 Introduction

Privacy-preservation of personal data is an increasingly
important design goal of data processing systems, in
particular with recently enacted strong privacy regula-
tions [24]. Modern systems, however, are increasingly
reliant on personal data to provide the expected utility.
Hence, privacy and utility are often diametrical, render-
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ing perfect solutions impossible but leaving space for
solutions that provide privacy under limited usage.

To quantify the privacy of a mechanism, Dwork et
al. [10] proposed a strong privacy notion, called (e, d)-
approximate differential privacy (ADP). By now, there
is a rich literature on ADP guarantees (e.g., [13, 27]).
These privacy guarantees naturally deteriorate under
repeated adversarial observation, i.e., continued usage
increases (¢,0) to a point where using the mechanism
is considered insecure. A tight assessment of this de-
terioration is essential since loose bounds can lead to
underestimating how often a mechanism can be used
or to using too much noise. Finding tight bounds is
a challenging task and has inspired a rich body of
work [2, 8, 12, 16, 20, 21, 26].

The literature contains adaptive sequential compo-
sition bounds [16, 26] that are mechanism-oblivious in
the following sense: given a sequence of ADP param-
eters (g;,0;);, the adversary may in round j adaptively
choose any mechanism that satisfies (¢;,0;)-ADP. It has
been shown [16, 22] that analyzing the approximate ran-
domized response (ARR) mechanism, i.e., analyzing two
worst-case (output) distributions parametric solely in a
(€5, 0;) pair, exactly yields optimal mechanism-oblivious
bounds. These results have been used [27] to analyze
a mechanism by deriving (e, d) before composition and
then computing an adaptive composition bound.

Often we are interested in quantifying the privacy
of a particular mechanism under composition instead of
the privacy of adversarially chosen mechanisms. Recent
results show that better fitting worst-case distributions
can lead to significantly tighter bounds under composi-
tion (Concentrated DP [8, 12], moments accountant &
Rényi DP [2, 21], and Privacy Buckets [20]).

These methods started to more intensely use the
privacy loss of a mechanism that has been proposed by
a seminal work by Dinur and Nissim [9]. Most of these
approaches, however, introduced novel privacy notions
derived from characterizing the moments of the privacy
loss (CDP, MA, RDP) and only derived loose bounds
for well-established privacy notions, such as ADP. A
notable exception is the iterative and numerical PB ap-
proach that can fall prey to numerical errors, memory
limitations, and discretization problems.
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1.1 Contribution

This work directly leverages the privacy loss [9] by con-
structing a probability distribution out of it, the pri-
vacy loss distribution (PLD). The PLD is similar to the
privacy loss random variable used by Dwork and Roth-
blum [12], but we also consider corner cases where the
loss becomes infinite. Our analysis of the PLD, partic-
ularly under sequential composition of the mechanism
it resulted from, deepens our understanding of privacy-
deterioration under composition and yields a list of foun-
dational and practical contributions.

(a) We show that the PLD can be used for deriv-
ing the following differential privacy metrics: pure dif-
ferential privacy (DP), approximate differential privacy
(ADP), concentrated differential privacy (CDP), Rényi
differential privacy (RDP), and probabilistic differen-
tial privacy (PDP). We show that the PLD is a unique
canonical representation for RDP and ADP.

(b) We prove that the PLD of any mechanism
evolves under independent non-adaptive sequential com-
position as a convolution and thus, as an application of
the central limit theorem, converges to a Gauss distri-
bution, which we call the privacy loss class of the mech-
anism. This Gauss distribution has a variance and mean
that directly follows from the variance and mean of the
PLD and both values linearly grow under composition.
We can extend this insight from non-adaptive compo-
sition to some adaptive mechanisms (such as adaptive
query-response mechanisms), by finding worst-case dis-
tributions and analyzing the PLD of these worst-case
distributions. The leniency regarding adaptive choices
naturally reduces the tightness of the resulting bounds
and is not the main focus of this work.

(¢) As a practical application, we use these privacy
loss classes to derive analytical formulas for ADP and
PDP for the Gauss mechanism and the randomized re-
sponse mechanism. For both mechanism, we provide
tight ADP- and PDP-parameters under sequential com-
position that can be efficiently calculated.

(d) Our analysis shows that the Gauss mechanism
clearly outperforms the one-dimensional Laplace mecha-
nism under composition in terms of a variance to privacy
trade-off: A Gauss mechanism with half the variance as
the Laplace mechanism provides the same privacy guar-
antees, for ADP, PDP and even for (almost) pure DP,
except for a tiny delta, which in our example (¢ = 40)
can be considered negligible even by cryptographic stan-
dards: less than 2780 after 128 compositions.

(e) We further use the privacy loss class of a given
non-adaptive mechanism to prove upper and lower ADP

bounds for n-fold sequential composition. We apply the
Berry-Esseen and Nagaev normal approximation theo-
rems to the privacy loss class and approximate the PLD
after n convolutions (for n-fold sequential composition).
We, thus, pave the way for future research on tight nor-
mal approximation bounds for PLDs, which would result
in tight bounds for n-fold sequential composition.

Next, we characterize the PLD under sequential
composition (Contribution (b)).
Informal Theorem 4 (The CLT for ADP): Let M
be a mechanism and xq,x1 be two inputs yielding the pri-
vacy loss distribution w with finite variance o2 and finite
mean 1. Then, the privacy loss distribution w, of M on
zo and x1 after n non-adaptive sequential compositions
has variance n - 02 and mean n - .

Moreover, if 02 > 0 and the third absolute moment
of w is finite, then w, converges against a Gauss distri-
bution with variance n - o2 and mean n - .

2 Overview

We illustrate a selection of our results to highlight key
ideas. Dwork and Rothblum defined the privacy loss of
any observable outcome o of a mechanism M on inputs
xg or x1 as the logarithmic ratio between the probability
to observe o on input zg compared to on input x;.
Pr|[M(xg) =0
LM (wo)/M(a) (0) =In (W) :

This privacy loss spans a real-valued random vari-
able obtained by sampling o ~ M (zp) and outputting
L1 (20)/M (21) (0), which in turn defines the privacy loss
distribution (PLD).
Worst-case distributions: The privacy loss is com-
puted for two distributions, but is not restricted to spe-
cial cases. For many mechanisms M there are so-called
worst-case distributions A and B with a privacy loss
maximally as great as that of M(xg) and M (x1) for all
pairs of neighboring inputs zg and x;. We give some in-
tuition on how worst-case distributions work and why
they typically exist, but refer to Meiser and Moham-
madi’s recent work [20] for a more detailed discussion.

For non-adaptive mechanisms, i.e., for mechanisms
that do not change structurally from one execution to
the next, there is always such a pair of worst-case distri-
butions [2, 11]. In most cases, the worst-case distribution
is defined by the worst possible (in terms of privacy) pair
of inputs that is still considered neighboring. If mecha-
nisms behave structurally differently on different inputs,
the worst-case distributions have to be artificially cre-
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Fig. 1. Laplace in Privacy Loss Space for different number of compositions n. Recall that a composition of two independent mechanisms

corresponds to a convolution of the privacy loss distribution. As illustration of the privacy loss class and in the spirit of the central limit
theorem for differential privacy, a Gauss with identical 4 and o2 as the shown privacy loss distribution has been plotted.
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Fig. 2. Comparing bounds for differentially private stochastic gradi-
ent descent mechanism with noise parameter ¢ = 0.01 and o = 4.
Left: after n = 216 compositions, right: minimal € values over the
number of compositions n for § < 10~%. In the right graph, the
Rényi-DP and Berry-Esseen bound did not fall into the plotting
range and were omitted.

ated by combining the PLDs for all neighboring pairs of
inputs, which might be computationally challenging.
Adaptive queries can often be captured as well:
queries can be considered part of the input, and they
are neighboring if, e.g., without adding noise, the re-
sults at most differ by the application-specific sensi-
tivity. As an illustrative example, consider a database-
query-response system that adds noise to its real-valued
answers to queries ¢ : X — R before releasing them:
M(x) =
tributed random variable with mean zero, e.g., given by

q(xz) + N, where N is a symmetrically dis-

the Laplace distribution or the Gauss distribution. If ¢
has a sensitivity of 1, i.e., for all allowed pairs of inputs
xg,x1 we have |g(xzg) —q(x1)] < 1, as is the case for sum-
queries, then the distributions obtained by M (0) and
M (1) are worst-case distributions. If a subsequent query
q' differs from ¢ (potentially depending on the mecha-
nism’s output for ¢), the worst-case distributions remain
unchanged, as long as |¢'(zg) — ¢/(z1)| < 1. Hence, the
results we give for the Gauss mechanism, specifically our
analytical formula for differential privacy (Theorem 5),
holds in the light of adaptive queries.

For analyzing a mechanism, a pair of worst-case dis-
tributions has to exist for M and for all inputs that fall
into the neighboring relation. In doing so, we abstract

away from the concepts of utility and sensitivity and re-
quire the privacy analyst interested in applying our re-
sults to provide worst-case distributions. In the remain-
der of this work we concentrate on a pair of distributions
M (x0) and M (z1) for a mechanism M : X — U and two
concrete inputs xg, 1 € X. All our results also apply for
a pair of worst-case distributions.

The privacy loss distribution: Given a pair of dis-
tributions, we can consider the corresponding privacy
loss distribution. This privacy loss distribution naturally
evolves under sequential composition as a convolution
of privacy loss distributions (Theorem 1), as Figure 1
illustrates for the Laplace mechanism. By the central
limit theorem, a privacy loss distribution converges to a
predictable Gauss distribution under sufficiently many
compositions (Theorem 4).

The privacy loss distribution of the Gauss mecha-
nism also is a Gauss distribution and under convolution
again remains a Gauss distribution. We give an ana-
lytical and efficiently computable formula for ADP and
PDP composition bounds for any number of composi-
tions. Note that these are not approximate bounds, but
indeed precise characterizations (Theorem 5, Figure 5).

We also provide bounds for arbitrary mechanisms
(for which a worst-case reduction exists); after many
(n > 222) compositions, our bounds outperform previ-
ous work. Our representation with PLDs directly shows
that the moments accountant and the RDP bound ac-
tually are applications of the Markov inequality to com-
pute a PDP bound. With our representation, we can
naturally extend that bound to ADP, which results in
tighter bounds (Markov-ADP bound: Theorem 3). At
the same time, we can apply normal approximation the-
orems (the Berry-Esseen Theorem and Nagaev-Bound)
to achieve tight bounds for a very large number of ob-
servations and very small epsilons, as is, e.g., needed for
timing leakage analyses as in CoverUp [25], see Figure 6.
The minimum of these normal approximation bounds
and the ADP-version of the Markov inequality achieves
a very competitive bound, in particular for a very large
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number of observations. We offer an efficient implemen-
tation for computing this minimum.

Figure 2 illustrates our results. The left graph plots
for a recent mechanism for training deep neural net-
works [2] for each ¢ the minimal 6(¢) such that the mech-
anism is still (g,3(¢))-ADP after 2'6 compositions. The
right graph shows the minimal ¢ for which d(¢) < 1074
over the number of compositions n. The figure dis-
plays the performance of our improved Markov-ADP
bound and the performance of our normal approxima-
tion bounds, Berry-Esseen and Nagaev. The figure even
displays that our exact bound for the Gauss distribution
that matches the privacy loss class of the mechanism is
very close to the other bounds. Section 6 provides strong
evidence that the privacy loss class is actually an ac-
curate characterization of the privacy-preservation of a
mechanism and even closer to the tight bounds.

3 Related Work

Vadhan et al. [26] examined the same kind of n-fold
adaptive composition as this work. Roughly speak-
ing, they have shown that privacy will deteriorate as
V/ne+ne? | rather than the (trivial) worst-case ne known
in the literature. Meiser and Mohammadi [20] have re-
cently introduced a novel numerical method for comput-
ing ADP bounds, based on a pair of distributions. Their
work investigated the privacy loss of mechanisms and
approximated this loss to give very good ADP bounds
(including lower bounds) under continual observation.
Computing their bounds has higher computation re-
quirements, in particular for a very large number n of ob-
servations. For the Gauss mechanism our results (Theo-
rem 5) clearly show tighter results for very large n. When
repeating their CoverUp analysis, our approach leads
to significantly improved results for very high n values,
which is highly relevant for a system like CoverUp.
Kairouz et al. [16] derive tight ADP bounds for the
approximate randomized response mechanism (ARR)
and use these bounds to prove upper ADP bounds for
any mechanism. Their work characterizes set of bounds
for the ARR mechanism that contains the tight bounds.
This results in a non-trivial optimization problem to find
the minimal bounds in this set of bounds. We derive a
formula (Example 1) for the ARR under sequential com-
position that directly computes such minimal bounds.
Recent work on concentrated differential privacy
(CDP) [8, 12] directly focuses on the privacy loss for de-
riving tighter ADP and PDP bounds. This line of work

provides interesting insights into differential privacy and
into improved bounds for the Gauss mechanism; for
other mechanisms, however, these results either provide
very loose bounds (e.g., the truncated Laplace mecha-
nism) or no bounds at all (e.g., [2]). Our work, in con-
trast, identifies the variance, the mean, and the mass of
the distinguishing events of the privacy loss distribution
before composition (the privacy loss class) as a valuable
characterization for the degree of privacy that a mech-
anism provides. We illustrate that this characterization
is accurate and derive upper and lower ADP and PDP
bounds.

Rényi differential privacy (RDP) [21] is a privacy
notion based on the log normalized-moments of the pri-
vacy loss distribution (the Rényi divergence). RDP is a
generalization of the moments account bound (MA) [2].
We evaluate MA in Section 6 and show an equivalence
between RDP’s moments, the PLD, and ADP (Theo-
rem 2), which exceeds the RDP to ADP bound in [21].

In a concurrent work, Balle et al. [5] revisited the
Gauss mechanism for optimal denoising in differential
privacy. Interestingly, their concurrent work results in
the same exact ADP-bound of the Gauss mechanism,
without any composition results, however. Additionally,
Balle et al. [4] concurrently proved that ADP bounds
imply RDP bounds but not the converse direction.

4 Privacy Loss Space

We review the privacy loss, a representation of the pri-
vacy leakage introduced by Dinur and Nissim [9]. We
define a probability distribution from it, the privacy loss
distribution (PLD) and show that it is useful for defin-
ing many privacy notions from the literature: approxi-
mate differential privacy (ADP) [10], probabilistic dif-
ferential privacy (PDP) [14, 18], and Rényi differential
privacy (RDP) [21], and concentrated differential pri-
vacy (CDP) [8, 12]. For a generalization of ADP (Def-
inition 4.5) and for RDP, the PLD is even a canoni-
cal, unique, and succinct representation of the leakage
(Theorem 2 and Corollary 1). We further prove that a
sequential composition translates to convolution of the
respective privacy loss distributions (Theorem 1). For
any proofs, we refer to Appendix B.

Notation. See Table 1 for a summary of our notation.
Formally, a probabilistic mechanism M from X toY de-
scribes function M : X — (2 = Y), with @ := U,y Qa
and {2, being the set of measurable sets on which the
random variable M (z) (for x € X) is defined.
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M (zo), random variable of a probabilistic mechanism ap-

M (z1) plied to input g and =1, often abbreviated as A
and B

Pr o<+ A] | probability of 0 in A

X set of mechanism-inputs

u universe of the mechanisms’ the atomic events

o atomic event in U

L/ (0) privacy loss of observation o of A over B

w privacy loss distribution (PLD)

Y privacy loss (i.e., atomic event) in the PLD

w(y) privacy loss pdf/pmf for y

Yy set of atomic events in the PLD, the image of
La/pU)

m, m(y), € | dual PLD of w (Definition 4.3)

Table 1. Notation table

4.1 Privacy Loss Variables / Distributions

At the core of this work lies the representation of privacy
leakage as the privacy loss. The privacy loss £ of any one
output of the mechanism with respect to two potential
inputs is the logarithmic ratio between the probabili-
ties to observe the output for each input. This ratio is
of course not defined if this probability is 0 for either
the nominator or the denominator. For a more uniform
treatment of realistic mechanisms, we introduce distinct
symbols oo and —oo that behave similar to infinity and
minus infinity. If the nominator is 0, we define the pri-
vacy loss £ to be —oo, and analogously if only the de-
nominator is 0 we define it to be co. This captures dis-
tinguishing events, which, if observed, reveal which of
the two inputs was used.

Definition 4.1. Given a probabilistic mechanism M :
X — U, let 0o € U be any potential output of M and let
xo, x1 € X be two inputs. We define the privacy loss
random wvariable of o for xg, x1 as

Lt (wo)/M(xr) (0) =

.. Prlo+ M (z0)] # 0 and
00 g

Prio« M (21)]=0
tn (Ffectteol ) if Prioe M(zi)] 0 Vie (0,1}

-00 else,

where we consider co and -0o to be distinct symbols.

For readability, we write A := M (x9) and B := M (x1)

for the output distributions of M on two particular in-

puts z¢ and z; and then write £4,p (0) = In (g;%iﬁ%)

for the privacy loss of the observation o.

The privacy loss £ naturally gives rise to a prob-
ability distribution over the privacy losses, the privacy
loss distribution (PLD), for two given probability dis-
tributions A and B. The set of privacy losses ) :=
eru {ﬁA/B (o)} are the atomic events of the distri-
bution. The respective probability density/mass func-
tion w of a privacy loss y is defined as the cumulative
weight of all observations o in A with privacy loss y:
w(y) = Z{OILA/B(O):y,oeM} Pr o+ A] with y € Y. For-
mally, the PLD is the compound probability distribution
of the random variable L.

We require the universe U4 to be countable. For
continuous distributions we generalize our results to
Lebesgue measurable sets (c.f. Section 5.2).

Definition 4.2 (Privacy Loss Distribution (PLD)).
Let A and B be two probability distributions over the
countable universe U. The privacy loss distribution w of
A over B is defined as follows:

Y= U {ﬁA/B (0)} CcR
oeU
w(y) :ZPr[o%A] with ye)y
{o| La,/B(0)=y,0cU}

The support Y of w additionally includes the symbolt
-00: supp(w) :={y | w(y) # 0} U {-o0}. We define Vy €
R: -co<y<oo, y+00=00, -00+Yy =-00, -00+00=-00.

Next, we prove basic properties about the PLD.

Lemma 1. For two distributions A and B, let Y and
w(y) be as in Definition 4.2, we have

1. The set Y is countable.

2. Vyed:wly) >0

8. ey wly) =1

4. w(00) = X 14| Prjocn)=0} PT 04 4]

5. w(-00)=0

These properties directly follow from the definition; we
refer to Appendix B for our proofs. With these proper-
ties at hand, we can prove that the privacy loss distribu-
tion of a pair of independent product distributions Ax C
vs. B x D is the same as the convolution of the privacy
loss distributions of the pair of single distributions A vs.
B and C vs. D. This theorem is vital because sequential
composition of non-adaptive mechanisms, translates to
the independent product distributions.

1 We are aware that the support of a probability mass func-
tion w(y) is usually defined as the set of y with w(y) # 0. The
inclusion of -co simplifies notation.
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Theorem 1 (Composition). Let M : X — U and M’ :
X' — U be independent probabilistic mechanisms, and
let xo,x1 € X and ),z € X'. Let w be the privacy loss
distribution created by M(xzo) over M(x1) with support
Y, andw’ by M’ (z(,) over M'(z)) with support Y' respec-
tively. Let w. with support Y. be the privacy loss distri-
bution created by M(xo) x M'(x() over M(z1) x M'(x})
where X denotes the independent distribution product.
Then, w. can be derived from w and w' as follows:

Ye={ye lye=y+y Vyed v €)'}
So, Vye € Ve \ {-00, o0} we have
we (Ye) = (W) (ye) = Y _wy) - w(y),

{y, v ly+y' =y}

we (00) = 1 — [1—w(o0)]-[1-w'(0)],  w.(-00) =0

where wxw' is a convolution, and the set ). is countable.

4.2 Dual Privacy Loss Distribution

The ADP definition is symmetric, but the notion of a
privacy loss distribution (PLD) of A over B is inherently
asymmetric since w(y) is defined by probabilities in A.
‘We show that it is possible to derive the PLD of B over
A, the dual PLD, directly from the PLD of A over B.

Definition 4.3 (Dual PLD). Given a

mechanism M : X — U, for a privacy loss distribu-

probabilistic

tion w with support Y created by M (xo) over M (x1), the
dual privacy loss distribution (dual PLD)m with support
(« is defined as

C={ylye)}
m(y) =w(y) e’ Vyed
m(o0) =1 - Zye/c\{-oo,oo} ™ (y)
m(-00) =0

Lemma 2. Given a probabilistic mechanism M : X —
U, for a privacy loss distribution w created by M (xg)
over M (x1), then the PLD created by M(x1) over M (xg)
is the dual PLD m as defined in Definition 4.3.

4.3 Inner Privacy Loss Distribution

Most of the privacy bounds in this work and in the
literature do not consider distinguishing events, i.e.,
w(oo) = 0. Hence, these events with £ (0) = oo have
to be treated differently. We examine the distribution
conditioned on excluding such events.

Definition 4.4 (Inner Distribution). The inner distri-
bution @ of a privacy loss distribution w is the normalized
distribution without w(—o0) and w(x). Yy € Y\ {-00, 00}

o _ w(y)
w(y)—yfia[y\y;éoo]—m

We can define a mechanism M’ that leads to the inner
distribution directly.

Lemma 3 (Mechanism for Inner Distribution). Let
M : X — U be a probabilistic mechanism and
xo,x1 be inputs with common support O = {o|Vi €

{0,1},Pro«M(x;)] # 0,0 € U}, leading to a pri-

vacy loss distribution w. Let M]’\LO X — U be

a probabilistic mechanism with Pr [o(—M}V[’O(x)} =
Pr o+ M(z)|o € O]. Then, the privacy loss distribution
created by My, 5(vo) over My, o(x1) is equal to the
inner distribution w of w.

The following lemma shows that many of the bounds
that do not consider distinguishing events can be gen-
eralized if the bound is considered to constrain only the
inner distribution.

Lemma 4 (Bound Conversion). Letw be a privacy loss
distribution with support Y. If there exists a bound B(v)
on the inner distribution & for a positive function g :
Y = R and for v € Y\ {-00,00}, 37 - gy)w(y) <
B(7), then the bound can be expressed for the full distri-
bution: ZyZA/ gy w(y) < w(o)+[1—w(o)] B(y) with
gl =1.

4.4 Approximate Differential Privacy

We first present the definition from the literature and
then prove that our PLD-based definition is equivalent.

Definition 4.5 (ADP). Let M : X — U be a proba-
bilistic mechanism and xg,x1 € X. We say M is (g,0)-
differentially private (or (¢,6)-ADP) for xy,z1 if we
have for all sets S CU

Pr[M(z¢) € S| < e Pr[M(z1) € S| +4.

We say that § is tight for e and xg, z1 if there is no §' < §
such that the mechanism is (¢,0")-ADP for xg,x1. We
write 0(g) for this tight 6 of an €. The ADP-graph is
defined as (£,0(€))ccr. Given a neighboring relation, we
call the mechanism M (,0)-ADP if M is (,0)-ADP for
all neighboring xo,x1 € X.
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The same definition applies if, instead of talking about
mechanisms that were based on data universes X, we
consider the timing leakage of an algorithm that is based
on a secret key, or if we quantify the difficulty of dis-
tinguishing two distributions after a single event. For a
illustration of ADP on two probability distributions, see
Figure 4, following a depiction in [20].

The privacy loss space directly enables us to com-
pute a tight value 0 for every value of € such that (g, 0)-
differential privacy is satisfied. This representation is vi-
tal for this work. We connect our definition from above
to the definition of tight ADP [20].

Definition 4.6. For a probabilistic mechanism M :
X — U with inputs xg,x1 € X creating a privacy loss
distribution w with support Y and for € > 0 we define

M) M) (E) = w(00) + Y (1= e V) w(y)
y>e, y€Y\{-00,00}

We now show that Definitions 4.5 and 4.6 are equivalent.

Lemma 5. For every probabilistic mechanism M : X —
U, xg,x1 € X, and for any valuese,§ > 0, M is (g,0(¢))-
tightly ADP for xg,x1 as in Definition 4.5 iff we have
o(e) = (67\4(10)’N[(I1)(6)) (c.f., Definition 4.6).

One immediate corollary is the exact tight-ADP formula
for the approximate randomized response mechanism
M, s (with parameters ¢ > 0,0 € [0,1]), shown to be
a worst case mechanism [16] for (e, d)-ADP.

Example 1 (ARR). Approzimate Randomized Re-
sponse for £ > 0, 1 > A > 0, is defined as follows:
Pr o< M (xg)] = po(0), Pr o< M (x1)] = p1(0) with

A o=1 0 o=1
(1-A)ef (1-2) _

©=2uh L me=q T O
Pol9) =19 a-a) _g POTYamaes
e€+1 0= e€+1 -

0 o=14 A o=4

Its privacy loss distribution w can be seen as a shifted
binomial distribution, which has a very simple form un-
der convolution. Using Theorem 1 and Lemma 5, for n
compositions, we get the exact result

_ (1 — 5)71 - n e— —-n n—
i(e) Wk'_%: ](k> [1 — £k | (En—k)
+1-(1-9)"]

with [kpe| = max[07min[n,ceil(s'gg&)]]. For a detailed

derivation, see Appendiz A.1.

= Upiforrp noise n=1 n=4
S T
ﬁ = 3 =2 ||

3 3 1
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= LA ‘ ol i ol
75 0 5 0 oo 0 o

event space o Yy Yy

Fig. 3. Uniform noise and its privacy loss distribution before com-
position (n = 1) and after a few compositions (n = 4).

Example 2 (Non-DP uniform noise).  Consider a
mechanism that adds wuniform noise to its input.
We refer to Figure 3 for a graphical depiction. Let
M: X — U, withU = {-5,...,5}, z1,22 € X, and

Pr o+ M(z9)] = po(0), Pro+ M(z1)] = p1(o) be

oe{-5, .., 4}

. 5)

leading to

y=20

y=x

o) {S)”
-y

The privacy loss distribution w is not (g, 0)-ADP as
Ve >0, & < Laf(ze)/M(zy) (0= —5) = 00, i.e. w(o0) # 0,
but it is (¢, §)-ADP Ve > 0. Moreover, wy, is the PLD
after n compositions, according to Theorem 1.

—~

y=0

Yy=0©

Equivalence of PLD and ADP-Graph. We now
show that an ADP-graph is as expressive as the privacy
loss distribution. For distributions with finite support,
it is possible to reconstruct the PLD from the (e, §(¢)).
sequence. In practice, finite support is typically the case
due to discretization and finite representations of num-
bers. From Lemma 5, the opposite direction then fol-
lows. This is a significant result, as the privacy loss dis-
tribution is sufficiently strong for other important pri-
vacy notions.

Lemma 6 (Equivalence of ADP and PLD). There ez-
ists a bijection R such that the following holds. For any
probabilistic mechanism M on inputs ro and x; with
a privacy loss distribution (),w) with finite cardinal-
ity |Y| = k (for k € N), we get the tight ADP-graph
(e, 0(g))e for xo,x1 (as in Definition 4.5) with R(Y,w) =
(6,6(£))e and backwards R~ ((¢,6(£))e) = (Y, w).
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 — A
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1 dppp(e) ) : |

event space

Fig. 4. A graphical depiction of the (truncated) Gauss mechanism
on two inputs, A = /\/(0,02) ,B = N(l,aQ), and of how to
compute ADP §4pp(e) and PDP dppp(e) for a given value €. Note
that e®- A is not a probability distribution.

4.5 Probabilistic Differential Privacy

Probabilistic differential privacy [14, 18] is a very in-
tuitive variant of approximate differential privacy (see
Figure 4). The main idea is to require that with prob-
ability 1- pure e-differential privacy holds. While this
definition has a clear semantics and is easy to under-
stand, it is not closed under post-processing [19], which
is a crucial property for practical applications; hence,
this work concentrates on ADP. Nevertheless, we show
that the privacy loss distribution is sufficient for pre-
cisely computing PDP bounds.

Definition 4.7 (PDP). A probabilistic mechanism M :
X — U is (g,6)-probabilistically differentially private
(PDP) for xg,x1 € X, where € > 0 and § > 0, if
there are sets Sg, Sf C U with Pr [M(xo) € Sg} < and
Pr [M(ﬂcl) S Sf] <9, s.t., for all sets S C U, the follow-
ing in-equations hold:

Pr [M(zo) € S\ S§] <€ -Pr[M(z1) € S\ S§]

APr[M(z1) € S\ S]] < e - Pr[M(z) € S\ SY]. @

M is tightly (g,8)-PDP for xg,z1 if 0 is minimal for e,
i.e., if for all &' such that M is (¢,0')-PDP for xg,z1,
§' > 6. Given a neighboring relation, if M is (&,8)-PDP
for any neighboring xo,z1 € X then M is (g,8)-PDP.

The conditions of PDP can be directly translated to the
privacy loss space as it requires each of tails with y > ¢
of a PLD w and its dual PLD m to be smaller than §:

Lemma 7 (Connection to PDP). Let M : X — U be a
probabilistic mechanism and xg,x1 € X two inputs with
the PLD w and let m be its dual PLD, then

Z y>e,yey w(y)

M is (e,0)-PDP for xg,x1 <
y>e,yed = (y)

]
0

INIA

4.6 Rényi Differential Privacy

Recent work introduced novel ADP bounds that are
based on the Rényi divergence (the logarithm of the
higher moments of the exponentiated privacy loss ran-
dom variable e£): concentrated DP (CDP) [8, 12], Rényi
DP (RDP) [21], and the moments accountant [2]. This
Rényi divergence can be defined using the PLD. In par-
ticular, as CDP and RDP are based on the Rényi di-
vergence, Lemma 6 implies that RDP and CDP can be
determined from the tight APD-graph (g, (¢)). (for dis-
tributions with finite support).

Definition 4.8 (Rényi Divergence & RDP). The
Rényi divergence Do(M (x0)|M(21)) with o > 1 for
a probabilistic mechanism M : X — U and two inputs
xg,x1 € X is defined as

a-1
DQ(M(Io)‘M(,’L’l)):Lh] E (eﬁM<zo)/M<z1>(0))

a—1 " onM(xy)

Dy(M(xo)|M(z1)) = E

E X X
B Ereoaatan (9))

Rényi differential privacy characterizes privacy as the
sequence of Rényi divergences: («, Dy )o. Given a neigh-
boring relation, M has e-Rényi differential privacy of
order a > 1 ((a, €)-RDP) if Do(M(x0)|M(x1)) < € for
all neighboring xo,z1 € X.

Note that Di(M(x9)|M(x1) coincides with the
Kullback-Leibner (KL) divergence from M(zy) to
M (z1). This is a natural property of the PLD, if and
only if no output o € U has an infinite privacy loss.
Analogously, we get the KL divergence from M (x1)
over M (xp) by the dual PLD m.

Rényi differential privacy can be translated to (e, d)-
PDP by using a logarithmic version of the Markov
bound as follows: whenever (o, Dy )q, then also (g, «Dy—
ae)-ADP holds [21]. The moments accountant uses the
same characterization and proposes (£, ming (aDy—ag))
as ADP bounds (as (g, d)-PDP implies (g, d)-ADP).

Equivalence of PLD and RDP. RDP is closely con-
nected to the moments of the privacy loss distribu-
tion [28]. In fact, the a-Rényi-divergence Dy, is the a-1-
root of the logarithm of the (a-1)-moments of the expo-
nentiated distribution of w. If the moments p) of the ex-
ponentiated w are are not growing too fast, [py| < cd*A!
for a A > 0, then we have equivalence, i.e., we can com-
pute the moments from the privacy loss distribution of a
mechanism and vice versa. For privacy loss distributions
on a bounded support we always have equivalence.
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Lemma 8 (Equivalence to RDP). There exists a bijec-
tion Rrpp such that the following holds. For any proba-
bilistic mechanism M with a countable support on inputs
xo and x1 with a privacy loss distribution (Y,w), s.t.,
w(oc) = 0, the Rényi Divergence of order A with A > 0
of M(xo) and M(x1) is

my = 3In <¥A> = Do (M(ao)|M(@1) ()

Moreover, if exp(A-my) < cd*\ for two posi-
tive constants c,d, then we get the Rényi-Divergence-
sequence Rppp((V,w)) = (a,Dq)a and the PLD

RIEIDP (avDa)a) = (y,w).

4.7 Equivalence of Rényi-DP and ADP

From Lemma 6, we know that for any mechanism M
and any two inputs xg,x; the ADP-graph can be bijec-
tively mapped to the PLD and vice versa, if the com-
mon support is discrete and finite. From Lemma 8, we
know that for any mechanism M and any two inputs
xp,x1 the Renyi Divergences can be bijectively mapped
to the PLD and vice versa, as long as the sequence of
Rényi Divergences satisfy a technical sanity condition.
As a result, we can conclude that the series of moments
(Da)a, the ADP-graph and the PLD contain the same
information and can be transformed into one another.

Theorem 2 (Equivalence of ADP, RDP and PLD).

There exists bijections Rapp and Rrpp such that the

following holds. Given a mechanism M. Let (xg,z1) be

an arbitrary but fized pair of inputs such that

- YoeU,ie€{0,1}, Prio+ M(z;)] #0

—  the support Y of the PLD of M(x¢) and M(x1) has
finite cardinality |Y| =k (for k € N),

—  the support of M (zo) and of M (x1) is countable, and

~ YA > 0, Eount(a) {%r < cd N for two
positive constants c,d.

Let (€,6(¢))cer be the ADP-Graph for xg,z1 (Defi-

nition 4.5), let (o, Do(M(x9)||M(21))) be the Rényi-

Divergence-sequence ([21]), let w be the PLD (Defini-

tion 4.2). Then, the following diagram commutes:

M, g,z
ADP € > PLD € > RDP
(6, 6(6))ecx () (@ Da(M(@o)l|M(@1))ac

The previous result can be extended to mechanisms with
non-equal image space, i.e. with w(co) # 0.

Corollary 1 (Equivalence with distinguishing events).
Given M on two inputs xo, r1 with distinguishing events
and M]/\LO(CE) as in Lemma 3, we can apply Theorem 2,
resulting in a bijection for the inner distribution w of
M (z0) over M(x1) (see Definition 4.4), which allows us
to consider the distinguishing events separately.

4.8 Markov-ADP Bound

Next, we refine an ADP bound introduced by the
moments accountant [2], which we coin Markov-ADP
bound. We use Markov’s inequality to limit the privacy
loss. In contrast to [2], we discretize the tail and incor-
porate its contribution in a more fine-grained manner.

Theorem 3 (Markov-ADP bound). A mechanism M :
X — U with two inputs xg,x1 € X, and a privacy loss
distribution w with support ) created by M(xy) over
M(z1). Let P be any finite non-empty sub-set of Yy,
e, P = {yo,...,yx} C RFL with y; < y;41Vi. Then,
after n compositions and for e € P, € < yo,

rt ey (&) < Tluw) + Y (1= €7¥) - [T(yi) — T(yi1)]

Yyizeyi €P n
)\‘ln(Pr["HMQO)]) Y
and T(y)=min E e PrloeM(z1)] e MY

A o~M(zo)
is a upper bound for tight-ADP for xo,x1 and smaller

or equal to the PDP bound given by RDP [21].

This concludes our discussion and review of individual
bounds from our perspective on the privacy loss distri-
bution. We see that considering privacy loss distribu-
tions is insightful and allows for a comprehensive inves-
tigation of a wide variety of privacy aspects. Next, we
turn to a central insight from our analyses of the privacy
loss space: the privacy loss under sequential composi-
tion inevitably acquires the shape of a Gauss distribu-
tion. This insight then enables us to present a novel, ele-
gant, and expressive characterizations for various mech-

anisms, which we call privacy loss classes.

5 Privacy Loss Classes

We characterize the approximate behavior of the privacy
loss distribution of M(z¢) and M (x1) under sequential
composition with a notion of a privacy loss class. The
privacy loss class has the following property: with an in-
creasing number of compositions n, two different privacy
loss distributions (PLD) in the same privacy loss class
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converge to the same Gauss PLD. As composition ex-
cluding distinguishing events translates to convolution
of PLDs (Theorem 1), the convergence is implied by the
central limit theorem.

The central limit theorem further implies that it suf-
fices to know the variance and mean of the two PLDs
before convolution (i.e., composition). The variance and
mean of the combined privacy loss distribution (i.e.,
after convolution) is the sum of the respective values.
Thus, by classifying each mechanism by the variance and
mean of the respective privacy loss distribution, we can
(in the limit) describe the privacy loss of the mechanism
and approximately calculate its privacy loss. Section 6
highlights that this description is actually very accurate
in practical cases.

This convergence to a Gauss distribution does not
apply to events that have an infinite privacy loss oo.
Consequently, we focus on the inner distribution (c.f.,
Section 4.3). Recall that the inner distribution is the
renormalized privacy loss distribution without distin-
guishing events.  Under composition, the probability
that a distinguishing event occurs changes in a sim-
ple and straight-forward way. Consequently, privacy loss
classes have three defining elements: (u, 02, w(c0)), the
mean and the variance of the inner distribution, and the
probability of distinguishing events w(c0).

Definition 5.1 (Privacy Loss Classes). A
loss distribution w with support ) belongs to the

privacy

(p, 02, w(o0))-privacy loss class

p=Y y-oy),

y€Y\{-00,00}

? = (y—p? o)

y€Y\{-00,00}
if w(oo) # 1, or to the privacy loss class (0,0,1) else.
Note that the privacy loss class of every privacy loss

distribution coincides (by definition) with the mean and

variance of the inner distribution.

5.1 The Central Limit Theorem of ADP

We now show our main theoretical result: all privacy
loss distributions converge to Gauss privacy loss distri-
butions.

Theorem 4 (The Central Limit Theorem for ADP).
Let M : X — U be a mechanism with two inputs
ro,x1 € X. Let wy be the corresponding privacy loss
distribution with support Y1 and privacy loss class
(1, 02,w(00)) where p and o® are finite. Let w, be
the privacy loss distribution with support YV, after n re-
peated independent compositions of M (z¢) and M (x1).
Then

yn—{y | y—szi,Wey”}

i=1
wa(y) = (@i wi) [yl ¥y € Yn \ {-00, 00}
wn(00) = 1= [1 —wi(c9) ]

wn(-00) =0

with privacy loss class (np, no?, wy(00)) where ® denotes
convolution. Moreover, if 0 > 0 and the third absolute
moment of the inner distribution v = E | (y)|° < oo,
then the inner distribution @, (y) converges in distribu-
tion against a normalized Gauss with

< Cy -

z—np
P < -
sy 2o o (S22)

b
V/no3
Vz € R, or equivalently

3wy 5

y<z,y€Y\{-00,00}

1-tn(o)] - @ (%Lj)

where ®(z) denotes the cumulative distribution function
of N(0,1) and ¢, = 0.4748.

It should be mentioned that privacy loss distributions of
two different independent mechanisms can converge to
a Gauss as well if they satisfy the so-called Lindenberg
condition [17]. Informally, the Lindenberg condition re-
quires that no variance of the composing independent
distributions dominates the other variances too much.
This allows us to combine arbitrary privacy loss dis-
tributions while predicting their privacy loss class and
therefore their privacy loss as long as they fulfill the
Lindenberg condition.

5.2 Generalization to Lebesgue-Integrals

So far we have only considered discrete random vari-
ables. Now we extend our analysis to the continuous
case, which formally requires us to consider Lebesgue
integrals. This will eventually lead us to the analysis of
the Gauss mechanism and its exact ADP-bound.
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Lemma 9 (Lebesgue-Generalization). Let M : X — U
be a mechanism with two inputs xg,x1 € X with contin-
wous universe U. Define a Lebesgue—Rokhlin probability
space (U, B(R), \;) where U € R, B(U) denotes the Borel
set and A\i(O CU) = Pr[M(z;) € O] is a Lebesgue mea-
sure (for i € {0,1}).

Let the privacy loss function £ : U — B(R)U{-00, 00}

be generalized to sets as follows: VO € B(U) :
Lot (zoym(z)(O) = 1y | y=Lar(zo)pi(z1)(0), Yo €O}

LetY =L (171) \ {-00,00}. Let L to be integrable in re-
spect to \. Then we define the pushforward measure w(y)
for a Lebesgue integrable function g as

VA e B(Y): /Agdw(y) = /goﬁ(q)d)\(u)

L£acu

if g o L is integrable with respect to \. Moreover,
weB@): wo)= [
L7 (y)

Additionally, let w(oco) = fﬂ,l(oo) d\(u) and w(-00) = 0.
This gives us a measure space (Y, B(Y),w) with the finite
measure w, allowing us to rewrite previous quantities:

@(y):% vy € B())

p= éydw(y)
o’ = /~(y — p)? do(y)

y

3)

5xi (a0 (€) = w(00) + /[ (1 - &) du(y)

,00)NY
One advantage of the continuous perspective is the abil-
ity to derive sometimes an analytic form of the privacy
loss distribution directly from the mechanism distribu-
tion itself. If the privacy loss variable L is bijective and
derivable, then we can apply integration by substitution.

Lemma 10 (Density Transformation). Let M : X — u
be a mechanism with two inputs xo,x1 € X. Let the
probability density A(u) := Prlu<+ M (zo)] be continu-
ous. Let privacy loss distribution w be created by M (xo)
over M (x1) with support Y. For a subset y C 5/, let
0= [:;\;(IO)/M(fl) (). Let Laf(ao)/M(xy) be bijective on
O, and let the derivative of the inverse %; be integrable
on y. Then

1
ag; )(y) dy

do(y) = AL (y) (

5.3 ADP for the Gauss Mechanism

The Gauss mechanism applies Gauss distributed noise
to a real-valued deterministic function, e.g., a query-
response mechanism that gets as input a database D
and a query ¢ and outputs ¢(D) + N(O,UQ). We ab-
stract away from the use case and analyze the privacy
loss of M(z) = z+N (07 02). Consequently, we can focus
on a simple neighboring relation: x¢p and x; are neigh-
boring iff |xg — z1| < s, where s € R is the (limited)
a(D);
note that we can easily replace q: queries of subsequent

sensitivity. In the query-response example, x =

runs can be chosen adaptively (as long as the sensitiv-
ity is not exceeded) and we will still analyze the same
mechanism on inputs xg,x1 with |zg — 21| < s. Our
analysis also applies to other use cases as long as the
query on neighboring inputs has a sensitivity bounded
by s. We here present a tight analytic formula for d(¢)
for the Gauss mechanism. This result is a significant
contribution, as it allows to compute (not just approxi-
mate) the exact privacy loss. We show that PLD of the
Gauss mechanisms also is a Gauss distribution and un-
der composition remains a Gauss distribution. Thus, we
yield a tight analytic formula for the Gauss mechanism
after an arbitrary number of compositions. If the actual
sensitivity of the underlying function differs from s our
bounds naturally lose their tightness.

Lemma 11 (PLD of Gauss Mechanism). Let M be a
probabilistic Gauss mechanism with M X > U
and M(z) ~ N(z,0%) for 0> > 0 and let zo,x1 €
X. Then the privacy loss distribution w generated
by M(xo) and M(x1) is a Gauss distribution w ~
N((%%l)Z (zo—1)®
20-2 bl 0-2

) and w(oo0) = 0 with privacy loss

2 2
class (%, (10%1)’0)'
Bun and Steinke have already derived the absolute mo-
ments of the Gauss mechanism [8, Lemma 2.4] which
implies the result of Lemma 11 as well.

Lemma 12 (Tight ADP for Gauss PLD). Let w be a
continuous privacy loss distribution in the shape of a

- _w=w?
Gauss distribution dw(y) = 1#7‘_(722)6 5o dy and with

privacy loss class (u, 02, w(00)) for any 0 < w(oo) < 1.
Then 6]\/[(930)(5) =

1—w(c0) e—u et el e—p+o?
w(o0)+ > [e}rfc(ﬁ(j)e pot erfc(\/%)}

%foo exp (—t2)dt is the well studied
V4
complementary error function/3].

where erfc(z) =
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Recall from Lemma 11 that for the Gauss mechanism
with noise parameter o and sensitivity |z¢—x1|,the mean
ipiq and variance Ugld of their respective privacy loss

2
distribution are related: ppq = agld/Z = @ /2.

Theorem 5 (Tight ADP for the Gauss Mechanism).
A Gauss mechanism M : X — U with sensitivity s and
M(x) ~ N(m, 02) for 0% >0 has exactly

1 €—Nfpld E+Nnppld

de) == [erfc (p) —e®-erfe (p (4)
2 vV QTLO'pld AY Qanld

after n compositions, with oplq = = and piplq = Ugld/Q

and is tightly (e,6(¢))-ADP as in Definition 4.5.

Corollary 2 (Tight PDP for the Gauss Mechanism).
A Gauss mechanism M : X — U with M (x) ~ ./\/(x, 02)

for 62 > 0 has for xg,x1 € X after n compositions
exactly
Sppp(e) _1 erfe [ Hpld
2 vV 2n0p1d
with oplg = @ and ppa = O'gld/Q and is tightly

(e,0ppp(e))-PDP as in Definition 4.7.

It is of practical interest to find the smallest degree of
noise o for a s.t. (g,9)-PDP still holds after n-fold se-
quential composition. For the Gauss mechanism, such a
formula directly follows from Corollary 2.

Corollary 3 (Optimal o for Gauss-Mechanism PDP).
A Gauss mechanism M : X — U with M (z) ~ N(z,0?%)
with u = x9 — x1, xo,x1 € X requires for a privacy loss
§:=0(e) < ¥ after n compositions

o(e,d,n) = pmyn (erfc1(26) + 4/ (erfc™1(26))2 + 5)
V2e

For ADP, however, there might not be a analytic for-

mula for o because the inversion of two erfc functions

simultaneously is difficult; as () is strong monotonically

decreasing, a unique solution can be found numerically.

5.4 ADP for Arbitrary Distributions

We provide a generic way to compute a novel ADP
bound for arbitrary distributions. First, we recall
bounds on the distance between probability distribu-
tions under convolution and the Gauss distribution. Sec-
ond, we combine these bounds with our analytical for-

mula to derive ADP upper and lower bounds.

Theorem 6 (ADP under composition). Let e > 0 and
n be arbitrary but fived. Let M : X — U be a mecha-
nism with two inputs xg,x1 € X. Let w1 be a privacy
loss distribution created by M (xzo) over M(x1) with pri-

2 < o0 and

vacy loss class (p, 0%, w1(00)) where 0 < o
finite third absolute moment of the inner distribution
v =E|a)]® < co. Let wy be the privacy loss distri-
bution after n independent compositions of wi. Let the

same be valid for the dual distributionm . Let

—X — ifz>0
7 re(z):= {Ct03(1+23) if 2=
00 else

Wn (00) :=1—[1—wi (c0)]"
=5 e ()

2
e e (e—wwf)]

2no

1— _
Bw = Mmm |:Tuv ¢ (225 ’I'L/I/):|
vn no?
with ¢, = 04748 and ¢; = 25.80. Then, M is

(e, max (A + Buw, Do+ Bv) )-ADP for xo, 1.

Remark: In this paper we have used privacy definitions
for M on a concrete pair of inputs xg, z1. If this pair of
inputs is worst-case (i.e., M (zg) and M (x1) are worst-
case distributions), the results immediately generalize to
the whole mechanism. Otherwise, if a pair of worst-case
distributions A and B can be found for that particular
mechanism and sensitivity notion, we can replace all oc-
currences of M (zg) by A and all occurrences of M (x1) by
B and our results and proofs still apply word by word.

6 Evaluation

We apply our derived ADP-bounds to different differen-
tially private mechanisms from the literature. In partic-
ular, we compare the Gauss mechanism with the Laplace
mechanism and see that the former has key advantages.

6.1 Evaluating Our Bounds

We apply our various theoretical results to several mech-
anisms from the literature. For each mechanism, we dis-
play a pair of graphs: an ADP-graph after n composi-
tions (left) and the growth of the minimal ¢ such that
§(e) < 107* over the number of compositions leading
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up to the number in the left graph; as an exception,
for the CoverUp mechanism we display the growth of
0(0) over the number of compositions. In all figures,
the labels are ordered by the values of the respective
bounds. We only show bounds that yield reasonable re-
sults for the respective graph, e.g., we omit the Berry-
Esseen bound in the right graphs where §(¢) < 104
is required. For certain mechanisms, concentrated dif-
ferential privacy (CDP)? provides compelling bounds.
Our figures use the approximate zCDP ADP-bound 8]
only for the Gauss mechanism, as zCDP requires to
prove that the log-normalized-moments of the privacy
loss distribution can be bounded by an affine linear func-
tion. While zCDP provides compelling ADP bounds for
higher epsilons, it provides grossly inaccurate values for
e =0 (i.e., total variation) and very small ¢ values.?

We use the numerical lower bound provided by the
privacy buckets [20] as a benchmark in the right graph,
but omit it in the left graphs to ease readability. In Fig-
ure 8 we additionally omit Rényi DP and Markov-ADP,
as computing them lead to numerical problems in the
underlying optimization problem.

We discuss each of our bounds separately and refer
to different aspects of each of the graphs. We also por-
tray ADP values directly derived from the privacy loss
class of the mechanism (i.e., our Gauss formula applied
to (4,02, w(c0)) to compare them with the bounds.
The Mechanisms in Our Evaluation. We evaluate
our bounds with the following mechanisms:

The truncated Gauss mechanism that adds trun-
cated Gauss distributed noise to the result of a com-
putation (see Section 2 for more). Figure 5 compares
previous bounds with our exact characterization of the
ADP-graph at and up to n = 222 compositions.

Gauss distributed noise applied to two histograms
based on CoverUp data*, which results in a pair of
Gauss mixture distributions. CoverUp [25] is recent
work on anonymous communication which measured
timing-leakage-histograms of network-level delays for
a scenario where a particular browser extension is in-
stalled versus a scenario where that browser extension

2 Concentrated-DP [12]: A mechanism M : X — U satisfies
(&, p)-CDP if for all a > 0, and all neighboring xo,x1 € X (for
a neighboring relation), Do (M (z0)|M(z1)) < € + pa.

3 The case ¢ = 0 is important: the total variation, §(0), is
used in the statistical indistinguishability notion when denia-
bility (¢ > 0) is irrelevant and only pure indistinguishability
(e = 0) matters, as, e.g., in the timing analysis of CoverUp [25].
4 We use the data-set Linux periodic loading active from the
CoverUp measurements found at [1].

Gauss, n = 2% Gauss, § < 1074

10! 101 v
10-2F |- zCDP ---- Markov 7
103 — Upper PB | |--- zCDP ]
107 PP - - - Gauss Exact 107* |— Upper PB
. S Lower PB --- Gauss Exact | ..
10~ T~ | - s
© : w10-3 | LCZWCI P,B
= 10-8 £ Joae .
10-10 1074 ;
10-12 i B
— R TITI by
0 0.005 10 10 10° 106 107

n

Fig. 5. Comparison of Gauss mechanism to known bounds with
noise parameter o2 = 9000002, left: 222 compositions, right: min-
imal & values over the number of compositions n for § < 10—%.
Comparing the exact Gauss-ADP formula with various bounds. In
the right graph, Berry-Esseen bound did not fall into the plotting
range and were omitted.
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Fig. 6. Comparing bounds for the CoverUp measurement data with
noise parameter width_of noise = 100, left: after n = 218 com-
positions, right: 6(0) (i.e., € = 0) over the number of compositions
n. In the right graph, the Rényi-DP bound and the Nagaev bound
did not reach meaningful values of 6(0) < 1.

is not installed. Figure 6 displays the ADP-graph after
n = 2'® compositions and illustrates the growths of §(0)
(i-e., total variation) over the number of compositions n.
The authors argue that deniability (¢ > 0) is not reason-
able for their scenario; hence, total variation is consid-
ered. The graph shows that our theoretical insights lead
to promising approaches for deriving valuable bounds.

For Abadi et al’s differentially private stochastic
gradient descent (DP-SGD) mechanism [2], analyzing
the following worst-case distributions suffices: a Gauss
distribution N (07 02) and a Gauss mixture distribution
aN(0,0%) + (1—q)N'(1,0%) (with ¢ € [0,1]). Figure 7
displays the ADP graph after and up to n = 2'6 com-
positions (i.e., around 600 ANN training epochs).

The truncated Laplace mechanism. We omit the
KOV bound [16] as the privacy buckets bounds offer
similarly tight bounds and can be computed for a higher
number of compositions, which is required for our choice
of n = 220 in Figure 8.
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Fig. 7. Comparing bounds for differentially private stochastic gradi-
ent descent mechanism (DP-SGD) with noise parameters ¢ = 0.01
and o = 4, left: after n = 216 compositions, right: minimal ¢ val-
ues over the number of compositions n for § < 10~%. In the right
graph, the Berry-Esseen bound did not fall into the plotting range
and were omitted.
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Fig. 8. Comparison of Laplace mechanism to known bounds with
noise parameter \ = 1.26 - 106, left: 220 compositions, right: mini-
mal ¢ values over the number of compositions n for § < 10~%. In
the right graph, Berry-Esseen bound did not fall into the plotting
range and were omitted.

Markov-ADP. In Section 4.8 we improved the Rényi
DP bound (or moments accountant) that was previously
tailored towards PDP for ADP and called it the Markov-
ADP bound. In Figures 5 and 8 both the Markov-ADP
bound and the Rényi DP bound are far behind the other
bounds; hence, we do not display them. For both mech-
anisms, this effect is expected: zCDP is tailored to the
Gauss mechanism and we have an exact characteriza-
tion for the Gauss mechanism; for the Laplace mecha-
nism this observation is consistent with previous results
about Rényi DP [20].

For CoverUp and DP-SGD in Figures 6 and 7,
Markov-ADP clearly outperforms the other bounds, ex-
cept the numerical privacy buckets. In particular, the
Markov-ADP bound outperforms the Rényi DP bound.
Normal Approximation Bounds. We have shown in
Theorem 4 and illustrated in Figure 1 that every PLD
converges to a Gauss distribution after sufficiently many
observations; Theorem 6 provides two separate upper
and lower bounds for ADP under n-fold sequential com-
position, based on the Berry-Esseen and Nagaev bound.

For CoverUp (Figure 6), the left graph shows that
the Berry-Esseen bound is pretty tight until §(¢) < 1072,
similarly for DP-SGD (Figure 7) and Laplace (Figure 8)
where it is tight almost until 1073. The reason for this
decline becomes apparent if we look at the Berry-Esseen
bound: it decreases with a factor of 1/4/n with the num-
ber of convolutions. For a higher number of convolu-
tions, the Berry-Esseen bound provides an even tighter
bound. For the Nagaev-based ADP bound, the DP-SGD
and the Laplace figures show that the approach of using
tail-bounds (such as the Nagaev Theorem) for normal
approximations is a promising direction.
Convergence to ADP of the Privacy Loss Class.
We evaluate the accuracy of ADP derived directly from
the privacy loss class of a mechanism (u,0?,w(c0)).
While this characterization is exact for the Gauss mech-
anism, it is only approximate for other mechanisms. Fig-
ure 5 shows that even the privacy buckets, which we use
as a benchmark, diverge from our exact formula for a
very large number of compositions. Figure 6 shows that
Gauss-ADP is astonishingly accurate in predicting the
ADP bounds, already after little more than 10 compo-
sitions. This gives evidence that the privacy loss class,
already after a few compositions, is a good characteriza-
tion of the privacy loss of a mechanism. It appears that
the imprecision of our normal approximation bounds
thus mainly stems from the looseness of these approx-
imation bounds more than from an imprecision of the
ADP values calculated from the privacy loss class. We
leave it for future work to prove tighter ADP-bounds
from this privacy loss class.

6.2 Gauss vs Laplace Mechanism

We now compare our results for the Gauss mechanism
and the Laplace mechanism. First, we draw a compari-
son between the privacy loss classes of both mechanisms,
showing that they indeed are related. Second, show that
the Gauss mechanism has a better variance to privacy
trade-off, even if pure DP is preferred, as long as we can
tolerate a cryptographically negligible 4.

Comparing the privacy loss classes. We compare
the privacy loss class of a Laplace mechanism with pa-
rameter A (and thus with variance aiev = 2)\?) with
that of a Gauss mechanism with parameter og ey = A
(thus half the variance U'QG,EV = \2). Using our exact
formulas for the mean pup, g and variance aé’pld of
the privacy loss class of the Laplace mechanism (Ap-
pendix A.3), we can show (Appendix A.4) that
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HL,pld > UG,pld, OL,pld > OG,pld;

lzg— |

—0
(NL,pld7 UL,pld) — (NG,pld: UG,pld)

where (a) requires M < %, which is the case when-
ever a meaningful degree of privacy is provided. Note
that higher values for y and o2 describe a greater pri-
vacy loss and result in higher values for d(¢).

As a result, for relevant sensitivity to noise ratios
|zo —x1]/A, a Gauss mechanism with parameter ¢, = A
has a strictly, although slightly, better privacy loss class
than a Laplace mechanism (resulting in twice the vari-
ance, A2 vs 2)2). When the sensitivity to noise pa-
rameter approaches zero, the privacy loss classes con-
verge. We consider this observation surprising, as the
Gauss distribution has much steeper falling tail than the
Laplace distribution, which comes with a potential ad-
vantage: a truncated Gauss distribution has far less mass
in the tail than a Laplace distribution and hence comes
with a smaller inherent distinguishing event w(c0).
Sacrificing Pure DP for Gauss? The Laplace mech-
anism is a very popular mechanism for achieving dif-
ferential privacy. The most important argument of the
Laplace mechanism over the Gauss mechanism is that
the latter cannot achieve pure differential privacy, i.e.,
0c(e) > 0 for all £ (cf. Theorem 5 and Corollary 2), while
the Laplace mechanism can, e.g., with scale factor A we
get 01,(1/A) = 0. Under n-fold composition, however, the
Laplace mechanism can only achieve dp»(n/A) = 0.

We compare different Laplace mechanisms with
noise parameter A and with variance 2A? to Gauss mech-
anisms with half the variance o2 = A2 and thus a poten-
tially higher utility. Figure 9 illustrates that for ¢ = n/\
(where dp,n (n/X) = 0) the dgn (n/X) values fall extremely
fast (for ADP and PDP) and for n = 256 compositions
even negligibly small in the (concrete) cryptographic
sense (< 10790 < 27150) These PDP-results can be
interpreted as achieving pure differential privacy with
e = 256/ with probability 1 — 27150 with the Gauss
mechanism (A = 40) after 256 compositions.

6.3 Implementation Considerations

In Figure 5, the upper and lower bounds from privacy
buckets’ numerical approximation [20] are as expected
very close to the exact bound, yet they start to lose
tightness for very high amount of compositions. This
effect can be credited to numerical errors, memory con-

straints, and discretization errors. Our exact analytical
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Fig. 9. Pure DP vs. both ADP and PDP of a Gauss mechanism:
Given a Laplace mechanism with A, which for n compositions has
drn(n/X) =0 (ADP and PDP), compared to tight ADP-§gn and
tight PDP-dgn of a Gauss mechanism with o = A. dgn (n/\) be-
comes negligible quickly, renders it comparable to Laplace, with half
the variance and therefore potentially higher utility.

bound, in contrast, can be directly evaluated for number
of compositions and any noise parameters sigma without
the need to discretize the Gauss distribution:

1 € — Nlipld € + Nppld
o(e) == [erfc <p) — e -erfe <
2 vV 2an1d AV 2TLO'p1d

where op1q = ‘Iojll

and pplg = af}ld/Q.

We use the gsl_sf_log_erfc function from the
GNU Scientific Library [15] on the multiplication for
numerical robustness. We can achieve high numerical
stability with our implementation by rescaling the pri-
vacy loss distribution. Recall that the PLD of the Gauss
mechanism is a Gauss distribution with mean pp1q and
variance O'gld. By computing po = ppia/p = 1 and
00 := opla/p and evaluating d(e) as §(¢/p), we can avoid
an overflow in computing the exponential function.

7 Conclusion and Future Work

We have analyzed the privacy loss of mechanisms and
in doing so unified several perspectives in the (differ-
ential) privacy literature, including Rényi-DP, the mo-
ments accountant, (z)CDP, ADP and PDP. We have
shown that the non-adaptive composition of mecha-
nisms corresponds to the convolution of their respective
privacy loss distribution. Consequently, the central limit
theorem applies and every privacy loss distribution con-
verges to a Gauss distribution under composition. We
categorize each mechanism into a privacy loss class by
the parameters of this Gauss distribution.

For future work, we encourage finding a tight em-
bedding of novel mechanisms into their respective pri-
vacy loss classes, in addition to the mechanisms for
which we already give exact formulas: Laplace, Gauss
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and randomized response; and searching for better con-
vergence bounds, which obviously excludes the Gauss
mechanism for which we provided an exact formula.

In practice, the privacy loss distribution typically
converges to a Gauss distribution faster than the mech-
anism oblivious Berry-Esseen (BE) bound indicates.
However, for some worst-case examples, the BE bound
is tight. Using a more mechanism aware approximation
bound is an interesting direction for future research.

Finally, we encourage examining which other dis-
tributions are closed under convolution and to find out
whether the Gauss mechanism is provably optimal in
the sense that the variance and mean of its privacy loss
class are the smallest w.r.t. its initial variance.
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A Examples

This section lists common examples. The use of the sym-
bols are according to their definition earlier.

A.1 Approximate Randomized Response

event o ‘ M (zo) ‘ M(z1) ‘ LM (20)/M(21) (o)
o=1 o 0 o)
_ (1-5)e® (1-96)
0=2 ef+1 e€+1 €
—3 (1-9)e® (1—9)e®
o= et F1 e F1 —€
o=4 0 4 —o0
yeY | w@ | &
= —0 0 J—
(1-96) 1
y=-—¢ (eeg—)l = F1
1—9)e® &
y=¢ e€41 eie—i-l
Yy = 0o é —

Note that w(y) = (z)pkm(l fp)"_k"‘vy = B, (n=2,p)

with ko, = L2,

the total success probability of k successes with n trials

= ﬁ, where Bg(n,p) denotes

and individual trial success probability p according to
a Binomial distribution B(n,p). Moreover, the convolu-
tion of two Binomial distributions is again a Binomial:

B(n,p) ® B(m,p) = B(n+ m,p)
which gives us after n compositions by Theorem 4

n

Q,L(y) = <k )pk"'y(l — p)"‘kn,y
Yy

0 Y= —00
wn(y) =q1-(1-0)"  y=o0
(1—-6)"-w,(y) else
. Yy + ne 1
with  kny = "5 p=

From there follows immediately by definition

n

84(8) = walod) + [1-wn(ed)] - Y [1-eSv®] (H)ph(1—p)»

k:“‘:n,{J
RO I )i Z (%) [1 - e€eh-m] stn=b)
(1+eg)"k o ]k
o

with y(k) = e(2k — n) and [] rounds up to nearest
integer. Obviously, kj, ¢ has to stay between 0 and n. Due
to symmetry reasons, d(¢) of the dual PLD is identical.

A.2 Gauss Mechanism

_ (o—a)?

[ = 3] = e 2%
U =R,Prio—M(z)] = ¢ Tars

assume for simplicity xg < z1

. Given zg and z1 we

(1 — z0)(zo + 1 — 20)
202

L (z0) /M (a1) (0) =

w(oo) = 0, w(-oo) = 0, \V/y € R,w(y) = [I;(y)
()
1 Y 202
w(y) = ——=c¢xp —W
27 {(%31)2} 2 [ Oalél }
_ (@wo—m)® 52— (@0~ 1)
202 52

For 7 (5y)(€) we refer to Theorem 5. Due to symmetry:
5A{(zo)(5):5lvf(zl)(5)

A.3 Laplace Mechanism

~ lo—z|

U = R,Prlo«M(z)] = oe 5 . Given z9 and z1 we
assume for simplicity xg < z1

Io;d?l o S xO
L\ (20) /M (1) (0) = mﬁzbﬁ% rp<o< 1
X1 —Xg

=

I
5
S
=
S
2.

QS

|

b
) (o)
o = /(L(o) — 1)? A(o) do
—3_ QEw(b 7b2($0 — 1’1)) _ GQ(IOJZD
w(y) = / A(o) do
L£7(y)
[ Alw) = o= y = =g

Ale(y) B dy = L2 mem _y Cmizm
0 e’} else
da(e) = /(1 — e Y) dw(y)  withe>0
€
1 _ %o ( betag ﬂ)Q
56 b e 2b — e2b
- +3 (1*687“ O) £ < Lzto
0 else

001 (21)(€) = Opr(z0)(€) = da(e) due to symmetry.
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A.4 Gauss vs. Laplace o2 derivation

Let z =
Laplace) are symmetric, therefore, w.l.o.g., z > 0. The
22,0)
(see Lemma 11). Using our exact formulas of the privacy

#o#L. The two mechanisms (Gauss and

. . 2
Gauss mechanism has the privacy loss class (%,

loss class of the Laplace mechanism (Appendix A.3), we
get puppla = € — 1 — 2. As e” can be represented as a
Taylor expansion, y ”]”C—T =: T(i,x).
52
prpd =T(12) =1 —2= o +T(3,2) 2 ug,p
HG,pld
Similarly for the variance:

(A—2(zo—m1))
A
= 3—¢” (2742)7(3%

5 ( )
rQ—T]
o2 =3— —e?Tx

= 3—¢” (2—42+€7)

5 22 3
G YT 2T(z,4)74T(z,4)+g+§zT(z74)

4
=z %T(z,4)—4T(z,4)+%+gz:r(z,4)

2 1 1
> 22—1—623—524—4T(z, 5) > 22+E23

i iz > T(22)

(and the term we removed is overall positive). Note

Inequality (a) holds since for z <

2 _
z% = 0G,pld-

B Proofs

Proof of Lemma 1. The proofs directly follow from
Definitions 4.1 and 4.2.
1. YV is a mapping from the countable set U and is
therefore countable as well.
Follows from Pr[o<+ A] > 0 Vo € U.
doyeyw W) =2, Prio—Al =1
Follows by the definition of the privacy loss L.
By definition of £, 0o € U:

Uk N

w('OO) = Z{o | £4/5(0)=-00} Pr [0<_A]
- Z{O\ Pro—A]=0} Prlo+ A] =0 .

Proof of Theorem 1. Let M : X - U and M’ : X' —
U’ be two probabilistic mechanisms, let zg,z1 € X and
=UxU'.
We put emphasis on the difference between M (zg) and

z), ) € X'. For ease of readability we write 1>

M(z1), as well as between M’(z() and M’(z)) respec-
tively, which leads to four different probability-terms,
namely Pr [0« M (x¢)], Pr o M(z1)], Pr o’ < M'(x()],
and Pr[o’+ M'(z})] all defined on o € U,0’ € U'. We

split U% = U x U’ into three sets as follows

Uz ={(0,0) | (0,0') €eU? vie {0,1}:
Prfo= M(xz;)] #0APr[o = M'(x})] # 0}
Uz ={(0,0) | (0,0") eU? vie{0,1}:

Pro= M(xz;)] =0APr[o = M'(z)] =0}
U2, =U*\ (ULUUZ) (one to three probabilities are 0)

Obviously, they are pairwise distinct and contain to-
gether all elements in /2 :L{JQFU UZUUE. Therefore, this
proof examines these sets separately: first, the set L{i
(leading to the convolution property), second U2 ( for
00)), and last U2 (leftover w(-00)).
First, we examine the set Z/{_%. This will lead to the

w(o0) and partly w(-

convolution property for y # -00,00. As the tree sets
are separated in a way that no event (0,0') in Z/li has
a probability of zero, we do not need to consider w. (00)
or we (-00) in this part. For all events (0,0') € U?, the
privacy loss is additive under composition: V(o,0) € Z/l_%_

m) M’m)) (0,0")
[ (‘TO)vMI(‘TE)))])
[(o, M(z1), M'(z7))]
{OHM(LZ’())] Pr [O/HM,(I{))])
r
Pr|

L(M (o), M (),

P
P
Pr
Pr{o« M(z1)] Prlo’ - M'(x})]
04 M (z9)] Pr o'+ M'(zo)]
=1 In{ ——=
n ( o M@y ) T\ Prio ()]
= L) /M) (0)F Lt () ar(ay) ()
since M and M’ are independent. Let us define
Vi=A{ve lye=y+y yeV,y eV, yy #-00,00}.

As Y and )’ are countable, their composition Yy is
countable as well. For readability, let us define

Le (0,0") =L(ar (o), Mo () /(M (), M (2})) (050)

L (0) ==Las(wo) /M (1) (0)

L' (o) =Lar () /vy (0)
With Ye € y+
= " Pr{(0,0) « (M(wo), M' ()]
{(O’OI) | EC(O,OI):UC}
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= ZPr [0~ M (x0)] - Pr [0 = M’ ()]
{(0,0') | £(0)+£/ (o) =ye}

= Z ZPr[o(—M z0)]

{(,v)ly+y'=yc} {o| L(o)=y}

W'(y'),

ZPr o(—M )]

{o" 17 (o")=y"}

= > e

{(w,v")ly+y'=yc}
which is a convolution. We have used that the sums
considered converge absolutely; thus, the sum-product
is a Cauchy product and thereby the last equality is
valid. For the second equality, we have used the inde-
pendence of M and M’'. As there are no events (0, 0') in
U3 for which one of the four probabilities Pr [0+ M (z;)],
Pr o'+ M'(z;)] with ¢ € {0,1} equals to zero, we do not
00) here.
In the second part, we prove the composition
which
add to w.(-00) are zero. Next, we define four sets
Z/{OO,Z/I(QGZ/{_‘_,L{’+ from the set L{go and then subtract com-
binations of these four sets from U2, to define U3 :

need to consider w. (c0) or w. (-

of w.(<) and show that all events in U2

Uso = {0 | PrloM(z1)] =0, (0,0") e U2}
U'—{0|Pr[o<—M ml] 0, (0,0) €U}
U ={o | Prlo+M(z1)] #0, (o 0) UL}

Uy, ={o |Pr[oeM ml] #0, (0,0') € U2}

uJ_ = UOZO \ UpxU,)U (UOOXZ/[+) (uooxucgo)

First, let us argue about w(-00): It is always zero as
for any corresponding events of M (z() have occurrence
probability 0 as in Lemma 1. By construction, the sets
Uy and U contain all events 0,0’ for which the cor-
responding Prlo« M(z;)] # 0 and Prlo’« M'(z})] #
0 for i € {0,1}. Therefore Zoeu+ Prio< M(xzg)] =
1 — w(oo) (analogously for M’). Moreover, all the left-
over events in U? have either Prlo+ M(zg)] = 0 or
Pr o'+ M’ (zy)]
third and fourth statement. By construction, if and only
if (0,0") € Uy xUL) U Uso x U ) U (Uso x UL,), then
Pr{(o,0")+ (M(z1), M'())] = 0 and thus the event is
within w. (00).

(00) = Y Pr[(0,0') ¢ (M(xo), M’ (z}))]
{(0,0") Pr[(0,0" Y—( M (1), M’ (a}))] =0}
= ZPr [0~ M (z0)] - Pr [0’<—M’(1‘6)]

{(0,0")| Prloe=M (z1)]-Pr[o/+-M’ (a'})]| =0}

Z Prlo+ M(zo)] - Pr [0/<—MI(=77,0)}

(0,0 )€Uy xUL,)
+ 3" PrloeM(xo)] - Pr [0 ¢ M’ (z)]
(0,0")E(Uoo xUY)

= 0 or both and are captured in the
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+ ZPr [0~ M (x()] - Pr [of < M (x()]
(0,0")E(Uoo xUL)
= [1-w(00)]w’(00) + w(oo

+ w(00)w'(00)
=1-[1-w(o0)][1 —w(c0)]

J[1-w'(00)]

where we have separated the infinite sums as before (in-
dependence and Cauchy products) and we have used
>ocu, ProM(zo)] = 1-w(oo) (analogously for M').

For the third set Ug, the observation that for any
(0,0") € U2 the loss function evaluates to -co, but any
occurrence-probabilities are zero leads to the conclusion
that its contribution to any event in w, is 0.

We show V. = {ye | ye =y+y Yyed, Wy €)'}
Note that for all events in UZ \ U2 we can set y = oo
and for all events in U? \ (UZUUZ) we can set y = -o0.
Together with the addition rules in Definition 4.2, it is
valid to define Y, = Y, U{-00,00}. Again, we neglect
the set Z/[i and Z/lg as they do not contribute to the
privacy loss distribution. ), is countable as ) and )’ and
{-00, 00} are countable. this concludes the proof. O

Proof of Lemma 2. Let us split ¢/ in three sets

UJr = {O ‘ ‘CM(:L‘l)/M(:E()) (O) el \{—OO, OO}, [AS Z/l}

Uso =10 | Lis(ar)/M(z0) (0) = 00, 0 €U}

Uy = {0 | Lr(zy)/M(z0) (0) =-00, 0 €U}

Note that the sets Uy ,Us, Uy are pairwise distinct and
U = Ut UlUs UUy. We look at each set individually.
First, the set U : As for for all events o € Uy nei-
ther Pr [0« M (z0)] nor Pr [0« M (x1)] evaluates to zero,
we can use the logarithmic nature of the privacy loss
['M(xo)/M(ml) (O) = _L:M(xl)/M(mo) (0) which gives us
€ ={y | ¥y € Y\ {-00,00}}. So,

o(y) = PrloeM(z)], Vyed'
{0 Lar(ay)/M(xg) (0)=Y}
B Prz <+ M(z1)]
_ZPI‘[OFM xo0)] - m

{2 LM (2g)/M(x1)(0)=-Y}

= Z Pr o<+ M (xo)] . LM (@) /M) (0) — w(y) e
(el Las(@o) /M) (0)=-y}

There are no events in U which could go intom(-00) orm
(00). Next, we look at Uy. We use the fact that for all 0 €
Uos Lpr(zy)/M(wo) (0) = -00 and thus Pr [0« M(z¢)] = 0.

In this case, according to Lemma 1: m (-00) = 0. Next,
for the set U, we use
m (00 ZPr [0 M (x1)] ZPr[oeM(ml)]
0€U o€U\Uo U4
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—1-0(-0) -~ 3 o)

-0 yedt
Finally, note that the support of m namely ( coincides

with * U {-00,00}. This concludes the proof. O

Proof of Lemma 3. Let ) be the support of w, y €
Y\ {-00,00}. The PLD of My, 5(x0) over M0 (1) is

Prlo+ M (x)]
— Pr[M(zg) € O]

M(zq)/M(z1)\Y

W(y) = ZPr [0<—M;\/[,o($0)] =

oeL? (y) o€l
M;\l,O (mo)/M]’W,O (z1)

1
T 1_Pr[M(xo) ¢ O] gfr [‘”_M((x)o)]
M () /M (1) Y
_ owly)
= m =w(y). O

Proof of Lemma 4. Let the variables be defined as in
the lemma. The statement follows immediately from the
definition, setting g(co) = 1:

1

> gy aly) = =009 > 9w wly) <B(M)
y>y Y=y, yF#0o
= > gwly) <[1-wo))B()
Y=y, YyF#oo
= Y )w) <wlo) +[1 - we) By)
y>y O

Proof of Lemma 5. Let M be a probabilistic mech-
anism and zg,z; € & be two inputs. For simplic-
ity, let us denote A(0) := Pro< M(xo)] and B(o) :=
Prlo<+ M (z1)], and let E;ll/B (y) ={oly=Ly/p(0),0€
U} be the pre-image of y. First, we show that

> max(0, A0) — ¢°B(0) = w(o0) + ) (1 — ¢ ") w(y)
oclU y>e, y€Y\{-c0,00}
Afterwards, we apply a lemma from prior work to prove
the equivalence of the left hand side to tight-ADP.

Let us first consider only the term max(0, A(o) —
e B(0)): for any y € Y \ {-00,00} and Vo € £:‘1/B (y)

y=In % < B(o) = e YA(0)
This allows us to re-write max(0, A(o) — e B(0)) =
[1—e"7Y]A(o) ify>e
0 else
where we have used the fact that Vo € U, A(0) > 0.
After this preparation, we can come to the next step.

max(0, (1 —e*7Y) - A(o)) =

Keep in mind that the support ) of w contains all possi-
ble outcomes the loss £ 4, (0) can achieve for all o € U.

Z max(0, A(o) — e¢*B(0))

ocU

= > max(0,A(0) - ¢ B(0))
0€L1(00) -0 )

+ Z max (0, A(o) —e®B(0))
0€L71(-00)

<0
+ Z Z max (0, [1—e Y] - A(0))

yeEY\{-00,00} o0ecL(y)

=) A+ > Y [1-eTY] - Afo)
0L (o0) Y>EYFC  oel (y)

=w(0) + > 1= Yw(y) = Fhs(ne) Mi(ar) = O
y>e, yeY\{-00,00}

where we have used the definition of w(y) =
2oec(y) Alo), the fact that e= > 0, and Vo €
U, A(o), Blo) > 0. By this, we have proven the first
equality from the beginning of the proof. What is left is
the connection to tight-ADP; we use Lemma 1 in [20]:

Claim ([20, Lemma 1], Connection to tight-ADP).
For every e, two distributions A and B over a finite
universe U are tightly (g,9)-ADP with

§ = max () oy max (Prfo< A] — e Pro+B],0),
> ey max(Pr [o4— B] — € Pr 04— A] ,0)).

which in application directly concludes the proof. O

Proof of Lemma 6. To show bijectivity of R, we need
to prove injectivy and surjectivity. First, some gen-
eral considerations. According to Definition 4.5 and
Lemma 5, for all mechanisms M : X — U and all in-
puts zg,z1 € X, 0(g) of the tight ADP-graph is of the
following form, where (),w) is the PLD of M(xg) and
M(z1): §(e) = Zy>€’y€y(1 — e Y)w(y). Moreover, for
any PLD and for all y € Y, w(y) > 0 and thus each sin-
gle summand (1—e°7¥)w(y) that is included in the sum
(i-e., y > €) is always positive.

By definition, for all PLDs (), w) generated by all
M on all inputs xg, x1, the image of the map

R:Qw) = e, Y. (1= Yw(y) (5)

y>e,yey e

contains all valid tight ADP-graphs. Therefore, R is sur-
jective.

We now prove injectivity by contradiction. Assume
there are two non-equal PLDs (), w), (3, w’) for which R
outputs the same tight ADP-graph R(Y,w) = (£,0(¢))e
and R(Y',w') = (¢,8'(¢))e with R(Y,w) = R(Y',w’).

If the PLDs consist of a single and identical y,
ie. Y =Y = {y}, from §(¢) = §(e) follows imme-
diately w(y) = w'(y) as the term (1 — e*~¥) is identi-
cal in both. This is a contradiction. Otherwise, if we
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have more than a single and identical y, we can find the
minimal distance between any two y in Y U Y': As k
is finite and V,) are discrete, the minimal distance is
N = miny » e YUY’ yo#y: [Y0 — Y1 > 0. This means that
Yyo,y1 € YUY with yo # y1, y1 ¢ (yo — 1, 0)-

Let y, = maxycyyy y. We prove the statement by
induction. Base step: As ¢’ (yn) = 6(yn), we get w'(co0) =
w(00) immediately by Definition 4.6. Induction step: Let
Yn € Y, otherwise, switch (Y, w) and (', w’). if y, ¢ V',
then Ve € (y, —n, yn> 5() — 8'(€) = (1— =1 )u(y) >
0. Therefore, d(g) # 6’(¢). This is a contradiction. If

yn €Y', then let 1 =y, 7 and

§'(e1) = (1= V)W (yn) + ) (1= V) (1) +w/(0)
y' >yn,y' €Y’
8(e1) = (1= )w(yn) + Y (1=eY)w(y) +w(oo)
Y>yn,y€Y

But by previous induction steps:

D (1= (y ) +wlo0) = Y (1= Y )w(y) +w(o0)

Y >yn,y' €Y’ Y>Yn,yEY

Therefore, by ¢’'(e1) = d(e1) = w'(yn) = w(yn) as the
term (1 — ef17¥n) is identical. Now we define y,_1 =
MaXy cyuy\ {y,,|m>n} ¥ and repeat until YUY\ ym|m >
n} = {}. This will give us ¥ = )’ and w’ = w, which is
in contradiction to our assumptions. This proves injec-
tivity. As we have proven injectivity and surjectivity for
R, we can conclude bijectivity. O

Proof of Lemma 7. Let w with support ) be created
by M(z¢) and M(z1). First, notice that Equation (1) in
the PDP definition is equal to the privacy loss function:
for i € {0,1}:

M) M) (S\S)
Pr[M(z;) € S\ 7]

=1
Y Py [M(z1-;) € S\ 59| ~ :

Let us create two sets
S =10 | Lar(e)/M(zr_s) (0) >, 0€ S}

As 8! C S? = Pr[M(z;) € S!] < 4. Moreover, Yo € S9\
St t Lar(zy)/M(z,_,) (0) < € by construction. Therefore,

Lat(e)/M(ai_n) (0) <€ Vo€ S\S;=(S\S)HU(SP\S))

(6)

which means that all o € S with £;(0) > ¢ are in S/.

§ > Pr[M(z) € 8] = Z Pr [0 M (z)]

o€ S}

1 Z Pr o+ M (z9)] e Zw(y)

{0| Lrt(wg)/M(zq)(0)>€,0€S}  y>e

yey

where we have used independence of elementary events
(1), Equation (6) (II), and the privacy distribution def-
inition (III). The argument for m follows analogously.
This proves one direction of the lemma. For the other
direction, note that we have only used equalities, that
S; - S?, and that Yo € S'\ S@{»‘CM(aci)/M(xlfi) (0)<e=
Yo € S\ngﬁlw(mi)/M(xl,i) (0) <e. O

Proof of Lemma 8. This proof is separated in three
parts. First, we show Equation (2). Second, we show
that there exists a bijection R’ between Rényi-DP
and the exponentiated PLD (exp-PLD), defined as
({exp(y)|y € YV} ,w o In), where (Y, w) is the PLD of A
and B. Third, we show the existence of a bijection R
between the exp-PLD and the PLD itself.

First,
the Rényi-Divergence D,,. For simplicity, let us denote
A(o0) := Prlo+ M (z0)] and B(o) := Pro+ M (x1)]. As
w(oo) = 0, there is no o € U where B(o) = 0 and
A(z) # 0. Therefore, we can do the following:

L () =5 (LE (ﬁi))

1 A A\ M!
Xl ZA ( > :)\11123(0)(325)
ocU

ocU

A+1
N ——

For the second part, the bijection between RDP and

let us show the equality between m) and

exp-PLD, we derive for any A the corresponding mo-
ment as in the calculation from above. This is an alge-
braic identity, i.e. any PLD w generated by two distri-
butions A and B results in one specific Rényi sequence
(o, Da(A|B))a-

The other direction woln < (a, Dy )4 is more tricky
as there are cases where more than one distribution
have the same moments (Hausdorff moments problem).
First, let us define py := exp(A-my) > 0 and notice
that the condition py < cd*\! is sufficient such that the
power series Z)\>0 pA% has a positive convergence ra-
dius. More formally, if 3¢,d,d’ > 0, s.t. 0 < px < cd !
and d’ > d, then Vr with 0 <7 < % the power series
0 < Yymir < Dyaed N5 < X, (%)/\
0< % < 1 leads to a geometric series. Now we apply

< o0 as

the following claim about probability measures and mo-
ments:

Claim ([6, Theorem 30.1]). Let p be probability mea-
sure on the line having finite moments a = f:oo 2P p(dx)
of all orders. If the power series ), agr® /k! has a posi-
tive radius of convergence, then y is the only probability

measure with the moments (;)ieN.
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By this claim, we know that, if the previous power se-
ries has a positive convergence radius, then there exists
a unique probability measure p for a given series of mo-
ments (Dy(A|B)),. As shown above, the moments of
the exp-PLD are exactly the Rényi divergences; hence,
this uniqueness of the measure implies that p equals the
exp-PLD (), w o In).

For the third part, we then observe that we can
transform any PLD into the exp-PLD (), w o In) and
vice versa. This is a bijective step, since the exponenti-
ation exp : (-00,00) — (0,00) is bijective and the loga-
rithm In : (0, 00) — (-00, 00) is bijective on the domain of
strictly positive real values. More precisely, for a prob-
ability space (), F,w) the following function R is bijec-
tive, where Y is the set of atomic events, E := 2% is the
set of all events on ), and w is the probability measure:

R, w) := ({exp(y) | y € th)_,r})
=)
Next, we will show that, with E' = 2" = {{exp(y) |
y €vy|ve EY}, (V,E W) is a probability space. In
particular, we show that in this new probability space,

=w

woln is countably additive: for any countable collection
{E/};cr with pairwise disjoint events E. € E', we know
that there are events E; € E s.t., E. = {exp(v) | v € E;}
for all 4. We show that w’ on {E/};c; can be expressed
using w and {F;};cr as follows.

U)ol ()

=w In(exp(v)) |ve| |E; =w {v|veE;}
({eereeg) - (rem)

As Y is countable and w is countably additive, we
can write this as a sum (x). Since the sets F; are pairwise
disjoint, equality (#x) holds. Plugging in the definition
of W’ and E;, we get the following.

O3 0w DY ey =Y womm) = Y v

. i€l iel el
veUieI E;

Hence, we obtain that ()’,w’) (together with B/ = 2Y")
is a probability space. Now, we can create a bijection
Rrpp- As R(QY,w) = (V,woln) and R'(Y,woln) =
(o, Da)o are both bijections, Rgpp := R’ o R is also a
bijection and Rrpp(Y,w) = R (R(Y,w)) = R' (V' ,wo
In) = (o, Do) O

Proof of Theorem 2. Lemma 6 states that there is
a bijection Rapp such that for all mechanisms and all
pairs of inputs zg, x1 such that the support of the PLD
Y has finite cardinality |Y| = k (for & € N) we have

Rapp((e,0(¢))ececr) = w. Lemma 8 states that there is a
bijection Rrpp such that for all mechanisms with the
support of M (xg) and of M (z1) is countable and exp(A\-
Im|) < cd*X! for two positive constants ¢, d we have
Rrpp((a, Do (M (z0)||M(21)))a) = w. Note that

PrlocM (2q)]
my = l In ( E e)‘y> — l In ( E eAln Pr[cx—]\i(a:(l))])
A y~w A o~M (z0)

A
leads t0 Eon 01 () [M} < ¢ed*\. As both map-

Pr{o—M (z1)]
pings are bijections, the diagram commutes. O
Proof of Corollary 1. This follows directly from
Lemma 3 and Theorem 2. O

Proof of Theorem 3. Let w, generated by A =
M™(z9) and B = M™(z1) be the distribution w after
n independent self-compositions. The beginning of this
proof is inspired by THEOREM 2 of [2] which has already
proven the composability of the log moments

aA7L7BTL(A) < ZQA’B()\) =n- OszB()\)
=0

Prlo—A]
Aln Pr[:B]

with asp(A)=In E e
o~A
for all A > 0. Moreover, by applying Markov’s inequality,
they have proven for all v > 0, A > 0,
Pr[y>19]=

y~w

Y wly) < explaas(h) - M)
Y>7,YEVn

From which follows for w,, and the corresponding ),

an(y) < I;li%exp(aAn’Bn(A) -\)
Y2>v,Yy€Vn

< minexp(n - as (A) — \y)

A>0
. A ln BrloeAl
=minexp | n-InE [e Pr[“—BJ} -y
A>0

o~A
1. PrlocA] T
Eoma {eA In Pr[cx—B]:|
= min =T
A>0 ey ()

as this is valid for all A, the term can be minimized.

W.lo.g, we can assume 7 () to be monotone de-
creasing (Yn > 0, T(y) > T(y+mn)), else we just set
T(v) = T(y+n) as a probability mass cannot increase
while we reduce the evaluated events. For every € € P
we want to show

Y. - Ywnly)

y>e,y€Vn

<T(yx) +

(7)

> (= e V) [Tys-1) = T(y;)]

y; >€,y;€P
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Due to the (1—e®~¥) terms, which are smaller than 1 (as
in the RDP bound formula [21
equal to the Rényi-DP bound. To see why Equation (7)

]), this bound is less or

is true, we first investigate properties of w,. Note that
in general, a < b= (1 — Eia)
f > 0 and for all numbers ag < ay,

(1- —) Thus, for every

Yo =@ <(1-e) Y fla
ap<a<ay ap<a<ay
We split )V, into chunks with boundaries P =

{yo, ., yr} € RFFL with y; < y;11Vi. We define, for
i € {0, k), (1) = X ey ysy wn(y), T'(K)
T"(k),for i < k: T'(j):=T"(i) —T"(i + 1). We retain
for every y; € P,

Z Wn(y) = T/(j)
Y2Yi,YyE€Vn j>i,5€{0,...,k}
We retain for every y; € P,

> Y)wn(y)

Yi<y,yEVn

- ¥

(1—e€"

D (1= Hwn(y) |+ (1= )wn(y)

§21,J€{0,.... k=1  ¥; <y<y;j+1,YE€Vn Yk <Y, YEYVn
< g (1 — e ¥itt) g wn(y) | + E wn(y)
j>i,j€{0,....k—1} Y SY<y;j+1,Y€EYn J Yy <y,yEVn

= Y (- eETEeTG) + TR
721,7€{0,....k—1}

Note that for functions fi, fo s.t. for all ¢ € {0,...,k}:
i<ijeto, iy F10) = 0,37 iero,. ky f2(7) = 0 and

2i<jieto,.ky J10) < 2icjjeqo.. ky f2(7) and for all
monotonously increasing functions g > 0,

> hGeh s )

i<j.j€{0,....k} i<5.5€{0,....k}

f2(5)g(9)-

We split the Markov tails 7 into 7’ analogously to
how we have split T into T7:T'(k) :=
fori<k: T'(i) = T(yi) — T(yit1). We again re-
tain for every y;, € P, T(y;) = Zyjzyi,yjep T (0).
Note that for all i € {0,....k}, > i) ico 1y T7(1) <

T(yr) and for

Zi<j.j€{0 k) T'(j), and that furthermore we are now
finally able to apply our property. Given y; € P, we get
> (= Ywaly)

Yi<y,yE¥Vn

< Y (1-

§>i,j€{0,....k—1}

< > (1-

§26,§€{0,... . k—1}

<Te)+ Y

Y; >Yi,Y; €P

IR ())) + T' ()
ETITIG)) + T'(h)

(1 =€) [T(yj—1) — T(y;)]

Proof of Theorem 4. For any ¢ € N, let w; denote the
privacy loss distribution with support ); after ¢ composi-
tions and let (u;, 02, w;(00)) be the corresponding privacy
loss class. Note that wj is the original distribution. The
proof for this theorem is split into three parts: first, we
prove the properties of wy (y) under composition, second
we approach the privacy loss class, and as a third, we ap-
ply the central limit theorem implied by Berry-Esseen to
wn(y) Yy € Y \ {-00, oo} for the Gauss shape. To ease
readability we write y for a vector of elements y1, ..., yx
and we omit the exact declaration y =y, ...,y if that
is clear from the context.

The first part will be proven by induction based on
Theorem 1. If we use the same privacy loss distribution
w1 twice for Theorem 1, we get directly

YVo={y |ly=01+72, V€Y x Y}

wo(y) = (@I wi) [yl Vy e Vo {-00, o0}
wa(00) = 1= [1 —wi(o0) ]
wa(-00) =0

and as Theorem 1 allows different privacy distributions
as input, we use there wi and n independent composi-
tions of w; (creating wy,). Then by the theorem

y7n+1 = {ﬁ |

+Zyz+y,vy€y Vyey”}

=1

i=1
wpt1(y) = (Wxwn)[y] Yy € Yny1 \ {-00, oo}
= (®?:+11 wl) [v]
w160 = 1= [1 = w(69) ] - [1 — w1 ()]
— 1= [1— i ™!
Wn41(-00) =0

which is exactly privacy loss distribution after n+1 com-
positions.

For the rest of this proof, we omit w;(-00) as they
are always zero and do not cause any problems. For the
second part, we use the well known fact that for the
inner distribution Vy € Y; \ {-00, oo}

_ wi(y)

] = Pr oo| =
wly) = Pr lyly# ool =7 ()
which sums up to 1 and with finite mean and variance,

we can add mean and variance. For any i, € NT:

wiv;j = E y= Z @i+j(y)y

Y~ Wit
! YEYVitj

Z Z yz wj y— yz)y

YEVity Yi€Vi
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L) @) Y @) i+ u)
YyeY;

_ III
= Wi(yi) - (yi + 1) = pi + py
yi€Vi
where we have used a variable shift y — y; + y; and
the absolute convergence property to re-order the sum-
mands (I), and the property >_ ., @(y;) = 1 and the
definition of y; (11, III). Exactly the same way one proves
02,11 = 0} + 05, which we omit here. As these x and
0?2 and wy, (00) coincide with the definition of the privacy
loss class, the theorem statement about the obtained
privacy loss class follows directly by induction.

For the third part, we apply Berry-Esseen as stated
in definition 13 directly on the normalized distribution
Pro, [y |y # o] = @,(y). All its requirements, namely
finite 7, 02 < oo and IID composition of wy, are met by
the theorem assumptions. Therefore, Vz € R

zZ—nu

<y i
Vno V/no3

The last theorem statement follows by Lemma 4
the fact that Pr, [y<z|y#ox] =

ZySZaZIE)}\{—OO,oo} wn (Y)- O

Pr[yézy#w]@<

and by

Proof of Lemma 9. First, note that A\(u) is a o-finite
measure. The push-forward measure we can define as 5)
and U are both a subset of R [7].

Second, as w(y) and A(u) are o-finite measures and
Au) =
is a valid Radon-Nikodym derivative by the Radon-

0 = w(y) = 0, the loss random variable

Nikodym theorem[7], and we can write w(y).

To the generalized statements: The inner distribu-
tion (Equation (3)) is just a multiplication with a pos-
itive constant (the normalization) to the measure A(u)
which is valid as A(u) € R everywhere. The mean and
variance are defined as Vy € R : @(y) € R, and Y C R
without -co and oco. The derivation of §y7(,,) () identi-
cal to Lemma 5 except that the set J~) does not include
the distinguishing events. O

Proof of Lemma 10. As we can evaluate a con-
tinuous function f(y) in the privacy loss space as
fﬁ f(L(0)) A(o) do, we can apply integration by substi-
tution with £~

-1
[ swenaoao= [ s acew) (%5, Yo ay
o £(0)
duw(y)
:/f(y) dw (y)
£(0) O

Proof of Lemma 11. Let the variables be defined as
in the lemma statement. Let v € Y. This is a application
of lemma 10. The privacy loss function £ : U4/ — R is

1 _ <u—w§)"‘
Varoz 2
Lawo.02)/ Nz 02) () = I 22—,
Varoz O ¥
_ 2u(xzo — x1) — (x§ — x%)
202

Note Yu € U : LN (wo,02) /NMa1,02) (1) # 00 = w(o0) = 0.
Let us denote y := Lf4,02)/Ma1,02) (v). This function

.. . 1 _ yol4(xZ—2z?)
is invertible £ (y) = 2(107_011)1
As all involved functions are continuous, we can use
Riehmann-integrals. Let A(u) := Pr[u< M(zo)]. Using

Lemma 10,

and it is derivable.

1
ot = A7) (% Yy

1 (e @) —=)? o2
- — ¢ 252 _ dy
V2o 2(zo — z1)

SEWAGC N

= —&exp |- (r)? Y
o [(xo:ﬂl)z} 2 {%017}
N (zo—1)* (zo—1)*
202 7 o2
This proves the first statement. In regard of th2e pri-
vacy loss class, note that p = Ey~wy = (‘TO;UI;) and

2
(=0=21)” can be read out by inspection

0'2 = Eyww y2 -

immediately. With priorly proven w(co) = 0, the privacy
2 2

loss class of this distribution is (%, (1"”%1)7 0). O

Proof of Lemma 12. First, use the definition

[e.e]

0(g) = w(oo) + /(1 — e Y)dw(y)

> oo

= w(o0) + [1 — w(c0)] /(1 — ) \/2;76(;,2;‘;)2 dy

€

Let us split the integral in two parts and solve them

separately.
oo R oo
1 _(m—w) 1 1 € —
/ e 3 dy = / —e*“Zdu = —erfc "
2wo T 2 20
E\OO 5 % oo 5 5
r— (z— —2xo
/6671 ! o dx:ee/ ! T gy
2ro V2mo
€ 0o €

1 _—2?42a(p—0?)—p? -0t 240240t +2u0?
=ef [ —e¢ 202 dzx
2mo

15, .2 €—p+o?
=— T T Herfe [ ———
2 V20
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The lemma statement follows directly by combining ev-
erything. O

Proof of Theorem 5. Let the variables be as in the
theorem statement and let xg, 21 € R with |zg—z1| = s.
By Lemma 11 we know that the probabilistic mecha-
nisms M (zo) and M (z;) are again depicted as a Gauss
in the privacy loss space with the privacy loss class

(wo—w1)® (wo—w1)® 0
202 ) o2 )

tion of two Gauss is a Gauss again
02) +N(y2502) Y1, Y2 eR

which can be generalized to @) (N (y,0%) =
N(ny,naQ). Applying this, the privacy loss class, and

). It is well known that a convolu-

N (v, = N (y1 +y2,20?)

Theorem 4 (CLT for differential privacy) gives us after
n composition a Gauss shaped probability distribution
wy, created by M"™(xg) and M™(z1) with

a(alrm? o

202 o?
2 2
and privacy loss class (n (m“z_le) , (m‘):sl) ,0).
As wn is Gauss shaped, we can ap-
ply Lemma 12 and get  Gppm(y)(€) =

ra—z1)2 ea—xq)2
% {erfc (E\/i(:o:') — e -erfc (%)] , where
we assumed the root of the varianc; in the pri-
As the discussed
problem is symmetric in M(z¢) and M(z1), we get

vacy loss space to be positive.

Op1n(20)(E) = Oprn(ay)(€) which results according to
Lemma 5 in tight (e,d(¢g))-ADP. O

Proof of Corollary 2. The corollary follows analo-
gously to Theorem 5 by considering only the tail bound;
we simply do not subtract the terms within the tail that
are captured by e bound. O

Lemma 13 (Berry-Esseen and Nagaev Bound,[23]).

Let Xi,...,X, be independent and identically dis-
tributed zero mean random variables with S = X; +
e+ X,y =E|Xi? < 00, and 0 := \/E|X;|2, then

|Pr[S >noz] —Pr(Z >z]| < cu% (Berry-Esseen,)
no
2
P - Pr(Z <cp———=——= (N
|Pr[S > noz| r] >Z]|*Ct\/ﬁg3(1+z3) (Nagaev)

where Z ~ N(0,1), 2 > 0, ¢, = 0.4748, ¢; = 25.80, and
wp (00) = 1—[1—w1(o0)]™.

There exist similar forms of the Berry-Esseen theorem
for non-iid random variables with slightly worse ¢, <
0.5600 and ¢; < 31.935 [23].

Proof of Theorem 6. Let the variables be defined as
in the theorem statement. Let ®,(z) be the cumulative
distribution function ofN(nu, n02). We use a Lebesgue
integrable privacy loss density on a measurable space
(R, B(R),
02 = E | (y) |?. First, we prove that Ve > 0 we have

1 e—n
< —=Tust zzi'u
IRVAT no?

where Z,, ~ ./\/(nu7 TLU'Q) and where r,/,(2) denotes ei-
ther 7, or r4(z) from Lemma 13. As Vz > 0, r(z) < o0
and 7, < 00, we obtain always a valid bound if we take
Second, let Vy,e € R :

w). By definition we have pn = E @, (y) and finite

Prly > e|y # oo] — Pr[Z, >¢]
Y~wn

the minimum for r, and 74.

gle —y) := (1 —e®7Y). Note that Ve e R, Vy > ¢, 0 <
g(e —y) < 1. For simplicity, let d,(¢) := %.
oo o0

15 (8) B (2| = / 9(e—y)dn(y) — / 9(e—y)dPn (y)

< /oodwn(y) - 765%(1/)

—| Pr [y>ely# o

Yy~wn

1 1 e—n
< 77‘u/t 7//6
~Vn no?

where we have used the fact that Ve € R, Vy > ¢, 0 <
gle —y) <1 (I), and (II) we have proven beforehand.
Next, we include wy, (00). Theorem 4 implies wy, (00) =
1—[1—wi(c0)]"
results in

—Pr(Z, > ¢

. Multiplying [1 —wy(00)] and adding zero
z [1-wn(>0)]
Vn

()
T/t o2
A |W7L(OO)+[1*wn(oo)]’ wal€) — Wn(oo)

2

+H1—wn(00)]-da,(e)]| <

1— _
10,6 =0, () < T2, (E W)
Together with the definition of ¢, (¢) =
5;[77 (z0),M (11)(5) and Lemma 12, we obtain

5;/[”(300),M(a:1)(5) - Awn(oo)’ < Bun(o)

This defines an upper bound: 57\@(@-0) M(xl)(e) <
Aw” (00) T Bunoc)- By applying the same proof before to
M" (20),M Ma1) ()
and 6M”(:v0) M(Il)( ¢). By taking the maximum, we get
that M is (e, max (Ay + Bu, Ay + 3))-ADP. O

the dual distributionm,,, we can bound §%
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