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1. INTRODUCTION

Mixes are routers that transform the appearance and or-
der of messages so that their inputs and outputs are un-
linkable. Mixes are organized in networks called miznets
that route messages via multiple mixes in order to pro-
vide anonymity. A variety of mixnets have been proposed
in prior work, including Mixminion [2], Vuvuzela [10], and
Loopix [9]. These systems have different architectures, threat
models, design principles, features and parameters. More-
over, the proposals have been evaluated using different meth-
ods and anonymity metrics, making it difficult to benchmark
and compare them.

Anonymity systems, including mixnets, are known to re-
quire a tradeoff between anonymity, latency and bandwidth,
in what is called the Anonymity Trilemma [4]. Modify-
ing design features and parameters has an impact on these
tradeoffs that is difficult to model analytically. Instead, the
evaluation of mixnets is normally done empirically via sim-
ulations. Existing mixnet evaluations are done with ad hoc
simulators that do not enable comparisons between mixnet
designs.

In this work we present Mixim and its supported fea-
tures. With this general-purpose simulator we can evalu-
ate entropy-based and indistinguishability-based anonymity
for a wide variety of design options and parameters across
mixnet designs. In section 3 we present two experiments
studying the impact of different parameters on the entropy-
based anonymity, we leave the indistinguishability out of
scope for this paper.

2. SUPPORTED FEATURES OF THE SIM-
ULATOR

In this section we present the features that are supported
by our simulator. In Table 1, we highlight the three broad
categories of features currently supported by our simula-
tor including different types of network topology, mixes and
routing.

Table 1: Features of the simulator

Topologies | Mix-type Routing
Stratified Timed Source Routing
Free route Pool Hop-by-Hop
Cascade Stop-and-Go

2.1 Topologies
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The topology is the structure of the mixes in the mixnet.
In our simulator we consider three main topologies: cas-
cades, free routing and stratified topologies. In a cascade
topology every message goes through a number of mixes in
a pre-determined order, with each mix sending all messages
to the next mix in the cascade. Some variations on this de-
sign, like cMix [1] allow multiple cascades to run in parallel
which is also feasible on our simulator. In a free routing
topology, a message may go through any path and the path
length may be variable [7]. Note that it becomes very diffi-
cult to analyze anonymity in these topologies as the network
scales [3] so our simulator does not currently support the
computation of anonymity in such topologies. Mixes in a
stratified topology are arranged in a fixed number of lay-
ers where each mix, at any given time, is assigned to one
specific layer. The layers are interconnected such that each
mix in layer 7 is connected with every mix in layers ¢ — 1 and
i+ 1, while the first layer only receives incoming messages
from senders and the last layer sends outgoing messages to
the final recipients.

2.2 Mix-type

Each mix takes input messages and outputs (flushes) them
with a different appearance and in a different order. Thereby,
mixes hide the correspondence between inputs and outputs,
such that an adversary is not able to establish a correla-
tion between input and output messages neither based on
message content nor on timing. Our simulator supports the
following types of mixes:

e Timed Mix: At each time T = ¢, the mix flushes all
the messages it contains.

e Pool Mix: The mix will flush N messages when n+ N
messages have been received, keeping n messages in an
internal pool to be mixed with messages received in the
next round.

e Stop-and-Go Mix: The delays messages indepen-
dently with the delay following an exponential distri-
bution. The memoryless property of exponential dis-
tributions implies that when a mix that contains N
messages sends one message out, all N input messages
are equally likely to be the output [8, 9].

2.3 Routing

Routing determines how messages are sent through the
network, including the way mixes are selected for relaying
a message. Note that in anonymous communication net-
works, routing determines to a large extent the security and



performance of the entire system [5]. Although there exists
different types of routing such that rendezvous and multi-
party routing, we have only implemented hop-by-hop and
source routing as they are the two most popular types.

e Hop-by-hop: The sender only selects the first mix,
which in turn picks the second, and so on, until the
message reaches its final destination.

e Source routing: When the sender of the communi-
cation selects the set of mixes that will form the entire
route. This is the design that is currently the most
common in Tor [6] and modern mixnet designs [9].

3. EXPERIMENTS

In this section we present two sets of experiments that
demonstrate the efficacy of Mixim. In both experiments we
used a stratified topology (shown in Figure 1) where all the
mixes are Poisson mixes and each layer has 3 mixes.
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Figure 1: Stratified topology

3.1 Mix corruption

In the first experiment we study the impact of the position
of corrupted mixes on anonymity. We first test a baseline of
our experiment: We generate 100k messages per time unit
and each mix has an average delay of 1/100 time units'.
Then we study the impact of having 3 corrupted mixes in
the first layer of the network and compare it to 3 corrupted
mixes each mix in a different layer. We can see from Figure 2
that the position of the corrupted mixes has a significant
impact on anonymity. Even though the capability of the
adversary is similar, the entropy has a much higher variance
in the last experiment due to the fact that certain messages
will go through more than just one corrupted mix. In the
worst case of the third scenario, a message may go through
a fully corrupted path and in that case the adversary can
fully deanonymize the message.

3.2 Impact of the Mixnet layers on anonymity

In Figure 3, we show the impact of adding layers to a
stratified topology. As we can see, having just one layer
partitions the anonymity set into as many subsets as mixes
existing in the layer. Adding a second layer substantially
strengthens anonymity: an increase of 2.5 bits implies that
the anonymity set becomes more than five times larger. Ad-
ditional layers bring diminishing returns while increasing the
cost in terms of latency and bandwidth.

!'Each mix will delay every message according to a Poisson
process with parameter p, therefore the average delay is 1/u
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Figure 2: Position of corrupted mixes
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Figure 3: Impact of different layers on anonymity

4. CONCLUSION

In this paper, we presented the design and implementa-
tion of Mixim, a mixnet simulator that is able to design and
evaluate mixnet-based systems. We performed experiments
that show the power of simulations to analyze and compare
mixnet designs. As future work, we will further develop
Mixim to be suitable for studying a wide range of problems
including network congestion, dummy traffic strategies, and
the impact of different traffic distributions on privacy prop-
erties. Mixim may also be used to study the impact of differ-
ent attacks on different designs and ultimately the different
privacy properties these designs provide.
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