Proceedings on Privacy Enhancing Technologies ; 2021 (3):95–121

Aditya Damodaran and Alfredo Rial*

Unlinkable Updatable Hiding Databases and
Privacy-Preserving Loyalty Programs
Abstract: Loyalty programs allow vendors to profile advertisers and data brokers [21]. Those privacy conbuyers based on their purchase histories, which can cerns have been shown to have an impact on the particreveal privacy sensitive information. Existing privacy- ipation in LPs [19].
friendly loyalty programs force buyers to choose whether Previous Work. LPs can be classified depending on
their purchases are linkable. Moreover, vendors receive the type of PII and PH collected, on whether they inmore purchase data than required for the sake of pro- volve a single or multiple Vs, on the type of rewards
filing. We propose a privacy-preserving loyalty program given to Bs, on whether those rewards are transferable to
where purchases are always unlinkable, yet a vendor can other Bs, etc. For privacy’s sake, the key issue is whether
profile a buyer based on her purchase history, which re- V requires collection of PHs or not.
mains hidden from the vendor. Our protocol is based
Some privacy-preserving LPs (PPLPs) do not allow
on a new building block, an unlinkable updatable hid- V to collect PHs [5, 6, 16, 28]. In [16], blind signatures
ing database (HD), which we define and construct. HD are used to provide unlinkability between issuance and
allows the vendor to initialize and update databases redemption of loyalty points (lpts). In [28], Bs can anonystored by buyers that contain their purchase histo- mously download a batch of loyalty cards and use them
ries and their accumulated loyalty points. Updates are in an unlinkable manner. In [5], an updatable anonyunlinkable and, at each update, the database is hid- mous credential scheme is proposed that allows Bs to
den from the vendor. Buyers can neither modify the get V to add lpts at each purchase without revealing the
database nor use old versions of it. Our construction for total number of lpts accumulated. Recently, in [6], the
HD is practical for large databases.
scheme in [5] is improved to add some features such as
recoverability of failed spent lpts or backward unlinkaKeywords: UC framework, vector commitments
bility. Despite offering privacy protection to Bs, these
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solutions prevent any form of buyer profiling, and thus
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they limit the benefits that Vs obtain from LPs.
Other solutions do allow V to obtain some information on PHs [4, 29, 32]. In [29, 32], B obtains an
anonymous credential at registration. At each purchase,
1 Introduction
B shows her anonymous credential and chooses whether
Loyalty programs (LPs) are marketing strategies imple- her purchases are linkable or unlinkable to previous purmented by vendors (Vs) to establish lasting relationships chases. In [4], B, at each purchase, obtains a blind sigwith buyers (Bs). LPs offer accumulating benefits to Bs nature. This signature signs purchase data along with
who purchase certain brands or buy in certain shops [19]. a value chosen by B. To obtain lpts, B can link signaLPs benefit Vs in two ways. First, they improve cus- tures of different purchases when they sign the same
tomer retention. Second, by storing Bs’ purchase histo- B-chosen value. B then reveals those signatures to V.
ries (PHs) and personal identifiable information (PII), Therefore, in [4, 29, 32], at each purchase, Bs need to
and thanks to data mining techniques, LPs allow Vs to decide whether they want the purchases to be linkable
profile Bs. Those buyer profiles (BPs) are used for mar- to previous purchases. The PPLPs in [4, 29, 32] have
two drawbacks.
ket research and targeted advertising.
LPs have raised privacy concerns because BPs can Privacy of PHs. Profiling consists in running a classification algorithm over a B’s PH. A PPLP should
reveal sensitive PII, which Vs could sell to third-party
minimize the disclosure of PHs. However, in [4, 29,
32], when Bs choose to link their purchases in order
to benefit from the LP, V receives more informaAditya Damodaran, Alfredo Rial: SnT, University of
tion on PHs than is actually needed to create a BP.
Luxembourg, Esch-sur-Alzette, Luxembourg.
In [29, 32], all the PH is revealed, while in [4] a
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taxonomy of products and product types is defined
and Bs can reveal the concrete product bought or
the product category.
Unlinkability of Purchases. In [4, 29, 32], Bs need
to decide whether purchases are linkable or unlinkable at the moment of purchase. It would be desirable to have a scheme where purchases are always
unlinkable, and yet at a later stage Bs can be profiled based on their PH and benefit from lpts.
Our Contribution. We propose a PPLP that addresses those drawbacks. First, it protects B’s privacy
by avoiding the disclosure of PHs to V. Second, it guarantees that purchases are always unlinkable. PHs and
lpts are stored on B’s side and can later be used for
profiling or to redeem lpts.
Our PPLP involves a vendor V and multiple buyers
Bk and can be used in e-commerce and physical shops.
Bs are equipped with an electronic device (e.g., a smartphone). The PPLP consists of the following phases.
Registration. Bk signs up for the PPLP.
Purchase. Bk ’s PH and lpts are stored on Bk ’s side.
Each purchase is unlinkable to previous ones. Despite of unlinkability, at each purchase, V updates
Bk ’s PH and lpts without learning any of them.
Redemption. Bk proves that she has accumulated a
number of lpts.
Profiling. Bk reveals to V the result of running a profiling algorithm on her PH (or, in general, any computation run on her PH) and proves that this result
is correct without disclosing her PH. We describe
a variant of this phase where V does not learn the
profiling result either, but is able to use it to, e.g.,
give Bk more lpts.
To describe our PPLP, we use a new building block,
an unlinkable updatable hiding database (HD), which
could be used in other privacy-preserving protocols. An
HD is a protocol between an updater U and multiple
readers Rk . (In our PPLP, V (resp. Bk ) plays the role of
U (resp. Rk ).) An HD consists of an update phase and a
read phase. In an update phase, U updates the database
stored by a reader Rk identified by a pseudonym P. We
consider simple databases DB with entries of the form
[i, vri ], where i is the position and vri the value stored at
position i. (In §E, we show how to modify our definition
and construction for HD to use databases of the form [i,
vri,1 , . . . , vri,m ], i.e., databases where a tuple of values
is stored in each entry.) U does not learn the contents of
DB and cannot link it to previous updates. However, U is
ensured that he is updating the last version of DB given
to Rk . In the read phase, Rk commits to some of the
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data from the database and proves to U that it is stored
in DB. Later, Rk can use those commitments to prove in
zero-knowledge (ZK) other statements about the data
in DB. For instance, Rk can prove the correctness of the
result of running an algorithm on input those data. One
key property of HD is that Rk is able to prove in ZK
statements about both vri and i.
In §3.1, we define security for HD in the universal
composability (UC) framework [13]. We define an ideal
functionality FHD for HD that is suitable for modular
design, i.e., that can be used as a building block of a protocol. In the UC framework, a protocol can be described
modularly in the hybrid model, where parties use ideal
functionalities for the building blocks of the protocol.
However, many functionalities in the literature cannot
be used for modular design whenever we must guarantee
that two or more functionalities receive the same input.
To solve this issue, we use the method in [8], which is
based on sending committed inputs to functionalities.
We propose a construction ΠHD for HD in §3.3. ΠHD
uses a vector commitment (VC) scheme as main building block. A VC scheme allows us to compute a vector
commitment vc to a vector x of values, where each value
x[i] is stored at a given position i. Additionally, vc can
be opened to x[i] with communication cost independent
of the vector length. We use a VC scheme that is additively homomorphic. ΠHD also uses a pseudonymous
channel that provides unlinkability in communications
between any Rk and U.
A VC vc is used to store the database DB by committing to a vector x such that x[i] = vri . Initially, Rk
obtains a signed vc to an initial database DB from U.
To read DB in an unlinkable manner, Rk rerandomizes
vc to vc 0 , reveals vc 0 to U and proves in ZK that vc 0
is a rerandomized version of a commitment signed by
U. Then Rk can prove statements about the database
committed in vc 0 . To update DB, U uses the homomorphic property of the VC scheme to update the database
in vc 0 (without learning its contents) and produce an
updated VC vc u , which U signs and sends to Rk . ΠHD
implements a double-spending detection mechanism to
ensure that, in the next read phase, Rk uses vc u and
not previous commitments received from U.
To construct a PPLP based on HD, we store Bk ’s
PH in the form of a database DB that, for each product
(or product category, depending on the detail needed
to create BPs), stores the number of purchases or the
amount of money spent by Bk on that product. Therefore, DB is a vector x where each position i represents
a product and x[i] is the number of purchases or the
amount of money spent on that product. An additional
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position is used to store the accumulated lpts. When Bk
purchases some products, to update DB, V computes
another VC to a vector xu that stores the information
regarding the products purchased and additional lpts.
Then, by using the homomorphic property, V multiplies
both vector commitments to get a VC to x + xu and
sends the new VC to Bk . We describe our PPLP in §4.
Our PPLP guarantees unlinkability between purchases and minimizes the PH disclosure towards V.
Thanks to double-spending detection, our PPLP ensures that Bk uses the last version of the PH at the
next update or when reading it for profiling or redeeming lpts. Nevertheless, we note that Bk can refuse to use
the PPLP for certain purchases or create more than one
profile. Allowing users to curate their own profiles might
yield profiles better suited for some purposes, such as
providing personalized discounts, but, if needed, it can
be discouraged (see §4).
ΠHD benefits from the efficiency properties of VCs.
Particularly, updating the database is very efficient
thanks to the homomorphic property. In §3.4, we show
that the communication cost of read and update operations, as well as the computation cost of update operations, is independent of the database size N . Read operations have amortized computation cost that is also
independent of N . Therefore, ΠHD is suitable for large
databases. In §4.3, we implement our PPLP and analyze
its efficiency.

2 Modular Design in UC
We summarize the UC framework in §A. We use the
method in [8] to allow FHD to be used as building block
in our PPLP protocol in §4, which we describe modularly in the hybrid model. This method allows us to
ensure, when needed, that FHD and other functionalities receive the same input. In [8], a functionality FNIC
for non-interactive commitments is proposed. FNIC consists of four interfaces:
1. Any party Pi uses the nic.setup interface to set up
the functionality.
2. Any party Pi uses the nic.commit interface to send a
message m and obtain a commitment c and an opening o. A commitment c consists of (c 0 , pnic, NIC.Vf),
where c 0 is the commitment, pnic are the public parameters, and NIC.Vf is the verification algorithm.
3. Any party Pi uses the nic.validate interface to send
a commitment c to check that c contains the correct
pnic and NIC.Vf.
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4. Any party Pi uses the nic.verify interface to send (c,
m, o) to verify that c is a commitment to m with
opening o.
FNIC can be realized by a perfectly hiding commitment
scheme, such as Pedersen commitments [8]. To ensure
that a party Pi sends the same input m to several ideal
functionalities, Pi first uses nic.commit to get a commitment c to m with opening o. Then Pi sends (c, m, o) as
input to each of the functionalities, and each functionality runs NIC.Vf to verify the commitment. Finally, other
parties in the protocol receive the commitment c from
each of the functionalities and use the nic.validate interface to validate c. Then, if c received from all the functionalities is the same, the binding property provided
by FNIC ensures that all the functionalities received the
same input m.

3 Our Hiding Database
3.1 Ideal Functionality for HD
FHD interacts with readers Rk and an updater U. FHD
maintains one database DB per reader. Each DB consists
of N entries of the form [i, vri ]. FHD has two interfaces
hd.read in Fig. 1 and hd.update in Fig. 2:
1. The reader Rk sends the hd.read.ini message on
input a pseudonym P and (i, vri , ci , oi , cri , ori )i∈S ,
where [i, vri ] is a DB entry and (ci , oi ) and (cri , ori )
are commitments and openings to i and vri .
– If no DB is stored for Rk , FHD sends P and f = 1
to U to inform U that a reader with pseudonym
P requests a database be set up.
– If a DB for Rk is stored, and S = ∅, FHD sends
P and f = 0 to U. In this case, Rk does not read
any entry and simply wants that U updates her
database.
– If a DB for Rk is stored, and S 6= ∅, for all
i ∈ S, FHD verifies that [i, vri ] is stored in DB
and verifies the commitments (ci , oi ) and (cri ,
ori ). Then FHD sends P, f = 0 and (ci , cri )i∈S
to U. In this case, Rk reads some entries from
her database and sends the commitments to the
entries read to U.
2. U sends the hd.update.ini message on input P and
(i, vui )i∈[1,N ] . This interface can only be invoked by
U as a response to a previous invocation of the read
interface by the reader with pseudonym P. FHD recovers the flag f sent previously to U.
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FHD is parameterised by a database size N , a universe of pseudonyms Up , a universe of values Uv and an
operator : Uv × Uv → Uv .
1. On input (hd.read.ini, sid, P, (i, vri , ci , oi , cri , ori )i∈S ) from Rk :
– Abort if sid ∈
/ (U, sid 0 ), or if P ∈
/ Up .
– Abort if there is a tuple (sid, P 0 , R0k , f ) stored such that P 0 = P, or such that R0k = Rk and f 6= ⊥.
– If a tuple (sid, Rk , DB) is not stored, set f ← 1, else set f ← 0.
– If f = 0 and S 6= ∅, for all i ∈ S, do the following:
– Abort if i ∈
/ [1, N ], or if vri ∈
/ Uv , or if [i, Uv ] is not stored in DB.
– Parse ci as (ci0 , pnic, NIC.Vf) and cri as (cri0 , pnic, NIC.Vf).
– Abort if NIC.Vf is not a ppt algorithm.
– Abort if 1 6= NIC.Vf(pnic, ci0 , i, oi ) or if 1 6= NIC.Vf(pnic, cri0 , vri , ori ).
– Create fresh qid, store (qid, P, Rk , f , (ci , cri )i∈S ) and send (hd.read.sim, sid, qid, (ci , cri )i∈S ) to S.
S. On input (hd.read.rep, sid, qid) from S:
– Abort if (qid 0 , P, Rk , f , (ci , cri )i∈S ) such that qid = qid 0 is not stored.
– Store (sid, P, Rk , f ), delete (qid, P, Rk , f , (ci , cri )i∈S ) and send (hd.read.end, sid, P, f , (ci , cri )i∈S ) to U.

Fig. 1. Functionality FHD : interface hd.read

than the identifier Rk , and FHD checks that P is
If f = 1, FHD stores (i, vui )i∈[1,N ] as the
unique for each read operation.
database of the reader Rk associated with P
and sends (i, vui )i∈[1,N ] to Rk .
Hiding. U does not learn the contents of any DB. U sets
– If f = 0, FHD replaces the database (i, vri )i∈[1,N ]
the initial values of each DB but, because read operations are unlinkable, afterwards U cannot keep track
of the reader Rk associated with P by (i, vri
vui )i∈[1,N ] .
of the updates performed on each DB and thus does
represents a generic operation to
not know their contents. Additionally, when reading,
be instantiated in each construction for FHD .
Rk sends U commitments to database entries, which
FHD sends (i, vui )i∈[1,N ] to Rk . (i, vui )i∈[1,N ]
are hiding as guaranteed by FNIC . When FHD is
could equal (i, 0)i∈[1,N ] , where 0 is the identity
element for . In this case, the database is not
used as building block of a protocol, Rk can prove in
updated after the read operation. Still, U must
ZK statements about the committed values rather
invoke the update interface after a read operathan revealing them.
tion so that Rk can perform the next read op- Unforgeability. Rk cannot modify her database DB
eration.
or read from DB entries that were not stored and
updated by U. Additionally, Rk cannot make U upWhen invoked by U or Rk , FHD first checks the cordate an old version of DB.
rectness of the input and aborts if it does not belong
–

to the correct domain. FHD also aborts if an interface
is invoked at an incorrect moment in the protocol. For
example, Rk cannot invoke hd.read if Rk is awaiting an
update operation.
The session identifier sid has the structure (U, sid 0 )
so that each updater can have its instance of FHD . FHD
implicitly checks that sid in a message equals the one
received in the first invocation. Before FHD queries the
simulator S, FHD saves its state, which is recovered
when receiving a response from S. To match a query
to a response, FHD creates a query identifier qid.
FHD guarantees the following properties:
Unlinkability. The read operations remain unlinkable
towards U. FHD reveals to U a pseudonym P rather

3.2 Building Blocks of our Construction
We describe here the building blocks of ΠHD . We define
their security in §B.
FREG . ΠHD uses the functionality FREG for key registration in [13]. FREG interacts with any party T that
registers a message v and with any party P that retrieves
the registered message. FREG consists of two interfaces
reg.register and reg.retrieve. T uses reg.register to register
a message v with FREG . P uses reg.retrieve to retrieve v
from FREG .
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2. On
–
–
–

input (hd.update.ini, sid, P, (i, vui )i∈[1,N ] ) from U:
Abort if (sid, P 0 , Rk , f ) such that P 0 = P and f 6= ⊥ is not stored, or if, for i ∈ [1, N ], vui ∈
/ Uv .
If f = 1, set DB ← (i, vui )i∈[1,N ] and store a tuple (sid, Rk , DB).
If f = 0, take the stored tuple (sid, Rk , DB), parse DB as (i, vri )i∈[1,N ] and update DB ← (i, vri
vui )i∈[1,N ] in the tuple (sid, Rk , DB).
– Update f ← ⊥ in the tuple (sid, P 0 , Rk , f ) with P 0 = P.
– Create fresh qid, store (qid, Rk , P, (i, vui )i∈[1,N ] ) and send (hd.update.sim, sid, qid) to S.
S. On input (hd.update.rep, sid, qid) from S:
– Abort if a tuple (qid 0 , Rk , P, (i, vui )i∈[1,N ] ) such that qid = qid 0 is not stored.
– Delete (qid 0 , Rk , P, (i, vui )i∈[1,N ] ) such that qid = qid 0 and send (hd.update.end, sid, P, (i, vui )i∈[1,N ] )
to Rk .

Fig. 2. Functionality FHD : interface hd.update

CRS.Setup
CRS.Setup
. ΠHD uses the functionality FCRS
FCRS
for
CRS.Setup
FCRS

common reference string generation in [13].
interacts with any parties P that obtain the common
reference string, and consists of one interface crs.get. P
CRS.Setup
uses crs.get to request and receive crs from FCRS
. In
CRS.Setup
the first invocation, FCRS
generates crs by running
algorithm CRS.Setup.
FNYM . ΠHD uses the functionality FNYM , which models an idealized secure pseudonymous channel. We use
FNYM to describe our protocol in order to abstract
away the details of real-world pseudonymous channels.
FNYM is similar to the functionality for anonymous secure message transmission in [11]. FNYM interacts with
senders Tk and a replier R and consists of two interfaces
nym.send and nym.reply. Tk uses nym.send to send a message m and a pseudonym P to R. R uses nym.reply to
send a message m and a pseudonym P. FNYM checks if
there is a party Tk associated with P that is awaiting a
reply, and in that case sends m and P to Tk . Therefore,
R replies to messages from Tk by specifying P.
R . Let R be a polynomial time computable binary
FZK
relation. For tuples (wit, ins) ∈ R we call wit the witness
R for
and ins the instance. ΠHD uses a functionality FZK
R
zero-knowledge. FZK runs with multiple provers Pk and
R follows the functionality for ZK in [13],
a verifier V. FZK
except that a prover Pk is identified by a pseudonym
R consists of one interface zk.prove. P
P towards V. FZK
k
uses zk.prove to send a witness wit, an instance ins and
R . F R checks whether (wit, ins)
a pseudonym P to FZK
ZK
∈ R, and, in that case, sends ins and P to V.
Commitment Schemes. A commitment scheme consists of algorithms C.Setup, C.Com and C.Vf. C.Setup(1k )
generates the parameters parc , which include a description of the message space M. C.Com(parc , x) out-

puts a commitment c to x ∈ M and an opening o.
C.Vf(parc , c, x, o) outputs 1 if c is a commitment to x
with opening o or 0 otherwise. A commitment scheme
must be hiding and binding. We use a commitment
scheme that is additively homomorphic. Given two commitments c1 and c2 to messages x1 and x2 with openings
o1 and o2 , there exists an operation · such that c ← c1 ·
c2 is a commitment to x = x1 + x2 with opening o = o1
+ o2 . If x2 = 0, then c is a rerandomization of c1 , which
we denote by c ← C.Rerand(c1 , o2 ).
Vector Commitments. Vector commitments (VC) allow us to commit to a vector of messages and to open
the commitment to one of the messages with an opening size independent of the vector length [14, 27]. A
VC scheme consists of the algorithms VC.Setup, VC.Com,
VC.Open and VC.Vf. On input an upper bound ` for the
vector length, VC.Setup(1k , `) generates the parameters
par, which include a description of the message space
M and of the randomness space R. VC.Com(par, x, r)
outputs a commitment vc to a vector x ∈ M` with randomness r ∈ R. VC.Open(par, i, x, r) computes an opening w for x[i]. VC.Vf(par, vc, x, i, w) outputs 1 if w is a
valid opening for x being at position i and 0 otherwise.
A VC scheme must be hiding and binding. We use VC
schemes that are additively homomorphic. Given two
commitments vc 1 and vc 2 to vectors x1 and x2 with
randomness r1 and r2 , there exists an operation · such
that vc ← vc 1 · vc 2 is a commitment to x = x1 + x2
with r = r1 + r2 . (If vc 2 is a commitment to the vector
x[i] = 0 for all i ∈ [1, `], then vc is a rerandomization
of vc 1 , which we denote by vc = VC.Rerand(vc 1 , r2 ).) In
addition, if w1,i is a witness for x1 [i] being a position i in
the vector x1 committed in vc 1 , and w2,i is an opening
for x2 [i] being a position i in the vector x2 committed
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ΠHD is parameterized by a database size N , a universe of pseudonyms Up , which parameterizes FNYM , and
a universe of values Uv which is given by the message space of the VC scheme.
1. On input (hd.read.ini, sid, P, (i, vri , ci , oi , cri , ori )i∈S ), Rk and U do the following:
– If a tuple (sid, par, parc , pk, vc, x, r, c, s, o, sig) is not stored:
– Rk uses crs.get to obtain the VC parameters par and the commitment parameters parc .
– Rk picks a random value s1 ← M, computes a commitment (c1 , o1 ) ← C.Com(parc , s1 ) and stores
(sid, par, parc , c1 , s1 , o1 ).
– Rk picks a random pseudonym P ← Up and uses the nym.send interface of FNYM on input P to
send c1 to U.
– If P was received before, U aborts.
– U sets a flag f ← 1 (because a single commitment c1 is received) and (ci , cri )i∈S ← ⊥.
– U stores (sid, P, f , c1 ).
– If a tuple (sid, par, parc , pk, vc, x, r, c, s, o, sig) is stored:
– Rk picks randomly r2 ← R, sets r0 ← r + r2 and runs vc 0 ← VC.Rerand(vc, r2 ) to rerandomize vc.
– For all i ∈ S, Rk does the following:
∗ Abort if x[i] 6= vri .
∗ Compute an opening wi ← VC.Open(par, i, x, r0 ).
∗ Parse the commitments ci as (ci0 , pnic, NIC.Vf) and cri as (cri0 , pnic, NIC.Vf).
– Rk picks random o2 , sets o0 ← o + o2 and runs c 0 ← C.Rerand(c, o2 ) to rerandomize c.
– Rk sets as follows the witness wit r ← (sig, vc, c, r2 , o2 , hi, vri , wi , oi , ori ii∈S ) and ins r ← (pk, par,
parc , vc 0 , c 0 , pnic, hci0 , cri0 ii∈S ).
– Rk replaces vc by vc 0 and r by r0 in the stored tuple (sid, par, parc , pk, vc, x, r, c, s, o, sig).
– Rk picks randomly a pseudonym P ← Up and uses the zk.prove interface to send wit r , ins r and
Rr
P to FZK
, where Rr is
Rr = {(wit r , ins r ) :

–

–
–
–
–

–

U

1 = S.Vf(pk, sig, hvc, ci) ∧ vc 0 = VC.Rerand(vc, r2 ) ∧ c 0 = C.Rerand(c, o2 ) ∧

(1)

{1 = NIC.Vf(pnic, ci0 , i, oi ) ∧ 1 = NIC.Vf(pnic, cri0 , vri , ori )
1 = VC.Vf(par, vc 0 , vri , i, wi ) }∀i∈S }

(2)

∧

(3)

In equation 1, Rk proves that vc and c were signed by U, and that vc 0 and c 0 are rerandomizations
of vc and c. In equation 2, Rk proves that ci0 and cri0 commit to i and vri respectively. In equation 3,
Rk proves that x[i] = vri , where x is the vector committed in vc 0 .
U receives ins r and P. U aborts if P was received before. U checks that the signing public key,
VC parameters and commitment parameters in ins r are equal to those stored in the tuple (sid,
par, parc , pk, sk). U sets a flag f ← 0 and stores (sid, P, f , vc 0 , c 0 ).
U sends a message (Open c 0 ) to U by using the nym.reply interface of FNYM on input P. (Here we
Rr
consider that any construction for FZK
uses FNYM , so U can reply through FNYM .)
Rk picks a random value s1 ← M, computes a commitment (c1 , o1 ) ← C.Com(parc , s1 ) and stores
(sid, c1 , s1 , o1 ).
Rk uses the nym.send interface of FNYM on input P to send the message and the opening (s, o0 )
of c 0 and a new commitment c1 to U.
U verifies the opening by running C.Vf(parc , c 0 , s, o0 ). U checks that s has never been received
before, which ensures that the reader uses the last version of the database x in vc. U replaces c 0
by c1 in the stored tuple (sid, P, f , vc 0 , c1 ).
outputs (hd.read.end, sid, P, f , (ci , cri )i∈S ).

Fig. 3. Construction ΠHD : interface hd.read
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2. On input (hd.update.ini, sid, P, (i, vui )i∈[1,N ] ), U and Rk do the following
– U aborts if there is not a tuple (sid, P 0 , f , . . .) such that P = P 0 .
CRS.Setup
– If (sid, par, parc , pk, sk) is not stored, U obtains par and parc from FCRS
. U computes a signing
k
key pair (pk, sk) ← S.KG(1 ) and uses reg.register to register pk. U stores (sid, par, parc , pk, sk).
– If f = 1, do the following:
– U takes the stored tuple (sid, P, f , c1 ).
– U sets a vector x[i] ← vui (for all i ∈ [1, N ]) and runs vc ← VC.Com(par, x, 0) with 0 as randomness.
– U picks a random value s2 , computes a commitment (c2 , 0) ← C.Com(parc , s2 ) with 0 as opening,
and computes c ← c1 · c2 .
– U computes a signature sig ← S.Sign(sk, hvc, ci) on vc and c.
– U uses nym.reply on input P to send (x, s2 , sig) to Rk .
– Rk takes the stored (sid, par, parc , c1 , s1 , o1 ).
– Rk computes vc ← VC.Com(par, x, 0) with 0 as randomness.
– Rk computes (c2 , 0) ← C.Com(parc , s2 ) with 0 as opening and sets c ← c1 · c2 .
– Rk uses the reg.retrieve interface of FREG to retrieve the public key pk of U and verifies the
signature sig by running S.Vf(pk, sig, hvc, ci).
– Rk stores (sid, par, parc , pk, vc, x, r ← 0, c, s ← s1 + s2 , o ← o1 , sig).
– Rk outputs (hd.update.end, sid, P, x).

Fig. 4. Construction ΠHD : interface hd.update (Case f = 1)

in vc 2 , then wi ← w1,i · w2,i is an opening for x1 [i] + x2 [i]
being at position i in the vector x committed in vc.
Signature Schemes. A signature scheme consists of
the algorithms S.KG, S.Sign and S.Vf. S.KG(1k ) outputs
a secret key sk and a public key pk, which include a description of the message space M. S.Sign(sk, m) outputs
a signature sig on the message m ∈ M. S.Vf(pk, sig, m)
outputs 1 if sig is a valid signature on m and 0 otherwise.
This definition can be extended to blocks of messages
m̄ = (m1 , . . . , mn ). In this case, S.KG(1k , n) receives the
maximum number n of messages as input. A signature
scheme must be existentially unforgeable [18].

and cri commit to an entry [i, vri ] in DB. U receives
a randomized version vc 0 of vc. To update DB with (i,
vui )i∈[1,N ] , U computes a VC vc 2 to (i, vui )i∈[1,N ] and
then uses the homomorphic property of the VC scheme
to set vc u ← vc 0 · vc 2 . The VC vc u that commits to the
updated database is signed and sent to Rk .
To prevent Rk from reading an old database, ΠHD
uses a double-spending detection mechanism. A commitment c is signed along with every vc. c commits to a
random value s = s1 + s2 , where s1 and s2 are random
values contributed by Rk and U respectively. In a read
operation, Rk reveals a randomized version c 0 of c and
opens c 0 to s. U checks that s has never been received
before. The message space of the commitment scheme
3.3 Construction for HD
should be sufficiently big to avoid collisions.
To provide unlinkability, in addition to rerandomWe depict ΠHD in Fig. 3, Fig. 4 and Fig. 5. In ΠHD , a izing vc 0 and c 0 , Rk communicates with U through
VC vc is used to commit to the databases DB, where a secure pseudonymous channel modeled by FNYM .
each DB consists of N entries of the form [i, vri ]. To this F CRS.Setup is used by Rk and U to retrieve the VC paramCRS
end, vc commits to a vector x such that x[i] = vri for eters and the commitment parameters. (We note that
i ∈ [1, N ].
the commitments (ci , oi , cri , ori )i∈S received as input by
In the first interaction with the updater U, the Rk are computed outside the protocol by FNIC and may
reader Rk obtains a VC vc to an initial DB. U signs have other parameters.) FREG is used to register the
vc and gives the signature sig to Rk . In subsequent in- signing public key of U.
teractions, Rk may want to read entries from DB, to
make U update the database, or both. To read entries Theorem 3.1. The construction ΠHD securely realizes
CRS.Setup
Rr
[i, vri ], Rk gets as input the commitments and openings FHD in the FCRS
, FREG , FNYM and FZK
-hybrid
Rr
(ci , oi , cri , ori )i∈S . Rk uses FZK to prove in ZK that ci
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2. On input (hd.update.ini, sid, P, (i, vui )i∈[1,N ] ), U and Rk do the following
– U aborts if there is not a tuple (sid, P 0 , f , . . .) such that P = P 0 .
CRS.Setup
– If (sid, par, parc , pk, sk) is not stored, U obtains par and parc from FCRS
. U computes a signing
k
key pair (pk, sk) ← S.KG(1 ) and uses reg.register to register pk. U stores (sid, par, parc , pk, sk).
– If f = 0, do the following:
– U takes the stored tuple (sid, P, f , vc 0 , c1 ).
– U sets a vector xu [i] ← vui (for all i ∈ [1, N ]), computes a commitment vc 2 ← VC.Com(par, xu , 0)
with 0 as randomness and sets vc u ← vc 0 · vc 2 .
– U picks a random value s2 , computes a commitment (c2 , 0) ← C.Com(parc , s2 ) with 0 as opening,
and computes cu ← c1 · c2 .
– U sets a signature sig ← S.Sign(sk, hvc u , cu i) on vc u and cu .
– U uses nym.reply on input P to send (xu , s2 , sig) to Rk .
– Rk takes the stored tuple (sid, c1 , s1 , o1 ).
– Rk computes (c2 , 0) ← C.Com(parc , s2 ) with 0 as opening and sets cu ← c1 · c2 .
– Rk takes vc from the stored tuple (sid, par, parc , pk, vc, x, r, c, s, o, sig), runs vc 2 ← VC.Com(par,
x, 0) with 0 as randomness and sets vc u ← vc · vc 2 .
– Rk verifies the signature sig by running S.Vf(pk, sig, hvc u , cu i).
– Rk updates the tuple (sid, par, parc , pk, vc ← vc u , x ← x + xu , r, c, s ← s1 + s2 , o ← o1 , sig).
– Rk outputs (hd.update.end, sid, P, x).

Fig. 5. Construction ΠHD : interface hd.update (Case f = 0).

model if the VC scheme is hiding and binding, the commitment scheme is hiding and binding, and the signature scheme is existentially unforgeable.
Security Analysis. We analyze in detail the security
CRS.Setup
of ΠHD in §C. The use of FCRS
to generate the
parameters guarantees that they are generated honestly
and that Rk and U do not know any trapdoor.
When Rk is corrupt, the binding property of the
VC scheme guarantees that Rk is not able to open a
VC vc to a value vri at position i if vri 6= x[i], where
x is the vector committed by the honest U in vc. The
binding property of the commitment scheme guarantees
that the commitment c cannot be opened to a random
value s different from the one committed, which ensures
that Rk cannot open the same commitment twice without being detected. The unforgeability property of the
signature scheme ensures that Rk can only use vc and
c that were signed by U.
When U is corrupt, the hiding property of the VC
scheme guarantees that the database in vc remains hidden from U. The use of FNYM guarantees unlinkability between read operations, so that U cannot keep
track of the updates for a particular reader. The hiding
property of the commitment scheme hides the random
value s committed in c during the update phase, which

is needed to provide unlinkability between the update
phase and the next read phase. The use of FREG guarantees that U does not set up a different public key for
each reader, which would also break unlinkability.
Discussion. In ΠHD , an update operation always follows a read operation, and vice versa. We remark that,
when only an update is required, the tuple (i, vri , ci ,
oi , cri , ori )i∈S can be empty, and when only a read operation is needed, the tuple (i, vui )i∈[1,N ] can equal (i,
0)i∈[1,N ] .
U updates databases without knowing their content.
The update operator is the sum. In our instantiation
in §3.4, the sum is done modulo p. We assume p is
big enough so that the sums accumulated are always
smaller.

3.4 Instantiation and Efficiency
In §D, we describe an instantiation of ΠHD that uses
a VC scheme similar to the one in [27], the Pedersen
commitment scheme [31], the signature scheme in [1]
and the UC ZK proof protocol in [10]. Here we analyze
the storage, communication, and computation costs of
our instantiation.
Storage Cost. Rk stores the common reference string,
which consists of the VC and commitment parameters.
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The VC parameters grow linearly with the maximum
size N of the database. Rk also stores the public key
pk, which has constant size. Throughout the protocol
execution, Rk stores the last update of sig, vc and c,
the committed values and their openings. In conclusion,
the storage cost for Rk grows linearly with N . U stores
the common reference string and the signing key pair
and thus his storage cost also grows linearly with N .
Communication Cost. In a read operation, Rk and
U run a ZK proof for Rr where wit r and ins r grow linearly with the number |S| of positions read, but are independent of N . Therefore, the communication cost grows
linearly with |S| but is independent of N . Rk sends a
Pedersen commitment c1 and an opening (s, o0 ) to U,
which have constant size. In an update, U sends Rk an
update xu for vc 0 , a signature on vc 0 and c 0 and the
random value s2 . The signature and s2 are of constant
size. Although the size of xu could be N , in practice, xu
only needs to contain the values for positions that are
updated. Consequently, the communication cost of read
and update operations grows linearly with the number
of positions read or updated but is independent of N .
Computation Cost. In a read operation, Rk needs
to compute VC openings wi for the positions read. If
wi is computed for the first time, the computation cost
grows linearly with N . However, by using the homomorphic property, when vc is updated, each opening wi can
be updated with cost that grows linearly with the number of updated positions but is independent of N . The
remaining steps in the computation and verification of
the proof for Rr are also independent of N . Rk also computes a commitment c1 , which entails constant cost. In
the first update operation, U computes a commitment
vc to an initial database with cost linear in N . (In practice, if the database is initialized to a vector of zeroes,
the cost is constant.) Subsequently, U updates vc by using the homomorphic property of the VC scheme. The
computation cost grows with the number of positions
updated.
In summary, the communication cost is independent
of N and the amortized computation cost is also independent of N , which makes our instantiation of ΠHD
practical for large databases.
Implementation and Timings. We implement our
instantiation of ΠHD in the Python programming language, using the Charm cryptographic framework [2],
on a computer equipped with an Intel Core i5-7300U
CPU clocked at 2.60 GHz, and 8 gigabytes of RAM.
The BN256 curve is used for the pairing group setup. To
compute the UC ZK proofs for Rr , we use the compiler
in [10]. The cost of a proof depends on the number of
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Table 1. ΠHD execution times in seconds

Interface
First Update
Computation of
vc or wi
1 entry Update
of vc or wi
1 entry Read
5 entry Read

N = 15000
Time (s)
SD
88.97
0.5
0.23
0.002

N = 65000
Time (s)
SD
386.20
3
1.0028
0.008

0.00003

0.00001

0.00003

0.00001

6.9564
23.0339

0.4
0.4

7.6770
26.9555

0.3
0.4

elements in the witness and on the number of equations
composed by Boolean ANDs. The computation cost for
the prover of a Σ-protocol for Rr involves one evaluation of each of the equations and one multiplication per
value in the witness. The compiler in [10] extends a Σprotocol and requires, additionally, a computation of a
multi-integer commitment that commits to the values
in the witness, an evaluation of a Paillier encryption for
each of the values in the witness, a Σ-protocol to prove
that the commitment and the encryptions are correctly
generated, and 3 exponentiations in the DSA group. The
computation cost for the verifier, as well as the communication cost, also depends on the number of values in
the witness and on the number of equations. Therefore,
as the number of values in the witness and of equations
is independent of N in our proof for relation Rr , the computation and communication costs of our proof do not
depend on N . The storage costs for storing the common
reference string in this implementation, for databases of
size 15000 and 65000 were found to be about 10MB and
42MB respectively.
Table 1 lists the mean execution times (and the standard deviation) of the interfaces of the protocol, in seconds, over 100 trial runs, evaluated against N . The Paillier key size is 2048 bits. In the first update, the public
parameters of all building blocks are computed and the
database is set up by computing vc. In the second row
of Table 1, we show the cost of just computing vc, which
is virtually the same as that of computing an opening
wi , and these costs are very small. In a single entry update, one database entry is modified and vc is updated,
and the cost of updating an opening wi is virtually the
same. As can be seen, the cost of the first update grows
linearly with N , as does the cost of setting up vc or
wi , whereas the cost of updating vc or wi is very small
and independent of N . (We note that the cost of setting
up vc or wi is constant when the database is initialized
to 0 in every position, which is the case in our PPLP
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protocol.) The timings for the read interface increase
linearly with the number of entries read |S|. However,
the timings are independent of N .

4 Our PPLP
Our PPLP involves a vendor V and multiple buyers Bk .
It can be applied to both online and physical shops. Buyers are equipped with an electronic device such as a
smartphone. To provide unlinkability, our PPLP uses
the secure pseudonymous channel modeled by FNYM .
In addition, it requires payment methods that provide
unlinkability, such as cash in physical shops or anonymous e-cash [9] in online shops. In an online setting, the
purchase of physical goods would also require an anonymous delivery system [3].
Our PPLP consists of registration, purchase, redemption and profiling phases. After the registration
phase for a buyer Bk is run, the remaining phases are
interleaved throughout the protocol execution. Those
four phases are initiated by Bk , and V finalizes them
with an update database operation.
When Bk purchases products, V gives Bk a number
of loyalty points lpts, which Bk can later redeem to obtain any sort of discount or gift. This general setting
follows many existing LPs. Our PPLP can be adapted
to variations or extensions of this general setting (e.g.,
applying discounts at every purchase, adding an expiration date to lpts, . . . ).
V profiles Bk based on her PH. To store the PH of
Bk , we use arrays of the form [product, value], where
product is a specific product or category of product (depending on the granularity needed to profile buyers),
and value is the amount of money spent by Bk on that
product in one or more purchases, the number of times
that the product was bought, or any other data required
to profile buyers. Without loss of generality, products
are identified by an index, i.e. product is in [1, M ], where
M is the number of products offered by V.
We consider a profiling algorithm defined by a function family F. A function f ∈ F is defined by f : (i,
v)i∈S → res, i.e., a function that takes as input a subset
S ⊆ [1, M ] of the entries of the PH of Bk and outputs a
result res that classifies Bk into a category. In our PPLP,
Bk runs f on input her PH and proves in ZK that the
result is correct.
We remark that the concrete function f ∈ F (and
the set S) used by Bk at a profiling phase remains hidden
from V. As a simple example, in our implementation in
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§4.3, we use a family where each function f specifies a
set S and requires Bk to prove that the total amount
paid for the products in S surpasses a threshold. Bk
needs to prove in ZK that a correct subset S of positions is read without revealing S. For this purpose, V
computes signatures on the indices of each of the subsets in the family S. Bk proves in ZK knowledge of a
signature and proves that the positions read from the
database are equal to the signed subset indices, as described in the ZK set membership and range proof in [7].
Previous work [15] has shown how to prove in ZK
correctness of the evaluation of two popular classification methods: random forests and hidden Markov models. The schemes in [15] follow a similar approach to our
example above. For each classification method, a function family is defined, and V provides Bk with signatures
that sign the parameters of each concrete function that
V considers. Bk uses those signatures to prove in ZK the
correctness of the profiling result res without revealing
to V the concrete function being used.
The conditions under which V can request Bk to
reveal her classification result should be defined in the
terms and conditions of the PPLP and agreed upon by
Bk . V could incentivize Bk to be profiled by e.g. offering
Bk more lpts.
Our PPLP only discloses to V the profiling result.
However, depending on the profiling function used, this
result can be privacy sensitive. To counter this problem,
we show that for some purposes V can use the profiling
result without learning it.

4.1 Ideal Functionality for a PPLP
We depict an ideal functionality FLP for a PPLP in
Fig. 6. FLP interacts with a vendor V and multiple
buyers Bk . FLP maintains one database DB per buyer.
Each DB is of size N = M + 1 and stores the PH for
M products and the lpts accumulated by Bk . FLP consists of the interfaces lp.register, lp.purchase, lp.redeem,
lp.profile and lp.updatedb.
1. A buyer Bk sends the lp.register.ini message on input
a pseudonym P. FLP checks that P is unique and
that Bk did not send a registration request before.
In that case, after being prompted by the simulator
S, FLP sends P to V.
2. A buyer Bk sends the lp.purchase.ini message on input a pseudonym P. FLP checks that Bk is already
registered, that P is unique and that Bk has not initiated another purchase, redeem or profile phase that
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is still unfinished. In that case, after being prompted
by S, FLP sends P to V.
3. A buyer Bk sends the lp.redeem.ini message on input
a pseudonym P and a number of loyalty points p.
FLP checks that Bk is already registered, that P is
unique, that Bk has not initiated another purchase,
redeem or profile phase that is still unfinished, and
that Bk has accumulated at least p loyalty points.
In that case, after being prompted by S, FLP sends
P and p to V.
4. A buyer Bk sends the lp.profile.ini message on input a
pseudonym P and a profiling function f . FLP checks
that Bk is already registered, that P is unique, and
that Bk has not initiated another purchase, redeem
or profile phase that is still unfinished. In that case,
FLP evaluates f on input the purchase history of Bk .
After being prompted by S, FLP sends P and the
profiling result res to V.
5. The vendor V sends the lp.updatedb.ini message on
input a pseudonym P and a database (i, vui )i∈[1,N ] .
FLP checks that there is a request pending for
pseudonym P, which is associated to a buyer Bk . For
a registration request, FLP initializes the database
DB of Bk contain 0 at every position. For a purchase
request, FLP uses (i, vui )i∈[1,N ] to update the PH
and the loyalty points stored in DB. For a redeem
request, FLP updates DB by subtracting p loyalty
points redeemed by Bk . For a profile request, FLP
does not update the database. After being prompted
by S, FLP sends P and (i, vui )i∈[1,N ] to Bk .
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ΠLP by choosing different instantiations for those functionalities. It also eases its security analysis.
FHD is used to store the buyers’ databases DB. During registration, Bk invokes the hd.read interface for the
first time, and V invokes the hd.update interface on input (i, 0)i∈[1,N ] to initialize DB. In the purchase phase,
Bk invokes the hd.read interface without reading the
database, and V invokes the hd.update interface on input
(i, vui )i∈[1,N ] to update the PH and lpts stored in DB.
To redeem p lpts, Bk invokes the hd.read interface
to read the database entry [N , vN ], which stores the acRrd
cumulated lpts. Bk uses FZK
to prove that p ∈ [0, vN ].
Rrd
Both FZK and FHD receive as input commitments output by FNIC to ensure that the value vN read is used
in the ZK proof. V invokes the hd.update interface on
input (i, 0)i∈[1,M] ||[N , −p] to subtract the redeemed loyalty points from DB.
In the profiling phase, Bk invokes the hd.read interface to read the subset S of database entries required
R
by the function f . Bk uses FZKpr to prove correctness
of the evaluation of f . Commitments produced by FNIC
are again used to guarantee that the entries read are
R
used in FZKpr . V invokes the hd.update interface without
updating the database to conclude this phase.
Theorem 4.1. ΠLP securely realizes FLP in the FHD ,
R
Rrd
FZK
, FZKpr , FNYM and FNIC -hybrid model.

Security Analysis. We analyze in detail the security
of ΠLP in §F . ΠLP provides the unlinkability and hiding properties of FLP , which protect buyers’ privacy.
Rpr
Rrd
FLP guarantees that the requests made by buyers are Regarding unlinkability, FHD , FZK , FZK and FNYM
unlinkable for V. As can be seen, FLP reveals to V a reveal to V a pseudonym and not the identifier Bk . Bk
pseudonym that is unique per request. FLP also ensures chooses a different pseudonym for each phase. Regardthat the PH and lpts of a buyer are hidden from V. FLP ing the hiding property, in the purchase phase V does
never reveals a buyer’s database to V and, thanks to not learn any information on the PH or on the lpts of
unlinkability, V is not able to link the updates of a Bk . In the redemption phase, V only learns that Bk acdatabase. FLP also ensures unforgeabilty of databases, cumulated at least p points. In the profiling phase, V
i.e. buyers are not able to modify their databases. This only learns the result of evaluating f on input the PH
guarantees that lpts can only be redeemed if they were of Bk . We recall that FNIC ensures that commitments
are hiding.
accumulated, and that the profiling result is correct.
ΠLP prevents an adversarial Bk from forging her PH
or her lpts. FHD ensures that only V sets up and modifies databases. FHD also ensures that Bk cannot reuse
4.2 Construction for a PPLP
her PH or her lpts. Additionally, the binding property
We depict a construction ΠLP for FLP in Fig. 7 and ensured by FNIC guarantees that commitments sent to
Fig. 8. ΠLP is described modularly in the hybrid model, FHD and to the ZK functionalities are opened to the
R
Rrd
where V and Bk use the functionalities FHD , FZK
, FZKpr , same value. Therefore, Bk can only prove knowledge of
R
Rrd
FNYM and FNIC . FZK
and FZKpr are ZK functionalities the PH or lpts that were stored by V.
used in the redemption and profiling phases respectively. Extensions. There are many LPs with different feaThis modular design allows multiple constructions of tures and requirements. In general, we think that our
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FLP is parameterised by a database size N , a universe of pseudonyms Up , a function family F and a universe
of values Uv .
1. On input (lp.register.ini, sid, P) from Bk :
– Abort if sid ∈
/ (V, sid 0 ), or if P ∈
/ Up . Abort if there is a tuple (sid, P 0 , Bk0 , . . .) stored such that P 0 = P,
0
0
or a tuple (sid, P , Bk , 0) such that Bk0 = Bk .
– Store (sid, P, Bk , 0), create a fresh qid, store (qid, P, Bk ) and send (lp.register.sim, sid, qid) to S.
S. On input (lp.register.rep, sid, qid) from S:
– Abort if (qid 0 , P, Bk ) such that qid = qid 0 is not stored.
– Store (sid, P, Bk , lp.register), delete (qid, P, Bk ) and send (lp.register.end, sid, P) to V.
2. On input (lp.purchase.ini, sid, P) from Bk :
– Abort if sid ∈
/ (V, sid 0 ), or if P ∈
/ Up . Abort if a tuple (sid, P 0 , Bk0 , 1) such that Bk0 =
6 Bk is not stored.
0
0
0
0
0
Abort if there is a tuple (sid, P , Bk , . . .) stored such that P = P, or (sid, P , Bk , 0) such that Bk0 = Bk .
– Store (sid, P, Bk , 0), create a fresh qid, store (qid, P, Bk ) and send (lp.purchase.sim, sid, qid) to S.
S. On input (lp.purchase.rep, sid, qid) from S:
– Abort if (qid 0 , P, Bk ) such that qid = qid 0 is not stored.
– Store (sid, P, Bk , lp.purchase), delete (qid, P, Bk ) and send (lp.purchase.end, sid, P) to V.
3. On input (lp.redeem.ini, sid, P, p) from Bk :
– Abort if sid ∈
/ (V, sid 0 ), or if P ∈
/ Up . Abort if a tuple (sid, P 0 , Bk0 , 1) such that Bk0 =
6 Bk is not stored.
0
Abort if there is a tuple (sid, P , Bk0 , . . .) stored such that P 0 = P, or a tuple (sid, P 0 , Bk0 , 0) such that
Bk0 = Bk . Take the stored tuple (sid, Bk , DB) and take the entry [N , vN ] ∈ DB. Abort if p ∈
/ [0, vN ].
– Store (sid, P, Bk , 0), create a fresh qid, store (qid, P, Bk , p) and send (lp.redeem.sim, sid, qid) to S.
S. On input (lp.redeem.rep, sid, qid) from S:
– Abort if (qid 0 , P, Bk , p) such that qid = qid 0 is not stored.
– Store (sid, P, Bk , lp.redeem, p), delete (qid, P, Bk , p) and send (lp.redeem.end, sid, P, p) to V.
4. On input (lp.profile.ini, sid, P, f ) from Bk :
– Abort if sid ∈
/ (V, sid 0 ), or if P ∈
/ Up , of if f ∈
/ F. Abort if a tuple (sid, P 0 , Bk0 , 1) such that Bk0 6= Bk is
0
not stored. Abort if there is a tuple (sid, P , Bk0 , . . .) stored such that P 0 = P, or a tuple (sid, P 0 , Bk0 ,
0) such that Bk0 = Bk .
– Take (sid, Bk , DB) and compute res ← f ((i, v)i∈S ), where (i, v)i∈S ⊆ DB and S is defined in f .
– Store (sid, P, Bk , 0), create a fresh qid, store (qid, P, Bk , res) and send (lp.profile.sim, sid, qid) to S.
S. On input (lp.profile.rep, sid, qid) from S:
– Abort if (qid 0 , P, Bk , res) such that qid = qid 0 is not stored.
– Store (sid, P, Bk , lp.profile), delete (qid, P, Bk , res) and send (lp.profile.end, sid, P, res) to V.
5. On input (lp.updatedb.ini, sid, P, (i, vui )i∈[1,N ] ) from V:
– Abort if (sid, P 0 , Bk , lp.x, . . .) such that P 0 = P is not stored, or if, for i ∈ [1, N ], vui ∈
/ Uv .
– If lp.x = lp.register, set DB ← (i, 0)i∈[1,N ] and store a tuple (sid, Bk , DB).
– If lp.x = lp.purchase, take the stored tuple (sid, Bk , DB), parse DB as (i, vri )i∈[1,N ] and update DB ← (i,
vri + vui )i∈[1,N ] in the tuple (sid, Bk , DB).
– If lp.x = lp.redeem, take p from the tuple (sid, P 0 , Bk , lp.purchase, p). Take the stored tuple (sid, Bk ,
DB), parse DB as (i, vri )i∈[1,N ] and update the database entry [N , vri + p] in the tuple (sid, Bk , DB).
– Delete the tuple (sid, P 0 , Bk , lp.x, . . .). If lp.x 6= lp.purchase, set (i, vui )i∈[1,N ] ← ⊥.
– Create fresh qid, store (qid, Bk , P, lp.x, (i, vui )i∈[1,N ] ) and send (lp.updatedb.sim, sid, qid) to S.
S. On input (lp.updatedb.rep, sid, qid) from S:
– Abort if a tuple (qid 0 , Bk , P, lp.x, (i, vui )i∈[1,N ] ) such that qid = qid 0 is not stored.
– In the tuple (sid, P 0 , Bk , 0) such that P 0 = P, if lp.x = lp.register, replace 0 by 1, else replace 0 by ⊥.
– Delete (qid 0 , Bk , P, lp.x, (i, vui )i∈[1,N ] ) and send (lp.updatedb.end, sid, P, (i, vui )i∈[1,N ] ) to Bk .

Fig. 6. Functionality FLP
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ΠLP is parameterised by a database size N , a universe of pseudonyms Up , a function family F and a universe
of values Uv .
1. On input (lp.register.ini, sid, P), Bk and V do the following:
– Bk uses the nic.setup interface of FNIC and sends (hd.read.ini, sid, P, ⊥) to FHD .
– V receives (hd.read.end, sid, P, f , ⊥) from FHD . If f = 1, V stores (sid, P, lp.register) and outputs
(lp.register.end, sid, P). In its first activation, V uses the nic.setup interface of FNIC .
2. On input (lp.purchase.ini, sid, P), Bk and V do the following:
– Bk sends (hd.read.ini, sid, P, ⊥) to FHD .
– V receives (hd.read.end, sid, P, f , ⊥) from FHD . If f = 0 and no commitments to read data are received,
V stores (sid, P, lp.purchase) and outputs (lp.purchase.end, sid, P).
3. On input (lp.redeem.ini, sid, P, p), Bk and V do the following:
– Bk takes the stored (i, vi )i∈[1,N ] and checks that p ∈ [0, vN ].
– Bk uses the nic.commit interface of FNIC on input N and vN to get two commitments and openings
(cN , oN , cv , ov ) to N and vN .
– Bk sets a witness wit rd ← (vN , ov ) and ins rd ← (p, cv , cN , N , oN ). Bk uses the zk.prove interface to
Rrd
send wit rd , ins rd and P to FZK
, where Rrd is
Rrd = {(wit rd , ins rd ) : 1 = NIC.Vf(pnic, cv , vN , ov ) ∧ p ∈ [0, vN ]}
Bk proves that vN is committed in cv and that p ≤ vN . For the latter, Bk uses a range proof [7].
V uses the nic.verify interface of FNIC on input (cN , N , oN ) to verify that cN commits to the position
N . V uses the nic.validate interface on input cv to check that cv is a commitment computed by FNIC .
V stores the commitments (cN , cv ).
– V sends a message (Read DB) to Bk by using the nym.reply interface of FNYM on input P. (Here we
Rrd
consider that any construction for FZK
uses FNYM , so V can reply through FNYM .)
– Bk stores (sid, P, p) and sends the message (hd.read.ini, sid, P, (N , vN , cN , oN , cv , ov )) to FHD .
– V receives (hd.read.end, sid, P, f , (cN , cv )) from FHD . V checks that the commitments (cN , cv ) equal
Rrd
the ones received from FZK
. V stores (sid, P, lp.redeem, p) and outputs (lp.redeem.end, sid, P, p).
4. On input (lp.profile.ini, sid, P, f ), Bk and V do the following:
– Bk takes her purchase history (i, vi )i∈[1,M] . Let S ⊆ [1, M ] contain the indices needed to evaluate f .
Bk commits to (i, vi )i∈S , i.e., for all i ∈ S, Bk uses nic.commit on input i and vi to get (ci , oi , cri , ori ).
– Bk computes res ← f ((i, vi )i∈S ).
– Bk sets a witness wit pr ← (hi, oi , vi , ori ii∈S ) and ins pr ← (res, hci , cri ii∈S ). Bk uses the zk.prove interface
R
to send wit pr , ins pr and P to FZKpr , where Rpr is
–

Rpr ={(wit pr , ins pr ) :
{1 = NIC.Vf(pnic, ci , i, oi ) ∧ i ∈ S ∧ 1 = NIC.Vf(pnic, cri , vi , ori )}∀i∈S ∧ res = f ((i, vi )i∈S )}

–
–
–
–

Bk proves that i and vi are committed in ci and cri , and that i ∈ S. Bk also proves that res is the
result of evaluating f on input (i, vi )i∈S .
V uses nic.validate to check that (ci , cri )i∈S are commitments computed by FNIC and stores (ci , cri )i∈S .
V sends a message (Read DB) to Bk by using the nym.reply interface of FNYM . (Here we consider that
R
any construction for FZKpr uses FNYM , so V can reply through FNYM .)
Bk sends FHD the message (hd.read.ini, sid, P, (i, vi , ci , oi , cri , ori )i∈S ).
V receives (hd.read.end, sid, P, f , (ci , cri )i∈S ) from FHD . V checks that the commitments (ci , cri )i∈S
Rrd
equal the ones received from FZK
. V stores (sid, P, lp.profile) and outputs (lp.profile.end, sid, P, res).

Fig. 7. Construction ΠLP : interfaces lp.register, lp.purchase, lp.redeem and lp.profile.
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5. On input (lp.updatedb.ini, sid, P, (i, vui )i∈[1,N ] ), V and Bk do the following:
– V finds the tuple (sid, P 0 , lp.x, . . .), such that P 0 = P.
– If lp.x = lp.register, V initializes a database (i, 0)i∈[1,N ] and sends (hd.update.ini, sid, P, (i, 0)i∈[1,N ] ) to
FHD . Bk receives (hd.update.end, sid, (i, 0)i∈[1,N ] ) from FHD , checks that (i, 0)i∈[1,N ] contains 0 in all
positions, stores (i, 0)i∈[1,N ] and outputs (lp.updatedb.end, sid, P, ⊥).
– If lp.x = lp.purchase, V sends (hd.update.ini, sid, P, (i, vui )i∈[1,N ] ) to FHD . Bk receives (hd.update.end,
sid, (i, vui )i∈[1,N ] ) from FHD and checks that (i, vui )i∈[1,N ] is correct, i.e., the database was updated
by using the correct prices paid by Bk for the products purchased and the correct number of lpts was
added. Bk updates her database (i, vi0 )i∈[1,N ] by setting (i, vi0 +vui )i∈[1,N ] and outputs (lp.updatedb.end,
sid, P, (i, vui )i∈[1,N ] ).
– If lp.x = lp.redeem, V takes p from the tuple (sid, P, lp.redeem, p) and sets a database (i, vi )i∈[1,N ]
where vi = 0 for i ∈ [1, M ] and vN = −p. V sends (hd.update.ini, sid, P, (i, vi )i∈[1,N ] ) to FHD . Bk
receives (hd.update.end, sid, (i, vi )i∈[1,N ] ) from FHD and checks that vi = 0 for i ∈ [1, M ] and vN = −p,
0 +v )
where p is stored in the tuple (sid, P, p). Bk updates her database (i, vi0 )i∈[1,N ] by setting (N , vN
N
and outputs (lp.updatedb.end, sid, P, ⊥).
– If lp.x = lp.profile, V initializes a database (i, 0)i∈[1,N ] and sends (hd.update.ini, sid, P, (i, 0)i∈[1,N ] ) to
FHD . Bk receives (hd.update.end, sid, (i, 0)i∈[1,N ] ) from FHD and checks that (i, 0)i∈[1,N ] contains 0 in
all positions. Bk outputs (lp.updatedb.end, sid, P, ⊥).

Fig. 8. Construction ΠLP : interfaces lp.updatedb.

PPLP can be extended to implement them. In the following, we discuss some popular features:
– Learning vs Using Profiles. In ΠLP , V learns
the result of evaluating a profiling function f on input the PH of Bk . Depending on f , that result can –
be privacy sensitive, and thus disclosing it must be
avoided whenever possible. There are applications
in which V does not need to learn the buyer’s profile in order to use it. For example, if V’s goal is to
offer extra lpts to buyers with certain profiles, ΠLP
can be modified to add those lpts without V learning
the buyer’s profile.
Consider a profiling function f . We define a function f 0 : (i, v)i∈S → lpts as f 0 = g ◦ f , i.e. f 0 first –
evaluates f on input PH to obtain a profiling result, and second evaluates g on input that result to
get a number of lpts. In the profiling phase of ΠLP ,
R
in FZKpr , f must be replaced by f 0 . To allow Bk to
prove in ZK correctness of the evaluation of g, V can
follow the same approach as for f . (In the simplest
case, for each profiling result, V computes a signature that signs the result along with the number of
lpts awarded to that result.) Additionally, V must
be able to add lpts to the database without learning –
the amount of lpts added. Let p be the output of g.
To do that, Bk computes a commitment c to p. The

relation Rpr is extended to prove in ZK that the output of g is committed in c. Then V uses c to update
the database by making use of the homomorphic
property of the VC scheme.
Expiration. To improve customer retention, many
LPs require that lpts expire if Bk did not purchase
anything in the last weeks or months. Our PPLP
can be extended to support expiration. In the purchase phase, V signs a commitment to the date of
purchase along with the VC vc and the commitment c. In the next purchase, or when redeeming
lpts, Bk proves in ZK that the committed date is
recent enough.
Database Consistency. In ΠLP , a user can register several buyer identities and thus hold several
databases. This frequently leads to the creation of
better profiles. Nevertheless, if needed, authentication during registration can be applied to allow V to
reject multiple registrations by a single user. Also, in
ΠLP , several users can share a buyer identity. When
this is undesirable, ΠHD can be extended with existing mechanisms to discourage transferability of
anonymous credentials [12].
Revocation. Many LPs require the ability of revoking registrations. Our PPLP can be extended
with existing mechanisms proposed for revocation
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of anonymous credentials [12]. These mechanisms,
like the non-transferability mechanisms discussed
above, would require V to blindly sign some user
secret along with vc and c.
Multiple Vendors. Many LPs involve multiple
vendors from the same or from different organizations. Unlinkability should be maintained when a
buyer interacts with more than one vendor, which
means that the public key of a vendor cannot be revealed when interacting with the next vendor. The
simplest way to extend our PPLP to support multiple vendors, also used in the recent work in [5], is
that vendors share their signing secret key. This is
undesirable especially when different organizations
are involved. Another possibility is to allow Bk to
prove in ZK that she uses a signature signed by a
vendor in the LP without revealing his public key.
To this end, signatures on the public keys of the
vendors in the LP are published. With structure
preserving signatures, which we use in our instantiation of ΠHD , Bk can prove in ZK that the public
key for a signature on vc and c is signed in one of the
published signatures, without revealing that public
key.
Double-spending detection with multiple vendors
would require that they have online access to a central database. In [5], a method for off-line detection
is proposed, which our PPLP can implement.
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Table 2. PPLP phase execution times in seconds

Phase
Registration
Purchase
Redemption
1 entry Profiling
5 entry Profiling
10 entry Profiling

N = 15000
Time (s)
SD
0.03
0.0004
4.08
0.5
11.32
0.4
11.51
0.4
57.55
0.8
115.08
1.2

N = 65000
Time (s)
SD
0.04
0.0009
4.89
0.5
12.92
0.4
13.08
0.4
65.42
0.9
130.91
1.1

mean computation times (and the standard deviation)
for all phases of the protocol over 100 trial runs, against
a database size N = {15000, 65000}, which we consider
adequate for shops of average size.1 The timings take
into account the database update operation performed
by V for each of the phases. The last three rows of Table 2 list the mean computation times for the profiling
phase when sets S of 1, 5, and 10 database entries were
passed as input to the profiling function. The execution times for the profiling phase grow with the size of
S. However, the computation cost is independent of N .
We remark that the purchase and redemption phases do
not depend on S, and that the profiling phase does not
have real-time requirements.

5 Related Work
4.3 Implementation and Efficiency

VC Schemes. VC schemes [14, 27] can be based on
different assumptions such as CDH, RSA and DHE. We
We have implemented ΠLP in the Python programming
could use VCs secure under the more standard CDH
language, using the Charm cryptographic framework [2],
or RSA assumptions, but the VCs based on DHE have
on a computer equipped with an Intel Core i5-7300U
efficiency advantages. A mercurial VC scheme based on
CPU clocked at 2.60 GHz, and 8 gigabytes of RAM. AlDHE was proposed in [27], and subsequently DHE VC
though we have used a single core implementation of the
schemes were used in [20, 24, 25]. In our instantiation
protocol for our evaluations, we comment that the protoof ΠHD , we extend the VC scheme with signatures to
col may benefit from parallelization in the setup phase.
enable ZK proofs of an opening wi .
The BN256 curve has been used for the pairing group
Polynomial commitments (PCs) allow us to commit
setup. As described in §3.4, we use the compiler in [10]
to a polynomial and open the commitment to an evalto compute UC ZK proofs for Rrd and Rpr , and the
uation of the polynomial. PCs can be used as VCs by
Paillier encryption scheme uses a 2048 bit key in both
committing to a polynomial that interpolates the vector
cases. We also employ the range proof scheme described
to be committed. In [22], a construction of PCs from the
in [7] in the redemption and profiling phases, which requires the computation and storage of a CRS of about
152 bytes. For the purposes of evaluating the profiling
phase, we have used a profiling function f which checks
1 The number of SKUs of a typical supermarket, which is a kind
whether the sum of the amounts paid by Bk for prod- of shop that frequently uses loyalty programs, is anywhere from
ucts represented by a specified set of database entries 15000 to 60000 (https://www.fmi.org/our-research/supermarketsurpasses a specified threshold value. Table 2 depicts the facts)
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SDH assumption is proposed. A further generalization
of VCs and PCs are functional commitments [26].
ZK Proofs for Large Datasets. In most ZK proofs,
the computation and communication costs grow linearly
with the size of the witness, which is inadequate for
proofs about datasets of large size N . However, some
techniques attain costs sublinear in N . Probabilistically
checkable proofs [23] achieve verification cost sublinear
in N , but the cost for the prover is linear in N . In succinct non-interactive arguments of knowledge [17], verification cost is independent of N , but the cost for the
prover is still linear in N . ZK proofs for oblivious RAM
programs [30] consist of a setup phase where the prover
commits to the dataset, with cost linear in N for the
prover and constant for the verifier. After setup, multiple proofs can be computed about the dataset with cost
sublinear (proportional to the runtime of an ORAM program) for prover and verifier.
Our construction is somehow similar to [30], i.e. a
database is committed, and then ZK proofs are computed. Storage cost is linear in N . However, the verification cost of a ZK proof is constant an independent of
N . To compute a ZK proof, only the cost of computing
an opening wi is linear in N , but wi can be reused and
updated with cost independent of N . Therefore, computing a ZK proof has an amortized cost independent
of N , which makes our construction practical for large
databases.
Updatable Anonymous Credentials. In an anonymous credential (AC) [12] scheme, issuers sign user attributes. Users show that they possess a signature from
an issuer on their attributes and selectively disclose, or
prove in ZK statements, about their attributes. Unlinkability ensures that shows of a credential cannot be linked
to each other or to the issuance of the credential. Recently, an updatable AC scheme has been proposed in [5]
and applied to LPs. An updatable AC scheme allows
users to update their signed attributes blindly, i.e., without the issuer knowing the attribute values. An HD can
thus also be used to construct an updatable AC scheme.
In [5], the cost of proving and verifying statements about
attributes grows with the number of attributes signed
in a credential. In their LP, only the number of lpts
is signed, and vendors do not receive any information
on buyer profiles. Our construction ΠHD provides ZK
proofs of cost independent of N . This allows us to design a PPLP where, in addition to lpts, V signs and updates the whole purchase history of buyers, which could
consist of hundreds or thousands of products, with a
computation and computation cost comparable to [5].
Buyers can then be profiled based on the result of a
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profiling algorithm, without disclosing further purchase
data to V.
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A UC Security
We prove our protocol secure in the universal composability framework [13]. The UC framework allows one to
define and analyze the security of cryptographic protocols so that security is retained under an arbitrary composition with other protocols. The security of a protocol
is defined by means of an ideal protocol that carries out
the desired task. In the ideal protocol, all parties send
their inputs to an ideal functionality F for the task. F
locally computes the outputs of the parties and provides
each party with its prescribed output.
The security of a protocol ϕ is analyzed by comparing the view of an environment Z in a real execution of
ϕ against that of Z in the ideal protocol defined in Fϕ .
Z chooses the inputs of the parties and collects their
outputs. In the real world, Z can communicate freely
with an adversary A who controls both the network and
any corrupt parties. In the ideal world, Z interacts with
dummy parties, who simply relay inputs and outputs
between Z and Fϕ , and a simulator S. We say that a
protocol ϕ securely realizes Fϕ if Z cannot distinguish
the real world from the ideal world, i.e., Z cannot distinguish whether it is interacting with A and parties
running protocol ϕ or with S and dummy parties relaying to Fϕ .
A protocol ϕG securely realizes F in the G-hybrid
model when ϕ is allowed to invoke the ideal functionality G. Therefore, for any protocol ψ that securely realizes G, the composed protocol ϕψ , which is obtained by
replacing each invocation of an instance of G with an
invocation of an instance of ψ, securely realizes F.
In the ideal functionalities described in this paper, we consider static corruptions. When describing
ideal functionalities, we use the following conventions
as in [8].
Interface Naming Convention. An ideal functionality can be invoked by using one or more interfaces.
The name of a message in an interface consists of
three fields separated by dots, e.g., hd.read.ini in
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FHD in §3.1. The first field indicates the name of
the functionality and is the same in all interfaces of
the functionality. This field is useful for distinguishing between invocations of different functionalities
in a hybrid protocol that uses two or more different functionalities. The second field indicates the
kind of action performed by the functionality and
is the same in all messages that the functionality
exchanges within the same interface. The third field
distinguishes between the messages that belong to
the same interface, and can take the following different values. A message hd.read.ini is the incoming
message received by the functionality, i.e., the message through which the interface is invoked. A message hd.read.end is the outgoing message sent by the
functionality, i.e., the message that ends the execution of the interface. The message hd.read.sim is used
by the functionality to send a message to S, and the
message hd.read.rep is used to receive a message from
S.
Network vs Local Communication. Identities of
interactive Turing machine instances (ITI) consist
of a party identifier pid and a session identifier sid.
A set of parties in an execution of a system of interactive Turing machines is a protocol instance if
they have the same session identifier sid. ITIs can
pass direct inputs to and outputs from “local” ITIs
that have the same pid. An ideal functionality F
has pid = ⊥ and is considered local to all parties.
An instance of F with the session identifier sid only
accepts inputs from and passes outputs to machines
with the same session identifier sid. Some functionalities require the session identifier to have some
structure. Those functionalities check whether the
session identifier possesses the required structure
in the first message that invokes the functionality.
For the subsequent messages, the functionality implicitly checks that the session identifier equals the
session identifier used in the first message. Communication between ITIs with different party identifiers
must take place over the network. The network is
controlled by A, meaning that he can arbitrarily
delay, modify, drop, or insert messages.
Query Identifiers. Some interfaces in a functionality
can be invoked more than once. When the functionality sends a message hd.read.sim to S in such an
interface, a query identifier qid is included in the
message. The query identifier must also be included
in the response hd.read.rep sent by S. The query
identifier is used to identify the message hd.read.sim
to which S replies with a message hd.read.rep. We
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note that, typically, S in the security proof may not
be able to provide an immediate answer to the functionality after receiving a message hd.read.sim. The
reason is that S typically needs to interact with the
copy of A it runs in order to produce the message
hd.read.rep, but A may not provide the desired answer or may provide a delayed answer. In such cases,
when the functionality sends more than one message
hd.read.sim to S, S may provide delayed replies, and
the order of those replies may not follow the order
of the messages received.
Aborts. When an ideal functionality F aborts after
being activated with a message sent by a party, we
mean that F halts the execution of its program and
sends a special abortion message to the party that
invoked the functionality. When an ideal functionality F aborts after being activated with a message
sent by S, we mean that F halts the execution of
its program and sends a special abortion message to
the party that receives the outgoing message from
F after F is activated by S.

B Security Definitions
Description of FREG . FREG is parameterized by a
message space M.
1. On input (reg.register.ini, sid, v) from a party T :
– Abort if sid 6= (T , sid 0 ), or if v ∈
/ M or if there
is a tuple (sid, v 0 , 0) stored.
– Store (sid, v, 0).
– Send (reg.register.sim, sid, v) to S.
S. On input (reg.register.rep, sid) from the simulator S:
– Abort if (sid, v, 0) is not stored or if (sid, v, 1) is
already stored.
– Store (sid, v, 1) and parse sid as (T , sid 0 ).
– Send (reg.register.end, sid) to T .
2. On input (reg.retrieve.ini, sid) from any party P:
– If (sid, v, 1) is stored, set v 0 ← v; else set v 0 ← ⊥.
– Create a fresh qid and store (qid, P, v 0 ).
– Send (reg.retrieve.sim, sid, qid, v 0 ) to S.
S. On input (reg.retrieve.rep, sid, qid) from S:
– Abort if (qid, P, v 0 ) is not stored.
– Delete the record (qid, P, v 0 ).
– Send (reg.retrieve.end, sid, v 0 ) to P.
CRS.Setup
CRS.Setup
Description of FCRS
. FCRS
is parameterized
by a ppt alg. CRS.Setup.
1. On input (crs.get.ini, sid) from any party P:
– If (sid, crs) is not stored, run crs ← CRS.Setup
and store (sid, crs).
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–
–
S. On
–
–
–

Create a fresh qid and store (qid, P).
Send (crs.get.sim, sid, qid, crs) to S.
input (crs.get.rep, sid, qid) from the simulator S:
Abort if (qid, P) is not stored.
Delete the record (qid, P).
Send (crs.get.end, sid, crs) to P.

Description of FNYM . FNYM is parameterized by a
message space M, a universe of pseudonyms Up , and a
leakage function l, which leaks the message length.
1. On input (nym.send.ini, sid, m, P) from Tk :
– Abort if sid =
6 (R, sid 0 ), or if m ∈
/ M, or if P ∈
/
Up .
– Create a fresh qid and store (qid, P, Tk , m).
– Send (nym.send.sim, sid, qid, l(m)) to S.
S. On input (nym.send.rep, sid, qid) from S:
– Abort if (qid, P, Tk , m) is not stored.
– Store (sid, P, Tk ).
– Delete the record (qid, P, Tk , m).
– Parse sid as (R, sid 0 ).
– Send (nym.send.end, sid, m, P) to R.
2. On input (nym.reply.ini, sid, m, P) from R:
/ M, or if P ∈
/
– Abort if sid 6= (R, sid 0 ), or if m ∈
Up .
– Abort if there is not a tuple (sid, P 0 , Tk ) stored
such that P 0 = P.
– Create a fresh qid and store (qid, P, Tk , m).
– Delete the tuple (sid, P, Tk ).
– Send (nym.reply.sim, sid, qid, l(m)) to S.
S. On input (nym.reply.rep, sid, qid) from S:
– Abort if (qid, P, Tk , m) is not stored.
– Delete the record (qid, P, Tk , m).
– Send (nym.send.end, sid, m, P) to Tk .
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about x, whereas the binding property ensures that c
cannot be opened to another value x 0 .
Definition B.1. [Hiding Property] For any PPT adversary A,


$
parc ←
− C.Setup(1k );


$
 (x0 , st) ←

− A(parc );

 1


$
$
Pr  x1 ←
 ≤ + (k) .
− M; b ←
− {0, 1};

 2
$

 (c, o) ←
− C.Com(parc , xb );


$
0
0
b ←
− A(st, c) : x0 ∈ M ∧ b = b
Definition B.2. [Binding Property] For any PPT adversary A,


$
− C.Setup(1k );
parc ←


$

 (c, x, o, x 0 , o0 ) ←
− A(parc ) :


Pr  x ∈ M ∧ x 0 ∈ M ∧
 ≤ (k) .



 1 = C.Vf(parc , c, x, o) ∧
0
0
0
1 = C.Vf(parc , c, x , o ) ∧ x 6= x
Vector Commitments. A VC scheme must be hiding and binding. Informally, the hiding property ensures
that a VC vc does not reveal any information about the
committed vector x, while the binding property ensures
that vc cannot be opened to two different messages x[i]
and x0 [i] for any i ∈ [1, `].
Definition B.3. [Hiding Property] For any PPT A and
` polynomial in k,


par ← VC.Setup(1k , `);
 (x , st) ← A(par); r ← R;

 0
 1


`
Pr  x1 ← M ; b ← {0, 1};
 = + (k) .

 2
 vc ← VC.Com(par, xb , r);

0
0
`
b ← A(st, vc) : b = b ∧ x0 ∈ M

R . The functionality F R is parameDescription of FZK
ZK
terized by a description of a relation R and by a universe
Definition B.4. [Binding Property] For any PPT A
R interacts with provers P and
of pseudonyms Up . FZK
k
and ` polynomial in k,
a verifier V.


1. On input (zk.prove.ini, sid, wit, ins, P) from Pk :
par ← VC.Setup(1k , `);
 (vc, i, x, x0 , w, w 0 ) ← A(par) :

– Abort if sid 6= (V, sid 0 ), or if (wit, ins) ∈
/ R, or if




0
P∈
/ Up .
Pr  VC.Vf(par, vc, x, i, w) = 1 ∧ x 6= x ∧  ≤ (k) .


0
0
– Create a fresh qid and store (qid, ins, P).
 VC.Vf(par, vc, x , i, w ) = 1 ∧

– Send (zk.prove.sim, sid, qid, ins) to S.
i ∈ [1, `] ∧ x, x0 ∈ M
S. On input (zk.prove.rep, sid, qid) from S:
Signature Schemes. A signature scheme must be ex– Abort if (qid, ins, P) is not stored.
0
istentially unforgeable, which ensures that it is not fea– Parse sid as (V, sid ).
sible to output a signature on a message without knowl– Delete the record (qid, ins, P).
– Send (zk.prove.end, sid, ins, P) to the verifier V. edge of the secret key or of another signature on that
Commitment Schemes. A commitment scheme must message.

be hiding and binding. The hiding property ensures that
a commitment c to x does not reveal any information

Definition B.5. [Existential Unforgeability] Let Os be
an oracle that, on input sk and a message m ∈ M, outputs S.Sign(sk, m), and let Ss be a set that contains the
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messages sent to Os . For any ppt adversary A,



$

(sk, pk) ←
− S.KG(1k );





$

− A(pk)Os (sk,·) : 
Pr  (m, sig) ←
 ≤ (k) .

 1 = S.Vf(pk, sig, m) ∧
m∈M ∧ m∈
/ Ss

C Security Analysis
To prove that ΠHD securely realizes FHD , we must show
that for any environment Z and any adversary A there
exists a simulator S such that Z cannot distinguish
whether it is interacting with A and the protocol in
the real world or with S and FHD . S thereby plays the
role of all honest parties in the real world and interacts
with FHD for all corrupt parties in the ideal world.
Our simulator S runs copies of the functionalities
CRS.Setup
Rr
FCRS
, FREG , FNYM and FZK
. When any of the
copies of those functionalities aborts, S implicitly forwards the abortion message to A if the functionality
sends the abortion message to a corrupt party.
First, we analyze the security of ΠHD when (a subset of) readers Rk are corrupt. Second, we analyze the
security of ΠHD when the updater U is corrupt. We do
not analyze in detail the security of ΠHD when U and (a
subset of) readers Rk are corrupt. We note that, in ΠHD ,
honest readers communicate with U but not with other
readers. Therefore, for this case the simulator and the
security proof are very similar to the case where only U
is corrupt.
Description of S for Corrupt Rk . We describe S for
the case in which (a subset of) Rk are corrupt.
A requests parameters. On input from A the message (crs.get.ini, sid), the simulator S runs a copy
CRS.Setup
of FCRS
on that input. When the copy of
CRS.Setup
FCRS
sends (crs.get.sim, sid, qid, hpar, parc i), S
forwards that message to A.
A receives parameters. On input from A the mesCRS.Setup
sage (crs.get.rep, sid, qid), S runs a copy of FCRS
CRS.Setup
on that input. When the copy of FCRS
sends
(crs.get.end, sid, hpar, parc i), S sends (crs.get.end, sid,
hpar, parc i) to A.
A sends a ZK proof. On input (zk.prove.ini, sid, wit r ,
ins r , P) from A, S stores (wit r , ins r , P) and runs
Rr
Rr
FZK
on that input. When FZK
sends the message
(zk.prove.sim, sid, qid, ins r ), S forwards that message
to A.
Honest U receives ZK proof. On input the message
(zk.prove.rep, sid, qid) from A, S runs a copy of
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Rr
Rr
FZK
on that input. When the copy of FZK
sends
(zk.prove.end, sid, ins r , P), S parses the stored wit r
as (sig, vc, c, r2 , o2 , hi, vri , wi , oi , ori ii∈S ) and does
the following:
– If the pseudonym P was received before, S
aborts. (We recall that the honest updater also
aborts if a pseudonym is reused.)
– Else, if A did not receive a signature sig on (vc,
c), S outputs failure.
– Else, S finds the stored tuple (vc, x, r, c, s, o)
that contains vc and c. If, for any i ∈ S, x[i] 6=
vri , S outputs failure.
– Else, S takes c 0 from ins r and runs FNYM
on input (nym.reply.ini, sid, (Open c 0 ), P). When
FNYM sends (nym.reply.sim, sid, qid, l(Open c 0 )),
S forwards that message to A.
A receives (Open c 0 ) message. When A sends the
message (nym.reply.rep, sid, qid), S runs a copy of
FNYM on that input. When the copy of FNYM
sends (nym.send.end, sid, (Open c 0 ), P), S forwards
that message to A.
A sends the commitment (and opening). On input the message (nym.send.ini, sid, m, P) from A, S
runs a copy of FNYM on that input. When the copy
of FNYM sends (nym.send.sim, sid, qid, l(m)), S forwards that message to A.
Honest U gets the commitment (and opening).
On input the message (nym.send.rep, sid, qid) from
A, S runs a copy of FNYM on that input. When
the copy of FNYM sends (nym.send.end, sid, m, P), S
parses m as either c1 or (c1 , s, o0 ) and proceeds as
follows.
– If m = c1 , S aborts if P was already received,
else stores (wit r ← ⊥, ins r ← ⊥, P) and sends
(hd.read.ini, sid, P, ⊥) to FHD .
– If m = (c1 , s, o0 ), S finds the stored tuple (wit r ,
ins r , P) with the same pseudonym previously received when A sends a ZK proof. If no such tuple
exists, S aborts. Otherwise S parses ins r as (pk,
par, parc , vc 0 , c 0 , pnic, hci0 , cri0 ii∈S ) and aborts if
(s, o0 ) is not a valid opening for c 0 . If the
opening is valid, S parses wit r as (sig, vc, c, r2 ,
o2 , hi, vri , wi , oi , ori ii∈S ) and finds the stored tuple (vc, x, r, c, s0 , o) that contains vc and c.
– If s = s0 , S aborts (in this case, A doublespent a VC).
– If s 6= s0 , S outputs failure.
– If s0 = ⊥, the simulator S stores (s, o0 −
o2 ) in that tuple and sends (hd.read.ini, sid,
P, (i, vri , ci , oi , cri , ori )i∈S ) to FHD . When
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FHD sends (hd.read.sim, sid, qid, (ci , cri )i∈S ),
Theorem C.2. Under the existential unforgeabilS sends (hd.read.rep, sid, qid) to FHD .
ity property of the signature scheme, we have that
Honest U sends update. When FHD sends the simu|Pr[Game 1] − Pr[Game 0]| ≤ Advunf−sig
.
A
lator S the message (hd.update.sim, sid, qid), S sends
We omit a formal proof of theorem C.2. In a nut(hd.update.rep, sid, qid) to FHD . When FHD sends
shell, we can construct an algorithm B that, given
(hd.update.end, sid, P, (i, vui )i∈[1,N ] ), S sets xu [i] ←
an A that makes Game 1 output failure with nonvui (for all i ∈ [1, N ]) and picks a random value s2 .
negligible probability, wins the existential unforgeS picks the stored tuple (wit r , ins r , P) and the tuple
ability game with that probability. B receives the
(vc, x, r, c, s, o) that contains vc and c in wit r . S folpublic key from the challenger and registers it with
lows ΠHD to compute the new values of vc, x, and
FREG . To compute signatures on vc and c, B uses
c and updates the tuple (vc, x, r, c, s, o) accordingly
the signing oracle. When A sends a signature sig on
Rr
(r is updated by using wit r ). If a signing key pair
vc and c as part of the witness wit r sent to FZK
such
(pk, sk) is not stored, S computes and stores (pk, sk)
that B did not compute before a signature on those
and registers pk with the copy of FREG . S computes
values, B submits sig along with (vc, c) in order to
a signature sig on vc and c and runs FNYM on inwin the existential unforgeability game.
put (nym.reply.ini, sid, hxu , s2 , sigi, P). When FNYM Game 2: Game 2 follows Game 1, with the excepsends (nym.reply.sim, sid, qid, l(hxu , s2 , sigi)), S fortion that Game 2 outputs failure when A sends a
wards that message to A.
witness (sig, vc, c, r2 , o2 , hi, vri , wi , oi , ori ii∈S ) and an
A receives update. When A sends (nym.reply.rep, sid,
instance (pk, par, parc , vc 0 , c 0 , pnic, hci0 , cri0 ii∈S ) such
qid), S runs FNYM on that input. When FNYM sends
that wi opens the commitment vc 0 to a value vri 6=
(nym.reply.end, sid, hxu , s2 , sigi, P), S forwards that
x[i] at position i, where x is the vector committed
message to A.
in vc (vc 0 is a rerandomization of vc). The probA requests public key. On input (reg.retrieve.ini, sid)
ability that Game 2 outputs failure is bound by
from A, S runs a copy of FREG on that input. When
theorem C.3.
the copy of FREG sends (reg.retrieve.sim, sid, qid, pk),
Theorem C.3. If the binding property of the
S forwards that message to A.
VC scheme holds, |Pr[Game 2] − Pr[Game 1]| ≤
A receives public key. On input (reg.retrieve.rep, sid,
Advbin−vc
.
A
qid) from A, S runs a copy of FREG on that input.
We omit a formal proof of theorem C.3. We can conWhen the copy of FREG sends (reg.retrieve.end, sid,
struct an algorithm B that, given an A that makes
pk), S sends (reg.retrieve.end, sid, pk) to A.
Game 2 output failure with non-negligible probability, wins the binding game of the VC scheme with
Theorem C.1. When (a subset of) Rk are corrupt,
that probability. B receives the parameters of the
CRS.Setup
ΠHD securely realizes FHD in the FCRS
, FREG ,
VC scheme from the challenger and stores them in
CRS.Setup
Rr
FNYM and FZK
-hybrid model if the VC scheme is bindthe copy of FCRS
. When A sends an opening
0
wi that opens vc to vri as described above, B coming, the commitment scheme is binding, and the signaputes another opening wi0 that opens vc 0 to x[i]. We
ture scheme is existentially unforgeable.
note that wit r contains r2 , so B knows the randomProof of Theorem C.1. We show by means of a seness change of vc 0 with respect to vc and is able to
ries of hybrid games that Z cannot distinguish between
compute wi0 . B sends vc 0 along with i, wi , vri , wi0 ,
the real-world protocol and our simulation with nonand x[i] to win the binding game of the VC scheme.
negligible probability. Pr[Game i] is the probability Game 3: Game 3 follows Game 2, with the excepthat Z distinguishes Game i from the real-world prototion that Game 3 outputs failure when A sends an
col.
opening (s, o0 ) for a commitment c 0 such that a preGame 0: This game corresponds the real-world protovious opening (ŝ, ô0 ) was received for a commitment
col. Therefore, Pr[Game 0] = 0.
ĉ 0 and both c 0 and ĉ 0 are rerandomizations of c. The
Game 1: Game 1 follows Game 0, with the excepprobability that Game 3 outputs failure is bound
tion that Game 1 outputs failure when A sends a
by theorem C.4.
signature sig on vc and c and A did not receive a sigTheorem C.4. Under the binding property of the
nature on those values before. The probability that
commitment scheme, we have that |Pr[Game 3] −
Game 1 outputs failure is bound by theorem C.2.
Pr[Game 2]| ≤ Advbin−com
.
A
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We omit a formal proof of theorem C.4. We can construct an algorithm B that, given an A that makes
Game 3 output failure with non-negligible probability, wins the binding game of the commitment
scheme with that probability. B receives the parameters of the commitment scheme from the challenger
CRS.Setup
and stores them in the copy of FCRS
. When A
0
sends an opening (s, o ) for a commitment c 0 such
that a previous opening (ŝ, ô0 ) was received for a
commitment ĉ 0 and both c 0 and ĉ 0 are both rerandomizations of a commitment c, B computes (s,
o0 − o2 ) and (ŝ, ô0 − ô2 ). The values o2 and ô2 are
the randomness used to rerandomize c into c 0 and ĉ 0
respectively, which B obtains through the witnesses
Rr
wit r sent to FZK
. B sends c along with (s, o0 − o2 )
0
and (ŝ, ô − ô2 ) to win the binding game of the commitment scheme.

– S sends (zk.prove.end, sid, ins r , P) to A.
A requests opening. On input from the adversary
A the message (nym.reply.ini, sid, (Open c 0 ), P), S
runs FNYM on input (nym.reply.ini, sid, (Open c 0 ), P).
When FNYM sends the message (nym.reply.sim, sid,
qid, l(Open c 0 )), S forwards that message to A.
Honest Rk receives request. On input the message
(nym.reply.rep, sid, qid) from A, the simulator S runs
a copy of FNYM on that input. When FNYM sends
(nym.send.end, sid, (Open c 0 ), P), S continues with
the case “Honest Rk sends commitment (and opening)”.
Honest Rk sends commitment (and opening).
On input (hd.read.sim, sid, qid, (ci , cri )i∈S ) from the
functionality FHD , S sends (hd.read.rep, sid, qid) to
FHD and receives (hd.read.end, sid, P, f , (ci , cri )i∈S )
from FHD . S computes a commitment c1 to a random
value. If f = 1, S sets m ← c1 . Else, after
The distribution of Game 3 is identical to our simulafollowing the case “Honest Rk starts ZK proof”,
tion. This concludes the proof of theorems C.1.
S picks the stored tuple (sid, P, ins r , s, o0 ) and
Description of S when U is Corrupt. We describe
sets m ← hc1 , s, o0 i. S runs a copy of FNYM on
S for the case in which U is corrupt.
input (nym.send.ini, sid, m, P). When FNYM sends
A requests or receives parameters. S runs as in
(nym.send.sim, sid, qid, l(m)), S forwards that mesthe case where (a subset of) Rk are corrupt.
sage to A.
A registers public key. On input (reg.register.ini, sid,
A
receives
commitment (and opening). On input
pk) from A, S runs a copy of FREG on that input.
(nym.send.rep,
sid, qid) from A, S runs a copy of
When the copy of FREG sends (reg.register.sim, sid,
FNYM on that input. When the copy of FNYM sends
pk), S forwards that message to A.
(nym.send.end, sid, m, P), S forwards that message to
A ends registration of public key. On input from
A.
A the message (reg.register.rep, sid), S runs a copy of
A
sends
update. On input from FNYM the message
FREG on that input. When the copy of FREG sends
(nym.reply.ini, sid, m, P) , S runs a copy of FNYM
(reg.register.end, sid), S forwards that message to A.
on that input. When the copy of FNYM sends
Honest Rk starts ZK proof. On input from func(nym.reply.sim,
sid, qid, l(m)), S forwards that mestionality FHD the message (hd.read.sim, sid, qid, (ci ,
sage
to
A.
cri )i∈S ), the simulator S sends (hd.read.rep, sid,
qid) to FHD and receives (hd.read.end, sid, P, f , (ci , Honest Rk receives update. On input from A the
message (nym.reply.rep, sid, qid), S runs a copy of
cri )i∈S ) from FHD . If f = 0, S does the following:
0
F
NYM on that input. When the copy of FNYM sends
– S computes a VC vc to a random vector and a
0
(nym.send.end,
sid, m, P), S parses m as (x, s2 , sig),
commitment c to a random value s with open0
picks the stored tuple (sid, P, ins r , s, o0 ) and follows
ing o .
0
the steps described in ΠHD to verify sig. Then S
– Parse the commitment ci as (ci , pnic, NIC.Vf).
0
sends (hd.update.ini, sid, P, x) to FHD . When FHD
– Parse the commitment cri as (cri , pnic, NIC.Vf).
0
sends the message (hd.update.sim, sid, qid), S sends
– S sets the instance as ins r ← (pk, par, parc , vc ,
0
0
0
(hd.update.rep, sid, qid) to FHD .
c , pnic, hci , cri ii∈S ) and stores (qid, ins r , P) and
(sid, P, ins r , s, o0 ).
Theorem C.5. When U is corrupt, ΠHD securely re– S sends (zk.prove.sim, sid, qid, ins r ) to A.
CRS.Setup
Rr
, FNYM and FZK
A receives ZK proof. On input (zk.prove.rep, sid, qid) alizes FHD in the FREG , FCRS
hybrid model if the VC scheme is hiding and the comfrom A, S does the following:
– S sends an abortion message to A if (qid, ins r , mitment scheme is hiding.
–

P) is not stored.
S deletes the record (qid, ins r , P).

Proof of Theorem C.5. We show by means of a series of hybrid games that Z cannot distinguish between
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the real-world protocol and our simulation with nonnegligible probability.
Game 0: This game corresponds to the real-world protocol. Therefore, Pr[Game 0] = 0.
Game 1: Game 1 follows Game 0, with the excepRr
tion that Game 1 does not run a copy of FZK
.
Instead, Game 1 sets the messages (zk.prove.sim,
sid, qid, ins r ) and (zk.prove.end, sid, ins r , P) directly.
This change does not alter the view of Z. Therefore,
|Pr[Game 1] − Pr[Game 0]| = 0
Game 2: Game 2 follows Game 1, with the exception
that Game 2 replaces the VC vc 0 in ins r by a commitment to a random vector. The probability that
Game 1 and Game 2 are distinguished by Z is
bound by theorem C.6.
Theorem C.6. Let M be the number of read operations sent by honest readers after their first read
operation. Under the hiding property of the vector
commitment scheme, we have that |Pr[Game 2] −
Pr[Game 1]| ≤ M · Advhid−vc
.
A
Proof of Theorem C.6. We define a sequence
of games. In Game 1.i, for the last i read operations (after their first read operation) sent by
honest readers, the vector commitment vc 0 is replaced by a vector commitment to a random vector.
Therefore, Game 1.0 corresponds to Game 1, while
Game 1.M corresponds to Game 2.
We construct an algorithm B that, given an A that
distinguishes Game 1.i from Game 1.(i + 1) with
non-negligible probability, breaks the hiding property of the vector commitment scheme with nonnegligible probability. B works as follows. When the
challenger sends the parameters par, B stores par as
CRS.Setup
common reference string in the copy of FCRS
.
0
B replaces the vector commitment vc by a vector
commitment to a random vector in the last i + 1
read operations by the honest readers. For the read
operation i, B sends to the challenger the vector
x that should be committed in vc 0 . The challenger
sends back a commitment vc 0 . As can be seen, if vc 0
is a commitment to a random vector, the situation
corresponds to Game 1.(i + 1), while otherwise the
situation corresponds to Game 1.i. Therefore, if A
distinguishes Game 1.i from Game 1.(i + 1) with
non-negligible probability, B can use A’s guess to
break the hiding property of the VC scheme. This
concludes the proof of Theorem C.6.
Game 3: Game 3 follows Game 2, with the exception
that Game 3 replaces the commitment c 0 in ins r by
a commitment to a random value. The probability
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that Game 2 and Game 3 are distinguished by Z
is bound by theorem C.7.
Theorem C.7. Let M be the number of read operations sent by honest readers. Under the hiding
property of the commitment scheme, we have that
|Pr[Game 3] − Pr[Game 2]| ≤ M · Advhid−com
.
A
Proof of Theorem C.7. We define a sequence
of games. In Game 2.i, for the last i read operations sent by honest readers, the commitment c 0
is replaced by a commitment to a random value.
Therefore, Game 2.0 corresponds to Game 2, while
Game 2.M corresponds to Game 3.
We construct an algorithm B that, given an A that
distinguishes Game 2.i from Game 2.(i + 1) with
non-negligible probability, breaks the hiding property of the commitment scheme with non-negligible
probability. B works as follows. When the challenger
sends the parameters parc , B stores parc as common
CRS.Setup
reference string in the copy of FCRS
. B replaces
0
the commitment c by a commitment to a random
value in the last i + 1 read operations by the honest
readers. For the proof i, B sends to the challenger
the value s that should be committed in c 0 . The challenger sends back a commitment c 0 . As can be seen,
if c 0 is a commitment to a random value, the situation corresponds to Game 2.(i + 1), while otherwise
the situation corresponds to Game 2.i. Therefore, if
A distinguishes Game 2.i from Game 2.(i+1) with
non-negligible probability, B can use the A’s guess
to break the hiding property of the commitment
scheme. This concludes the proof of Theorem C.7.
The distribution of Game 3 is identical to our simulation. This concludes the proof of Theorem C.5.

D Instantiation of HD
D.1 Building Blocks of Our Instantiation
Bilinear Maps. Let G, G̃ and Gt be groups of prime
order p. A map e : G × G̃ → Gt must satisfy bilinearity,
i.e., e(g x , g̃ y ) = e(g, g̃)xy ; non-degeneracy, i.e., for all
generators g ∈ G and g̃ ∈ G̃, e(g, g̃) generates Gt ; and
efficiency, i.e., there exists an efficient algorithm G(1k )
that outputs the pairing group setup grp ← (p, G, G̃, Gt ,
e, g, g̃) and an efficient algorithm to compute e(a, b) for
any a ∈ G, b ∈ G̃.
`-DH Exponent (DHE) Assumption. Let (p, G, G̃,
Gt , e, g, g̃) ← G(1k ) and α ← Zp . Given (p, G, G̃, Gt , e, g,
g̃) and a tuple (g1 , g̃1 , . . . , g` , g̃` , g`+2 , . . . , g2` ) such that
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i

gi = g (α ) and g̃i = g̃ (α ) , for any p.p.t. adversary A, C.Vf(parc , c, x, o) outputs 1 if c = g x h o . This scheme
`+1
Pr[g (α ) ← A(p, G, G̃, Gt , e, g, g̃, g1 , g̃1 , . . . , g` , g̃` , g`+2 , is perfectly hiding and computationally binding. In [8],
it is shown that Pedersen commitments realize FNIC .
. . . , g2` )] ≤ (k).
VC Scheme. We use a VC scheme that is secure under Therefore, we use Pedersen commitments to instantiate
both the commitments computed in ΠHD and those comthe `-DHE assumption [27].
VC.Setup(1k , `). Generate groups (p, G, G̃, Gt , e, g, g̃) ← puted by FNIC and received as input to ΠHD .
G(1k ), pick α ← Zp , and compute (g1 , g̃1 , . . . , g` , g̃` , Signature Scheme. We use the structure-preserving
i
i
g`+2 , . . . , g2` ), where gi = g (α ) and g̃i = g̃ (α ) . Out- signature (SPS) scheme in [1]. In SPSs, the public key,
put the parameters par = (p, G, G̃, Gt , e, g, g̃, g1 , g̃1 , the messages, and the signatures are group elements in
G and G̃, and verification must consist purely in the
. . . , g` , g̃` , g`+2 , . . . , g2` , M = Zp , R = Zp ).
r
VC.Com(par, x, r). Let |x| = n ≤ `. Output vc = g · checking of pairing product equations. We employ SPSs
Qn
x[j]
x[1]
x[n]
r
to sign group elements, while still supporting efficient
· · · g`+1−n .
j=1 g`+1−j = g · g`
VC.Open(par, i, x, r). Let |x| = n ≤ `. Output w = gir · ZK proofs of signature possession. In this SPS scheme,
Qn
x[j]
a elements in G and b elements in G̃ are signed.
j=1,j6=i g`+1−j+i .
VC.Vf(par, vc, x, i, w). Output 1 if e(vc, g̃i ) = e(w, g̃) · S.KG(grp, a, b). Let grp ← (p, G, G̃, Gt , e, g, g̃) be the bilinear map parameters. Pick at random u1 , . . . , ub , v,
e(g1 , g̃` )x , else output 0.
w1 , . . . wa , z ← Z∗p and compute Ui = g ui , i ∈ [1..b],
V = g̃ v , Wi = g̃ wi , i ∈ [1..a] and Z = g̃ z . Return
Theorem D.1. This vector commitment scheme is hidthe verification key pk ← (grp, U1 , . . . , Ub , V, W1 , . . . ,
ing and binding under as defined in §B under the `-DHE
Wa , Z) and the signing key sk ← (pk, u1 , . . . , ub , v,
assumption.
w1 , . . . , wa , z).
This vector commitment scheme fulfills the hiding S.Sign(sk, hm1 , . . . , ma+b i). Pick r ← Z∗p , set R ← g r ,
Qa
Qb
i
i 1/r
property in an information-theoretic way. We show that
S ← g z−rv i=1 m−w
, and T ← (g̃ i=1 m−u
,
a+i )
i
this vector commitment scheme fulfills the binding propand output the signature sig ← (R, S, T ).
erty under the `-DHE assumption. Given an adversary S.Vf(pk, sig, hm1 , . . . , ma+b i). Output 1 if it is satisfied
Qa
A that breaks the binding property with non-negligible
that e(R, V )e(S, g̃) i=1 e(mi , Wi ) = e(g, Z) and
Qb
probability ν, we construct an algorithm T that breaks
e(R, T ) i=1 e(Ui , ma+i ) = e(g, g̃).
the `-DHE assumption with non-negligible probability
ν. First, T receives an instance (e, G, G̃, Gt , p, g, g̃, g1 , g̃1 , Functionality F R . To instantiate F R , we use the
ZK
ZK
. . . , g` , g̃` , g`+2 , . . . , g2` ) of the `-DHE assumption. T sets scheme in [10]. In [10], a UC ZK protocol proving knowlpar ← (p, G, G̃, Gt , e, g, g̃, g1 , g̃1 , . . . , g` , g̃` , g`+2 , . . . , g2` ) edge of exponents (w1 , . . . , wn ) that satisfy the formula
and sends par to A. A returns (vc, i, x, x0 , w, w 0 ) such φ(w1 , . . . , wn ) is described as
that VC.Vf(par, vc, x, i, w) = 1, VC.Vf(par, vc, x0 , i, w 0 )
K w1 , . . . , wn : φ(w1 , . . . , wn )
(4)
= 1, i ∈ [1, `], x, x0 ∈ M, and x 6= x0 . T computes
g`+1 as follows:

The formula φ(w1 , . . . , wn ) consists of conjunctions and
disjunctions of “atoms”. An atom expresses group relaQk
F
0
x0 −x
tions,
such as j=1 gj j = 1, where the gj ’s are elements
e(w/w , g̃) = e(g1 , g̃` )
of prime order groups and the Fj ’s are polynomials in
0
e((w/w 0 )1/(x −x) , g̃) = e(g1 , g̃` )
the variables (w1 , . . . , wn ).
0
e((w/w 0 )1/(x −x) , g̃) = e(g`+1 , g̃) .
A proof system for (4) can be transformed into a
0
proof
system for more expressive statements about seThe last equation implies that g`+1 = (w/w 0 )1/(x −x) .
0
cret
exponents
sexps and secret bases sbases:
T returns (w/w 0 )1/(x −x) as a solution for the `-DHE
problem.
K sexps, sbases : φ(sexps, bases ∪ sbases)
(5)
Commitment Scheme. We use the Pedersen commitment scheme [31]. C.Setup(1k ) takes a group G of prime The transformation adds an additional base h to the
order p with generator g, picks random α, computes public bases. For each gj ∈ sbases, the transformation
h ← g α and sets the parameters parc ← (G, g, h), which picks a random exponent ρj and computes a blinded
include a description of the message space M ← Zp . base gj0 = gj h ρj . The transformation adds gj0 to the
C.Com(parc , x) picks random o ← Zp and outputs a public bases bases, ρj to the secret exponents sexps, and
F
F
commitment c ← g x h o to x ∈ M and an opening o. rewrites gj j into gj0 j h−Fj ρj .
e(w, g̃)e(g1 , g̃` )x = e(w 0 , g̃)e(g1 , g̃` )x

0
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The proof system supports pairing product equa- Equation 6 and equation 7 prove knowledge of a sigQk
Fj = 1 in groups of prime or- nature (R, S, T ) on vc, c and g̃ sid . Equation 8 proves
tions
j=1 e(gj , g̃j )
der with a bilinear map e, by treating the target knowledge of the openings of the Pedersen commitments
group Gt as the group of the proof system. The ci0 and cri0 . Equation 9 and Equation 10 prove knowlembedding for secret bases is unchanged, except for edge of a signature (Ri , Si , Ti ) on a message (g sid , g̃i ,
the case in which both bases in a pairing are se- g̃ i ). Equation 11 proves that the value vri in cri0 is equal
cret. In this case, e(gj , g̃j )Fj must be transformed into to the value committed in the position i of the vector
commitment vc.
e(gj0 , g̃j0 )Fj e(gj0 , h̃)−Fj ρ̃j e(h, g̃j0 )−Fj ρj e(h, h̃)Fj ρj ρ̃j .
To prove knowledge of the secret bases (vc, c, R, S,
T, {g̃i , wi , Ri , Si , Ti }∀i∈S ), the equations need to be modD.2 UC ZK Proof for the Read Relation
ified following the transformation described above. This
means that each of the bases is rerandomized and added
Rr
To instantiate FZK
with the protocol in [10], we need to the instance. Therefore, a reader rerandomizes c and
to instantiate Rr with our chosen VC, commitment and vc, and the fact that they are a rerandomization of the
signature schemes. Then we need to express Rr following values signed in the signature (R, S, T ) is proven via
the notation for UC ZK proofs described above. We use equation 6 and equation 7. In the case of vc, we use g
ZK proof similar to the one in [24].
instead of h as the base used for randomization.
In Rr , we need to prove that the position i committed in ci0 equals the position opened in the VC vc
through the verification equation e(vc, g̃i ) = e(w, g̃) ·
E Variants of HD
e(g1 , g̃` )x . In our VC scheme, α is secret, which makes
i
the relation between g̃i = g̃ α and i not efficiently provVariants of FHD . FHD can be modified to store a
able. To solve this problem, the updater computes SPSs
database DB of the form [i, vri,1 , . . . , vri,m ], i.e., a
that bind g i with g̃i . Given the parameters par = (p, G,
database where a tuple of values is stored in each enG̃, Gt , e, g, g̃, g1 , g̃1 , . . . , g` , g̃` , g`+2 , . . . , g2` , M = Zp , R =
try. In the hd.update interface, U sends (i, vui,1 , . . . ,
Zp ), and the key pair (sk, pk), the updater, for i ∈ [1, `],
vui,m )∀i∈[1,N ] , and each value vui,j (j ∈ [1, m]) can
computes sig i ← S.Sign(sk, hg sid , g̃i , g̃ i i).
be
updated or not independently of other values in
Let h̃ ← G̃. Let (g, h) ∈ G2 and (g̃, h̃) ∈ G2 be two
the same entry. In the hd.read interface, Rk sends (i,
sets of parameters of the Pedersen commitment scheme
vri,1 , . . . , vri,m )i∈S along with commitments and openfor the commitments (ci0 , cri0 ) and c respectively. Rr inings to the position and values of each of the entries
volves proofs about secret bases and we use the transread, i.e., all the values in an entry are read. The posiformation described above for those proofs. The base h
tion j ∈ [1, m] of each value vri,j is not hidden from U.
is also used to randomize secret bases in G, and h̃ is
This variant of FHD is useful for protocols where a party
added to randomize bases in G̃.
needs to read a tuple of values and prove that they are
Let (U1 , U2 , V, W1 , Z) be the public key of the sigstored in the same entry and that each vri,j is stored at
nature scheme for signing 1 element of G and 2 element
a certain position j within the entry.
of G̃. Let (Ri , Si , Ti ) be a signature on (g sid , g̃i , g̃ i ). Let
FHD cannot be modified so that it authenticates
(R, S, T ) be a signature on vc, c and g̃ sid . (When veriRk towards U. If all Rk were authenticated, U would
fying a proof, the updater can distinguish between the
be able to track all the changes performed on each of
two types of signatures because sid is signed in different
the databases, and thus the contents of the databases
positions.) We describe the ZK proof for Rr as follows.
would not be hidden from U.
Variants of ΠHD . To construct the variant described
K vc, c, R, S, T, {i, oi , vri , ori , g̃i , wi , Ri , Si , Ti }∀i∈S :
above, vc commits to a vector x of length N × m such
e(R, V )e(S, g̃)e(vc, W1 )e(g, Z)−1 = 1 ∧
(6)
that x[(i − 1)m + j] = vri,j for all i ∈ [1, N ] and
e(R, T )e(U1 , c)e(U2 , g̃ sid )e(g, g̃)−1 = 1 ∧
(7) j ∈ [1, m]. In the update phase, each vector compo{ci0 = g i h oi ∧ cri0 = g vri h ori ∧
(8) nent can be updated independently of others regardsid
−1
e(Ri , V )e(Si , g̃)e(g , W1 )e(g, Z) = 1 ∧
(9) less of whether they belong to the same database entry. To read the database entry i, Rk needs to compute
e(Ri , Ti )e(U1 , g̃i )e(U2 , g̃)i e(g, g̃)−1 = 1 ∧
(10)
openings
(w(i−1)m+1 , . . . , wim ) to open the positions
e(vc, g̃i )−1 e(wi , g̃)e(g1 , g̃` )vri = 1}∀i∈S
(11)
[(i−1)m+1, im] of the committed vector x. Rk must also
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prove that those positions belong to the database entry
i. To this end, the relation Rr is modified to involve a
witness wit r ← (sig, vc, c, r2 , o2 , hi, oi , {w(i−1)m+j , vri,j ,
ori,j }∀j∈[1,m] ii∈S ) and ins r ← (pk, par, parc , vc 0 , c 0 , pnic,
0 }
hci0 , {cri,j
∀j∈[1,m] ii∈S ).

120

copies of those functionalities aborts, S implicitly forwards the abortion message to A if the functionality
sends the abortion message to a corrupt party.
First, we analyze the security of ΠLP when (a subset of) buyers Bk are corrupt. Second, we analyze the
security of ΠLP when the vendor V is corrupt. We do
Rr ={(wit r , ins r ) :
not analyze in detail the security of ΠLP when V and (a
1 = S.Vf(pk, sig, hvc, ci) ∧
subset of) readers Bk are corrupt. We note that, in ΠLP ,
honest buyers communicate with V but not with other
vc 0 = VC.Rerand(vc, r2 ) ∧ c 0 = C.Rerand(c, o2 ) ∧
buyers. Therefore, for this case the simulator and the
0
{1 = NIC.Vf(pnic, ci , i, oi ) ∧
security proof are very similar to the case where only V
0
{1 = NIC.Vf(pnic, cri,j
, vri,j , ori,j ) ∧
is corrupt.
1 = VC.Vf(par, vc, vri,j , (i − 1)m + j, w(i−1)m+j )
Description of S for Corrupt Bk . We describe S for
the case in which (a subset of) Bk are corrupt. Basically,
}∀j∈[1,m] }∀i∈S }
R
Rrd
S runs copies of FHD , FZK
, FZKpr , FNYM and FNIC as
Instantiations of Variants of ΠHD . In order to inwell as a copy of V in ΠLP to simulate the protocol tostantiate this variant of ΠHD , we compute signatures
wards
the adversary A. We refer to that as “running prosig i ← S.Sign(sk, hg i , g sid , g̃(i−1)m+1 , . . . , g̃im i) to bind
tocol ΠLP ”. In the following, we indicate when S needs
the entry i to the positions [(i − 1)m + 1, im] that need
to deviate from protocol ΠLP and we detail the commuto be opened in the committed vector. The public key
nication between S and FLP .
of the signature scheme is now (U1 , . . . , Um , V, W1 , W2 ,
Register. When the adversary A uses the nic.setup inZ). The ZK proof for relation R is:
terface and the hd.read interface on input (P, ⊥),
S runs protocol ΠLP . When the copy of V outputs
K vc, c, R, S, T, {i, oi , {vri,j , ori,j ,
(lp.register.end,
sid, P), S sends (lp.register.ini, sid, P)
g̃(i−1)m+j , w(i−1)m+j }∀j∈[1,m] , Ri , Si , Ti }∀i∈S :
to
F
.
When
FLP sends (lp.register.sim, sid, qid), S
LP
e(R, V )e(S, g̃)e(vc, W1 )e(g, Z)−1 = 1 ∧
sends (lp.register.rep, sid, qid) to FLP .
e(R, T )e(U1 , c)e(U2 , g̃ sid )e(g, g̃)−1 = 1 ∧
Purchase. When A uses the hd.read interface on
0
input (P, ⊥), S runs protocol ΠLP . When the
{ci0 = g i h oi ∧ {cri,j
= g vri,j h ori,j }∀j∈[1,m] ∧
i
sid
−1
copy
of V outputs (lp.purchase.end, sid, P), S sends
e(Ri , V )e(Si , g̃)e(g, W1 ) e(g , W2 )e(g, Z) = 1 ∧
(lp.purchase.ini,
sid, P) to FLP . When FLP sends
e(Ri , Ti )e(U1 , g̃(i−1)m+1 ) · · · e(Um , g̃im )e(g, g̃)−1 = 1 ∧
(lp.purchase.sim, sid, qid), S sends (lp.purchase.rep,
{e(vc, g̃(i−1)m+j )−1 e(w(i−1)m+j , g̃)e(g1 , g̃` )vri,j = 1
sid, qid) to FLP .
}∀j∈[1,m] }∀i∈S
Redeem. When the adversary A uses the nic.commit
interface on input N and vN , the zk.prove interface
The signature on hg i , g sid , g̃(i−1)m+1 , . . . , g̃im i also binds
on input wit rd ← (vN , ov ), ins rd ← (p, cv , cN , N , oN )
the positions of the database entry i together and reveals
and P, and the hd.read interface on input P and
the position j ∈ [1, m] of each value vri,j within the
(N , vN , cN , oN , cv , ov ), S runs protocol ΠLP . (This
entry.
includes a nym.reply message (Read DB) sent to A.)
S outputs failure if the values (vN , ov ) sent by A
to the zk.prove interface and to the hd.read interface are different but they are both valid openings
F Security Analysis of Our PPLP
of cv . When the copy of V outputs (lp.redeem.end,
To prove that ΠLP securely realizes FLP , we must show
sid, P, p), S sends (lp.redeem.ini, sid, P, p) to FLP .
that for any environment Z and any adversary A there
When FLP sends (lp.redeem.sim, sid, qid), S sends
exists a simulator S such that Z cannot distinguish
(lp.redeem.rep, sid, qid) to FLP .
whether it is interacting with A and the protocol in Profile. When A uses the nic.commit interface on inthe real world or with S and FLP . S thereby plays the
put i and vi (for all i ∈ S), the zk.prove interface
role of all honest parties in the real world and interacts
on input wit pr ← (hi, oi , vi , ori ii∈S ), ins pr ← (res,
with FLP for all corrupt parties in the ideal world.
hci , cri ii∈S ) and P, and the hd.read interface on inOur simulator S runs copies of the functionalities
put P and (i, vi , ci , oi , cri , ori )i∈S , S runs protocol
Rpr
Rrd
FHD , FZK , FZK , FNYM and FNIC . When any of the
ΠLP . (This includes a nym.reply message (Read DB)
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sent to A.) S outputs failure if any of the commitment openings (hi, oi , vi , ori ii∈S ) sent by A to the
zk.prove interface and to the hd.read interface are different but they are both valid openings of ci or of
cri . When the copy of V outputs (lp.profile.end, sid,
P, res), S sends (lp.profile.ini, sid, P, f ) to FLP . (We
note that f is determined by the set S that S learns
from A.) When FLP sends (lp.profile.sim, sid, qid), S
sends (lp.profile.rep, sid, qid) to FLP .
Update. When FLP sends (lp.updatedb.sim, sid, qid),
S sends (lp.updatedb.rep, sid, qid) to FLP . When
FLP sends (lp.updatedb.end, sid, P, (i, vui )i∈[1,N ] ), S
runs protocol ΠLP on input (lp.updatedb.ini, sid, P,
(i, vui )i∈[1,N ] ) and communicates with A following
protocol ΠLP .
Theorem F.1. ΠLP securely realizes FLP in the FHD ,
R
Rrd
FZK
, FZKpr , FNYM and FNIC -hybrid model when (a subset of) Bk are corrupt.
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sends (lp.redeem.end, sid, P, p), S runs protocol ΠLP
on input (lp.redeem.ini, sid, P, p). (S chooses the first
copy of Bk . We note that, in the purchase and update phases, all the loyalty points were accumulated
in this copy, so it is guaranteed that at least p loyalty points are accumulated.) S interacts with A
following protocol ΠLP .
Profile. When FLP sends (lp.profile.sim, sid, qid), the
simulator S sends (lp.profile.rep, sid, qid) to FLP .
When FLP sends (lp.profile.end, sid, P, res), S
chooses a database and a function f such that the
evaluation of f on input the database is res. S creates a new copy of Bk , stores that database on the
copy, and runs protocol ΠLP on input (lp.profile.ini,
sid, P, f ) by using that copy of Bk . S interacts with
A following protocol ΠLP .
Update. When A uses the hd.update interface on input P and (i, vui )i∈[1,N ] , S runs protocol ΠLP .
(S chooses the copy of Bk that was associated
with P in a previous phase.) When the copy of
Bk outputs (lp.updatedb.end, sid, P, (i, vui )i∈[1,N ] ), S
sends (lp.updatedb.ini, sid, P, (i, vui )i∈[1,N ] ) to FLP .
When FLP sends (lp.updatedb.sim, sid, qid), S sends
(lp.updatedb.rep, sid, qid) to FLP .

Proof of Theorem F.1. We omit a formal proof of this
theorem. We note that, when (a subset of) Bk are corrupt, the simulator S runs protocol ΠLP . S is able to
do that because it receives from A and from FLP all the
information needed to run ΠLP . The difference between
S and protocol ΠLP is that S outputs failure when A Theorem F.2. ΠLP securely realizes FLP in the FHD ,
sends two different valid openings for the same commit- F Rrd , F Rpr , FNYM and FNIC -hybrid model when V is
ZK
ZK
ment. The probability that S outputs failure is negli- corrupt.
gible thanks to the binding property of commitments
provided by FNIC .
Proof of Theorem F.2. We omit a formal proof of this
Description of S for Corrupt V. We describe S for theorem. We note that, when V is corrupt, the simulator
the case in which V is corrupt. Basically, S runs copies S runs protocol ΠLP with the following changes.
R
Rrd
, FZKpr , FNYM and FNIC as well as a copies – In the purchase and redeem phases, S picks the first
of FHD , FZK
of Bk in ΠLP to simulate the protocol towards the advercopy of Bk , while in the profile phase, it creates a
sary A. We refer to that as “running protocol ΠLP ”. In
new copy. This change is indistinguishable because
R
Rrd
the following, we indicate when S needs to deviate from
FHD , FZK
, FZKpr and FNYM never reveal the idenprotocol ΠLP and we detail the communication between
tity Bk of the buyer to the adversary. They only
S and FLP .
reveal a pseudonym.
Register. When FLP sends (lp.register.sim, sid, qid), S – In the redeem phase, S uses a copy of Bk that stores
sends (lp.register.rep, sid, qid) to FLP . When FLP
a database where the number of accumulated loysends (lp.register.end, sid, P), S runs protocol ΠLP on
alty points is likely different. In the profile phase,
input (lp.register.ini, sid, P). (S creates a new copy of
S uses a copy of Bk that stores a newly created
Bk .) S interacts with A following protocol ΠLP .
database. This change is indistinguishable because
Rrd
Purchase. When FLP sends (lp.purchase.sim, sid, qid),
commitments provided by FNIC are hiding, FZK
or
Rpr
S sends (lp.purchase.rep, sid, qid) to FLP . When FLP
FZK do not reveal the witness to the adversary, and
sends (lp.purchase.end, sid, P), S runs protocol ΠLP
FHD only reveals commitments to the positions and
on input (lp.purchase.ini, sid, P). (S chooses the first
values read.
copy of Bk .) S interacts with A following protocol
ΠLP .
Redeem. When FLP sends (lp.redeem.sim, sid, qid), S
sends (lp.redeem.rep, sid, qid) to FLP . When FLP

