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Abstract: Privacy and security tools can help users protect themselves online. Unfortunately, people are often unaware of such tools, and have potentially harmful misconceptions about the protections provided by
the tools they know about. Effectively encouraging the
adoption of privacy tools requires insights into people’s
tool awareness and understanding. Towards that end,
we conducted a demographically-stratified survey of 500
US participants to measure their use of and perceptions
about five web browsing-related tools: private browsing,
VPNs, Tor Browser, ad blockers, and antivirus software.
We asked about participants’ perceptions of the protections provided by these tools across twelve realistic scenarios. Our thematic analysis of participants’ responses
revealed diverse forms of misconceptions. Some types of
misconceptions were common across tools and scenarios,
while others were associated with particular combinations of tools and scenarios. For example, some participants suggested that the privacy protections offered by
private browsing, VPNs, and Tor Browser would also
protect them from security threats – a misconception
that might expose them to preventable risks. We anticipate that our findings will help researchers, tool designers, and privacy advocates educate the public about
privacy- and security-enhancing technologies.
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1 Introduction
A majority of Americans are concerned about their
privacy [5]. Yet, despite expressed interest in privacyenhancing solutions, adoption of tools that offer privacy
protection remains low [100]. A variety of tools are available, but it is unclear how much end users know about
them. Nudging interventions [2] offer the possibility of
increasing adoption, since they have successfully helped
people adopt tools in other contexts [3, 85]. Such interventions should target barriers to adoption and correct potentially dangerous misconceptions [2]. Misconceptions should also be addressed in the design and marketing of privacy tools themselves.
To inform the design of nudging interventions
and privacy tools, we conducted a demographicallystratified survey of US participants and measured their
use of and perceptions about five web browsing-related
tools: private browsing, VPNs, Tor Browser, ad blockers, and antivirus software. We focused on answering
four research questions:
1. To what extent are people aware of these tools, and
how frequently do they use them? (§ 4.2)
2. How interested are people in preventing specific privacy and security threats? (§ 4.3)
3. How accurately can people determine whether these
tools afford protection from specific privacy and security threats? (§ 4.4)
4. What misconceptions, if any, do people have about
these tools? (§ 4.7)
Our data show a substantial number of misconceptions
across all scenarios and tools. This is true even for tools
that have widespread adoption, such as antivirus software. In fact, we show that greater experience with
VPNs and Tor Browser is associated with confusion
about these tools’ protections (§ 4.5). In addition, our
thematic analysis of participants’ responses reveals po-

Florian Schaub: School of Information, University of Michigan

Awareness, Adoption, and Misconceptions of Web Privacy Tools

tentially harmful misconceptions that exist for all the
tools we studied. For example, a number of participants conflated the privacy protections offered by private browsing, VPNs, and Tor Browser with security
protections. Therefore, it is vital that when attempting
to increase adoption of privacy-enhancing technologies,
special care should be taken to help people form accurate mental models. Based on the misconceptions we
identified, we offer recommendations for the design of
nudging interventions (§ 6.1) and for the design of privacy tools themselves (§ 6.2).

2 Related Work
Privacy and security advice has the potential to help
people protect themselves from digital threats (§ 2.1).
Such advice is most effective when it is informed by
research into people’s mental models (§ 2.2) and their
reasons for not already adopting recommended practices
(§ 2.3).

2.1 Privacy and Security Advice
The privacy and security community is often eager to
give the public advice about how to protect themselves
from digital threats [14, 16, 41, 47, 76–78]. However,
the amount of time people can dedicate to protecting
themselves is limited [9, 37]. This has lead to a growing consensus that advice must be prioritized and welldesigned to be effective [6, 76, 77]. For example, advice
should be relevant to recipients [36] and should address
incorrect beliefs and other barriers to adoption [84]. Researchers have shown that well-designed interventions
can elicit real world behavior change [3, 4, 49, 85]. Interventions that employ nudging techniques are particularly promising [2, 89]. Nudging interventions are designed to help people act in accordance with their true
preferences. Since preferences for security and privacy
are highly subjective, nudges encourage but do not enforce the adoption of certain behaviors. Nudges can take
many forms, but our focus is on aiding the design of
information-based nudges [2]. In particular, we seek to
guide future research in this area by providing contextualized insights into participants’ beliefs about privacy
tools and threats.
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2.2 Mental Models
Research shows that experts and non-experts have different beliefs and behaviors about privacy and security [14, 29, 73]. Thus, experts should draw on research
into non-experts’ mental models when they design interventions and tools for non-experts. Wash investigated
home computer users’ mental models of viruses, hackers, and security protections [92]. He identified ways in
which these folk models leave people vulnerable to botnets. Ion et al. compared experts’ and non-experts’ selfdescribed most important security practices [41]. Two
of the biggest differences were experts describing the
importance of updating their systems, and non-experts
reporting the importance of using antivirus software.
Wash et al. show that different segments of the population have different beliefs about security, and suggest
that targeted interventions may be most effective [93].
A number of studies have addressed mental models associated with privacy tools. Schaub et al. performed a usability evaluation of three tracker-blocking
browser plugins [81]. They found that the plugins increased participants’ awareness of tracking, but did not
help participants understand the implications of tracking. Habib et al. conducted a study of private browsing
usage [35]. Some participants incorrectly believed that
private browsing disabled cookies, allowed anonymous
browsing of the web, and that it protected from malware. Dutkowska-Zuk et al. studied university students’
use of VPNs [23]. They found that 40% of participants
used VPNs for security and privacy, and that about
one-third of participants thought VPNs guaranteed privacy, anonymity, and safety from tracking. Gallagher
et al. compared expert and non-expert beliefs about
Tor [29]. They found that many non-experts believed
that Tor provided protections it did not, such as hiding
oneself even while logged in to a service. Similarly, we
seek to identify tool-related misconceptions. However,
previous work focused on individual tools, whereas we
measure misconceptions across different combinations of
tools and usage scenarios. This data allows us to identify patterns across tools and scenarios, and to quantify
the prevalence of different kinds of misconceptions. In
addition, participants’ explanations for their responses
lend additional support for themes identified in prior
work and reveal several previously unreported themes.

Awareness, Adoption, and Misconceptions of Web Privacy Tools

2.3 Adoption of Tools
One of our contributions is an estimate of people’s adoption of a series of privacy-enhancing tools. Zou et al.
surveyed crowdworkers about their adoption and abandonment of 30 security and privacy practices [100]. The
authors found that the most common reasons for abandoning a practice were perceptions that the practice was
no longer needed, that associated risks had decreased,
or that the practice was inconvenient. While Zou et
al. focused on reasons for adoption and abandonment,
our goal was to understand how adoption affects participants’ mental models of tools. Other studies have
included measures of adoption of individual tools, including private browsing [22, 35], VPNs [23, 60], and
Tor Browser [29]. Unlike those studies, our inclusion of
multiple tools facilitates a relative comparison between
levels of adoption of tools.
Kang et al. interviewed people about privacy and
security risks, and identified reasons people don’t take
privacy-protective actions [42]. Reasons included lack
of concern, protective actions being too costly or difficult, and lack of knowledge. These factors are similar to components of protection motivation theory (i.e.,
threat appraisal and coping appraisal) [55, 79, 80],
which have been used in effective computer security interventions [3, 85]. We recommend addressing these factors to encourage effective adoption of browsing privacy
tools (§ 6.1).

3 Method
We gathered data using an online survey instrument
with a demographically-stratified sample of US participants. We used Prolific’s “representative sample”
option, which yields representative samples stratified
across age, sex, and ethnicity, as compared to US Census data [70]. See Table 4 in the appendix for our participants’ demographics. Past studies have found that
crowdworker participants are more internet-savvy than
the general US population [75]. Thus, our findings about
the usage of different tools might be considered an
upper-bound for the general population.
Our survey included four parts. First, we asked participants questions about their general perceptions of
online privacy. For example, we asked participants to
estimate the likelihood of others observing their web
browsing activity, and how concerned they would be if
others observed their web browsing activity. Second, we

310

asked participants questions about the tools we studied, such as whether they had heard of or used each
tool. Here we included a fake tool, PrivacyDog, to check
for participants’ honesty. Third, we asked participants
how effective they thought each tool would be at preventing different scenarios from happening. We asked
each participant about six scenarios, which were randomly assigned from twelve total scenarios. See § 3.1
for more details about our selection of tools and scenarios, and how we asked these questions. Finally, we asked
participants demographic questions, such as about their
education and device usage patterns. Our survey instrument is included in § A.2 in the appendix. Our study
was approved by Carnegie Mellon University’s IRB.
We conducted a pilot to test our survey instrument (n = 20). We determined the number of participants to recruit for our study by using a bootstrapped
power analysis on our pilot data. We had several quantitative research questions, so we conducted multiple
power analyses. We conducted power analyses for both
Kruskal-Wallis tests and the associated post-hoc Dunn
tests. Based on our power analysis of the post-hoc tests
for whether self-rated knowledge about privacy tools
is associated with answering assessment questions correctly, we decided to recruit 500 participants. This number gave us at least 95% power at α = 0.05 for the
research questions supported by our exploratory data
analysis. In addition, since we randomized which toolscenario combinations we asked participants to explain
with free-text, it was important to get a sufficient number of free-text responses for each combination. A simulation showed that with 500 participants, we would be
very likely (> 99% chance) to get at least 20 free-text
responses for each combination.
Our goal was to compensate participants $12 per
hour. Based on our pilot, we estimated the survey to
take 18 minutes, so we compensated participants $3.60.
We collected data in August 2020. In adherence to Prolific’s rules, we only rejected six participants who wrote
low effort free-text responses [71]. This was our only
criteria for excluding participants’ responses from our
analyses. Since Prolific replaces rejected participants,
our final sample contained 500 participants.

3.1 Tools and Assessment Scenarios
An important aspect of our study design was our selection of tools and assessment scenarios. We selected
four privacy-centric browsing tools that have been discussed in the literature [41, 54, 77, 100] and which offer

Awareness, Adoption, and Misconceptions of Web Privacy Tools

a diverse set of protections: private browsing, VPNs,
Tor Browser, and ad blockers.1 These tools all broadly
help people protect their privacy while browsing, but
with varying effectiveness depending on the use case.
Although we associate antivirus software with security
more than privacy, we also included it because we were
interested in whether participants would ascribe privacy
protections to it. Each participant was asked about all
tools, in a random order.
We designed our scenarios based on entities people
might want to protect themselves from and information
people might want to keep hidden [5, 74], focusing on
realistic scenarios in which at least some of our tools
would be effective. However, we intentionally included
one scenario in which no tools were effective, to see how
participants would respond. Each participant was shown
six scenarios randomly selected from a total of twelve.
See Figure 3 for a list of these scenarios.
Each scenario was introduced as a question in the
form of: “When you browse the web, how effective are
the tools below at preventing advertisers from seeing
the websites you visit?” This was followed by a response
matrix containing each of the tools and four answer options: “Unsure,” “Not at all effective,” “Somewhat effective,” and “Very effective.” After submitting their responses in the matrix, participants were asked to explain
their answer for one randomly selected tool with a freetext response. We chose to ask about only one tool for
each scenario in order to reduce participant fatigue.
Based on research literature and other resources,
our team decided on realistic threat models for each scenario. We used these threat models to estimate the true
effectiveness of each tool. In evaluating participants’ responses, we allowed them to slightly underestimate the
effectiveness of a tool, but we counted any overestimate
of a tool’s effectiveness as incorrect. We allowed slight
underestimates of the effectiveness of tools because all
tools have edge-cases in which they do not provide their
optimal level of protection (e.g., if the tool is misused).
For example, in our government observation scenario,
we consider Tor Browser “Very effective” and VPNs
“Somewhat effective.” If a participant indicated that Tor
Browser was “Very effective” or “Somewhat effective,”

1 We asked about another tool in our survey: DuckDuckGo.
Unfortunately, we did not clarify that we meant the search engine. This led to ambiguity in participants’ responses due to
DuckDuckGo’s multiple products: search engine, browser, and
browser plugin. As a result, we decided to exclude DuckDuckGo
from our analysis.
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we counted that as correct, but we counted “Not at all
effective” as incorrect. If a participant indicated VPNs
as “Somewhat effective” or “Not at all effective,” we
counted that as correct, but “Very effective” as incorrect. We counted “Unsure” answers as neither correct
nor incorrect. We describe the threat models for each
of our twelve assessment scenarios in the paragraphs
below. We focus on explaining why certain tools offer
some level of protection — tools which are not mentioned should be considered “Not at all effective.”
Preventing hackers from gaining access to
your device. Consistent with experts’ advice [44], we
suggest that the most realistic threats are from software
downloaded and executed by users and from browser exploits [31, 32]. Software offers little protection against
certain attacks (e.g., those using novel malware [30, 86]
or legitimate software [11, 28]), but antivirus software
and ad blockers can help in some cases [46]. For example, antivirus can block some malware from executing [86], and ad blockers can block fake download buttons [83] and potentially malvertising [17]. Thus, we
consider these tools “Somewhat effective.”
Preventing online stores from misusing your
credit card information. This is the only scenario in
which none of the tools we listed provide any protection. The only way to prevent a store from misusing a
person’s card information is to not give it to them in the
first place, by either avoiding the merchant altogether
or using a tokenized payment method like PayPal.
Preventing advertisers from seeing the websites you visit. Advertisers like Google, Facebook, and
ComScore have visibility into many websites that people visit because of tracking scripts and other resources
that websites choose to embed in their pages [59]. Advertisers can connect different web requests to the same
user through cookies and browser fingerprinting [15, 57].
We categorize Tor Browser as the only “Very effective”
tool, because it is designed to comprehensively resist fingerprinting [51]. In some cases, private browsing and ad
blockers can reduce the amount of tracking taking place
by erasing cookies and blocking scripts, respectively, but
neither provide comprehensive protection [59]. Thus, we
consider them “Somewhat effective.” Although a VPN
can hide one’s IP address, which can be used for browser
fingerprinting, it provides no protection against other
methods of tracking, so we categorize it as “Not at all
effective.”
Preventing advertisers from showing you targeted ads based on the websites you visit. The
threat model for this scenario is the same as the other
advertiser-related scenario, except that the goal is not to

Awareness, Adoption, and Misconceptions of Web Privacy Tools

avoid observation, but simply to avoid seeing targeted
ads. Thus, we categorize ad blockers as “Very effective,”
since they are capable of blocking many ads [59].
Preventing the websites you visit from seeing
what physical location you are browsing from.
Websites can see the general geographic location of visitors based on their IP addresses [95, 97]. Both VPNs
and Tor Browser provide the ability to hide one’s IP
address by passing traffic through another internet connection, so we categorize them as “Very effective” in this
scenario.
Preventing your search engine from personalizing the search results you see based on the
websites you visit. In this scenario, we assume that
search result personalization is tied to a browser cookie,
as described by Google in their description of search personalization [39, 96]. Private browsing and Tor Browser
disassociate users from their cookies, so we consider
those tools “Very effective” at preventing search personalization. We consider ad blockers to be “Somewhat
effective,” because they can hide personalized ads from
search results, but do not prevent personalization of
non-ad results.
Preventing your internet service provider
from seeing the websites you visit. An internet
service provider (ISP) can observe all traffic that passes
through their network. Although SSL/TLS can prevent
the ISP from observing the exact pages visited, websites’
IP addresses are not hidden by SSL/TLS. In order to
hide the websites visited, one must establish a secure
connection to an intermediary, such as a VPN provider
or the Tor network. Therefore, we only consider VPNs
and Tor Browser “Very effective” in this scenario.
Preventing the government from seeing the
websites you visit. In this scenario, we consider two
threat models. In the first, the government issues subpoenas for data from internet companies, similar to the
PRISM surveillance program [34, 98]. Thus, protection
requires preventing one’s web requests from being associated with one’s identity. VPNs hide users’ IP addresses, but other sources of information can still identify users. Also, a VPN provider itself could be the subject of a subpoena, and despite some VPN providers
claiming not to log user activity, many VPN providers
are known to be untrustworthy [25, 33, 40, 48, 94]. In
contrast, Tor Browser is designed for anonymity, though
of course it is possible to compromise that anonymity
(e.g., by logging into websites or through browser exploits [20]). Thus, we consider Tor Browser “Very effective” and VPNs “Somewhat effective” under this threat
model. In the second threat model, the government can
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both issue subpoenas to companies and can conduct a
forensic analysis of one’s physical device, perhaps obtained by warrant. In this threat model, VPNs are “Not
at all effective,” since physical access would allow the
government to read one’s browser history. Since Tor
Browser automatically erases browser history, we still
consider it “Very effective.” In light of both threat models, we consider Tor Browser “Very effective” and VPNs
“Somewhat effective” or “Not at all effective.”
Preventing friends or family with physical
access to your device from seeing the websites
you visit in your browser history. We explicitly
described this scenario’s threat model by mentioning
browser history in the text we showed participants. We
did this because many disparate threat models are associated with physical access, from shoulder surfing to
keyloggers. In this scenario, only private browsing and
Tor Browser are “Very effective,” because they are the
only tools which erase browser history.
Preventing your employer from seeing the
websites you visit on your personal device while
connected to your work’s WiFi. We adopt the same
threat model for this scenario as for our ISP scenario, in
which both VPNs and Tor Browser are “Very effective”
at preventing observation.
Preventing law enforcement from seeing the
websites you visit. We adopt the same threat models
for this scenario as for our government observation scenario. As in that scenario, overall Tor Browser is “Very
effective” at preventing observation, and VPNs are either “Somewhat effective” or “Not at all effective,” depending on whether law enforcement has physical access
to one’s device.
Preventing companies who own movies from
seeing if you illegally stream a movie. In practice,
the operators of streaming websites are the ones targeted by lawsuits. However, illegally streaming movies
can be classified as a misdemeanor [12, 88], so rightsholders could prosecute those who use illegal streaming
websites. Similar to the government and law enforcement scenarios, in this scenario we assume that movie
rights-holders have the ability to subpoena information
from websites and companies. Tor Browser would be
“Very effective” at hiding one’s identity, but the efficacy of VPNs would depend on their logging practices,
which are impossible to verify, so we consider them only
“Somewhat effective.”
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3.2 Thematic Analysis
To better understand participants’ misconceptions
about the tools, we asked participants to explain their
answer for one randomly selected tool in each scenario.
We used thematic coding to analyze these free-text responses. Since each participant was shown six scenarios,
we collected 2,500 free-text responses in total.2
We used a two-pass coding process. In the first
pass, the annotators reviewed the free-text responses
associated with “Correct” and “Unsure” answers to the
multiple-choice assessment scenario questions. The annotators marked whether these free-text responses contained any form of misconception. Our intuition was
that responses associated with “Correct” and “Unsure”
answers would contain few misconceptions; since we
wanted to analyze misconceptions in more detail, this
approach allowed us to identify relevant instances for
thematic analysis in our second pass. To ensure high
quality, two annotators performed this task and reconciled their codes after completing them for each tool.
Our intuitions were confirmed, as we found that only
17% of the “Correct” and 13% of the “Unsure” responses
contained misconceptions. This greatly reduced the size
of our second pass coding task.
After reaching consensus on the first pass coding
for a given tool, the lead annotator began the process
of second pass coding. For each tool, the lead annotator
first coded the “Incorrect” responses as containing misconceptions or not. Next, the lead annotator reviewed
all the responses containing misconceptions and created
thematic codes. The codebook was finalized after this
process was completed for all tools. Our completed codebook contains 23 thematic codes. Using the completed
codebook, two annotators independently coded the responses for each tool and then reconciled codes. See Tables 5 and 6 in the appendix for detailed descriptions of
our first and second pass codes, respectively.
The annotators eliminated 26 low-quality answers
(e.g., unintelligible, clearly about the wrong scenario,
etc.) as they encountered them.
Due to the complex interactions between tools and
scenarios, our process of reaching consensus was necessarily a collaborative one. For example, several cases
arose in which one annotator was unaware of a specific
tool behavior. We identified such cases while reconciling codes and researched literature and documentation

2 We initially collected 3,000 responses, before eliminating the
responses about DuckDuckGo.
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to determine whether a response contained a misconception or not. For this reason, we consider measures of
annotator reliability to be inappropriate [58]. Because
two expert annotators read each response and reached
consensus on any differences, we have high confidence
in the quality of our data.

4 Results
First, we supply descriptive statistics about participants’ general privacy perceptions (§ 4.1), their adoption of browsing-related tools (§ 4.2), and their responses to our assessment scenario questions (Sections 4.3 and 4.4). Next, we convey the results of two exploratory statistical analyses: an analysis of factors associated with correctly identifying the protections offered
by the tools (§ 4.5), and an analysis of demographic factors associated with tool use (§ 4.6) Finally, we describe
the results of our thematic analysis of participants’ misconceptions (§ 4.7).

4.1 General Privacy Perceptions
To measure participants’ general perceptions of online privacy, we began by asking broad questions. In
response, most participants indicated that their web
browsing activity was likely to be observed by others (62%), and most participants were at least slightly
concerned about this (83%). Also, most participants
thought they knew how to use privacy tools (72%), yet
nearly all participants still expressed at least slight interest in learning how to use tools to protect their privacy (96%). These responses suggest that some participants would be receptive to learning how to use privacyenhancing browsing tools. Our findings are in line with
the Pew survey “Americans and Privacy” [5].

4.2 Tool Adoption
Our first tool-specific questions asked whether participants had heard of each tool, and if so, whether they had
used the tool before. As shown in Figure 1, nearly all
participants had used antivirus software, but less than
half had even heard of Tor Browser. Note that only 3%
of participants said they had heard of or used PrivacyDog, a fake tool, giving us high confidence in the numbers for the other tools.
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narios is notable; 82% of participants had some interest
in preventing the government from seeing the websites
they visit, while only 67% of participants were interested
in preventing law enforcement from doing the same.

4.4 Assessment Scenario Correctness
Fig. 1. Percentage of participants who reported having used or
heard of each tool. Our questions included “Yes,” “No,” and “Unsure” options. For this graph, we grouped “Unsure” and “No”
answers together (e.g., if the participant indicated they were unsure whether they’d heard of a tool, we counted them as having
not heard of it).

We asked participants to rate how effective they thought
each tool would be at preventing each of the six scenarios they were shown. We evaluated participants’ responses based on the threat models we described in
§ 3.1. In Sections 4.4.1 and 4.4.2, we explain participants’ responses for two scenarios in detail. For details about the remaining ten scenarios, see Figure 7
in the appendix. In § 4.4.3, we summarize participants’
responses across scenarios and tools.

4.4.1 Preventing Hackers from Gaining Access to
Your Device
Fig. 2. For each tool, we asked participants who said they had
used it before when they had most recently used it. “[Never]” responses belong to participants who were not shown the question
because they reported having never used the tool.

We also asked tool users when they had last used
each tool. As shown in Figure 2, some of these tools
are already widely used, especially antivirus software
and ad blockers. Furthermore, 59% of participants had
used at least one of the privacy-focused tools in the past
day (i.e., a tool other than antivirus software), and 74%
had used at least one of the privacy-focused tools in the
past week. We see this as further evidence that there is
widespread interest in privacy-enhancing tools.

4.3 Interest in Assessment Scenarios
We asked each participant questions about six randomly
selected scenarios (from a total of twelve). Figure 3
shows participants’ expressed interest in each scenario.
For all scenarios, over half of participants expressed
some interest in preventing it. However, participants’
level of interest varied considerably between scenarios.
First, it is interesting that the two more security-focused
scenarios about hackers and card fraud were of greatest interest to participants. However, participants also
showed strong interest in preventing the two advertiserrelated scenarios. The difference in wanting to prevent
the government and law enforcement observation sce-

Of the twelve scenarios we asked about, participants
indicated that they were most interested in preventing
hackers from gaining access to their device. As shown
in Figure 4, many participants incorrectly evaluated
the tools’ security protections in this scenario. Notably,
more than half of participants thought that VPNs would
prevent hackers from gaining access to their device.

4.4.2 Preventing the Websites You Visit from Seeing
What Physical Location You Are Browsing
From
Many participants were also interested in preventing
websites from seeing their physical location. As shown
in Figure 4, 76% of participants successfully identified
that VPNs can provide this protection, but only 36%
recognized that Tor Browser provides this protection as
well. This discrepancy may be partly explained by participants’ greater familiarity with VPNs. To determine
whether this was the case, we tested for an association
between participants’ experience with tools and the correctness of their answers (§ 4.5).

4.4.3 Summary of Response Correctness
Figures 5 and 6 show significant numbers of unsure and
incorrect responses across tools and scenarios. Figure 5
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Fig. 3. Participants’ interest in preventing each scenario, sorted by the percent of “Not at all interested” responses. Note that each
participant was shown six randomly selected scenarios, so percentages are calculated for the participants who did see a given scenario.

Fig. 5. The correctness of participants’ responses to the scenariobased assessment questions about each tool.

shows that participants answered more questions correctly for tools that are more widely adopted. To explore this apparent relationship, in § 4.5 we test for an
association between participants’ experience and their
answers’ correctness. Also, as shown in Figure 6, for all
but one scenario participants answered fewer than half
of the assessment questions correctly.

Fig. 4. Responses consistent with our threat model are indicated
with a star. Tools are sorted by the percent of correct responses.

4.5 Experience with a Tool Is Not
Necessarily Associated with an
Accurate Understanding of It
We were interested in whether participants’ level of experience with each tool was associated with their ability
to answer questions about each tool correctly. For ex-
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Fig. 6. The correctness of participants’ responses to assessment questions about each scenario. Note that each participant was shown
six randomly selected scenarios, so percentages are calculated for the participants who did see a given scenario.

ample, are those who have used private browsing more
likely to answer questions about private browsing correctly? Ideally, users of a tool would have an accurate understanding of the protections it provides, which
would help them use the tool appropriately. We tested
for these associations using Kruskal-Wallis tests between level of experience (i.e., have used, haven’t used,
or haven’t heard of the tool) and number of correct answers about the tool. As shown in Table 1, we found
statistically significant evidence of an association for all
tools at α = 0.05. Holm corrected Dunn post-hoc tests
show that greater levels of experience are typically associated with answering more questions correctly.
This is an intuitive finding, but when we dug deeper
we found something surprising. We conducted similar
tests for associations between level of experience and
number of incorrect responses, number of unsure responses, and scores (i.e., correct minus incorrect). We
found that for VPNs and Tor Browser, greater levels of
experience were generally associated with greater numbers of incorrect responses. This may be partly due to
the tendency of those with greater levels of experience to
mark fewer responses as “Unsure.” Subtracting the number of incorrect responses from the number of correct
responses to calculate “scores,” we see that those with
greater levels of experience only have statistically significantly higher scores for private browsing, Tor Browser,
and ad blockers.

Tool
Private
browsing

VPNs

Experience
Have used
Haven’t used
Haven’t heard of
Have used
Haven’t used
Haven’t heard of

Tor
Browser

Have used
Haven’t used
Haven’t heard of

Ad
blockers

Have used
Haven’t used
Haven’t heard of

Antivirus
software

Have used
Haven’t used
Haven’t heard of

Mean (Kruskal-Wallis p-value)
Correct
Incorrect
Unsure
Score
2.95
1.70
1.35
1.25
1.81
1.65
2.54
0.16
0.92
1.58
3.50
-0.66
(<0.001) (0.657)
(<0.001) (<0.001)
2.58
2.25
1.17
0.32
1.67
1.36
2.98
0.31
0.90
0.34
4.76
0.56
(<0.001) (<0.001) (<0.001) (0.765)
4.26
0.79
0.95
3.47
2.40
0.67
2.93
1.73
0.53
0.49
4.98
0.04
(<0.001) (<0.001) (<0.001) (<0.001)
3.80
0.81
1.39
2.98
2.72
0.58
2.71
2.14
2.00
0.82
3.18
1.18
(<0.001) (0.182)
(<0.001) (<0.001)
3.37
1.09
1.54
2.28
2.04
0.71
3.25
1.33
2.50
3.00
0.50
-0.50
(0.018)
(0.122)
(0.001)
(0.197)

Table 1. The mean number of correct, incorrect, etc. responses
by experience with each tool. Bolded cells indicate Kruskal-Wallis
tests significant at α = 0.05, with p-values shown in parentheses.
For example, tool experience was shown to be associated with the
number of correct responses to questions about private browsing,
so that cell is bolded; we did not find an association between
experience and the number of incorrect responses to questions
about private browsing, so that cell isn’t bolded. Due to space
constraints, post-hoc test significance is not shown.

Awareness, Adoption, and Misconceptions of Web Privacy Tools

Variable
Age
Non-female
Income: $10,000 - $19,999
Income: $20,000 - $39,999
Income: $40,000 - $59,999
Income: $60,000 - $79,999
Income: $80,000 - $99,999
Income: $100,000 or more
Employment: Self-employed
Employment: Student
Employment: Not employed
Employment: Retired
Education: College or associate degree
Education: Graduate degree
Computer-related background
Living with: Domestic partner
Living with: Children
Living with: Parents
Living with: Other family
Living with: Roommates
Intercept

Private browsing
p-value
eβ
<0.001
0.951
0.008
1.898
0.176
0.349
0.515
0.618
0.318
0.465
0.974
1.027
0.174
0.327
0.395
0.507
0.424
1.320
0.483
0.647
0.684
1.177
0.685
0.857
0.400
0.769
0.935
0.969
0.015
2.000
0.036
1.868
0.253
0.733
0.184
1.838
0.211
0.599
0.621
1.405
<0.001 34.420

VPNs
p-value
eβ
0.109 0.986
<0.001 2.510
0.824 1.143
0.474 0.679
0.304 0.556
0.900 0.929
0.949 0.960
0.919 1.062
0.166 0.666
0.965 1.021
0.165 0.636
0.065 0.503
0.122 1.496
0.050 1.898
0.010 1.814
0.419 1.237
0.647 0.898
0.646 1.167
0.616 1.188
0.200 1.891
0.961 0.968

Model
Tor Browser
p-value
eβ
0.156 0.984
<0.001 3.810
0.433 1.750
0.861 1.120
0.232 0.413
0.793 0.830
0.531 1.600
0.720 1.292
0.927 0.967
0.584 0.725
0.559 1.274
0.977 0.985
0.660 0.865
0.801 0.902
0.023 1.832
0.860 0.941
0.512 1.219
0.415 1.362
0.695 0.849
0.210 2.024
0.031 0.158

Ad blockers
p-value
eβ
0.322 0.990
0.014 1.837
0.751 0.784
0.352 0.522
0.726 1.301
0.678 1.380
0.429 0.537
0.924 1.077
0.539 1.246
0.901 1.077
0.343 1.464
0.985 1.008
0.752 1.102
0.695 0.862
0.068 1.707
0.277 0.717
0.698 1.113
0.881 0.940
0.511 0.765
0.692 0.782
0.048 5.377
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Antivirus software
p-value
eβ
0.780
1.006
0.709
1.183
0.998
<0.001
0.998
<0.001
0.998
<0.001
0.998
<0.001
0.998
<0.001
0.998
<0.001
0.648
0.740
0.061
0.204
0.590
1.595
0.301
0.443
0.299
1.736
0.676
1.322
0.121
2.737
0.724
0.810
0.978
0.985
0.631
1.481
0.361
0.540
0.967
1.053
0.998 1.402E+9

Table 2. The variables in our regression models for predicting use of each tool. eβ indicates the change in odds of using the tool for a
one unit change in the variable (or when the variable is true). p-values significant at α = 0.05 are bolded.

Model
Private browsing
VPNs
Tor Browser
Ad blockers
Antivirus software

Cox & Snell R2
0.171
0.145
0.109
0.059
0.043

Table 3. The R2 values for each of the models in Table 2. R2
represents the proportion of variance in tool use explained by
each of our models.

We performed additional statistical tests to identify
associations between self-rated tool knowledge (“I think
I know how to use private browsing.”) and participants’
answers, and between having a computer-related background and participants’ answers. In nearly all cases,
the significance and direction of our findings were consistent with our analysis of tool experience. For example,
we found positive relationships between self-rated tool
knowledge and number of correct responses (p < 0.001),
and between having a computer-related background and
number of correct responses (p = 0.028). Our only
difference in findings was for the association between
computer-related background and score, for which we
found statistically significant positive relationships only
for ad blockers and antivirus software; for tool experience and self-rated knowledge, we found statistically

significant positive relationships for private browsing,
Tor Browser, and ad blockers.
Our results suggest that participants who have
more experience with tools, who think themselves more
knowledgeable about tools, or who have computerrelated backgrounds, are more willing to definitively answer questions about the tools. However, these factors
are necessarily associated with a more accurate understanding of the tools’ protections.

4.6 Age, Gender, Computer-related
Background, and Living Situation Are
Associated with Use of Tools
We were interested in how demographic factors like age
and education were associated with the use of each
tool, so we trained logistic regression models to predict the use of each tool. Our models contain the following seven variables: age, gender (“Female” as baseline), income (“Less than $10,000” as baseline), employment (“Working (paid employee)” as baseline), education (high school or less as baseline), computer-related
background, and living situation (living alone as baseline). We excluded 27 participants who declined to answer questions about income, employment, education,
or living situation, leaving us with 473 participants to
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train our models. We checked for multicollinearity, and
all VIFs were less than 10. We also performed HosmerLemeshow goodness of fit tests for each model, and
did not find evidence of poor model fit at α = 0.05.
Table 2 shows the significance of each model’s coefficients, and Table 3 shows the explanatory power of each
model. The lower number of significant variables in our
ad blocker and antivirus software models may be due to
the broader adoption of these tools (Figure 1). This may
also explain the comparatively poor explanatory power
of these two models.
Two factors are significant in multiple models. First,
our models show that non-female participants are significantly more likely to use private browsing, VPNs,
Tor Browser, and ad blockers. For example, our model
predicts that non-female participants are 3.8 times more
likely to use Tor Browser than female participants, all
else being equal. Second, we see that participants with
computer-related backgrounds are significantly more
likely to use private browsing, VPNs, and Tor Browser.
Finally, we see two factors which are only significant for
private browsing: the model shows that older participants are less likely to use private browsing, and that
those who live with a domestic partner are more likely
to use private browsing.
The associations for age, gender, and computerrelated background are consistent with the findings of
prior work [22, 35, 100], but we are unaware of prior
work showing a positive association between living situation and use of privacy-enhancing technologies [82].
The existence of this association makes sense, since participants may want to hide their browsing activity from
their partner.

4.7 Thematic Analysis of Misconceptions
We asked participants to explain their responses to
our assessment scenarios, and we performed a thematic
analysis of these explanations to identify misconceptionrelated themes (§ 3.2). Some themes were associated
with particular scenarios (§ 4.7.2) or tools (§ 4.7.3), but
others were common across scenarios and tools (§ 4.7.1).
Note that we collected 500 free-text responses per tool,
and an average of 208 responses per scenario. Based on
the misconceptions we discovered, we offer recommendations for the design of nudging interventions (§ 6.1)
and privacy tools (§ 6.2).
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4.7.1 General Themes
Partial Knowledge, but Incorrect Responses
We collected 501 explanations of participants’ incorrect
responses. Participants cited true aspects of tool functionality in 184 of these explanations. For example, P330
indicated that VPNs would be “Very effective” at preventing advertisers from seeing the websites they visit
because “VPNs mask one’s IP address...” and P215 indicated that private browsing would be “Very effective” at
preventing their employer from seeing browsing done on
their employer’s WiFi because “Private browsing does
not keep your history...”. We observed similar responses
across all tools and scenarios. These responses show that
participants know something about the tools, but their
knowledge does not prevent them from reaching incorrect conclusions about the protections offered by the
tools. This may be due to incomplete mental models
about the tools and scenarios.

Resignation
Another theme prevalent across tools and scenarios was
that of resignation. Participants frequently wrote that
nothing could be done to protect against an entity, or
that the entity’s resources were overwhelmingly powerful. We identified this theme 154 times overall, and
92 times in the government and law enforcement observation scenarios. For example, P383 wrote that Tor
Browser would be “Not at all effective” at preventing observation by the government because “If the government
wants to see what you are doing, they will see it no matter what.” Similarly, P499 wrote that VPNs would be
“Not at all effective” at preventing observation by their
ISP because “I believe my internet provider can already
see everything I do no matter what.” Privacy resignation
has been observed in diverse contexts [18, 53, 56, 99],
but it is especially striking to see it when effective tools
are available, as they are in all but one of our scenarios.

Overconfidence
A final theme prevalent across tools and scenarios was
that of overconfidence in tools’ protections. We identified this theme when participants wrote that tools provided total protection or anonymity even though they
do not. We observed this theme 69 times overall, across
all tools and all scenarios except for observation by
friends or family. For example, P312 wrote that antivirus software would be “Very effective” at preventing hackers from gaining access to their device because
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“It help prevent any form of virus which might come
and affect my data.” Also, P128 wrote that ad blockers would be “Somewhat effective” at preventing the
websites they visit from seeing their physical location
because “Ad blockers will shield you from getting your
information harvested.” Prior work has shown that offering people control over information disclosure can increase people’s willingness to share sensitive information [10]. We worry that overconfidence in tools’ protections will likewise lead users to expose themselves to
privacy harms.

4.7.2 Scenario-Related Themes
Conflating Privacy and Security Protections
Among our two security-focused scenarios, we observed
23 instances of participants conflating the privacy protections offered by private browsing, VPNs, and Tor
Browser with security protections. In their answers, participants described trying to stay safe from hackers or
card fraud by avoiding being noticed or by keeping information hidden. For example, P34 wrote that private
browsing would be “Somewhat effective” at preventing
hackers from gaining access to their device because “It
should make your device hard to find by hackers,” and
P158 wrote that VPNs would be “Very effective” at the
same because “It is a virtual network that keeps others
from your device. Done well, hackers can’t find you.”
With respect to preventing online stores from misusing
one’s credit card information, P127 wrote that private
browsing would be “Very effective” because “[it] allows
the user to be undercover and out of reach of basic credit
card hackers at online stores,” and P168 wrote that Tor
Browser would be “Very effective” because “It would
reroute your viewing traffic so they could not see. Might
be able to mask it with a different number.” People may
conflate privacy and security because they are related
concepts, but it is important for them to understand
that privacy protections do not necessarily imply security protections. Otherwise, people might expose themselves to undue risk [1, 29].

Citing “Layers” to Justify Incorrect Responses
We observed 13 cases in which participants used language about layers of protection to justify their incorrect responses. Nine of these instances were associated
with our hacker-related scenario, and all were associated with either VPNs, Tor Browser, or antivirus software. For example, P268 wrote that Tor Browser would
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be “Very effective” at preventing hackers from gaining
access to their device “because the onion router is so
deep and layered with basic protection it can’t be used
to maliciously hack” and P408 indicated the same for
VPNs because “... VPN’s give you an extra layer of security that they’d have to hack through.” The security
concept of “defense in depth” refers to using multiple
protections in case one fails [8], and might be the origin of these references to layers of protection. However,
achieving greater protection through layering multiple
technologies requires a careful analysis of threat models;
it is possible to actually decrease one’s level of protection when using certain technologies together [90, 91].
Thus, the concept of defense in depth might be ultimately misleading for non-expert users.

Referencing Location Permissions
In our scenario about preventing websites from seeing
the physical location one is browsing from, we observed
five references to location API permissions. Participants
explained that “... usually sites ask for your location to
be accessed” (P96), “... I do not have location turned
on on any devices except certain apps ...” (P325), and
that “Location is often a setting on the site, browser,
or app that needs to be turned off. I thing the software
notifies you if it was accessed but does not prevent it”
(P33). These participants seem to assume that websites
can only determine their location if websites access it
through the location API, possibly revealing unawareness of IP-based location inference.

4.7.3 Tool-Related Themes
Finally, we discuss themes that were associated with
particular tools. We collected one free-text response
about each tool from each participant, giving us 500
responses for each tool.

Citing Tools’ Names to Justify Incorrect Responses
When answering questions about private browsing and
VPNs, a number of participants cited the tools’ names
to justify their incorrect responses.
Of the 148 participants who explained their incorrect responses about private browsing, 22 referenced the
name of the tool in their explanations. For example,
P491 answered that private browsing would be “Somewhat effective” at preventing the government from seeing the websites they visited, explaining that “the name
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‘private browsing’ would suggest so.” P389 thought private browsing would prevent websites from seeing their
location, writing that “I thought in private browsing
you’re incognito which means no one knows what your
doing or where you are.” This supports others’ findings
that the name “private browsing” can lead users to overestimate its protections [1].
We collected 138 explanations for incorrect responses about VPNs; similar to private browsing, in
16 cases participants referenced the name of the tool
in their explanations. For example, P97 indicated that
VPNs would be “Very effective” at preventing friends
or family from seeing the websites in their browser
history because “You have your own private network
that others cannot get into.” P383 answered that VPNs
would be “Somewhat effective” at preventing advertisers from seeing the websites they visit because “It is a
private network, so what you browse is private in the
outside.” Also, two participants misunderstood the abbreviation VPN, writing that VPN stands for “V=Very
P=Private N=Network” (P257) and “Virtual Processing Networks” (P490). Answers like these suggest that
the name “VPN” may be uninformative or misleading.

Tor Browser Is for the Dark Web and File Sharing
Of the 500 free-text responses about Tor Browser, we
coded 137 as containing misconceptions. Among these
responses, we identified 15 references to the dark web.
Some participants seem to believe that Tor Browser is
exclusively for use with the dark web: “I thought Tor
was just for browsing the darkweb” (P103), “... it is a
browser used for illegal activities ...” (P254), “... it is a
browser connected with the Dark Web that is hard to
use unless you know exactly how to do it or have some
type of password that allows you to use it” (P147). Perhaps these beliefs are due to media coverage associating
Tor with illegal activity [19, 38, 52].
We also identified four participants who made a connection between Tor Browser and file sharing. For example, P382 wrote that “I know nothing about TOR other
than it is Torrent” and P378 wrote that “... Tor Browser
was designed from the ground up for very high point-topoint browsing. (The more I think about it, I’m pretty
sure I’ve used this a decade or more ago to download
large music files.)”. Although these participants didn’t
explicitly point to Tor’s name as their reason for making this connection with BitTorrent, the similarity of
the words “Tor” and “torrent” suggest that Tor’s name
may explain this connection.
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If people think Tor Browser is only for illegal activities or torrent downloads, they might think it is less
relevant to them, and this might be a potential barrier
to adoption [68].

Tor Browser Should Be Used with a VPN
Three participants suggested that Tor Browser is most
effective when used with a VPN. P109, who had used
Tor Browser before, wrote “... it’s only completely ‘safe’
if you also use a VPN or have it configured to use a
proxy, since your data still goes through your ISP ...”
and P300, who hadn’t used it before, wrote “... stories of using Tor usually [recommend] that you have
a VPN or something to mask where you are coming
from.” Such claims are frequently present in content advertising VPNs [27, 45, 72]. However, experts caution
that combining Tor with a VPN can either increase or
decrease one’s privacy protections, depending on one’s
threat model [90, 91]. Those who think that Tor Browser
requires a VPN to be fully effective may perceive adopting Tor Browser to be more challenging than it is in reality. Thus, correcting this misconception may lower a
barrier to the adoption of Tor Browser.

Ad Blockers Hide Browser History
We asked 40 participants to explain whether ad blockers
would prevent those with physical access to their device
from seeing the websites in their browser history. In response, six participants indicated that because ad blockers can block personalized ads, they would be “Somewhat effective” or “Very effective.” For example, P306
wrote that ad blockers “... will stop your family members
from seeing ads that were personalized for you.” Note
that we intentionally phrased this scenario to draw participants’ attention to the “browser history” function.
Although an ad blocker may hide some signs of one’s
browsing history, it will do nothing to prevent other
users of the computer from viewing the browser history
itself, or from seeing other signs of browsing history, like
search autocomplete.

Citing Experience to Justify Incorrect Beliefs
Several participants cited their experience with ad
blockers and antivirus software when explaining incorrect beliefs they held about those tools.
Interestingly, three participants wrote that ad
blockers would be “Not at all effective” at blocking targeted ads because they still saw ads despite using an ad
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blocker. Although the efficacy of ad blockers varies [59],
we doubt that the ad blockers these participants used
were completely ineffective. Instead, perhaps a lack of
visual feedback when ads were blocked led these participants to doubt their ad blockers were working.
Three participants incorrectly indicated that antivirus software would be “Very effective” at preventing
three different scenarios because they had not yet suffered adverse consequences. For example, P72 claimed
that antivirus software would prevent law enforcement
from seeing the websites they visited “Because I have
never had any indication that law enforcement has been
on my computer in 20 years of computer use with the
antivirus system I have used.” Similarly, P481 explained
that antivirus software would prevent websites from
misusing their card information because “This software
had been set up for awhile. Looks like nothing goes
wrong.” These participants seem to attribute their lack
of negative experiences to their use of antivirus software, when external factors are a more likely explanation (e.g., law enforcement not viewing one’s browsing
activity because one is not under investigation).

Antivirus Software Blocks Malicious Ads
We asked 54 participants to explain whether antivirus
software would prevent advertisers from showing them
targeted ads. In response, four participants wrote that
antivirus software would specifically block malicious
ads. For example, P472 wrote that “. . . some ads do
carry viruses and so I guess this software would block
them.” However, we are unaware of any antivirus software that claims to distinguish between regular ads and
malvertising; it is concerning that participants thought
that antivirus software offered this functionality, since
that may lead them to take unnecessary risks.

5 Limitations
Our study is subject to various limitations.
First, our use of the Prolific platform for recruitment means that our participants are not completely
representative of the general public. Prolific participants
differ from the general public in some obvious ways (e.g.,
all have access to the internet) and in more nuanced
ways [67, 75]. We attempted to mitigate this limitation by collecting a demographically-stratified sample
of US participants using Prolific’s “representative sample” feature, similar to the recommendation of Redmiles
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et al. [75]. However, we still expect our participants to
be more internet-savvy than the general public, so our
findings about the usage of different tools might be considered an upper-bound for the general population.
Second, since we relied on self-reported behavior,
participants’ responses may be biased [50]. We checked
for participants’ honesty by asking whether they had
heard of or used a fake tool, PrivacyDog. Only 3% of
participants said they had heard of or used PrivacyDog, which suggests that our participants’ were generally honest.
Finally, our choice of threat models for our assessment scenarios represents a possible threat to the validity of our study. We based our threat models on published research, news stories, and our own knowledge
as security experts. Notably, we based our threat models on the technologies underpinning the tools, but a
potential confounding factor is that some security and
privacy products bundle multiple technologies. For example, while NordVPN functions primarily as a VPN, it
also includes an optional feature, CyberSec [62]. NordVPN advertises that this feature performs the functions of ad blockers and antivirus software, though we
are unaware of independent evaluation of its efficacy.
Similarly, while Norton offers traditional antivirus software, they also offer Norton Secure VPN, which in addition to functioning as a VPN is also advertised as
“block[ing] unwanted tracking technologies” [66]. Norton also offers Norton Privacy Manager, which among
other features blocks ads and trackers, includes a VPN,
and includes a privacy-friendly search engine [63, 65].
Thus, participants might answer based on their familiarity with these bundled products, rather the component technologies. When counting the number of correct
answers, we choose not to count these bundled functionalities as correct (e.g., not to assume that antivirus
functions as a VPN). As we describe in the appendix
(§ A.1), our data suggest that most incorrect answers
were based on inappropriate mental models, rather than
on an awareness of these bundled products.

6 Discussion
In our survey, we asked participants about the protections offered by five different tools in twelve realistic
scenarios. The substantial number of incorrect and unsure responses across tools and scenarios (§ 4.4.3) shows
that misconceptions are widespread. In addition, our
qualitative analysis of participants’ free-text responses
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characterizes the diverse ways in which misconceptions
are expressed (§ 4.7). Our participants’ misconceptions
are cause for concern. For example, if a person mistakenly believes that a tool offers protections that it does
not provide in actuality, that person may take unnecessary risks under the belief that the tool is protecting them, and may thereby expose themselves to privacy harms (e.g., unwanted observation). Conversely, if
a person doesn’t believe in the protections that tools
can actually offer, that person may engage in unnecessary self-censorship to avoid privacy harms. However,
our data suggest that people are receptive to learning
more about how to protect their privacy (§ 4.1), showing a need for effective interventions to help them protect themselves. Informed by our results, we offer design
recommendations for nudging interventions and for the
design of privacy tools.

6.1 Recommendations for Designing
Nudging Interventions
When designing nudging interventions to encourage the
adoption of privacy tools, we suggest that designers adhere to the following recommendations.
First, we recommend that interventions focus on
helping people protect themselves from welldefined threats. One of the most common themes
we observed was participants answering incorrectly despite demonstrating partial knowledge of a tool. Perhaps
these participants’ partial knowledge made them confident enough to choose an answer, rather than selecting
“Unsure.” We worry that partial knowledge could also
lead to inadvertent risk-taking, when a person thinks a
tool provides a protection it does not. It seems unrealistic to expect people to make accurate judgments about
the protections offered by tools, as doing so would require in-depth technical knowledge. Therefore, we think
interventions should warn people not to assume that
tools provide protections from threats other than those
described in the intervention. Also, some participants
seemed to conflate privacy and security concerns, assuming they would be protected from security threats
if they browsed anonymously. Therefore, it seems especially prudent to remind people that privacy-focused
tools like Tor Browser provide no additional security
guarantees (e.g., against malware). To inform the choice
of which threats to focus on, we recommend that researchers consult our data on participants’ relative interest in protecting against different threats (Figure 3).
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Second, we recommend that interventions address
the components of protection motivation theory (PMT),
which has informed the design of other effective interventions in the computer security domain [3, 85]. Three
relevant components of PMT are perceived threat susceptibility, response efficacy, and self-efficacy. A person’s
perception of their threat susceptibility is how likely
they think they are to be affected by a given threat
(e.g., to be tracked by advertisers). A person’s perception of response efficacy is their belief that the suggested
response will protect against the threat (e.g., that using
a privacy-enhancing technology will prevent them from
being tracked by advertisers). Finally, a person’s perception of self-efficacy is their belief that they will be able to
perform the suggested response successfully (e.g., that
it will be easy for them to adopt the recommended
technology). PMT suggests that people’s motivation to
act is influenced by these components. Themes from
our participants’ qualitative responses suggest opportunities for helping people form realistic perceptions of
threat susceptibility, response efficacy, and self-efficacy.
One common theme was participants expressing
that nothing could be done to protect themselves from a
given threat (i.e., resignation [18, 53, 56, 99]), which may
be associated with a low perception of response efficacy.
For example, many of our participants suggested that
information could not be hidden from the government or
law enforcement. People may not be aware of or believe
in the privacy protections that tools can provide against
these and other entities. Thus, it might be helpful to reassure participants of the efficacy of the tool or
action being promoted, in order to bolster their
perception of response efficacy. For example, describing the complexity of law enforcement operations
against Tor users might reassure people of the protections provided by using Tor Browser [24, 69]; if gaining
access to data about Tor users were as simple as issuing
a subpoena, law enforcement would have had an easier
time shutting down sites like Silk Road [7, 26, 87].
Our participants often misattributed protections to
tools. This may correspond to a low perception of threat
susceptibility, especially when participants are already
using those tools. For example, 42% of participants
thought private browsing would prevent websites from
seeing their physical location. As another example, some
responses suggested that location could only be accessed
through the browser location API, rather than inferred
from IP address. Misconceptions like these may cause
participants to think they are already protected from
threats by their existing behavior. Therefore, we think
interventions will be more effective if they emphasize
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the lack of effectiveness of other tools and practices, in order to increase people’s perception of
threat susceptibility.
For Tor Browser in particular, we identified several
impediments to an accurate perception of self-efficacy.
First, some responses suggested that Tor Browser was
primarily for accessing the dark web, and one participant thought that users might even need “some type of
password that allows you to use it” (P147). These participants might be surprised to learn that Tor Browser
can be used like a regular browser to visit ordinary websites, and that it does not require any special credentials or advanced skills. Second, several participants incorrectly thought that Tor Browser needed to be used
with a VPN in order to be fully effective. However, it
is not necessary to use a VPN to achieve anonymity
with Tor Browser. These types of misconceptions portray Tor Browser as difficult to use, which may lead
people to think that it would be too difficult for them
to use Tor Browser successfully. People should be made
aware of the real challenges associated with using Tor
Browser (i.e., increased latency), but these misconceptions should not discourage them from trying to use it.
Thus, we recommend that interventions debunk misconceptions which may contribute to a decreased
sense of self-efficacy.

6.2 Recommendations for Designing
Privacy Tools
Our design recommendations for nudging interventions
also apply to the marketing of privacy tools. Although
it might be possible to exaggerate the effectiveness of
a tool, responsible marketing should attempt to convey
accurate perceptions by following the recommendations
we outlined above. In addition, we have several recommendations specifically for tool designers.
First, we recommend that designers choose a
name for their tool which doesn’t mislead users.
We observed name-related misconceptions for both private browsing and VPNs. Pre-testing product names
with prospective users seems promising, since it might
be difficult to predict misconceptions a priori.
Second, we recommend testing the tool with
non-experts, since misconceptions can arise while using a tool. For example, some users of ad blockers
thought the tool was not working because they still saw
some ads. In this case, displaying the number of ads
blocked might counter this misconception. Norcie et al.’s
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work with the Tor Browser Bundle shows that user testing can yield substantial improvements to usability [61].

7 Conclusions
Privacy-enhancing tools can help address some of the
public’s concerns about privacy, and public awareness
campaigns employing nudging have the potential to encourage adoption. However, misconceptions about privacy tools are common, and addressing these misconceptions is crucial if the tools are to be adopted effectively.
Misconceptions can be addressed as part of nudging interventions, and in the marketing and design of tools
themselves. To inform the design of nudges and tools, we
conducted a demographically-stratified survey to study
people’s use of and perceptions about five tools. First,
we collected descriptive data on prevalence and recency
of tool use (§ 4.2). Next, we asked participants to indicate which protections they thought the tools provided
in twelve realistic scenarios. These questions allowed
us to quantify the prevalence of misconceptions about
the tools’ protections (§ 4.4) and to understand nuances of these mistaken beliefs (§ 4.7). Especially common were participants answering questions incorrectly
despite demonstrating partial knowledge, and participants expressing either resignation or overconfidence.
We show that those who have used a tool answer more
questions about it correctly, but that those who have
used VPNs and Tor Browser also answer more questions
incorrectly, suggesting that partial knowledge may lead
some participants to make mistaken assumptions about
these tools’ protections (§ 4.5). We also identify demographics associated with use of the tools, which may
help target nudging interventions to those who would
most benefit (§ 4.6). Finally, we offer recommendations
for designing both nudges and tools themselves (§ 6).
In particular, we suggest that interventions should target well-defined threats and address obstacles to realistic perceptions of threat susceptibility, response efficacy, and self-efficacy. We suggest that tool designers
follow these same recommendations and that they test
the name of their tool to ensure it is not misleading.
They should also test their tools with non-experts to
identify emergent misconceptions. We hope our findings will lead to more widespread and effective use of
privacy- and security-enhancing technologies.
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A Appendix
A.1 Bundled Products and Incorrect
Answers
As we describe in our limitations section (§ 5), the fact
that VPNs and antivirus software are sometimes bundled with additional functionality could be a source of
participants’ “incorrect” responses. To estimate the extent of this confounding factor, we examined incorrect
answers for VPNs and antivirus software, searching for
references to these bundled functionalities.
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First, we consider VPNs, which can be bundled
with ad blocking and antivirus functionality [62]. We
inspected free-text responses from those who had answered “incorrectly” about whether VPNs would prevent advertisers from showing them targeted ads, and
whether VPNs would prevent hackers from gaining access to their device. We reasoned that these free-text
responses would be the most likely to contain explicit
references to ad blocking and antivirus capabilities, respectively, since these were the two scenarios in which
these capabilities would be most effective. In all, we inspected 42 such responses. In these responses, the dominant theme seemed to be about IP and location hiding,
rather than the VPN blocking ads or malware. For example, P204 wrote that “it still allows ads, just targeted
for the area your vpn is located” and P158 wrote that “...
hackers can’t find you.” Only one of these incorrect responses clearly described the possibility of a VPN acting
as an ad blocker, with P295 writing that “A VPN with
ad blocking protects your privacy by preventing thirdparty ad domains from installing trackers on your device when they display their ads. By blocking the trackers, the VPN prevents the ad domains from collecting
data about you.” No participants clearly described the
mechanism by which VPNs can protect from malware
(i.e., blocking known malware-distributing domains),
but four participants described protections from hackers more generally, writing that “VPNs would not allow
other programs into your computer system...” (P184),
“VPN’s give you an extra layer of security” (P408), and
that “... The connection ... blocks unwanted intrusions”
(P198). Thus, it seems likely that inappropriate mental models were in fact responsible for most of these
“incorrect” answers, rather than participants correctly
considering the ways in which optional VPN features
can block ads or malware.
Next, we consider antivirus software, which can be
bundled with VPNs [66]. We inspected free-text responses from those who had answered incorrectly about
the three scenarios in which VPNs are very effective:
preventing your employer from seeing the websites you
visit, preventing your ISP from seeing the websites you
visit, and preventing websites from seeing your physical location. We reasoned that these free-text responses
would be the most likely to contain explicit references to
VPN capabilities. In all, we inspected 21 such responses.
In these responses, the dominant theme seemed to be
about virus prevention, rather than antivirus acting as
a VPN. A representative answer from P99 reads: “Malicious software would give away my location directly to a
hacker or website. Antivirus software eliminates track-
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ing malware.” Only one of these 21 incorrect responses
clearly alluded to the possibility of antivirus acting as
a VPN, with P201 writing “... my free AVG does not
block my location but offers to do that for additional
cost per year.” P59 gave a more opaque response that
hints at an awareness of additional features, but does
not go into detail, writing that “Good Antivirus software has many features built-in and I think it is quite
effective.” Thus, we think it is likely that inappropriate mental models were in fact responsible for most of
these “incorrect” answers, rather than participants considering the possibility of antivirus acting as a VPN.
We do wonder whether the availability of these optional
features might lead consumers to assume that basic antivirus itself can provide these protections.

What do you think is the likelihood of others observing your web browsing activity?
(Very unlikely, Somewhat unlikely, Somewhat likely,
Very likely)

A.2 Survey Instrument

How interested or uninterested would you be in
learning to use privacy tools to prevent others from
observing your web browsing activity?
(Not at all interested, Slightly interested, Moderately
interested, Very interested)

All participants are asked to answer the screening questions below.
Based on your answers to the screening questions, we
will determine your eligibility for our survey. If you
are eligible, the survey will take about 15 minutes to
complete.
In what country do you currently reside?
(The United States, Other country)
Do you speak English?
(Yes, No)
What is your age in years? ___
Based on your answers to our screening questions, we
have determined that you are eligible for our survey.
Please review the details below:
[Consent Form]
Have you read and understood the information above?
(Yes, No)
Do you want to participate in this research and continue
with the survey?
(Yes, No)
Researchers at OMITTED are conducting a study to
understand people’s use of web browsing-related tools.
Please answer honestly and take the time to read
the information in this survey carefully.

How concerned or unconcerned would you be if
others observed your web browsing activity?
(Not at all concerned, Slightly concerned, Moderately
concerned, Very concerned)
Rate your level of disagreement or agreement with
the following statement:
“I think I know how to use privacy tools to prevent
others from observing my web browsing activity.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)

How easy or difficult do you think it would be for you
to use privacy tools to prevent others from observing
your web browsing activity?
(Very difficult, Somewhat difficult, Somewhat easy,
Very easy)
Rate your level of disagreement or agreement with
the following statement:
“If I were to start using privacy tools, in general I would
prevent others from observing my web browsing activity.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
The following set of questions are about web browsingrelated tools:
[The real tools are displayed in a random order, with
the fake tool last (i.e., PrivacyDog)]
– Private browsing
– VPNs
– Tor Browser
– DuckDuckGo
– Ad blockers
– Antivirus software
– PrivacyDog
If you’ve never heard of some or all of these tools, that’s
okay! Please simply answer the questions to the best
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of your ability, without searching for the answers online.
[The following block of questions is displayed once
for each real tool. We used an abbreviated block of
questions for PrivacyDog. The blocks were shown in a
random order. For brevity, we show only the blocks for
private browsing and PrivacyDog.]
Private Browsing
Note that "private browsing" is referred to as "Incognito" in Google Chrome and "InPrivate" in Microsoft
Edge.
[This kind of explanatory text was only included for
private browsing.]
Have you heard of private browsing before?
(Yes, No, Unsure)
[If Yes, has heard of]
Have you used private browsing before?
(Yes, No, Unsure)
[If Yes, has used]
When did you most recently use private browsing?
(Today, In the past week, In the past month, In the
past year, More than a year ago)
Do you know anyone else who has used private
browsing?
(Yes, No, Unsure)
[If No, has not used]
Have you tried to use private browsing?
(Yes, No, Unsure)
Rate your level of disagreement or agreement with
the following statement:
“I think I know how to use private browsing.”
(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
How easy or difficult do you think it would be for
you to use private browsing?
(Very difficult, Somewhat difficult, Somewhat easy,
Very easy)
Rate your level of disagreement or agreement with
the following statement:
“If I were to start using private browsing, in general I
would prevent others from observing my web browsing
activity.”
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(Strongly disagree, Somewhat disagree, Somewhat
agree, Strongly agree)
When, if ever, do you think you will next use private browsing?
(Today, Sometime in the next week, Sometime in the
next month, Sometime in the next year, More than a
year from now, Never, I don’t know)
PrivacyDog
Have you heard of PrivacyDog before?
(Yes, No, Unsure)
[If Yes, has heard of]
Have you used PrivacyDog before?
(Yes, No, Unsure)
Which tool did we ask you about in the most recent set
of questions?
[The real tools are displayed in a random order, with
the fake tool last (i.e., PrivacyDog)]
– Private browsing
– VPNs
– Tor Browser
– DuckDuckGo
– Ad blockers
– Antivirus software
– PrivacyDog
[The following block of questions is displayed six times,
each time populated with a different randomly selected
scenario, drawn from a pool of twelve possible scenarios.]
When you browse the web, how effective are the tools
below at preventing hackers from gaining access
to your device?
[Answers options are shown in a response matrix, where
each row is labeled with a tool, and the columns are
labeled with the answers options: Unsure, Not at all
effective, Somewhat effective, Very effective]
[For each block, we ask the following follow-up questions
for a single randomly selected tool. The tools are selected without replacement, so the follow-up questions
are only asked one time for each tool.]
[If Unsure]
In a few sentences, please explain why you indicated
that you were unsure whether Private browsing
would be effective at preventing hackers from
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gaining access to your device. ___
[If not Unsure]
In a few sentences, please explain why you indicated that Private browsing would be [SELECTED_EFFECTIVENESS] at preventing
hackers from gaining access to your device.
___
How interested or uninterested would you be in preventing hackers from gaining access to your
device?
(Not at all interested, Slightly interested, Moderately
interested, Very interested)
Please answer the following questions about your use of
devices in the past week.
In the past week, which of the following types of devices
did you use at least once?
(Smartphone, Tablet, Laptop computer, Desktop computer)
In the past week, which of the following types of devices, if any, did you share with other people?
(Smartphone, Tablet, Laptop computer, Desktop computer)
In the past week, how often did you use a web browser
on each of the following devices?
[Answer options are shown in a response matrix. Rows
are labeled with device types: Smartphone, Tablet,
Laptop computer, Desktop computer, Other device(s).
Columns are labeled with the answer options: Every
day, On multiple days, On one day, Never.]
[If Never is not selected for Other device(s)]
Please briefly describe the other device(s) you used to
browse the web, and how often you used them to browse
the web.
___
What gender do you identify with?
(Male, Female, Non-binary, Other: ___, Prefer not to
answer)
What best describes your employment status?
(Working, paid employee; Working, self employed; Student; Not employed; Retired; Prefer not to answer)
Have you ever worked in or studied in a computer-
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related field? (Computer Science, IT support, etc.)
(Yes, No)
What is the highest level of school you have completed
or degree you have earned?
(Less than high school, High school or equivalent, College or associate degree, Master’s degree, Doctoral degree, Professional degree, Other: ___, Prefer not to
answer)
Please estimate what your total household income will
be for this year:
(Less than $10,000; $10,000 - $19,999; $20,000 - $39,999;
$40,000 - $59,999; $60,000 - $79,999; $80,000 - $99,999;
$100,000 or more; Prefer not to answer)
Please indicate which other people, if any, live in your
household.
(Domestic partner, e.g., spouse, boyfriend/girlfriend,
etc.; Children; Parents; Other family; Unrelated roommates; I live alone; Other: ___, Prefer not to answer)
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Fig. 7. Responses consistent with our threat model are indicated with a star. Tools are sorted by the percent of correct responses.
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Demographic Factor

Age

Gender

Ethnicity

Employment

Education

Worked or studied in a
computer-related field

Living situation

Household income

18-27
28-37
38-47
48-57
58+
Female
Male
Other
White
Black
Asian
Mixed
Other
Working (paid employee)
Working (self employed)
Student
Not employed
Retired
Prefer not to answer
High school or less
College or associate
Graduate degree
Professional degree
Other
Prefer not to answer
Yes
No
Domestic partner
Children
Parents
Other family
Unrelated roommates
I live alone
Other
Prefer not to answer
Less than $10,000
$10,000 - $19,999
$20,000 - $39,999
$40,000 - $59,999
$60,000 - $79,999
$80,000 - $99,999
$100,000 or more
Prefer not to answer

Survey
16.8%
18.6%
16.2%
17.2%
31.2%
50.6%
48.4%
1%
72.4%
12.8%
7.4%
3.8%
3.6%
45.0%
17.4%
6.8%
15.0%
15.0%
0.8%
24.0%
52.4%
18.0%
3.2%
2.2%
0.2%
28.4%
71.6%
50.6%
30.8%
16.4%
12.2%
4.8%
21.6%
0.8%
0.8%
4.6%
8.0%
23.2%
16.4%
13.8%
10.4%
21.0%
2.6%
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Census
17.4%
17.6%
16.1%
16.9%
32.1%
51.6%
48.4%
78.0%
12.6%
6.2%
1.8%
1.4%

Table 4. Our participants’ demographics (n = 500). For ethnicity, we report data received from the Prolific platform about our participants, since we did not ask about ethnicity in our survey instrument. We collected data about the other demographic factors using our
own survey instrument. We requested a demographically representative sample, so Prolific stratified across age, sex, and ethnicity, in
an attempt to match proportions from the US Census Bureau [70]. We include data from the US Census Bureau for comparison [13].
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First Pass Code

Description

MISCONCEPTION

Describes an incorrect belief about the tool/scenario (e.g., “private browsing hides
your location”). We classify thinking that an entity can see things no matter what
you/others do as a misconception. We classify wondering if a tool is fake as a misconception. We classify referencing related products (e.g., DDG browser instead of
search, VPNs acting as ad blockers, and antivirus acting as a VPN) as misconceptions.
No incorrect belief about the tool/scenario is described
A low-quality answer. Incomprehensible, clearly about the wrong tool/scenario, etc.

NO_MISCONCEPTION
POOR
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Number
of Occurrences
796

1678
26

Table 5. We used a multi-step coding process to make our analysis more efficient. We applied these first pass codes to all free-text
responses (n=2500), before applying the second pass codes shown in Table 6 to only those responses which contained any kind of
misconception (n=796).

Second Pass Code

DANGEROUS_ADS
DARK_WEB
EXPERIENCE
EXTRAS

Description

The tool tries to stop dangerous ads in particular
Mentioning the dark web
Citing one’s own experiences as evidence
Writing that the tool offers optional extra features (simply mentioning a feature that
isn’t normally in the tool doesn’t count)
HIDING
Trying to stay secure by avoiding being noticed, or by keeping information hidden (not
as much about privacy as security, so not applicable every time hiding is mentioned)
LAYERS
Having more layers of protection keeps you secure/private
NAME
Referencing the name of the tool as justification for a belief (e.g., “private”, “incognito”)
NOTHING
Nothing can be done to provide protection (e.g., “nothing can stop advertisers from
seeing everything you do”), the resources of the entity are too great to overcome,
etc.
OTHER_AD_BLOCKER
Mentions of this tool when it was not the tool the participant was asked about
OTHER_ANTIVIRUS
Mentions of this tool when it was not the tool the participant was asked about
OTHER_BRAVE
Mentions of this tool when it was not the tool the participant was asked about
OTHER_BROWSER
Mentions of this tool when it was not the tool the participant was asked about
OTHER_DISK_ENCRYPTION
Mentions of this tool when it was not the tool the participant was asked about
OTHER_DUCKDUCKGO
Mentions of this tool when it was not the tool the participant was asked about
OTHER_FIREWALL
Mentions of this tool when it was not the tool the participant was asked about
OTHER_PRIVATE_BROWSING Mentions of this tool when it was not the tool the participant was asked about
OTHER_TORRENT
Mentions of this tool when it was not the tool the participant was asked about
OTHER_VPN
Mentions of this tool when it was not the tool the participant was asked about
PERMISSIONS
Referencing permissions (e.g., the location permission)
SEARCH_ADS
Mentioning ads in search results
SHOULDER_SURFING
Mentioning or implying a shoulder surfing threat model (e.g., someone watching you
use your device, or someone else using your device and seeing information without
seeking it out)
TOTAL
Writing that the tool provides total protection, hides things from everyone, provides
total anonymity, etc.
TRUE
Accurately describing a true function of the tool (e.g., not retaining cookies). Excessively vague responses aren’t counted. Some edge cases: For private browsing: We
don’t count “blocking” cookies. For ad blockers: We don’t count blocking cookies
generally, but we do count blocking advertisers’ cookies and blocking tracking (e.g.,
Google Analytics, other ad networks, etc.). For VPNs: We don’t count generic “giving privacy” or “masking info”. We do count extra features of VPNs: review these
marketing materials [21, 62]. For Tor Browser: We don’t count vague references to
the “dark web”. We count writing that Tor provides anonymity and encrypts traffic. For Antivirus software: We don’t count generic “staying safe”. Since antivirus
software can be bundled with extra features, review some examples of marketing
materials [43, 63, 64, 66]: we count these extra features as true functions.

Number
of Occurrences
4
15
35
13
24
13
49
154

4
4
1
11
1
1
1
7
4
17
6
6
7

69
262

Table 6. Our final set of thematic codes, and their frequencies of occurrence. We only applied these thematic codes to responses we
identified as containing any form of misconception (n=796), since we only wanted to analyze misconceptions in greater detail.

