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Abstract

As global online censorship intensifies, developing new evasion
systems is essential for improving access to uncensored content in
highly censored regions. In addition to creating effective censorship
evasion systems, the Bridge Distribution Problem also requires the
development of systems that allow users to access the necessary
information to connect to censorship evasion proxies, such as IP
addresses, without censors blocking the communication channels.
This extended abstract introduces a novel system that addresses
both challenges by using TURN servers as relays to transmit user
traffic to censorship evasion proxies or by allowing users to acquire
the necessary information to connect to a censorship evasion proxy
from brokers where proxy information is available. It also includes
a hypothesis on how using TURN servers might help address these
challenges.
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1 Introduction & Background
Online censorship has significantly increased in recent years. Ac-
cording to Access Now, 2023 witnessed 283 internet shutdowns
across 39 countries—a 29% rise compared to 2022 [22]. This growing
trend is further exemplified by the large-scale implementation of
censorship systems in various nations [2, 14, 16, 19], with China’s
Great Firewall (GFW) being the most prominent example [11, 15].
Various techniques have been developed to help users circum-
vent restrictions in censored regions. These methods range from
standard proxies and VPNs, which are often easier to detect and
block, to more advanced obfuscation techniques like traffic encap-
sulation [3, 5, 25] or fully encrypted protocols [4, 23]. However,
different facets of the censorship evasion problem exist. On one
hand, it is crucial to develop systems that can bypass censorship
while remaining undetected. On the other, it is equally important
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to devise methods for distributing the necessary information, such
as IP addresses, to users so they can connect to censorship evasion
proxies. A key principle for this distribution is that the communi-
cation channel used must remain unblocked, even if the censor is
fully aware of its existence (i.e., by using rendezvous channels [27]).
This latter challenge represents one of the two subproblems within
the broader “Bridge Distribution Problem”, the first being how to
develop rendezvous channels, and the second being how to ensure
that the proxies do not fall into the hands of malicious users [26].

In this extended abstract, we present a novel censorship evasion
system based on traffic encapsulation and traffic splitting, capable of
serving as both a censorship evasion tool and a rendezvous channel.
The core novelty lies in using TURN (Traversal Using Relays around
NAT) [21] servers as censorship evasion proxies. Users route their
traffic to N TURN servers (1 < N < M; M > 1), which relay the
traffic to an aggregator server. This aggregator server reassembles
the traffic and forwards it to the intended destination. Although
traffic splitting is optional, we hypothesize that it could enhance
the effectiveness of censorship evasion (see Section 3).

The rationale for using TURN servers is threefold. First, TURN
is a protocol that allows a host behind a NAT, referred to as the
“TURN Client”, to request that another host, the “TURN Server”,
act as a relay for the client’s traffic when a direct connection to its
intended destination is not possible. This makes TURN particularly
popular in WebRTC [1] and VoIP connections [6]. Estimating the
number of applications that use TURN is challenging because many
do not disclose this information, and some use closed-source code.
However, the large number of TURN service providers [6, 10, 18, 29]
suggests a high demand for these servers. Additionally, well-known
applications such as Facebook Messenger have been shown to use
TURN servers to relay media traffic during calls between users,
making the TURN protocol a potential carrier protocol for a cen-
sorship evasion system. Second, TURN servers can be used out-of-
the-box without any specific configuration by our system, allowing
access to a larger pool of servers. These servers can range from
user-deployed instances [7] to those owned by cloud providers and
TURN service providers (e.g., Cloudflare [6], Metered Video [18],
and others [10, 29]). Third, leveraging TURN servers from these
providers may help address the previously described subproblem
of the Bridge Distribution Problem by using them as rendezvous
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channels. We hypothesize that these servers are less likely to be
blocked in heavily censored regions due to their importance, en-
abling us to use them as relays to obtain information for clients
seeking to connect to censorship evasion systems [26, 27]. We will
elaborate on this further in Section 3.

The remainder of this extended abstract is organized as follows:
In Section 2, we explore our planned system design, and in Section 3,
we outline our hypothesis regarding how the system might help
circumvent censorship and potentially provide a solution to the
first subproblem of the Bridge Distribution Problem.

2 System Design

Our proposed system design is straightforward: we aim to enable a
client application to route traffic through a TURN server, with an
added capability for traffic splitting across multiple TURN servers.
This system will be implemented and tested in two configurations:
as a pluggable transport and as a standalone solution. Both config-
urations rely on three core components: the client-side software,
the TURN proxy, and the bridge. Here, we use the term “bridge”
to refer to both the Tor pluggable transport bridge and the server-
side aggregator software in the standalone version. The client-side
software differs slightly between the pluggable transport and stan-
dalone versions. In the pluggable transport design, the client-side
software only accepts incoming connections from the Tor daemon.
Conversely, the standalone version operates as a TCP server that
allows regular applications to connect, though only SOCKS5 con-
nections are permitted. The client-side software connects to one
or more TURN proxies, enabling traffic splitting. These proxies
then forward the traffic to a single bridge, where the split traffic
is reassembled. Finally, the bridge directs the traffic either to the
Tor network (in the pluggable transport version) or to the destina-
tion specified by the SOCKS5 connection’s target address (in the
standalone version).

For data transmission between the client-side software and the
bridge, we adopt the turbo tunnel architecture [12], which provides
areliability layer and allows traffic to be split across multiple TURN
proxies and reassembled at the bridge, provided that the bridge re-
mains the same for that specific traffic stream. We plan to offer three
options for data encapsulation within TURN messages: direct trans-
mission of application data, encapsulation within DTLS datagrams
via WebRTC data channels, and encapsulation within video frames
in WebRTC media streams. The second and third options mimic
the encapsulation strategies of known WebRTC-based censorship
evasion systems [5, 25]. Additionally, we plan to test the system
using various types of underlying transport protocols between the
TURN client and the TURN server. Currently, the TURN protocol
allows connections between the TURN client and the TURN server
to be established using UDP, TCP, TLS-over-TCP, or DTLS-over-
UDP [20, 21]. Finally, since the TURN server can inspect the content
of the messages, we need to establish a symmetric key between the
client and the bridge when WebRTC encapsulation is not used.

3 Hypothesis
3.1 Threat Model

We consider a censor capable of passively observing and classifying
network traces, specifically between the client-side software and
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the TURN proxy. Our focus is passive attacks targeting the traffic
exchanged between the client-side software and the TURN proxy,
where the censor attempts to fingerprint our system to block it (i.e.,
Deep Packet Inspection (DPI) [24]). Additionally, we assume that
the censor actively searches for censorship evasion system proxies
and attempts to block them through any form of enumeration
attacks [8, 9, 13]. This threat model aligns with descriptions of
real-world censors and the attacks they carry out on deployed
censorship evasion systems.

3.2 Bridge Distribution Problem

The motivation for using our system to address the first subproblem
of the Bridge Distribution Problem stems from the availability of ge-
ographically distributed TURN servers that numerous TURN server
providers provide for developers [6, 10, 18, 29]. While estimating
the exact number of applications using TURN without empirical
testing is challenging—a study we plan to conduct—the substantial
number of TURN providers indicates an active demand for these
services. Furthermore, TURN servers are essential for WebRTC
applications to establish peer connections when direct peer-to-peer
connections are blocked by NAT or firewall restrictions. We argue
that WebRTC is a critical protocol stack for many heavily censored
regions, as Snowflake, a WebRTC-based censorship evasion system,
has remained unblocked in these areas. Consequently, to support
such WebRTC applications, TURN servers must remain accessible
to accommodate all potential users, which increases the likelihood
that some TURN service providers will remain unblocked in these
regions. Our approach, therefore, is to leverage these TURN server
providers to acquire TURN servers and use them as relays, enabling
users to access the necessary information to connect to a censorship
evasion system through them.

3.3 Censorship Evasion

For censorship evasion, our goal is to understand the fingerprint
of our system in comparison to other applications that use TURN
servers. This knowledge will help us develop a system that blends
with regular TURN server usage. We also aim to assess the preva-
lence of TURN usage in WebRTC-based applications, as well as
the types of data these applications typically transmit over TURN
servers. To achieve this, we will survey applications to identify
those that use TURN servers, beginning with WebRTC-based appli-
cations and potentially expanding to other types. We hypothesize
that traffic splitting and the proxy ephemerality nature of the sys-
tem could mitigate active probing and IP blocking of proxies [17, 28]
because (1) even if some proxies are blocked, the system continues
functioning as long as the user uses multiple proxies, and (2) it
allows the system to migrate to new proxies on the fly if existing
ones are blocked. Active probing might also be countered, as our
TURN servers are no different from regular TURN servers, which
will produce the same responses to identical probing requests. Traf-
fic splitting may also obscure specific characteristics that could
otherwise be used to fingerprint the system. However, it may also
introduce distinct fingerprints of its own, which we plan to evaluate.
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