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Abstract
Censorship-resistant systems and privacy-preserving communica-
tion tools are increasingly vulnerable to detection by adversaries
using deep packet inspection (DPI) and traffic analysis. While en-
cryption ensures the confidentiality of packet payloads, metadata,
such as packet sizes, burst patterns, and timing characteristics, re-
main exposed and can be exploited to fingerprint and block these
tools or deanonymize their endpoints. Both historical evidence of
real-world censorship techniques and research-based approaches
have demonstrated the vulnerability of these systems to attacks
that exploit packet metadata. However, in many of these examples,
we observe that typically, the initial seconds of communication be-
tween the user and the system’s proxy are sufficient to carry out the
attacks. In this work, we present the design of a modular framework
for shaping the initial seconds of a user-proxy connection aimed at
mitigating the above-described vulnerabilities with minimal perfor-
mance overhead. Central to our framework are two components: a
scheduler, which intercepts and shapes packets exchanged between
the user and the system’s proxy, and a shaper policy, which defines
how the scheduler shapes the exchanged traffic. We plan to base
our shaping policies on two main approaches: (1) predefined or
user-configurable schedules and (2) traffic patterns generated by
a generative adversarial network (GAN) designed to mimic realis-
tic behavior. By targeting the initial communication phase, where
many classifiers extract highly discriminative features, we hypoth-
esize that we can provide robust protection against DPI and traffic
analysis attacks that threaten real-world systems designed to evade
censorship or provide user privacy.
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1 Introduction & Background
As online censorship and surveillance become increasingly so-
phisticated and pervasive [6], censorship evasion systems and
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privacy-preserving communication tools must evolve to counter
adversaries relying on DPI and traffic analysis to fingerprint and
block them and/or deanonymize the connection endpoints. Some
of these attacks, particularly DPI, have been used in real-world sce-
narios against censorship evasion systems [2]. In contrast, others,
such as traffic correlation and website fingerprinting, have mainly
been speculated to be feasible for deployment in real-world scenar-
ios [3, 10]. Regardless of their real-world application, both pose a
threat because, even when payloads are encrypted and protocols
are obfuscated, side-channel metadata, such as packet sizes, inter-
arrival times, and burst patterns, can still reveal the nature of a
connection [12, 13].

However, many of these real-world attacks have specifically
targeted the initial moments of a connection, where traffic features
are highly distinctive and information-dense [12, 14]. Additionally,
research has also emphasized the significance of early-connection
traffic, with recent studies on website fingerprinting demonstrating
that classifiers trained solely on the first few seconds of traffic can
achieve high accuracy [9, 11].

This work presents the design of a modular and extensible frame-
work for early-session traffic shaping, designed to be adopted by
censorship evasion systems, similar to how current systems lever-
age uTLS [5]. Our framework supports two types of shaping poli-
cies: (1) predefined or user-defined (rule-based) schedules and (2)
GAN-generated (model-based) traffic patterns to mimic realistic
behavior. These approaches will enable developers to simulate real-
istic patterns that resemble legitimate browsing behavior or other
rule-based shaping methodologies with minimal bandwidth and la-
tency overhead. We hypothesize that by enforcing these scheduling
strategies only on the early traffic of the connection, while leaving
the rest of the connection unchanged, we maintain the system’s
performance as close as possible to that of the system without our
framework. At the same time, making the system resistant to at-
tacks that rely on the initial seconds of the connection to either
fingerprint or deanonymize the user or the content being accessed.

The remainder of this extended abstract is organized as follows:
In Section 2, we discuss our planned system design, and in Section 3,
we present our hypotheses on how the system may help mitigate
traffic analysis and fingerprinting attacks.
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2 System Design
We present the design of a modular, developer-oriented traffic-
shaping framework designed to strengthen censorship circumven-
tion and privacy-preserving communication tools against early-
traffic fingerprinting and traffic analysis attacks. The system targets
a key vulnerability in such systems: the highly fingerprintable ini-
tial seconds of a connection. By shaping traffic during this window,
we hypothesize that it can resist the attacks introduced in Section 1
while incurring minimal overhead.

2.1 Architecture Overview
The system operates as a transparent shim between the Application
and the Network stack. At its core is the Traffic Shaper, a component
that enforces a configurable transmission schedule over packet
size, timing, and burst patterns. The shaping logic is transport-
agnostic, occurring after the handshake of the underlying protocol
(e.g., TCP’s 3-way handshake), and can be applied across various
protocols, including TCP, UDP, QUIC, and TLS.

Traffic
Shaper

(Timing & Size)

NetworkApplication

Predefined
Schedulers

GAN-
Generated
Schedules

Unshaped Packets

Shaped Packets

Figure 1: System architecture: the Traffic Shaper enforces
a configurable schedule between the Application and the
Network layer. Only one endpoint of the connection is shown.

As illustrated in Figure 1, traffic is first intercepted and buffered,
then segmented, and finally released based on the shaping schedule
that specifies both packet size and inter-arrival timing. This pro-
cessing pipeline can be applied independently to either one side of
the connection or both sides (i.e., the proxy and the client).

2.2 Shaping Schedules
We plan to generate shaping strategies for the framework using
two approaches:
• Predefined or User-defined Schedules: A set of hand-crafted
shaping strategies [1], enabling developers to stress-test shaping
logic and quickly prototype defenses. These schedules mimic
common traffic patterns, including constant-rate transmissions,
server-driven activity with variable pacing, and multi-process
background behavior, such as periodic pings.

• GAN-Generated Schedules: We also plan to leverage a genera-
tive adversarial network (GAN) trained on traffic traces (e.g., the
Tranco Top 1000 sites [8]) to synthesize realistic, web-like traffic
flows. The model will be trained on short session windows (e.g.,
the first 10 seconds of traffic), learning the distributions and tem-
poral correlations of features, namely packet sizes, inter-arrival
times, and burst patterns, to generate realistic and nuanced traffic
schedules. While prior work, such as GANDaLF [7], uses GANs

to enhance traffic analysis attacks, our approach leverages simi-
lar architectures to synthesize realistic traffic patterns from web
access behavior for traffic scheduling policies. The model outputs
timestamped sequences with specified packet sizes and inter-
arrival timings, (packet size, inter-arrival time) tuples. The Traffic
Shaper consumes these synthetic schedules in real-time, enabling
the creation of simulated traffic patterns without requiring de-
velopers to manually design shaping strategies.

2.3 Deployment and Integration
We plan to implement the framework in Go to achieve high per-
formance and enable cross-platform deployment, which makes it
particularly suited for integration into systems like pluggable trans-
ports used by Tor bridges, lightweight VPNs (e.g., WireGuard [4]),
or other censorship-resistant systems that lack built-in traffic obfus-
cation. The framework is designed to be lightweight and minimize
the required code changes for adoption. It introduces only tran-
sient overhead, as shaping is confined to the early session window
(e.g., the first 𝑁 seconds, with 𝑁 being a user-defined parameter).
Although designed for early traffic shaping, 𝑁 can be adjusted to
extend shaping for longer periods or the entire session, depending
on anticipated censor capabilities. Once the shaping phase is com-
plete, normal traffic flow resumes, preserving the system’s typical
throughput and latency for the remainder of the connection.

3 Research Questions
We propose the following research questions concerning the effec-
tiveness of early-session traffic shaping in mitigating traffic analysis
and fingerprinting attacks:

RQ1: Does early-session traffic shaping mitigate existing
fingerprints or introduce new identifiable patterns?We hy-
pothesize that shaping traffic during the first few seconds of a
connection will significantly reduce the effectiveness of traffic anal-
ysis tools in identifying and fingerprinting traffic. This early phase
often provides sufficient information for classification, making it a
prime target for fingerprinting. Early-session traffic has been ex-
tensively studied in academic literature and observed in real-world
attacks [3]. To evaluate this, we will: (1) test the resistance against
real-world censorship techniques [14], and its robustness against
emerging deanonymization attacks, such as website fingerprinting
and traffic correlation; and (2) assess whether the generated traffic
is distinguishable from regular traffic, including analysis of any
fingerprints potentially introduced by GAN-generated patterns.

RQ2: Will early-traffic shaping impact the systems perfor-
mance? We anticipate that confining traffic shaping to the first 𝑁
seconds of a connection (e.g., 𝑁 = 10) will introduce only minimal
overhead, resulting in negligible long-term impact on throughput
and latency. This approach aims to preserve the performance char-
acteristics of the underlying censorship evasion system for the
remainder of the session. To evaluate this, we will measure key
network performance metrics, including throughput and latency.
We will compare these metrics against baseline unshaped traffic
under varying network conditions and workloads to quantify any
added overhead or degradation.
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