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ABSTRACT

We address the question of realizing privacy preserving analysis
of user data. The abstract scenario considered is that an analyst
aims to evaluate a function f on some user data X. To achieve com-
prehensive privacy, it is necessary to protect the input X directly.
However, it is known that f(X) may leak too much information
about X as well. A common approach to mitigate such risks is to
make the computation differential private. In practice, this is often
accomplished by replacing f by a noisy variant f™.

We investigate the use of multi-input functional encryption
(MIFE) for achieving input- and output-privacy in one crypto-
graphic mechanism. In a MIFE scheme, a setup authority can gen-
erate restricted decryption keys which enable to learn specific
functions of encrypted messages, without revealing any additional
information. To achieve differential privacy in this process, we
introduce as a new cryptographic primitive: noisy multi-input func-
tional encryption (NMIFE). It extends the concept of MIFE such
that the decryption key may also encode a noisy function where
the noise value is secret.

While the change from MIFE to NMIFE is rather straightforward,
the challenge is to come up with precise and workable definitions of
correctness and security definition that we propose and explain in
this work. Here, the security definition is tailored to the use case of
differential privacy. As it is a special case of the established notion
of full-hiding security, we present a generic transformation that
allows to turn any full-hiding MIFE scheme into a secure NMIFE
scheme that has practically the same performance as the initial
MIFE scheme.

Moreover, we make use of the fact that the proposed security
definition is less restrictive and present a new concrete NMIFE
scheme for evaluating the inner product. It is dubbed DiffPIPE (short
for DIFFerentially Private Inner Product Evaluation). DiffPIPE is
not the result from the transformation and outperforms all from
existing full-hiding MIFE schemes constructed NMIFE schemes. In
experiments, we demonstrate its applicability for realizing privacy
preserving counting queries on data sets.
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1 INTRODUCTION

For numerous applications, the analysis of massive data sets leads to
valuable improvement in various parts of research, for example in
medicine. A typical scenario can be generalized as follows: An ana-
lyst is interested in evaluating a function f on data X = (x1,. .., xp).
For this purpose, there is a computation process II that receives as
inputs x; from different users i and a function f from the analyst
and returns [*(X) to the latter (see Figure 1).

A major challenge is to realize the trade-off between correctness
and privacy. On the one hand, it is in the interest of the analyst
that f* = f or at least as close as possible. On the other hand,
this process should not compromise the privacy of the users. This
is motivated by various use cases such as the census data survey
or patients that want to participate in medical research, without
revealing too much sensitive information.

Modern cryptography features several mechanisms for poten-
tially resolving this conflict partially. These can roughly be divided
into two categories: based on multi-party computation and based
on encryption. Note that these mechanisms only protect the inputs
to the process II, i.e., X in our case. However, it is well known that
also the output of this process, namely f*(X), may leak information
about X as well. To mitigate this risk, a common practical solution
is to make the computation differential private. A popular approach
for realizing differential privacy (DP) is to replace the deterministic
numeric function f by a noisy counterpart, i.e., f* = f +v for some
noise value v. This paper focuses on the question how a mechanism
for input privacy can be combined with DP.

A straightforward solution would be the use of multi party com-
putation (MPC). However, as we elaborate in Section 3, some prop-
erties of this approach such as the synchronous interaction between
several computing parties, can be problematic in some cases. In
such cases, non-interactive solutions based on processing encrypted
data can be beneficial.

While literature discusses several approaches based on homo-
morphic encryption (HE), the use of functional encryption (FE)
has not been investigated so far. As opposed to the case of HE, FE
has the advantage that the computation of f* does not need to be
outsourced to another party that is independent of the analyst. For
this and further reasons that we explain in Section 3, we introduce
the concept of differential private computation on encrypted data
using FE. More precisely, our contributions are as follows:

e We introduce and formalize the notion of noisy multi-input
functional encryption (NMIFE). This includes a tailored se-
curity definition that adopts the concepts of message- and
function-hiding and restricts these accordingly for the DP
scenario as follows:

— The analyst has access to the encryption of a single set of
user data.
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Figure 1: The generic scenario with X = (x1,.
being an appropriate noisy variant of f.

..,xpn) and >f*

— The decryption keys realize noisy functions where only
the noise part is hidden.

Consequently, we refer to it as single-message-and-noise-

hiding (SMN-H).

e We describe a generic construction for a SMN-H NMIFE
from a full-hiding multi input functional encryption (MIFE)
scheme. Actually, the resulting NMIFE scheme fulfills an
even stronger security notion where multiple message chal-
lenges are possible (referred to as message-and-noise-hiding
(MN-H)).

o We build a SMN-H NMIFE scheme for linear functions, dubbed
DiffPIPE, based on a full-hiding MIFE scheme for linear func-
tions by Datta etal. [14] that allows for smaller elements.
Experiments confirm the improved efficiency and the appli-
cability of the scheme for privacy-preserving analysis with
input- and output-privacy.

We emphasize that our paper represents basic research. More
precisely, we present a new cryptographic primitive that has prop-
erties that do not yet exist. Although there are real use cases for this
(see Section 4) and although such schemes can already be realized
for linear functions, we consider research to be still in its early
stages and the efficiency and functionality of such schemes still
needs to be further increased (similar to research on functional
encryption in general).

The paper is structured as follows. Section 2 provides technical
preliminaries for the follow-up sections. In Section 3, we formulate
the considered problem statement and requirements and discuss
related work. Section 4 presents an overview, necessary definitions
and open challenges how FE can be used to address this problem.
In Section 5, we introduce the concept of noisy multi input func-
tional encryption (NMIFE) and formalize correctness and security
properties. A generic transformation from certain MIFE schemes
into a NMIFE scheme is presented in Section 6. It includes the proof
of correctness and security of the constructed NMIFE scheme. In
Section 7 we build a concrete SMN-H NMIFE scheme named Diff-
PIPE and analyze its efficiency over real medical data sets. Section 8
concludes the paper and presents open questions for future work.

2 PRELIMINARIES

2.1 Notations

Let A define the security parameter. [n] denotes the set {1,...,n}
for any n € N, where N defines the set of all positive integers
and Z the set of all integers. For any prime g € Z, the term Fy
refers to the finite field of of size q. Note that there is a natural
assignment between Fy and the set of integers modulo g. We often
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use this relation implicitly. The all zero vector in IF“ZI” is denoted

by 0™. % denotes a vector, ¥/ the jth element of the vector X. 7 - w
stands for the inner product of the vectors g, w. For a function
f:X1 XXX, > Y and some v € Y, we denote by (f + v)(X) =
f(X)+vforall X € X; X --- X Xp. For a subset A C Y, we define
f+ A = {f+v|lv € A}. For a distribution D over some set A,

D
Pr[x < A] denotes the probability that x is sampled according to

distribution D over A. For any set S, s <i S represents the process of
uniformly sampling an element s € S. We use the abbreviation PPT
to mean probabilistic polynomial time. A function negl : N — R*
is said to be negligible if for every c € N, there exists a r € N such
that for all x € N with x > 7, it holds that [negl(x)| < 1/x€.

2.2 Differential Privacy

DP is an established technique to achieve output privacy [17, 18,
29, 40]. In DP we have one party, the curator, that holds a set of
sensitive data X = (xj);c[,] and wants to make analysis on this
data possible, while limiting the disclosure of private information
of records that are in the data set. On request of a function or algo-
rithm f from the analyst, the curator performs the evaluation of
a corresponding differential private function or algorithm f* and
sends the result back to the analyst. Roughly an algorithm is differ-
ential private if an analyst seeing only the output of the algorithm
cannot distinguish if a particular record was in the data set, that
the algorithm was evaluated on, or was missing from the data set.
A simple and common way to produce differential private numeric
functions, especially in the setting of privacy-preserving analysis, is
to perturb the function output with noise sampled through special
distributions, f*(X) = f(X) + v. In general, the noise is depen-
dent on how much the function reveals about the input data and
what privacy level we want to achieve. Since the analyst can make
multiple requests on the same data set, it may learn additional in-
formation through combining the results. DP is still achieved if the
noise is carefully handled. Therefore, when designing a DP system,
normally the curator tracks a privacy budget for the analyst. The
curator allows a series of questions whose total impact is not more
than the whole privacy budget. For more technical details we refer
to Appendix A.

3 PROBLEM STATEMENT AND RELATED
WORK

The purpose of this section is to discuss benefits and possible short-
comings of existing cryptographic mechanisms! for realizing the
use case of privacy preserving computation as displayed in Figure 1
where f™ is a noisy variant of f with an appropriately chosen noise.
The requirement for input-privacy implies that parties executing
IT (and no other party) do not receive the user inputs x; directly.
Moreover, to achieve output-privacy only the analyst should see
the output f*(X) directly but should know nothing about the noise
used in f* despite its distribution.

!Note that we consider solutions based on trusted execution environments as out of
scope as it is hardly possible to analyze their security and hence require a different
trust model than plain cryptographic solutions.
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Figure 2: Differentially private multi party computation.
S(-,i) denotes the ith share.

The two most common cryptographic techniques to realize data
analysis without revealing the data are multi party computation
(MPC) and homomorphic encryption (HE).

Multi-Party Computation. In MPC [7, 21, 42, 48], a set of parties
jointly compute a function over their inputs while keeping those
inputs private from other parties. Consequently, it is nowadays
a widely used technique to securely evaluate machine learning
algorithms in the context of privacy-preserving analysis [2, 30, 45].

A typical application of MPC to realize Figure 1 is the following.
We assume a set of computing parties {P;, Py, ...} that interactively
compute IT. At the beginning, each user i secretly shares its input
data x; to the computing parties of the MPC protocol. The parties
then evaluate a predetermined function on the shared inputs over
encrypted channels. The security of the MPC protocol ensures
that the computing parties do not learn anything about the input
data. Depending on the security model, the parties need to behave
accordingly to the protocol or may be dishonest. The result is either
disclosed to all computing parties, or in our use case more suitable, is
forwarded again as shares to another party, e.g. the analyst. Only the
analyst can combine the shares to achieve the result. An overview
of this process is given in Figure 2, where S(-, i) stands for the ith
share. To combine MPC with DP, for example the computing parties
also need to add noise to the function result of f [8, 9, 19, 34, 35]. A
main advantage of MPC protocols is, that almost any function that
can be expressed as a sequence of addition and multiplications is
very efficiently computable in contrast to HE or FE. But this comes
with the cost of communication between the computing parties and
requires a communication network with strong delivery guarantees.
Moreover, the computation overhead is on the side of the computing
parties and not the analyst. Each time the analyst wishes to evaluate
a function, the computing parties that hold shares of the input data
need to participate in the computation. In addition, it is necessary
to trust that a certain fraction of computing parties is honest.

Homomorphic Encryption. HE schemes [3, 12, 20] allow to en-
crypt data in such a way that certain computations on the plaintext
data can be executed on the encrypted data instead so that all inter-
mediate results, including the final output, remain encrypted the
whole time. Consequently, there exist several works using HE to
realize privacy preserving analysis, where the concern lies on input
privacy [22, 36, 37].

Similar to the case of MPC, the standard scenario assumes a
computing party that executes the computation on the (encrypted)
user inputs on behalf of the analyst (see Figure 3). That is, the
analyst sends its public key to the users, who then encrypt their
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Enc(r) =
Eval(f™, Enc(X))

Dec(sk,Enc(r))

Figure 3: Differentially private homomorphic encryption,
scenario 1.

data x; and send them to the computing party. Likewise, the analyst
sends its function f to the computing party, who then can perform
the analysis on the encrypted data, getting an encrypted result
Enc(r) = Enc(f(x1,...,xn)). The result can then be decrypted only
by the analyst with its secret key, without being able to decrypt
single data records x;.

It is necessary that the computing party chooses and integrates
the noise into the computation. One approach would be to sample
the noise directly in the encrypted domain, hence preventing the
computing party to learn the noise value v. The problem is that
sampling algorithms are computational expensive and, at the mo-
ment, HE is not fast enough to ignore the costs of the computational
complexity. This leaves only the option that the computing party
samples v in plaintext and adapts the encrypted result accordingly.
In general, existing work ([5, 38]) assume the computing party to
act as curator, that is on the one hand collecting the encrypted data,
on the other hand keeping track of the privacy budget and make
sure, that only differential private functions are evaluated achieving
input privacy and output privacy.

Zorarpact and Ozel [49] use a slightly different scenario. Next to
the analyst that wants to compute a function f and the computing
party that evaluates f on the encrypted data, they introduce an
additional party, called key holder, that on the one hand holds the
secret key and distributes the public key, and on the other hand
ensures differential privacy by adding noise after decrypting r.
Although this resolves the problem that the analyst should not be
able to control the noise, the key holder now observes the output
*(X) directly.

Note that all these approaches suffer from the same problem as
the MPC approach, namely that the computation overhead is on
the side of the computing parties and not the analyst. Hence, the
analyst relies on the availability of computational power of external
parties. An alternative HE based solution could be the one displayed
in Figure 4. As opposed to the previous approach, the computation
is done directly by the analyst. Instead of requiring a separate
computing party, now an authority is present that generates the
public key and decrypts the result of the computation. However,
the authority sees the output f*(X) directly and the analyst can
possibly control the choice of f*.

Conclusion. While both MPC and HE can be used to realize input-
and output-privacy, they also have in common that if nobody ex-
cept of the analyst should learn f*(X) while the analyst must not
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uthorlty
)

Analyst

Enc(r) = Eval(f*, Enc(X))

Figure 4: Differentially private homomorphic encryption,
scenario 2.

control the noise of f*, the computation of f*(X) needs to be out-
sourced. That is the computation overhead is on the side of the
computing parties and not the analyst and that the analyst relies
on the availability and honesty of external parties. Depending on
the concrete use case, this may be problematic. In the next section,
we discuss an alternative approach based on functional encryp-
tion that likewise offers input- and output-privacy but where the
computation does not need to be outsourced to third parties.

4 PRIVACY PRESERVING ANALYSIS WITH
FUNCTIONAL ENCRYPTION

4.1 Overview

Similar to HE, FE [10] allows to compute on encrypted data. The
main difference is that the computing party sees directly the result
of the computation without the need to request another party for
decryption first. Thus, as opposed to the approaches discussed in
Section 3, the computation overhead is on the side of the analyst
who does not rely on the availability of computational power of
external parties.

This is accomplished by supporting restricted decryption keys
which enable to learn specific functions of encrypted messages,
without revealing any additional information. This involves a setup
authority which holds a master secret key and publishes (on request)
decryption keys dk ¢ that allow to compute f(X) (and nothing else)
for encrypted inputs X.

A formal definition of FE is the following:

Definition 4.1 (Multi-Input Functional Encryption [1] ).
Let {Fn}nen be an ensemble where each F, is a family of n-ary
functions. A function f € ¥, is defined as follows f : X1 X --- X
X, — Y. A private key multi-input functional encryption scheme
MIFE for ¥ consists of the following four algorithms:

Setup(A, F1): On input the security parameter A and a descrip-
tion of F, € ¥, outputs a public parameter pp, a master
secret key msk and a secret key sk; for each slot i € [n]. The
other algorithms implicitly take pp.

Enc(sk;, i, x;): On input the secret key sk; for slot i € [n], and
a message x; € Xj, outputs a ciphertext ct. We assume that
each ciphertext has an associated index i, which denotes
what slot this ciphertext can be used for.

KeyGen(msk, f): On input the master secret key msk and a func-
tion f € %y, outputs a decryption key dk.
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r = Eval(dk g+, Enc(X))

Figure 5: Differentially private multi-input functional en-
cryption.

Dec(dk, cty,...,ctp): on input a decryption key dk and n ci-
phertexts, outputs a y € Y or a symbol L.

A solution based on a MIFE scheme could look as follows. Mul-
tiple users can encrypt their data x; with an encryption key sk;,
provided by an authority?. The users provide their encrypted data
to the analyst. The analyst can request function keys dk ¢ in regard
to a function f and gets as result a decryption key dk s+ where
f* = f + v with v being some noise value sampled by the author-
ity, see Figure 5. That is the analyst can compute the noisy result
r= Dec(dkf*, cty,...,cty) = f(x1,...,x,) + v. The authority can
ensure, that only differentially private functions are evaluated and
keeps track of the privacy budget [13]. Note that this approach
satisfies input- and output-privacy and keeps the evaluation effort
to the side of the analyst. In particular, there is neither the need to
rely on the availability of computing parties nor to trust these.

Another advantage is that FE can enable a scenario in which
a data set is provided in encrypted form once. Theoretically even
the noisy decryption keys for relevant or allowed functions can be
uploaded beside the encrypted data set. The authority only has a one
time effort of setting up the scheme and generating the decryption
keys. Since the computation itself lies with the analyst, no third
party needs to be involved after the setup. This most closely reflects
the current situation, in which any researcher can directly use data
from public databases for research.

Furthermore the combination of FE and DP can be helpful to
achieve the training of machine learning algorithms using FE. Cur-
rent MIFE schemes are limited in their functionality, basically either
allowing to compute inner products [15, 44] or quadratic functions
[4, 16, 39]. Most of the works combining privacy preserving analysis
with FE [33] concentrate on evaluating machine learning algorithms
[23, 28, 39]. To train a complex algorithm using only limited func-
tions, e.g. linear or quadratic, on the input data means to compute
only intermediate results on the encrypted data and then use them
for further computation, yielding a lot of decryption key queries to
train an algorithm. The bigger problem is that intermediate results
leak information about the input data [11, 39] and therefore need
be protected, for example with DP.

%In some schemes it is also possible to have multiple authorities. This resolves the
issue of trust in the authority, but we will not go into more detail in this section.
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4.2 Challenges

To the best of our knowledge, the work of Bakas and Michalas [6]
is the only related work that also investigates the combination of
FE with DP. However, they do not provide any formal definition, in
particular lacking a concise security model and analysis. Actually,
we consider coming up with these as the main challenges here.

In general a NMIFE should be correct and secure. In the following,
we recall corresponding definitions for MIFE and explain why these
cannot be applied directly to the case of NMIFE.

Correctness. Correctness of an MIFE essentially means that run-
ning the decryption operation Dec with a decryption key dk¢ out-
puts the evaluation of f on the encrypted inputs.

Definition 4.2 (Correctness of MIFE ). The scheme MIFE (Defini-
tion 4.1) is correct if for all f € ¥, all x; € Xj for 1 < i < n, we
have
(pp, msk, {ski}ic[n]) < Setup(4, Fan),

dks < KeyGen(msk, f) :
Dec(dkf,ctl,...,ctn) = f(xy,..

with ct; = Enc(sk;, i, x;) where the probability is taken over the
coins of Setup, KeyGen and Enc.

Pr =1

ey

- Xn)

In the case of NMIFE, the analyst receives a decryption key for a
noisy variant f* of f where the noise is sampled according to some
chosen, publicly known distribution. Thus, the condition that the
equality displayed at the end of Equation (1) has to hold for sure is
not applicable anymore.

Security. When using FE as explained in Section 4.1, two security
requirements are obvious. First, the analyst should not learn any-
thing about the user data x; from its encryption ct; = Enc(sk;, i, x;).
This property is usually referred to as message hiding. Second, it is
important that the analyst cannot learn anything about the noise
v from the decryption key dk . This is covered by the notion of
function-hiding which requires that a decryption key dk¢ leaks
nothing about the underlying function f.

The security notion of FE that covers both is full-hiding secu-
rity [15]. For such a scheme, an attacker can neither distinguish
between different ciphertexts (x{ "0, x{ il) nor between different func-
tions (fj g, f1.1)- That is, both the content of encrypted messages as
well as the concrete functions encoded in a decryption key dk are
hidden to an adversary. A formal definition is the following:

Definition 4.3 (Full-Hiding Security of MIFE). The full-hiding se-
curity notion for a private key MIFE scheme is formalized through
the experiment ExpthF E(p) for random f « {0,1}, which in-
volves a PPT adversary A and a PPT challenger C. The experiment
involves three phases in the following order: a setup phase, a query
phase, and a guess phase.

Setup phase: C generates (pp,msk, {ski};e[,]) by invoking

Setup(4, %), providing pp to A, and sampling f & {0,1}.

Query Phase: A is allowed to adaptively make any polyno-
mial number of queries of the following two types in arbi-
trary order:

e Decryption key query: In response to the / th

decryption

key query of A corresponding to a pair of functions (7, fi 1) €
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Fn X Fn, C forms a decryption key
dk; « KeyGen(msk, f; g) and hands dk; to A.
o Ciphertext query: To answer a ciphertext query of A for
the i*" index corresponding to a pair (xl] o xl] '), C prepares
a ciphertext ct{ «— Enc(ski, i, xl]’ﬂ) and gives Ct{ to A.
Let the total number of decryption key queries made by A
be gey(= 0) and the total number of ciphertext queries
made for the i index be gct,i(= 0). The restriction on the
queries of A are that if gct,; > 1 for all i € [n], then for all

I € [qkey] and for all (j1, ..., jn) € [gcta] X -+ X [gct,nl.
we must have

Jj
ﬁ,o(xl’lo, ..

Guess: A eventually outputs a guess bit, which is the output
of the experiment.

A private key MIFE scheme is said to be full-hiding if for any PPT
adversary A and for any security parameter A, the advantage of A
in the above experiment is negligible.

LX) = fia (el (2)

AdVIIFE(2) = |PrExpt!iFE(0) = 1]
—Pr[ExptAj/{HFE(l) =1]| < negl(A)

While full-hiding security is sufficient for realizing the solution
explained in Section 4.1, we argue that it is actually too strong. For
example, the function f is chosen by the analyst. Thus, it is not
necessary that dk s+ with f* = f + v does not leak any information
but only needs to hide the noise value v. Therefore, we are going
to present a new security notion (Definition 5.3) that is adapted to
the solution explained in Section 4.1. As we are going to show in
Section 7, this allows for new constructions with a better efficiency.

5 NOISY MULTI-INPUT FUNCTIONAL
ENCRYPTION

In this section, we introduce a new variant of MIFE, being noisy
multi input functional encryption (NMIFE). It allows to combine the
benefits of functional encryption (Section 4) and differential privacy
(Section 2.2). That is, one can realize a scenario where the analyst
performs the computation of some function f on user inputs x;
non-interactively, such that these values are kept hidden and the
authority can control how much the output of the computation
leaks. In a nutshell, NMIFE extends the classic notion of MIFE by
incorporating the possibility that a decryption key dk realizes a
noisy variant of a given function f. That is, the decryption key
does not encode f but f + v where v is a noise value sampled
according to some chosen distribution D. For example, one may
pick a distribution, so that (€, 0)-DP is achieved (see Appendix A).

In the following, we formally define NMIFE (Definition 5.1) and
the corresponding notion of correctness (Definition 5.2). After-
wards, we introduce a security notion tailored to NMIFE schemes.
These definitions build on the definitions recalled in Section 4. To
help readability, we not only explain the differences but also mark
these in the definitions by boxes.

The difference to MIFE (cf. Definition 4.1) affects the generation
of decryption keys which takes as additional input also a distribu-
tion. The full formal definition is as follows:
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Definition 5.1 (Noisy Multi-Input Functional Encryption). Let
{Fn}nen be an ensemble where each 7, is a family of n-ary func-
tions. A function f € ¥, is defined as follows f : X1 X-- - XX, = Y.
A noisy multi-input functional encryption scheme NMIFE for
consists of the following algorithms:

Setup(A, F1,): On input the security parameter A and a descrip-
tion of ¥, € ¥, outputs a public parameter pp, a master
secret key msk and a secret key sk; for each slot i € [n]. All
of the remaining algorithms implicitly take pp.

Enc(skj, i, x;): On input the secret key sk; for slot i € [n], and
a message x; € Xj, outputs a ciphertext ct;. We assume that
each ciphertext has an associated index i, which denotes
what slot this ciphertext can be used for.

KeyGen(msk, f, ): On input the master secret key msk, a

function f € ¥, and a‘ distribution D over some A C Y ‘

D
such that f + A € 7, sample v « A | and outputs a

decryption key dk.
Dec(dk, cty,...,cty): On input a decryption key dk for func-
tion f and n ciphertexts, outputs a y € Y or a symbol L.

Recall that correctness of a MIFE is defined as follows: given a de-
cryption key dk ¢ «— KeyGen(msk, f), one can run Dec(dkp, ...) to
get the evaluation of f on encrypted inputs. Correctness of NMIFE
is defined analogously with the difference that a noisy variant of f
is evaluated. More precisely, given dks « KeyGen(msk, f,D), one
can run Dec(dky, .. .) to get the evaluation of f + v on encrypted
inputs with v being sampled according to D.

Definition 5.2 (Correctness of NMIFE). The scheme NMIFE (Defi-
nition 5.1) is correct if for all f € 77, for all x; € Xj, for 1 < i < n,
’ for all distributions Df over some set A C Y with f+ A € F,

and for all v € A | we have

(pp, msk, {ski}ie[n]) < Setup(A, Fn), -
Pr dkp KeyGen(msk,f,) : =|Pr[v ped A)
Dec(dkg, cty,. .., Ctp) = f(x1,...x0)[ +V]

with ct; = Enc(sk;, i, x;) where the probability is taken over the
coins of Setup, KeyGen and Enc.

Note that if we restrict all distributions D to be the all-zero
distribution, i.e., that outputs only 0, then a correct NMIFE scheme
becomes a MIFE scheme. This shows that the introduced definitions
are extensions of the definitions in Section 4.

With respect to defining security of an NMIFE, we likewise aim
to build on the existing definition of full-hiding security (Defini-
tion 4.3). One (straightforward) approach is to incorporate into the
decryption key queries that an attacker can specify a function f and
a distribution D. Of course, the condition specified in Equation (2)
would have to be adapted accordingly. As the distributions D can
be chosen arbitrarily, including the all zero distribution, an attacker
would not be restricted compared to the attacker considered for
full-hiding security. In other words, this security definition would
be (at least) as strong as full-hiding security.

In the following, we introduce two alternatives for more relaxed
notion of security (Definition 5.3). To tailor the security definition
more towards the DP scenario, we assume a fixed set of messages,
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meaning for each slot i there exists only one single message-pair
(xi,0, xi1). Additionally instead of requiring full function-hiding,
the proposed definition relaxes it to noise-hiding. That is, instead of
requiring that the decryption key does not leak the encoded func-
tion in its entirety, we assume that the “base” function f is known
anyhow and only the noise value v needs to be protected. We dub
this security definition as single-message-and-noise-hiding (SMN-
H) security. The reasons that this more relaxed security definition
is relevant are twofold: First, the security definition is more tailored
towards the DP scenario. There, the analyst chooses the function
f but eventually learns the evaluation of f + v for an unknown
noise value v on a prefixed data set X. There is no need to demand
that multiple messages can be encrypted per slot or that the full
function is hidden as part of the function is known anyway. Second,
a relaxed (but still sufficient) security requirement allows for new
or improved designs that were not possible for full-hiding schemes.
In Section 7 we improve an existing design to build a SMN-H secure
NMIFE scheme, named DiffPIPE, and show that it is more efficient.

Moreover, we extend our security definition to allow multiple
messages, referring to it as message-and-noise-hiding (MN-H) secu-
rity. We show how a full-hiding MIFE can be turned into a NMIFE
that provides MN-H security. That is, going for the stronger security
definition is still an option.

Next, we provide the formal security definitions. As before, boxes
highlight the differences to Definition 4.3. While the meaningful-
ness of most changes are easy to see, Equation (3) may require some
additional explanation. Recall that for a MIFE scheme, Equation (2)
in Definition 4.3 prevents trivial attacks by assuring that the at-
tacker only chooses messages and functions which do not reveal
the chosen f simply by evaluating the functions on the plaintext
and comparing the result to the encrypted evaluation. Similarly,
this is assured for NMIFE schemes by Equation (3) in Definition 5.3
by restricting the adversary to messages and noise pairs that do
not reveal anything beyond the expected result. Note that for the
decryption key query, the adversary only queries one function but
two noise values.

Definition 5.3 ((Single-)Message-and-Noise-Hiding Security). The
(single-)message-and-noise-hiding security notion for a private key
NMIFE is formalized through the experiment ExptI;[MIF E(p), for

random f i {0, 1}, which involves a PPT adversary A and a PPT
challenger C. The experiment involves three phases as follows:

Setup phase: C generates (pp,msk, {ski};c[n]) by invoking

Setup(A, #), providing pp to A, and sampling f & {0,1}.

Query Phase: A is allowed to adaptively make any polyno-

mial number of queries of the following two types in arbi-
trary order:

e Decryption key query: In response to the I* decryption

key query of A corresponding to a function f; € %5

and two noise values v}, v;; € A for some A C

Y suchthat fij+A e Fp ‘, C forms a decryption key

dk; < KeyGen(msk, f;, D g)
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’ where Dj g describes the distribution that outputs

’ vy,p With probability 1 ‘and hands dk; to A.

o Ciphertext query: To answer a ciphertext query of A for
Ji o J
. . i,o, .
a ciphertext ct{ «— Enc(sk;, i, xl]‘ﬂ) and gives ct{ to A.

the i*" index corresponding to a pair (x x{ "), C prepares

Let the total number of decryption key queries made by A
be gkey (= 0) and the total number of ciphertext queries
made for the i*" index be qct,i(= 0). The restriction on the
queries of A are that if gct; > 1 for all i € [n], then for all

I € [qrey] and for all (j1, ... jn) € [get1] X+ - X [getn], we
must have

®)

fl(xfo, .. .,xfl:‘o) +vo = fl(xfl, .. .,xit‘l) +Vyg.

Guess: A eventually outputs a guess bit ” € {0, 1}, which is
the output of the experiment.

A private key NMIFE scheme is said to be message-and-noise-hiding
if for any PPT adversary (A, for any security parameter A, the
advantage of A in the above experiment is negligible. A private
key NMIFE scheme is said to be single-message-and-noise-hiding
if for any PPT adversary A that makes at most one ciphertext
query per index, for all i € [n] it holds that gct; = 1, for any
security parameter A, the advantage of A in the above experiment
is negligible.
AdVEMIFE Q) = | Pr[ExptyFE(0) = 1]

—Pr[ExptiMIFE (1) = 1]] < negl(2)

6 BUILDING A NMIFE SCHEME FROM A MIFE
SCHEME

The purpose of this section is to show how one may transform a
full-hiding MIFE into a secure NMIFE scheme. We use this transfor-
mation to construct a concrete secure and correct NMIFE scheme
in Appendix C. The transformation and properties are discussed in
the following theorem. Note that for NMIFE to support function f,
MIFE at least needs to support function f + v, v € A, for some A.

THEOREM 6.1 (CoNsTRUCTION). Consider a MIFE scheme S with
S = (8.Setup, S.Enc, S KeyGen, S.Dec)

with parameters as explained in Definition 4.1 and f + A € 5, for
some A. We build an NMIFE scheme S* from S with

S* = (8*.Setup, S*.Enc, S* KeyGen, S*.Dec)

as follows. The setup, encryption, and decryption algorithms are the
same as for S, that is

S*.Setup := S.Setup; S*.Enc := S.Enc; S*.Dec := S.Dec. (4)
Only the KeyGen algorithm is different and works as follows:

S* KeyGen(msk, f,D): On input the master secret key msk, a
function f € ¥, and a distribution D over some A C Y such

that f+ A € Fp, samples v bid A and outputs a decryption key
dk «— S.KeyGen(msk, f*) (5)
with f* = f +v.
The following two properties hold:
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Correctness: IfS is correct, then S* is correct as well.
Security: IfS is full-hiding, then S* is message-and-noise-hiding

We want to give a short intuition of the proof here, along with
an overview in Figure 6 and present the full proof in Appendix B.
Whereas the correctness claim essentially follows directly from the
definition, the security claim is shown by a standard reduction argu-
ment. That is, we assume a PPT attacker A* against S* with non-
negligible advantage and construct a PPT attacker A against S that
has the same non negligible advantage in the full-hiding security
game. An overview of the reduction can be found in Figure 6. The
only critical part is to ensure that the queries of A are valid with re-
spect to condition (2), that is fj o (xfo, e xflt‘o) = fi1 (xfl, .. ,x{{fl
foralll € [qkey] and for all (ji, ..., jn) € [get,1] X -+ - X [getnl]-

This follows from the fact that the queries of A* need to fulfill
equation (3), that is for all I € [gge,] and for all (ji,...jn) €

[gct.1] X -+ X [get,n] it holds

J1
fl(x1,0’ el

To keep the description simple, we directly state the noise values
vy, 4 instead of the corresponding distributions Dy g. Given this, it
follows that

ﬁ,o (X'll’lo, ey

J _ J J
xnt'o) +Vg = fl(xl’ll, .. ,,xnf‘l) +y1.

xfl"lo) = fl(xfo, .. .,xfl"lo) +V10
= f[(xfl, .. .,x’Jl')’l) +Vyg
_ J J
= fl,l(xl,ll’ R

forall I € [qkey] and for all (ji, ..., jn) € [get,1] X -+ - X [getnl]-

We can use this transformation on an existing MIFE scheme
to construct a concrete NMIFE scheme that is MN-H secure. As
starting point we take the multi-input inner product functional
encryption (MIPE) scheme of Datta etal. [15], referring to it as
DOT scheme, named after the authors Datta, Okamoto and To-
mida. The choice is motivated by the fact that it is the only full-
hiding MIFE so far. We first modify it to support affine functions
ie, fyc(xt,....,%n) + ¢ = c+ Yje[n) Yi - Xi with a constant value ¢
such that correctness and full-hiding security are preserved This
new scheme is dubbed affine-DOT. Then, we transform affine-DOT
scheme into a NMIFE scheme according to the transformation pre-
sented above. Since the construction of affine-DOT is rather straight
forward, the modifications to DOT and to security are described in
Appendix C. In the following section, we depict a more advanced
construction of a NMIFE scheme, DiffPIPE (short for differentially
private inner product evaluation). It is SMN-H secure and more
efficient than noisy-DOT.

7 A SINGLE-MESSAGE-AND-NOISE-HIDING
NOISY MULTI-INPUT FUNCTIONAL
ENCRYPTION SCHEME FOR INNER
PRODUCTS

7.1 Overview

The goal of this section is to construct a concrete SMN-H NMIFE
scheme dubbed DiffPIPE and to analyze its efficiency. To this end,
we take the bounded full-hiding MIFE scheme for inner products
of Datta etal. [15] as starting point and modify it into a scheme
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pp, msk « S.Setup(A, F) | |
I I
$
B {01 | !
| | pp |
X l l Setup Phase]
T ] i
: | adaptively choose:
|
| o
| o | i
I Ji Ji i i
| (At } (At }
| | I
! I I
) - | \
et — S.Enc(ski,i,x{’ﬂ) \ !
g N I - |
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T
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! I
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I
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B |
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I
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! dk; ‘ dk; |
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l | DK-Query Phase]
’ ’ !
| p | p |
' . |
Guess Phase

Figure 6: Security reduction used in the Proof of Theorem 6.1

that is a SMN-H NMIFE scheme for inner products. In the follow-
ing, we refer to the scheme of Datta etal. [15] as DOT scheme. It
is a function-hiding multi-input inner product functional encryp-
tion (FH-MIPE) scheme with security being based on the k-linear
assumption (Definition 7.1). It supports polynomial number of en-
cryption slots, incurring only polynomial loss in the security re-
duction and was the first and so far only practical and efficient
MIFE scheme with function-hiding security. This FH-MIPE scheme
operates over some finite field F; with g being some prime num-
ber. The input data consists of vectors x; € Ff]" for i € [n]. The
decryption keys dk are build based on a linear function f, de-
scribed through a concatenation of vectors y = (1 || - || gn) €
Fgm with ; € FZI" An evaluation of the decryption key dk, «
KeyGen(msk, y, D) on ciphertexts ct; « Enc(sk;, i, X;) yields the
inner product: Dec(dk, cty, ..., cty) = fy(X1,....¥n) = X1, Xi-Ui.

The design rationale behind DiffPIPE is as follows. As described
in Appendix C DOT can be transformed into a scheme, that provides
a full-hiding (FH) FE scheme for affine functions with no additional
overhead or increase in size of elements. We refer to this scheme as
affine-DOT. Then, Section 6 shows that we can use it to construct a
MN-H scheme noisy-DOT, that has the same efficiency as DOT.

If we restrict our security definition to SMN-H security, we can
construct a scheme with smaller elements. More concretely, we
reduce the element sizes for ciphertexts from 2m + 2k + 1 group
elements to m + 2k + 2, where m is the number of attributes and
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n the number of records. The parameter k is associated with the
k-LIN assumption and is independent of m and n. The size of the
decryption key is reduced from n(2m+2k +1) to n(m+2k+2) group
elements. Our experiments in Section 7.5 show that this allows for
a better runtime compared to noisy-DOT.

The efficiency gain by reducing the size of ciphertexts by m — 1
and the keys by n(m — 1) group elements depends strongly on the
choice of the attribute number m. Additionally, DiffPIPE proves
the conceptual differences between MIFE and NMIFE. In other
words, reducing DOT or affine-DOT would not be possible without
violating the standard security definitions. DiffPIPE as a NMIFE
scheme comes with a new proof of security based on our new
security definition (Definition 5.3).

In a nutshell, this reduction is achieved as follows. The cipher-
texts of DOT (and hence noisy-DOT) contain a number of buffer
slots that are used for the proof of security. Among these, 2m slots
are reserved for the two different functions considered in the secu-
rity definition of FH. As SMN-H considers one function only but
two different noise values, we save m slots that are used to encode
the second function, needing only one additional slot for the second
noise value. While this allows to save elements, it also means that
it is no longer possible to encode two different functions. That is
DiffPIPE is not FH but, as we are going to prove, fulfills SMN-H

Note that the authors of DOT actually presented two schemes:
a bounded scheme, where the number of encryption slots n is
prior bounded and an unbounded scheme that can handle arbitrary
number of encryption slots. Since we want to provide a scheme
that is tailored for a privacy preserving analysis on a prefixed set
of user data, we can limit us to the bounded variant, where the
adversary makes one ciphertext query for each of the n encryption
slots. Under this restriction, the scheme DOT used in its simplest
form achieves full-hiding security. 3

In the next sections, we present a more detailed description
of DiffPIPE. As the construction is based on DOT, we omit some
mathematical details and focus instead on the concepts that are
necessary to understand our arguments. We refer to Datta et al.
[15] for more details.

7.2 Mathematical Foundations

We make use of a bilinear pairing

e: Gy XGy > Gr (6)

with G1, G2, Gt being cyclic multiplicative groups, with generators
g1 € G1, g2 € Gy, each of size g = |Fg|. The mapping e satisfies the
following two properties:

e Bilinearity: e(gf,gg) =e(g1,g2)5" forall {,n € Fyq.
e Non-degeneracy: e(g1,92) # 1g,, where 1g, denotes the
identity element of the group Gr.

Here, we implicitly identify elements in Fy with integers in [0, g—1]
as mentioned in Section 2.1.

For an integer d > 1, V; = G‘li and V, = Gg are Fg-vector
spaces of dimension d. The bilinear pairing e in Equation (6) can be

3The modifications which are necessary for achieving full-hiding security, without
the restriction that the adversary makes at least one ciphertext query, can be found in
Datta etal. [15]
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extended to a pairing on the dual vector space Vi X V; as follows:

o) w(j))

e: Vi xVy - Gr, (v,w) > l_[ e(g] .9,
jeld]

forv—(g”m,... U())€V1 andw—(gw(),.. w()) € V.

The newly defined map e is also non-degenerate b111near ie,e

satisfies the following two properties:

e Bilinearity: e(p o v,vow) = e(v,w)*, for y,v € Fg,veV

and w € V.
o Non-degeneracy: If e(v,w) = 1g, for all w € V3, then v =
lm
Gy’
LetB = {by,...,by} and B* = {b7,. b:‘j} be a basis of V1 and Vs,

respectively. Then, B and B* are dual orthogonal if for all i, j € [d]
it holds that e(bi,bj-) =1g, ifi # j.

7.3 Description

We are now ready to describe the four algorithms defining our
scheme DiffPIPE.

DiffPIPE.Setup(A, F7,): This algorithm takes the security pa-

rameter A, a description of F, = {m, n, A, B} with the length

m € N of the vectors, the arity n € N of the multi-input

functionality, A ¢ N of polynomial size and a bound B € N
on each component inner product. It works as follows:

(1) Setup abilinear pairing e : G1XG2 — Gt with paramsg =

(q,G1, Gy, G, g1, g2, €), where the corresponding group

sizes are chosen to be a prime number g > nB+ maxgea (5).

@

~

Extend e to a pairing on a dual vector space V1 X V, with
Vi = G;”+2k+2 and V; = ng+2k+2 for an appropriately
chosen parameter k, associated with the k-LIN assump-
tion.

Sample random ¢ (i Fg\{0}, and compute g7 = e(g1, gg)g
with g1 and g being the generators of G; and Gy, respec-
tively.

For i € [n], generate a dual orthogonal basis

B; = {bi1,....b;mioksz} and B} = {bzl""’bzm+2k+2}
such that e(b; ;, bl-,j) = gr for all j € [m+ 2k + 2] and set

={bi1,..., b; mazk+1}:
= {bl - b:<,m+k+1}'
Publish public parameters pp = (paramsg,gr) and set
the master secret key msk = {B?}ie[n]- Let sk; = B; be
the secret encryption key for slot i. All of the remaining
algorithms implicitly take pp.
DiffPIPE.Enc(sk;, i, X;): Takes as input the secret key sk;, an
index i € [n], a vector x; = (xl.(l), .. .,xl.(m)) € F,’I” and
performs the following steps:

3

=

(4

=

bim, bim+1, bi k25 - - -
b b} b*

im Vim+1 Vim+3>

G

~

(1) Select random g; 1, ..., ¢; & Fg, and compute
ci = Z xi(j)bi,j +bizi + Z @i, jbim+1+j
jelm] Jjelk]
= (% 1,0, iy 01 OB,
(2) Output ciphertext ct; = (i, c;).
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DiffPIPE.KeyGen(msk, f,D): On input the msk and a function
described by a set of vectors {}ji };e[,] and a distribution D
over A, execute the following steps:

D
(1) Sample v < A and random 7y, ¥i1, ..., Vik-1 (i Fq, for
i € [n], with the restriction that };c[,) i = V.
(2) For each i € [n] compute

()%
ki = Z yj)b +rib 1m+1+ Z yllbzm+1+]

je€lm] jelk-1]
= (051, 0,Yi1, - - Vi, k1, 0K, 0):»
where 1; = (y(l), . ..,ylm>)

(3) Output decryptlon key dk = {ki};c[n]

DiffPIPE.Dec(dk, cty, ..., ctp): Thisalgorithm takes a decryp-
tion key dk = {k;};c[n], n ciphertexts cty,...ctp and pro-
ceeds as follows:

(1) Compute L = [T;c[q] e(ci ki)

(2) Attempt to determine a value A € Z such that g? =
Lt by performing an exhaustive search over a specific
polynomial-size range of possible values. If it succeeds,
output A, else output L.*

7.4 Analysis

In the following, we show the correctness and security of the pro-
posed scheme DiffPIPE.

7.4.1 Correctness. We need to show that for any set of ciphertexts
X and any decryption key the probability that the evaluation of
the decryption key, associated with a function f, on the set of
ciphertexts outputs f(X) + v with the same probability that v was
sampled over A. For any set of ciphertexts {ct; = (i, ¢i)};e[] With

= k-1
¢ = (x,1,0,0,0i1,.. ., 0i > O)B,;

where ct; encrypts some vector x; € F"' with respect to index
i € [n] and any decryption key dk¢ = {ki};c[n) corresponding to
a function f described by {4} ¢ [ such that g; € F{ foralli € [n]
and v € A with k; = (1.71, r,0,Yi1, .-

[ ] etcoky= ] g5

i€[n] i€[n]

1_[ gxz Gitri _ gIZ_ie[n]

_ g¥+f(f1,..

S Yik=1> ok, O)B;f and therefore

Lt =

(Xi - gi+ri)

V+Zie[n] X+ i )

T
This follows from the fact that for each i € [n],B; and B} are dual
orthogonal bases and }};c[,] i = v. Since A is of polynomial size
and therefore, also the range [nB + maxg¢a ] is of polynomial size.
Thus, if v+ X en] i - 1/; is in the polynomial size range of possible
values that the decryption algorithm searches, the algorithm would
output A = v + Y;c[,] %i - Yi with the same probability that v is
sampled over A.

7.4.2  Security. In the following, we sketch a security proof of
DiffPIPE, where missing details can be found in Appendix D. Our

4Similar exhaustive search steps are part of all bilinear map-based inner product
constructions. The polynomial running time is guaranteed by restricting the output to
lie within a fixed polynomial size range [15].
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k—-LIN = k—-LIN k—-LIN = k—-LIN
Go = G103 — G111 — G112 1,1,3 Gi21 = - — Gigie,3
Sequence 1
k—-LIN = k—-LIN k—-LIN = k—-LIN = Seq.1 with
=G203 — G211 = G212 G213 Goo1 = = Gong 2 Gs ——————— Gy
Xi0,Xi1 interchanged
Sequence 2

Figure 7: Sequence of games in the proof of Theorem 7.2. G; denotes Game;.

schemes relies on the hardness of the general k-Linear assumption
[41], being still the basis of various state-of-the-art papers, e.g.,
[46]. It works for any choice of k, including the Symmetric External
Diffie-Hellman Assumption (SXDH) for k = 1 and the Decisional
Linear Assumption (DLIN) for k = 2. By increasing k, the hardness
of the problem can be increased as well.

Definition 7.1 (k-Linear Assumption: k-LIN). Let k > 1.Fix a num-

ber y € [2]. The k-LIN problem is to guess a bit i {0, 1} given
S S
ep = (paramsG,gf?, . ..,gi",gxl-fl, .. .,gxkgk
$ $
(¢, G1,G2,Gr, 91,92, €) — GopG(A); &1, . .., & 0 Fg \ {0};

; ) ikl O
e enb & By and po = 21511 and gy = TR e

k-LIN assumption states that for any PPT algorithm A, for any
security parameter A the advantage of A in deciding the k-LIN
problem is

,pﬁ);where paramsg

AdVEEIN (3) = | Pr[1 « FA(eo)] = Pr[1 « A(er)]| < negl(2)
for some negligible function negl.
The security of our scheme is shown in the following theorem:

THEOREM 7.2. Assume that the the k-LIN problem is hard. Then
the above described NMIFE scheme achieves SMIN-H security under
the restriction, that the adversary makes at least one ciphertext query
for each encryption slot.> For any PPT adversary A against the SMN-
H security of the NMIFE scheme described above, there exists a PPT
algorithm B against the k-LIN problem such that for any security
parameter A, we have

™

The proof is structured as a series of games which differ in
the construction of the decryption keys and/or the ciphertexts
queried by the adversary A. The detailed description of the games
is postponed to the end of this section. In the first game, Game, the
queried ciphertexts and the queried decryption keys are constructed
as those in the security experiment Expt?z[{MIF E(0). We change the
answers to the queries in multiple steps to those in the security
experiment ExpthIF E(), being Gamey. The considered sequence
of games is displayed in Figure 7.

For some pairs of subsequent games, the probability to distin-
guish between these is upper bounded by the advantage of an
adversary B that aims to solve the k-LIN problem:

Adv (1) < (4qgey +2n) Advig LN

5This restriction can be rescinded if a generic transformation analogue to the one
described in Datta et al. [14] is applied. Since we aim for a DP scenario, we assume a
prefixed data set.
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LeEmMMA 7.3. For any PPT adversary A between Game;;_1 3 and
Game;j ;1 and any A between Game;j ;2 and Game;j i3, j € [2] there
exists a PPT algorithm B for the k-LIN assumption (Definition 7.1)
such that for any security parameter A, we have

Gamejyi,lyg
(Adv,ﬂ ) - A (/1)|
Gamel,,-,z Gamel,,-,g
|Adv Gameriz (2) - AV, (A)(

foralli € [qyeyl,ifj=1i€ [n],ifj=2.

Game; ;i

< AdveTEIN (2)

k-LIN
In Figure 7, this is displayed by ————. For the remaining pairs
of subsequent games, one can show that these are indistinguishable

(being represented by —):

LEMMA 7.4. For any PPT adversary A, for any security parameter
A, we have

Adv ™ (2) = Advig ™ (), for all L€ [qeey].
AV (2) = AV (2), for alli € [n].
Adv(;{amez,n,z (/1) — Advg[amez (A)

The proofs including a more detailed analysis are presented in
Appendix D. By counting the number of transitions in Figure 7
which have the same form as those in Lemma 7.3, the bound given
in Equation (7) follows.

> Sequence of Games:

It remains to define the games used in Figure 7, what happens next.
The framed parts indicate the terms that were modified in the trans-
formation from the previous game.

Game: This experiment corresponds to the experiment
Exptf;][MIFE(O) described in Definition 5.3, therefore the security
experiment where the random bit is § = 0. More precisely, for all
i € [n], in response to the ciphertext query of A with respect to
index i corresponding to a pair of vectors (X, Xi,1 € Fq' X Fg)8B
returns ct; = (i, ¢;) where

= k-1
¢ = (X0,1,0,0° ", 9i1, . -

®)

and for all | € [ggey]. to answer the th decryption key query of A
corresponding to a set of vectors and two noise values ({§j;}ie[n]>
V10, V11) such that §j; € Fg' and vyg,v;; € A, B generates dk; =
{kpi}tie[n), where

- Pij 0)B,

- 2k
ki = (YL 11i,00 0 VLt -+ Yiik—15 07 0 ©)

and Yie[n] 71,i = Vi for i € [n]. All other variables and parameters
are generated as in Section 7.3.
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Sequence 1

For each | € [gg.y], execute the following three steps iteratively.
Game ;) (! € [greyl): Gamey,3 coincides with Gamey. This ex-
periment is analogous to Game, ;_; 3 with the only exception that
in response to the I h decryption key query of A corresponding
to ({§1,itie[n] vios vi,1) € Fq x Ax Aforalli € [n] B gives back
dk; = {k;}ie[n], where

- ck
kii = (Y1i>7160: 0 V015 - -5 V1,ik—1, 0 ’)Bf

with p; ; & Fg \ {0} for all i € [n], such that };c(,] p1; = 0, and
all other variables are generated as in Game; ;_ 3.

(10)

Game |, (I € [ggey]): This experiment is identical to Game, ;;

except that in response to the [*? decryption key query of A cor-
responding to ({1, }ie[n]s V1,0, vi,1) € Fg' X AX Aforalli € [n] 8
returns dk; = {k;;};c[n], where

ki = (Yl iTri0 , Vi1 -

. $ .
withr;; < Fq for alli € [n], such that };e () 71,41 = V1,1, and all
other variables are generated as in Game, ; ;.

Tk
S VLik-10% pLi)e; (1)

Gamey ;3 (! € [ggeyl): This experiment is analogous to Game, ;

except that in response to the [th decryption key query of A cor-
responding to ({Jy;}ie[n]> Vi0- V11) € Fg' X AxAforalli € [n] B
returns dk; = {k;;};e[n], where

-,Yz,i,k-pok,@)]s; (12)

All variables are generated as in Gamey j 5.

ky; = (YlisTLi0o "Lis YLi1s - -

Sequence 2:

For each i € [n], execute the following three steps iteratively.
Gamey ;1 (i € [n]): Gamey 3 coincides with Gamey,g;,,.3- This ex-
periment is analogous to Gamey ;13 with the only exception that
in response to the ciphertext query for slot i of A corresponding
to (Xj0.%i1) € IFZI" X an B gives back ct; = (i, ¢;), where

o [@1]z,

with w; i Fg\ {0} and all other variables formed as in Gameg,;1,3.

> 2k-1
ci = (X0,1,0,0° ", i1, ..

(13)

Gamey ;2 (i € [n]): This experiment is analogous to Gamey;
except that in response to the ciphertext query for slot i of A
corresponding to (Xjo,Xi1) € F"I" X ]FZ’, B returns ct; = (i, ¢;),

where
= k-1
€ =(%1,0,1,0°,0i1,..., 0k ©i)B;-

Here, all the variables are formed as in Gamey; ;.

(14)

Gamey;3 (i € [n]): This experiment is analogous to Gamey ;2
except that in response to the ciphertext query for slot i of A
corresponding to (Xj0,Xi1) € IF('I" X ]FZ’, B returns ct; = (i, ¢;),

where
i = (%1010 g1 0i[0 )z,
All the variables are formed as in Gamey ; 5.

(15)
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Games: In this experiment for all ciphertext queries of A corre-
sponding to (i, X;,1) € Fg' xFg', fori € [n] and all decryption key
queries of A corresponding to ({#jy,; }ie[n]> V1,0, V1,1) € F' xAx A
for I € [qreyl, B returns ct; = (i, ¢;), where

i = (Fin[1,0] 05 pin, . 0ik, 0), (16)
and dk; = {k;;};e[n], Where
- 2k
ky; = (yl,i,, YLit - > VLik-1,00 0. (17)

Here all the variables are formed as in Gamey ,, 3.

Gamey: This experiment corresponds to the experiment
Expt];[MIFE(l) described in Definition 5.3, therefore the security
experiment where the random bit is § = 1.

7.5 Implementation

We implemented our above described SMN-H NMIFE scheme Diff-
PIPE and used it in a series of experiments to privately evaluate
counting queries on different data sets in the medical context. That
is, we assume a set of n users. FEach user has a record of m elements
X = (xl.l, ..., x™), representing m different attributes. Moreover,
there is an authority that runs DiffPIPE.Setup for generating a
master secret key msk and the single secret keys {sk;};c[,] for the
n users. After the authority distributes the secret keys to the clients
over a secure channel, the clients encrypt their record using Diff-
PIPE.Enc. The analyst itself is interested in an evaluation over the
data set X = (X1, ..., Xn), sending a function f to the authority. The
authority itself first checks, if the analyst has proper entitlement,
regarding differential privacy guidelines, e.g. enough privacy bud-
get (cf. Section 2.2), and if f € ¥4, In the positive case, it generates
a decryption key dk with DiffPIPE. KeyGen(msk, f, D) where D is
an appropriate choice of a distribution achieving DP [18]. With this
dk the analyst can evaluate the function on the encrypted data set,
getting a noisy result that protects the data itself. As the described
use case assumes only one data set X that is encrypted, the relaxed
security notion of single-message-and-noise-hiding is sufficient.

In our experiments, we measured on the one hand the time re-
quired for basic operations but also for running a complete analysis
on existing databases. We compared DiffPIPE with noisy-DOT (Ap-
pendix C) build according to Section 6 from a modified form of the
DOT scheme of [15] implemented in the library [28]°. As expected
DiffPIPE is more efficient than noisy-DOT. For our experiments
we used k = 2 and therefore based the security on the Decisional
Linear assumption.

As the process of checking if the DP requirements are fulfilled
and choosing the distribution to compute the noise depending on
the requested analysis and the privacy-budget are a consequence
of applying DP and not of FE, we skipped this part. More precisely,
we focused on the implementation of the general setup, assuming
only one counting query is made by the analyst where we know
we can achieve DP with sampling noise from a Laplace distribution
Lap(1/€) choosing € = 1. To sample the noise for the key generation
algorithm we used the differential privacy library of google [43].

The scheme in [28] is slightly modified from original proposed scheme in [15] to
achieve better performance, for more information see [28], and therefore also our
implementation of the DOT scheme is slightly modified for better performance.
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30 T ‘ T

+ noisy-DOT .
25 |-|--- DiffPIPE N
20 - f
15 f

time in milisec

#attributes

Figure 8: Time for encrypting one record in noisy-DOT and
DiffPIPE (dashed lines) regarding the number of attributes.

Therefore our overhead for adding noise is the same as sampling
the noise from the library with above parameters.

Since our scheme is basically a n-fold extension of a single input
FE scheme with small modifications to achieve security, the size
of the decryption keys and also the evaluation time grow linear
with the data set size (# records X # attributes). To support this
conjecture and also compare the basic operations to the noisy-DOT
scheme, we did some benchmarking. As the record values have
no impact, they have been randomly generated. The results of our
experiments are visualized in Figure 8 to Figure 10 and confirm
the expected behavior, that DiffPIPE has also linear growth but
with a smaller growing rate then noisy-DOT. Figure 8 shows the
time needed to encrypt one single record in dependency of the
number of attributes. Figure 9 and Figure 10 show the time needed
to generate the decryption key and the time needed to evaluate
the function in dependency of the number of records for different
attribute size. Note that since the setup algorithm of DiffPIPE is
essentially the same as in noisy-DOT, the time needed is practically
identical and therefore we omit a figure here.

To demonstrate the usefulness of the relaxed security notion
of SMN-H and therefore our scheme DiffPIPE, we compared the
evaluation process of our scheme compared to noisy-DOT on the
following data sets:

- Low Birth Weight study data set [24]: “How many children
with low birth weight are born in this data set?”

- Prostate Cancer Study data set [26]: “What is the percentage
of tumor penetration of prostatic capsule?”

- Umaru Impact Study data set [27]: “How many percent are
drugfree for at least 12 months?”

- Nhanes III data set [25]:“How many percent of the partici-
pants have high systolic blood pressure?”

The data sets vary in number of records and attributes (Table 1).
We modified the data sets so that there were only complete records
regarding the important attributes. Since most of the cryptographic
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|| —— 10 attr noisy-DOT g
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Figure 9: Time for generating the decryption key in noisy-
DOT and DiffPIPE (dashed lines).

30 I \ ‘
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25 |- 30 attr noisy-DOT N
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Figure 10: Time for evaluating the function in noisy-DOT
and DiffPIPE (dashed lines).

Table 1: Number of records and attributes in cleaned data
sets.

Data set #records # attributes
Low Birth Weight Study 189 10
Prostate Cancer Study 380 8
Umaru Impact Study 575 8
Nhanes III 16,427 12
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techniques operate over finite fields, such as Fy but most numeric
real world data is in R a well known problem is how to convert the
real world data into input data for encryption schemes. A standard
solution is to use a fix-point arithmetic, meaning to interpret a
value z € R as x = |z - s] with a scaling factor s. For example
the value z = 8791.5467891 with a scaling factor 100 would result
in x = 879155. After the computation on the encrypted data is
finished, the result needs to be scaled back, e.g. dividing by the
scaling factor s. If s is chosen appropriate to the input data and to
Fg the usefulness of the data is not compromised while preserving
the ability to operate on the encrypted data. Most of the data sets
from Table 1 were already represented as values in N or had only
two decimal places. But this was not the case for the noise sampled
from the Laplace distribution. Therefore for our experiments we
set our scaling factor to 100,000 without compromising the result
of our computation.

Another challenge was to handle the noise sampling process.
Normally noise sampled from the Laplace distribution is distributed
over R. The DP libraries handles the problem of sampling over a
discrete set, but we additionally needed to restrict the range, so
we could assure that the sampled noise v is still in the range that
can be decrypted, e.g. restricting A. We exploited that the Laplace
distribution samples values close to zero. To make sure that the
sampled noise values lie in A with probability p we need to choose
A = [lloge(1 — p)], [—loge(1 — p)]]. For a probability of p = 0.9,
sensitivity of the function f equals 1 and € = 1, this would mean
A =~ [-2.303, 2.303], for probability p = 0.95, A = [—2.996,2.996].
Additionally we rounded the noise v not mathematically but always
to v’ = sign(v) - [|v|] with sign(x) = 1,x > 0 and sign(x) = -1, x <
0 to assure enough noise is added in the step of representing the
noise as element of Fy.

We performed all benchmarking experiments on a system run-
ning Ubuntu 22.04.2 LTS, 256GB RAM and 18 vCPUs (AMD Epyc
7272). For each data set, the following attributes measured for both
DiffPIPE and noisy-DOT:

e the time to set up the scheme, e.g. generating pp, msk and
the secret keys {sk;};c[n] Which is in the nano seconds area
and represents the one time effort of the authority,

e the time to encrypt one record, e.g. the effort of one partici-
pating user,

o the time to generate a noisy decryption key dk, e.g. the effort
of the authority,

e and the time to evaluate the dk on the encrypted data set,
e.g. the effort of the analyst.

Results can be seen in Table 2. As expected and consistent to our
results of the basic operations, the experiments on the real data
sets show an advantage of our scheme DiffPIPE: less time is needed
to encrypt, generating decryption keys and evaluating a function
while the setup algorithm only differs in a few nanoseconds.

8 CONCLUSION

Motivated by the need for cryptographic schemes that simultane-
ously realize input and output privacy, we introduced the concept
of noisy multi input functional encryption (NMIFE) that allows to
integrate differential privacy into the decryption procedure. More-
over, we explained its potential benefits compared to approaches
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Table 2: Run time of DiffPIPE vs. noisy-DOT for single op-
erations for different data bases. Encryption time refers to
encrypting x; of a single user. First value represents the time
for DiffPIPE, second value for noisy-DOT.

Data set  Setup [ns] Enc [ms] KeyGen [s] Eval[s]
768.10 2.12 1.23 4.10
LBW 759.60 3.23 1.93 6.33
PC 751.40 1.80 2.17 7.15
662.95 2.70 3.25 10.63
Ul 711.55 1.85 3.28 10.89
780.55 2.69 4.92 16.14
949.05 2.37 120.61 385.80

h: III
Nhanes 965.50 3.82 194.88 62052

that aim for combining DP with multi party computation or homo-
morphic encryption, respectively. We provided an adapted security
definition, namely single-message-and-noise-hiding (SMN-H), and
explained how certain function-hiding MIFE schemes can be trans-
formed into secure SMN-H NMIFE schemes (actually even meeting
a stronger security definition). This was demonstrated on a concrete
NMIFE scheme, dubbed noisy-DOT. We additionally constructed a
new secure SMN-H NMIFE scheme DiffPIPE and demonstrated its
applicability for realizing privacy preserving counting queries in a
number of experiments, comparing its efficiency to noisy-DOT.

While NMIFE may have already their use in practical use cases,
we see various opportunities for further research. For instance, the
restriction of noisy-DOT to linear functions is a consequence of the
lack of function-hiding FE schemes for more complex functions
and not of the definition of NMIFE or the transformation. While
linear functions practically limit the use cases to simple statistical
analysis, e.g. counting queries, quadratic functions allow for more
complex analysis. In other words, progress made in the area of FE
can most likely be used for building more powerful NMIFE schemes
as well. If a full-hiding MIFE scheme for polynomials of degree 2 is
constructed, with the help of our transformation it would directly
yield an according NMIFE scheme. In fact, as the security notion
of SMN-H is probably weaker than full-hiding, designing NMIFE
schemes for more complex functions fulfilling SMN-H might be
easier than for full-hiding FE.

Another potential line of research is the combination of FE and
machine learning. If it comes to the training of a model, one main
problem is still the restricted functionality of existing FE schemes.
The schemes today are not able to train a whole model, but with iter-
ative updates, the encrypted data can still be used. As we have seen
in the context of federated learning ([31, 32, 47]), the intermediate
results of the iterative algorithms often leak too much information
about the underlying data. Here, one could use DP, and therefore a
NMIFE scheme, to secure these intermediate results. To train com-
plex models, linear NMIFE schemes are not sufficient. It has been
shown that we can train complex machine learning algorithms with
a quadratic FE scheme [11, 39], but these leak information about
the input data through the intermediate results. With a quadratic
NMIFE scheme we would be able to protect these data using DP.
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[49]

A DIFFERENTIAL PRIVACY

As shortly explained in Section 2.2 DP is a technique to achieve
output privacy of a function. In the following we want to present
the formal definitions.

Definition A.1 (Distance between Databases). The I} norm of a
database X = (X1, ...,Xp) is denoted by ||X||; and is defined to be

n

1XI11 = ) |il.

i=1
The [; distance between two databases X and Y is ||X — Y||;.
The [; distance measures how many records differ between data-
base X and database Y. Typically in the standard definition of (e, 8)-

differential privacy ((e, §)-DP) we look at neighboring databases,
meaning databases that differ in at most 1 record.

Definition A.2 (Differential Privacy). A randomized algorithm M
with domain N1 is (e, 8)-differential private if for all S € Range(M)
and for all X, Y € N such that ||X - Y||; < 1:

Pr[M(X) € S] < exp(e) Pr[M(Y) € S] + 6,
where the probability space is over the coin flips of the mechanism

M. If § = 0, we say that M is e-differential private.

A simple and common way to produce differential private nu-
meric functions, especially in the setting of privacy-preserving anal-
ysis, is to perturb the function output with noise sampled through
special distributions.

Definition A.3 (Laplace Mechanism [18]). Given any function
f: NIXI — R¥, the Laplace mechanism is defined as:
ML(X, f(),€) = f(X) + (Y1, i)

where Y; are independent identical distributed random variables
drawn from the Laplace Distribution Lap(s1 (f)/€), centered at zero
and s; (f) denotes the I;-sensitivity of the function f7:

s1(f) = maxX}YgNPﬂ)”X-Y‘|1:1||f(X) - fWlh

B PROOF OF THEOREM 6.1

Proor. We start with the correctness claim which essentially
follows directly from the definitions. More precisely, let

(pp, msk, {ski}ic[n]) < S".Setup(4, Fn),
ct; = 8*.Enc(skj, i,x;),i € [n],
dk g « S* KeyGen(msk, f, D)
"Normally the [;-sensitivity is denoted by Af. However, since we're already using

A elsewhere, we wanted to introduce a distinctive notation for the ;-sensitivity of a
function.
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Our goal is to show that

D
Pr [S*Dec(dk e, cty, ..., ctn) = f(x1,...xn) +v] = Prlv < A]

for all v € A and for all inputs x;. By definition of S*, the decryp-
tion key dk g+ is the result of invoking S.KeyGen(msk, f*) for some
chosen function f*. Because of equation (4) and the correctness of
S, it follows that

Pr[S*Dec(dkps, Cty,...,Ctp) = f(x1,...xn) + V]
=Pr [f* =f+ v]

for all v. By construction of S* KeyGen, it holds that

Dy
Pr(f* = f+v] =Pr[v < A]

which shows the claim.

We show the security claim by a standard reduction argument.
That is, we assume a PPT attacker A* against S* with non negligi-
ble advantage and construct a PPT attacker A against S that has
the same non negligible advantage in the full-hiding security game.
We have an oracle O for A that sets up the scheme and chooses a
B« {0, 1}, forwarding pp to A. A acts as an oracle to A* and for-
wards pp. A* can adaptively make queries of the type decryption
key query and ciphertext query. Ciphertext queries from A* are
simply forwarded to O and the responses are given back to A™.

For the decryption key queries, A* chooses a triple (f}, v, v;.1)
and sends it to A2 A sets fio=fi+tvigand fi; = fi+v;;, and
sends the request (f7¢, f;1) to O, who generates the decryption key
dk; « S.KeyGen(msk, f; ). A forwards dk; to A*.

The queries of A* need to fulfill the equation (3) that for all
I € [qrey] and for all (ji, ... jn) € [gct,1] X - - X [gct,n], We have

J Ji — J Ji
JiGelp - xy) +vio = Al X)) + v
Because of this restriction the queries of A are valid with respect
to condition (2), since

fl,o(xfo’ .. .,xfl:lo) = fl(xfo, . .,xfl"lo) +Vio
= f[(xfl, .. .,x’Jl'fl) +Vyg
_ J J
= fl,l(xl,ll’ .

foralll € [qkey] and for all (ji, ..., jn) € [get,1] X+ -+ X [getnl]-
A* eventually outputs a bit f” € {0, 1}. This f’ is also the guess
of A. An overview of the reduction can be found in Figure 6.
Note that A perfectly simulates the oracle for A*. Hence, we
have ExpthFE(ﬂ) = Exptf,}l(MIFE(ﬁ) for each f§ € {0, 1}. In particu-
lar, it follows that A and A* have the same advantage. O

C A MESSAGE-AND-NOISE-HIDING NOISY
MULTI-INPUT FUNCTIONAL ENCRYPTION
SCHEME FOR INNER PRODUCTS

C.1 Overview

As stated in Section 6 we want to show that we can use the transfor-
mation from Theorem 6.1 on an existing MIFE scheme to construct
a concrete NMIFE scheme and to analyze its efficiency. The current
state of the art does not include any efficient schemes that realize FE

8To keep the description simple, we directly state the noise values vy, p instead of the
corresponding distributions D; .


https://doi.org/10.1109/TIFS.2020.2988575
https://doi.org/10.1109/TIFS.2020.2988575
https://doi.org/10.18100/ijamec.801157

Proceedings on Privacy Enhancing Technologies 2024(2)

for all functions. Existing FE usually support only inner product or
quadratic functions. However, so far no FE for quadratic functions
is known that has full-hiding security and allows for multi-inputs.
Therefore we apply the transformation to an existing MIPE scheme.

More precisely, we take the scheme of Datta et al. [15] as starting
point. In the following, we refer to it as DOT scheme. Note that
only linear functions fy are directly supported by DOT. However,
an NMIFE deploys affine functions to add a noise value v to the
function evaluation. That is, we need to extend DOT to support also
affine functions, i.e., fy c(x1,...,xp)+¢c = y1-x1+- - ~+yp-xp+c with
a constant value c such that correctness and full-hiding security
are preserved. That is, our strategy is composed of the following
two steps:

Step 1: Extend DOT to a new (correct and full-hiding) scheme
affine-DOT that also supports affine functions

Step 2: Apply the transformation from Theorem 6.1 to con-
struct a correct and message-and-noise-hiding NMIFE noisy-
DOT

A simple way to achieve the first step with any FH-MIPE scheme
would be that in the setup phase the data for slot 1 is set to a fix
vector,e.g. X = (0,...,0, 1) resulting ina dataset X = ((0,...,0,1) ||
X1 -+ |l %) € IF((]"H)'"' with X; € Fg'. For a requested decryption
key dk for function f described by (y,c) = ((§ || --- || 3),¢)
encode the constant at the beginning of dk, so that the key encodes
5= ((0....,0,0) | G Il -+~ Il ) € FY"Y"™. Evaluating the inner
product results in X - § = (0,...,0,1) - (0,...,0,¢) + X7, % - §i =
¢+ X7, X; - y;. This would mean to increase the size of the collected
data set by one record ¥ = (0,...,0, 1) and also increase the size
of the decryption key dk, yielding more ciphertexts and larger
decryption keys. This does not only impact the space requirement
but also the effort for setting up the FH-MIPE scheme and evaluating
the function.

In the following, we present another approach to turn the lin-
ear DOT scheme into an affine scheme and dub the new scheme
affine-DOT. The approach exploits properties of the key generation
algorithm for directly embedding the noise value. This has the ben-
efit that neither the ciphertexts nor the decryption keys need to
be enlarged. Thus, we consider this variant to be of interest on its
own. Again we concentrate on the bounded scheme of Datta et al.
[15]. We omit the mathematical foundations, since we described
them before in Section 7.

C.2 Full-Hiding Bounded Multi-Input
Functional Encryption Scheme for Affine
Functions

In this subsection we describe the affine-DOT scheme for affine
functions, build upon the scheme DOT for linear functions, and
prove its correctness and security. Before we proceed, we give an
overview of the underlying idea of the transformation.

DOT is build upon the single input FE scheme proposed by
Tomida et al. [44]. The naive approach to build a MIFE scheme out
of a single-input FE scheme is to use an n-fold extension. Consider
a master secret key msk that consists of n independently generated
master secret keys msk; for the single-input scheme. A ciphertext
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for some vector X; € Fg' with respect to index i is simply a single-
input FE ciphertext for X; € Fg" with respect to the master secret
key msk; for slot i. A decryption key for a set of n vectors {7i};c[n]
for y; € FQI" is given by the set of decryption keys {dky, };c[,] With
respect to the master secret keys of each slot. Decrypting multiple
inputs simply means to decrypt each input individually and to
combine the results afterwards.

However this construction is not secure, since an attacker can
easily recover X; - y; for a single i, instead of only receiving the
final result 3.7 | X; - j;. For example, this would render the property
of message-hiding impossible. Datta et al. [15] solves this problem
analogue to Abdalla etal. [1] by introducing additional randomness
in the ciphertexts and the decryption keys such that the random
values eventually add up to zero. Our main idea is to choose the
random values such that they do not add up to zero but to the
constant value c in the affine function f described by ((g1 || - - ||

gn),¢) with f(Xy || -+ || ¥p) = XiL; X - Gi +c.
Description.

affine-DOT.Setup(A, F): This algorithm takes the security
parameter A, a description of 7, = {m, n, @ B} with the
length m € N of the vectors, the arity n € N of the multi-

input functionality,‘ A ¢ N of polynomial size ‘and abound

B € N on each component inner product. It works as follows:
(1) Setup a bilinear pairing e : G; X G, — Gt where the
group sizes are chosen to be a prime number q > nB+

[maxsca()]

(2) Extend e to a pairing on a dual vector space V1 X V3 with
Vi = G%’"J’Zk“ and V, = Ggm”k” for an appropriately
chosen parameter k, associated with the k-LIN assump-
tion.

(3) Sample random ¢ <$¥ Fg\{0}, and compute g7 = e(gl,gz)g
with g1 and g2 being the generators of G and G, respec-
tively.

(4) For i € [n], generate a dual orthogonal basis

Bi = {bi,la ey bi,2m+2k+1} andB;‘ = {b;'k,l’ AN b;,2m+2k+1}
such that e(bi!j,b;fj) =gr forall j € [2m+ 2k +1] and set
Bi = {bi,ls cees bi,Ms bi,2m+1, bi,2m+k+1s cees bi,2m+2k}:

5% * * * *
B; = {bi,l’ s bi,m’ bi,2m+1’ B ’bi,2m+k}'

(5) Publish public parameters pp = (paramsg,gr) and set
the master secret key msk = {B?}ie[n} Let sk; = B; be
the secret encryption key for slot i. All of the remaining
algorithms implicitly take pp.

affine-DOT.Enc(sk;, i, x;): Takes as input the secret key sk;,
an index i € [n], a vector x; € IF';" and performs the follow-
ing steps:

(1) Select random @; 1, ..., 9; & Fg, and compute

[ Z xi(])bi’j +bi,2m+1 + Z @i,jbi,2m+k+j
j€lm] jelk]
= (£,0™,1, o<1, Gils -5 Piks OB,
(2) Output ciphertext ct; = (i, ¢;).
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affine-DOT KeyGen(msk, f): On input the msk and a function

described by a set of vectors {7; } ;e[| and a,

execute the following steps:

(1) Sample random ry,yi 1, - - -, ¥i k-1 <i Fg, for i € [n], with

the restriction that 3;c[n) i =
(2) For each i € [n] compute

_ ()

ki = Z Y; b+ riby g + Z Yiib: 2
jelm] jelk-1]

- Yik-1. 0, 0)g:,

m))A

= (1, 0™ risyin, .-
where 1; = (yﬁl), . ..,yi

(3) Output decryption key dk = {ki};c[n]

affine-DOT.Dec(dk, cty, ..., ctp): This algorithm takes a de-
cryption key dk = {k;};c[n], 1 ciphertexts cty,...ct, and
computes the following:

(1) first compute Lt = [T;¢[n] e(ci, ki)

(2) attemp to determine a value A € Z such that g? =Lt by
performing an exhaustive search over a specific polynomial-
size range of possible values. If it succeeds, output A, else
output 1

Correctness. The correctness of the above MIFE scheme affine-
DOT can be verified easily and is similar to the correctness of DOT.
For any set of ciphertexts {ct; = (i, ¢i)};e[n) With

Lo g
¢ = (x;,0™,1, ok @il -5 Qi ks OB,

where ct; encrypts some vector x; € ]F(T with respect to index
i € [n] and any decryption key dks = {k;};c[5] corresponding to
a function f described by ({7i}ic[n], ¢)such that g; € Fg for all
i € [n]and c € A withk; = (;7,-,6'", TisVils- -

therefore
1_[ e(ci,ki) = l_[ g;f'ki

i€[n] i€[n]

_ Dieln) (X Gitri)
=97

Yik—1,0F, 0)g: and

Lt =

l_[ g?ﬁ#ri

i€[n]

c+Yie(n] Xi Ui
T

This follows from the fact that for each i € [n], B; and B} are dual
orthogonal bases and }};c[,] ri = ¢. Since A is of polynomial size
and therefore, also the range [nB + maxg¢a ] is of polynomial size.
Thus, if ¢ + 3;¢[] Xi - Ui is in the polynomial size range of possible
values that the decryption algorithm searches, the algorithm would
output the correct A = ¢ + Xje[n] Xi * Ui-

Security. We prove that our affine-DOT scheme is again a full-
hiding scheme under the restriction that the adversary makes at
least one ciphertext query per slot. For more details how to achieve
full-hiding security without that restriction, we refer to [15]. Our
proof follows the same logic as the proof of scheme DOT. Therefore
we refer to the full version of the paper of Datta et al. [14] for most
parts of the proof and only want to discuss the parts that change.

9Similar exhaustive search steps are part of all bilinear map-based inner product
constructions. The polynomial running time is guaranteed by restricting the output to
lie within a fixed polynomial size range [15].
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The proof of DOT is structured as a hybrid argument over a series
of experiments which differ in the construction of the decryption
keys and/or ciphertexts. The first experiment reflects the security
experiment Expt%l FE(0). They progressively change the decryp-
tion keys and ciphertexts in multiple steps to those in security
experiment Exptj\y[/ﬁH FE(1). Proving that each hybrid is indistinguish-
able from the previous one, yielding the full-hiding security.

We discuss now how this proof can be adapted to cover affine-
DOT. First of all, an adversary needs to be allowed to make decryp-
tion queries for affine functions. That is, whenever a ith decryption
key query ({§,i,0}:e[n]> {Jui1}re[n]) for scheme DOT is made, we
require a decryption key query

(fios fi1) = (({Tri0}ie[n)» €0.0)s {Tria}e[n]€i1))

with ci0,ci1 € A

The proof description contains two different sequences of ran-
dom values: {r,;},c[n] and {7,,i},c[n]- The former are used in situa-
tions where f; o is encoded and consequently the latter for the case
of f; 1. To preserve correctness, whenever values r, ; are sampled
uniformly and random from Fg we require that },c () 71,i = ¢io
instead of 3, (] 71,i = 0 and analogously 3%, c[pn] 71i = ci1.

As long as these two cases are separated, that is the values r, ;
are only used in conjunction with f; o and likewise 7, ; with f; 1, this
has no impact on the security arguments. Here, we also make use
of the fact that in the original proof, the conditions ¥, (] 11,i = 0
and ;e[ F1,i = 0 have only been used to ensure correctness.

The only potentially critical step is transformation from f; o to f; 1
which is covered in lemma C.5. The indistinguishability is argued
by a change of the dual orthogonal bases B; and B}. This change

also induces a change of the r,; values, namely as follows:10

Fl,i =r,it+ J_51,1,0 . gt,v,() - 3_51,1,1 . !-71,1/,1- (18)
Because of the restriction on the queries of A that

fio(X1,1,00- - Xn,10) = fir(FL115-- > Xn1,1)

(see Equation (2)), it follows:

§ T,i =

1€[n]

Z (roi +X,1,0 - Uuv,0 — Xi1,1 y;,v,1)
1€[n]

Z ryi + Z X1,1,0 * Yi,v,0 — Z X,1,1 * Yuv,1

1€[n] 1€[n] 1e[n]

cyo + Z X,1,0 * Yv,0 + (Cv,l - Cv,l) Z X,1,1 Yy,

1€[n] 1€[n]

=Cy1

This shows that the random values after the transformation auto-
matically fulfill the condition },¢[p 71,i = ci,1. Moreover, as the
values r,; have been uniformly sampled (under the condition to
sum up to c; ), the same property holds as well for the values 7, ;.

A further adaptation that is required affects values 6, ,, used in
the proof of Lemma C.4. We require that the random values 6, , sum
up to Y e[n] Oy = cio instead of 0 to ensure that 3, ¢, 71,i = cio-
To understand why this has no impact on the security claim, we
have to quickly explain the role of these values. In lemma C.4 the
advantage of deciding between to hybrid sequences is reduced to

10please be aware that in the original Paper of Datta etal. [14] there is a construction
error. The 7, ; need to be constructed as specified in Equation (18).
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a decisional problem 1* [15, Def. 2.6], that can be reduced itself
to the k-LIN problem. In the proof, the values r,; are replaced by
values taken from the considered problem instance. In addition, the
values 0, ,, are added for masking the problem-instance-values and
to ensure that the values r, ; are still uniformly sampled. Because of
2ie[n] Tui = Zie[n] Oui> the change mentioned above is necessary
to maintain correctness, while they still mask the values of the
problem instance.

Through applying the transformation presented in Section 6
we construct an equally efficient MN-H NMIFE scheme, which is
dubbed affine-DOT.

D PROOF OF THEOREM 7.2

To prove Lemma 7.3, we need to reduce the advantage of an adver-
sary to the k-LIN assumption. To this end, we follow the approach
of Datta et al. [14]. In order to shorten the respective proofs and
focus on the main idea, this reduction will not be done directly.
Instead, they presented two problems (Problem 1 and 2), which can
be reduced to a third problem (Problem 0) which in turn can be
reduced to the k-LIN assumption. Since we modified the construc-
tion of the ciphertexts and keys in our scheme DiffPIPE, missing
m — 1 and n(m — 1) slots, we cannot directly adapt their problems.
Therefore, we describe two problems, (Problem 1 and Problem 2),
which are mostly similar but adapted the structure of our cipher-
texts and decryption keys, respectively. For these, we show that
they can be reduced to another problem, Problem 0, which is equal
to the problem used in [14].

In favour of readability, Lemma 7.3 and Lemma 7.4 are broken
down to a series of lemmas (Lemma D.3- Lemma D.9) and proven
individually. Combined with Lemma D.2, this concludes the proof
of Theorem 7.2.

Let us start by defining Problem 0 as well as the follow up prob-
lems, Problem 1 and Problem 2.

PrROBLEM 0 ([14]). Fix an arbitrary number y € [2] Problem 0 is

to guess a bit & {0,1} given 3ﬁ = (paramsg, D, D*,gg,
$ $
Q/?); where paramsg = (g, G1, G2, G, 91,92, €) < Gpg(); {, w «

$ $
Fg\ {0}, ..., ap — Fgs D = (dj,t) (k+1)x(k+1) < CL(k + 1, Fg);

s« * d', dj s %
D* = (d] t)(k+1)><(k+1) = (D% d; = (9", ...y, d; =
ds . . "
(ggf;,...,g;;l)for] € [k+1;D = {dy,....dg1 }: D* = {d}}
and Qﬁ =(a1,..., o, 0)p or Qﬁ = (a1, ..., 0, m)p according asB

is 0 or 1. For any PPT algorithm A, the advantage of A in deciding
Problem 0 is defined as

Adv (A) =|Pr[1 « A(Jy)] = Pr[1 « A(S)]|.

LEmMma D.1 ([14]). For any PPT algorithm A for Problem 0, there
exists a PPT algorithm B for the k-LIN assumption such that for any
security parameter A, we have Adv M < Ad\/c LIN (3.

Problem 1 is used in the games that apply changes in the con-
struction of the keys.

PROBLEM 1. Problem 1 is to guess a bit f§ & {0,1} given 0
(paramsg, g1, {Bi, B} }icn], {9 ptic[n])s where
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$
= (¢,G1, G2, Gr, 91,92, ¢) — Gppg();paramsy = (g, V1,
Vo, G, Ar Ag,€) & Gppys(m+2k+2, paramsg); 0 & Fg\{0}:g; =

paramsg

o 3 ®
e(91,92)% (Bi, B}) & Gop(m+2k+2,paramsg,0),B; = {bi1,...,
bz m2k+1 s B = {bl 12 b . b;
b*

A m’ i,m+1°
im+3> bzm+k+1’ b;‘k,m+2k+2} fori € [n]; g, ...
Fq \ {0}; and $i0 = (0™ a1,0,az, ..., @, 0%, 0)5:, $i1 = (0™, 1,0,
@y, ..., ax, 0%, m)g:. For any PPT algorithm A, the advantage of A
in deciding Problem 1 is defined as

a3 (1) =

for some negligible function negl.

bi,m: bi,m+ls bi,m+k+2) e

$
Qg <—Fq,7r<—

|Pr[1 « AOy)] — Pr[1 « A(O1)]] < negl(A)

Problem 2 is essentially the same as Problem 1, with the excep-
tion, that it concerns the basis vectors used for the construction of
the ciphertexts.

PROBLEM 2. Problem 2 is to guess a bit § & {0,1} given g =

(paramsg, g7, {Bi. B! }ic[n]. {¢i ﬁ}le[n ); where

paramsg = (g, Gl,Gz,GT g1, g2, €) & QBPG() paramsv (. V1,
V2,61, A1, Az €) & Gppvs(m+2k+2, paramsg); o & Fg\{0};9: =
e(91,92)%; (B,;B:.‘) i Gop(m+2k+2,paramsg, o), B; = {bi1,...,

bi m» bi,m+1: bi,m+k+2: s bl m+2k+1} B - {bl 1 b?m’ b;km+1’

$ $
3k S 5 .
blm+3,..,, bzm+k+1’bzm+zk+2}f0” € [nlsa1,..., 0 & Fg,m

Fg\{0};andgio = (0™ oy, ., 0)g,, pin = (0™ ey,

ay, m)B,. For any PPT algorithm A, the advantage of A in deczdlng
Problem 2 is defined as

dv% (1) = | Pr[1 « A(0y)] — Pr[1 — A(01)]| < negl(d)

for some negligible function negl.

Next, we show that both Problem 1 and Problem 2 can be reduced
to the k-LIN assumption by using Lemma D.1.

LEmMmA D.2. For any PPT algorithm A for Problem i € [2], there
exists a PPT algorithm B for the k-LIN assumption such that for any
security parameter A, we have Adv A1) < Ad\/‘ LIN ()

Proor. First, we are going to show the reduction for Problem 1
and then state the differences for Problem 2. Suppose there exists
PPT adversary A for Problem 1, which can be used by a PPT algo-
rithm B as a subroutine trying to solve an instance of Problem 0.
B is given this particular instance corresponding to y = 2,

— O* g
‘9ﬁ = (paramsg,D,D", g3, Qﬁ*),

where everything is chosen in accordance with the notation of
Problem 0. Then, B carries out the following steps:

e B generates paramsy = (q, V1, V2, Gr, A1, Ay, e) i

Gppvs(m + 2k + 2, paramsg) and calculates g1 = e(gl,gg).
e For each i € [n], B acts as followed:
— Sample a random invertible matrix W; =

$
(Wi, j,t) (mazk+2)x (me2k+2) < GL(m + 2k +2,Fq)
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- Compute
;= (57, g5 15 ™ W, jelm
b*m+1 = (dy, lg+k+l)W'
b*m+2 _ (1k+m+1’ g5 IG YWi
b = (), 15w, je[2k]
Bpparviry = (105,16 Wh j e [kl
b*m+2k+2 = (dis1, 1g+k+1)Wi
bi] _ (1k+], ,lkjmﬂ_j)wvi* je [m]
bims1 = (d}, 15w
bimsz = (1™, 91,15 YW,
bimiisksj = (1k+m+1+J’ 91, 1?}?])‘/‘/1* Jj € [k]

— As 8B does not know the precise values of d;‘. for j > 1,

they implicitly set
bims1+j = (d5, 1E™HW)j € [2,]
k %
bimsak+z = (dp, ;s 1GTm+1)W,~
to implicitly obtain
Bi ={bi1,....b; miok+2}
* *
B - {bl JERR ’bi,m+2k+2}'
These are indeed dual orthogonal bases of Vi and V,

which are uniformly and independently distributed due
to the sampling of W;. Moreover, e(bi,j,b:‘j) =gr Vj €

[m+ 2k +2].
— B defines
B' = {bi JEREE bi m+1)bi m+k+2> -+ -:bm+2k+1}
B;k - {bz - b;km+1’b:<m+3’ e 'bzm+k+1’b*m+2k+2}

Note that all of these values are known to c¢B.
- Define ¢, 3 = (Q. 1g;k+1)w,~.

e B hands 5 = (paramsg, gr, {Bi. B Yien): {918} icn]) to
A and outputs the same guessing bit as A. Note that

$.5=(Qp 12 W, (19)
= a1 (dj, 1F W + Z aj(dj, 1w, (20)
Jj=2
V(i 15 HW; (21)
k
= albs;n+l + Z ajbfn+l+j + ‘//ﬁbfn+2k+2 (22)
Jj=2
= (0™, 01,0, 0, ..., ., OF, lﬁﬁ)]g;, (23)

where x//ﬂ =rif ﬁ =1 and 0 else. Therefore, 9/3 is indeed an

instance of Problem 1 simulated by 8 with challenge bit ﬁ.

Thus, the claim follows for i = 1.
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As mentioned, the proof for i = 2 is very similar. Instead of y = 2,
we choose y = 1 and let 8 form the base vectors in the following
manner:

bij = (17 ¢ 1’"*’c+1 W je[m+k+1]

AN
bi,m+k+1+J (d], 1m+k+1)W' € k+1]
—(1f+",g, MR e mrk+1]

k 1
bl m+k+2 = (d*> 10 )M,l*

Afterwards, 8 continues as before by building the reduced bases
as in Problem 2. This concludes the lemma. O

The following computation analyzes the security of Section 7 in
greater detail. By definitions of the games, we have

Adv;ameo (/1)
Ad\/(j}[umem,s (/1) — AdvGameo (/1),

= Pr[Expt%MIFE(O) =1],

ke (),

= Pr[ExptI;IMIFE(l) =1].

Adv 53 (1) = Ad
G
Adv ﬂame“ 1)
Also the transition from Games to Gamey is essentially the re-
verse transition of the Game; sequence with X;o and X;; inter-
changed. Therefore, we have:
Advg(d) <2- Z (|Adv;amel’l’l’3 (A) - Adv;amel,l,l %]
le [qkey]
v 1A
jel23]
Y (|Adv‘;{“m92"’*"3 (1) = AdVEAT i ()]
ie[n]
PG
jel23]
+ AV () — AdVGE™E ()]

< (4qkey + 2n)Ade LIN (3).

Gamelljl().) Adv Gamellj(/l”)

Gamez ij-1

(1) = Adv 5 (1) |)

The following lemmas conclude the security analysis. Each lemma
represents one step in the sequence of games defined in 7.4.2.

LemmA D.3. For any PPT adversary A between Game, |_; 3 and
Game, ; 1, there exists a PPT algorithm B for 1 such that for any
security parameter A, we have

Gameyj_13

Adv 4

() — Adv, Gaments (| < Adv 1(/1) foralll € [grey).

ProoF. Suppose there exists a PPT adversary A between
Game; j_; 3 and Game, ; ;. Then we can construct a PPT algorithm
B for Problem 1 using A as a subroutine in the following manner,
where B takes the role of the challenger in the SMN-H security
game as described in Definition 5.3.

e B is given an instance of Problem 1

0 = (paramsg, gr, (BB Yien) {9; ghien))
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where all variables are generated as in Problem 1. 8 hands
pp = (paramsg, g7) to A.

e For t € [qkeyl, in order to answer the decryption key
query of A corresponding to a set of vectors and two noise
values ({y?,i}ie[n]s V0, Ve,1), B generates the components
of dk; as follows.

tth

i) (¢t <1). B selects random ry ;0,71 <i Fgq fori € [n] such
that Zie[n] rei0 = V0 and Zie[n] reil = Vi1 Further,

$
sample y¢ 1, .. S Ytik-1 < Fq to compute
- 2k
Kei = (§i> 14,0 710 Veids - Veik-1, 075 0)g:.

ii) (t =1). B samples random wy ; i Fg \ {0}; 0 x15,15 - - -

$
Kpik-1 < Fq such that };cp) 0p; = 0and Yie[n) 01 =
vy o- Compute

_ J
kl,i = Z yl,ibz,f +5l,ib:m+1

jeln]
+ Z Kl,i,jbzm+2+j + wl,i(ﬁi,ﬁ'
jelk-1]
$
i) (t > 1). B selects random r,; 0, ¥z,i,1- - -» ¥r,ik—1 < Fq for

i € [n] such that }}; r,;0 = v+ and compute

S Yeik-10%,0)p:.
B gives dk; = {ky,i}ic[n] to A.

e For i € [n], in order to answer the i ciphertext query of
A corresponding to a pair of vectors (X;,X;1), 8 samples

kti = (§r,i, 72,i,0, 0, Ve 15 - -

$
random @1, ... ¢;; < Fq and computes

ci = (%i0,1,0,05 Y gy, ..
B hands ct; = (i, ¢;) to A.
e A outputs a guess bit f’ € {0,1}. B outputs f’ = f’ as its
guess bit in its own Problem 1 challenge.
Note that if/§ =0,ie, Pio = (6’”, a1,0, a0, .. .,ak,ak, 0)g*, then
foralli € [n],

- Pif> O)B;-

ky; =(G1, 0101 + 013, 0, @2 +Kpjq,- s
ok
oL +KL,ik-1,0", 0)B1,

which is the same form as in Equation (9) for r;; o = aywy; + 9y
and y; ; = ajy1wp; +kp; j for j € [k — 1] and this is the proper
form of k;; in Game; ;_; 5 for all i € [n]. IfB =1, ie, i1 =
(6"‘ a1,0,az, .. .,ak,ak, ”)Bf’ then for all i € [n],

ki =i nop; + 615, 0, 2wy + K1, -
2k
o + K j -1, 0%, 01 7T)B:,

which is the same form as in Equation (10) for r;; o = a1 ; + 6y,
Viij = @j+iwp; + kg for j € [k — 1] and p;; = w; ;7 and this is
the proper form of k;; in Game ;; for all i € [n]. In particular,
Yie[n] T1i0 = Vio and Yeqn] p1,; = 0. Fort < I, ky ; has the form as
in Equation (12) for all i € [n], whereas for t > [, k;; has the form
as in Equation (10) for all i € [n]. But these are the proper forms
of ky,; in the respective cases in both Game,;_; 3 and Game, ;.
Moreover, the answer to the ciphertext query in index i is given
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as in Equation (8), which is their proper form in both Game; ;_; 3
and Game, ; ;. Therefore, the view of the adversary A simulated
by 8 is distributed as in Game, ;_; 3 and Game, ;;, respectively,
according as ﬁ =0orl. ]

LEmmA D.4. For any probabilistic adversary A, for any security
parameter A, we have

Adv " (2) = Advey™ M Q) for all L € [gkey]-

Proor. In order to prove this lemma, we show that the view of
the adversary A in Game, ;; and that in Game, ; , are identically
distributed. This is done by defining new sets of dual orthogonal
bases {Ui = {wi1, .., Wimikea}, Up = {0y, oup oo bieln)
of the pair of vector spaces (V1, Vy) using the sets of dual orthogo-
nal bases {B;, B };c[,] generated from Gop(m+2k+2, paramsg, o)
in Game, ; ; in the following manner:

* s TLi1 g s .
Wi miok+2 = Pimezkt2 T g b i€ [n]
u’lf’j :sz, i€[n],je [m+2k+1]

TLi .
Wim+2 = bims2 + o b; makrs 1§ € [1]
i

w;j =b;j, i € [n],j € [m+2k+2]\{m+2}.

Indeed, {U;, U} };¢[n] is a set of dual orthogonal bases as they
are obtained from the set of orthogonal bases {B;, B} by apply-
ing invertible linear transformations. Moreover, {U;, U7 };¢[,] are
distributed uniformly at random due to {B;, B} };¢[] being so.

Now, observe that the components of the [ th answered decryp-
tion key dk; = {kj ;};¢[n] corresponding to a set of vectors and two
noise values ({yz,-},»e[n], Ve0, V1) with g ; € F{I” V1,0, ve,1 € Fy for
all i € [n], in Game; ;; can be displayed as

- 2k
kpi = (G650, 0, V110 - > VEik—1, 07> PLi B
(24)

- 2k
= (UL, T1,0: i1 YEi 1o - - > VEik—1, 07 PLO)US -

Obviously, the form of k; ; in the equation above is identical to that
in Equation (11) corresponding to Game, ; , for all i € [n]. There-
fore, the form of the I*" answered decryption key is changed from
that in Game, ; ; to that in Game, ;, through the basis transforma-
tions. Further, for all ¢t # [, the components of the tth answered
decryption key corresponding to ({4 ;}ie[n]> V£0, V,1) in Gamey 1
can be expressed as follows for all i € [n]:

) (¢ <1D):
. o

kei = (i 7,00 Ti 1 Vel - Veik—1. 075 0)Bs

= (Ut,i» 72,00, T,i,1 V,i 1 - -

i) (¢ > I):

sk
< Vtik—1s 0%, O)U;f .

> 2k
Kei = (Y1020, 0 Veids - - - Ye,i k-1, 0" 0)ms

- 2k
= (Ut,in 71,60, 0 Vit - - > Ve,i k-1, 07, 0z

Thus, for all ¢ # I, the forms of the components of dk; are preserved
under the basis transformations.

Further, for all i € [n], the answer to the ciphertext query in
index i, ct; = (i, ¢;) corresponding to a pair of vectors (¥;0, Xi,1)
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in Game, ; ; can be expressed in the following manner:

> 2k-1
ci = (X0, 1,0, ok @il Qi ks O)B, -

= k-1
= (%0, 1,0,05 1 gy, .. 5 @ik O,

i.e.the form of ct; = (i, ¢;) is preserved under basis transformations
for all i € [n].

In addition, note that e(u; j, u;‘,j) = e(bi, sz) = gr for all
i € [n],j € [m+2k+2] and thus the basis transformations are com-
patible with the public parameters pp = (paramsg, g7) in Game, ; ;
as well. Therefore, the view of A in Game, ; ; can be conceptually
changed to that in Game, ; 5. O

LEmMMA D.5. For any PPT adversary A between Game,;, and
Gamey | 3, there exists a PPT algorithm B for Problem 1 such that for
any security parameter A, we have

Gamey 12

Advﬂ

(A) = Advi "M ()| < AdVEL (D). for all 1 € [gyey].

Proor. The proof of this lemma is essentially the same as the
proof of Lemma D.3. Note that the only difference on the view of
an adversary trying to distinguish Game, ; ; and Game; ;_; 3 and
that of one trying to differentiate between Game, ; , and Game, ;3
for some ! € [gg,y] is a possible non-zero value in the m + 2th slot
of the decryption key query. More precise, having the exact same
setting as in the proof of Lemma D.3, B answers the ¢ decryption
key query for t = [ in the following manner.

$ $
B samples w;; Fq \N{0}; 61471515 KLins - KLik—1 Fq

such that };en) 01 = 0, Xie[n] 71,51 = Vi1 and Xie[n] 81 = vio-
Compute

Kig= D ulby+ 8bi s + rLiabimes
Jjeln]
+ Z Kl,l',jb:m+2+j +a)l’i¢i,/;,.
jelk-1]
and give dk¢ = {ke,i}ic[n] to A.
By the same arguments, all of the requirements hold and we
have the same form as in Equation (11) or Equation (12), depending

on whether ﬁ is1or 0.
m|

LeEmmA D.6. For any PPT adversary A between Gamey ;13 and
Gamey; 1, there exists a PPT algorithm B for Problem 2 such that for
any security parameter A, we have

AdVIME (1) — AV ()| < AdVEE (D), for alli € [n].

PRroOF. Suppose there exists a PPT adversary A between
Gamey ;—1,3 and Gamey; 1. Then we can construct a PPT algorithm
B for Problem 2 using A as a subroutine in the following manner,
where 8 takes the role of the challenger in the SMN-H security
game as described in Definition 5.3.

e B is given an instance of Problem 2
0 = (paramsg, gr, {(Bi. B} Yicln)s {9, plie(n)

where all variables are generated as in Problem 2. $ hands
pp = (paramsg, gr) to A.
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For I € [gkeyl, in order to answer the 1P decryption key
query of A corresponding to a set of vectors and two noise

o $
values ({y[;}ie[n]> V1,00 V1,1), B selects random ry; o, 771 <
Fq fori € [n] suchthat 3;c(n) 7140 = Vi and Xie[n] 1,41 =

$
v 1. Further, sample y i1, ..., vz k-1 < Fq to compute

- 2k
ki = (ULis11i0: TLi 1 V01 - -+ VEik—1, 07> 0)B: -

B gives dk; = {k; ;} to A.

e For t € [n], in order to answer the ciphertext query of A
in index ¢ corresponding to a pair of vectors (X;,0,%:1), B
computes c; as follows:

i) (t < i) B samples random @1, ... ¢; & Fg and calcu-

lates ¢; as

¢ = (X1,0,1, ok, Pt Ok 0)B, -

ii) (¢t = i) B calculates c; as

_ J
ci = Z x;bij +bime1 + ¢i’g
j€lm]

iii) (¢ > i) B samples random @1, ... ¢; & F4 and calcu-

lates ¢; as
¢t = (X0, 1,0, okt Ot1,--
B hands ct; = (t,¢;) to A.
e A outputs a guess bit f’ € {0,1}. B outputs f’ =
guess bit in its own Problem 1 challenge.

Note that ifﬁA =0,ie., 925,"0 = (6m+k+l) o1, 02, . .., Qf, O)Bp then
we have

Pk 0B,

p’ asits

i = (Ri0, 10,05 Lo, 0),
which is the same form as in Equation (8) for ¢; j = aj, j € [k]. If
B=1ie, $io= (6m+k+1, a1, Qz, ..., 0, T)B;, then,

- 2k—1
i = (%i0,1,0,05 L e, .., ap, 1),

which is the same form as in Equation (13) for ¢;; = a;j, j € [k]
and w; = 7 and this is the proper form of ¢; in Gamey ;1. For t < i,
c¢; has the form as in Equation (15) for all t € [n], whereas for t > i,
c; has the form as in Equation (13) for all ¢ € [n]. But these are the
proper forms of ¢; in the respective cases in both Gamey ;13 and
Gamey ;1. Moreover, the answer to the [/ decryption key query
is given as in Equation (12), which is their proper form in both
Gamey ;13 and Gamey ;1. Therefore, the view of the adversary
A simulated by B is distributed as in Gamey;_13 or Gamey; 1,
according as ﬁ =0orl O

LEmMA D.7. For any probabilistic adversary A, for any security
parameter A, we have

AV () = Advo ™ (A), for alli € [n].

ProoF. In order to prove this lemma, we show that the view of
the adversary A in Gamey ; 1 and that in Gamey ; » are identically
distributed. This is done by defining new sets of dual orthogonal
bases (Ur = (0r1 o Uy magira}s U = (0] eentl ) ey
of the pair of vector spaces (V1, V) using the sets of dual orthogo-
nal bases {B, B} },;c[n] generated from Gop(m+2k+2, paramsg, o)
in Gamey; 1 in the following manner:
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1
s miok+2 = Prmyoksz + -~ (bt,m+1 — b,me2
+ > (xly=x] Dbej)t € [n]
jelm]
uzj=byj,t€[n],j€[m+2k+1]

t € [n],j € [m]

1 . .
* ok () *
u=bej+ w; (71 = %200b; maakez:

* 1 *

tmel T tmazksa b € [

* —_—
ut,m+1 -

1
* Rk i,
ut,m+2 - bt‘,m+2 + oy bt,m+2k+2’t € [n]

* :b*

u,;=b; . t€[n]je [m+3,m+2k+2]

Indeed, {U, U} }e[p] is a set of dual orthogonal bases as they
are obtained from the set of orthogonal bases {B;,B;} by apply-
ing invertible linear transformations. Moreover, {U;, U} };¢[p] are
distributed uniformly at random due to {B;, B} };¢[n) being so.

Observe that the components of the ciphertext query in the i* h
index corresponding to a set of two vectors (X0, X;,1) in Gamey ;1
can be displayed as

= k-1

¢i = (X1,0,1,0,0°7 7, 031, . . ., Qi oo 0i)B;
= k-1

= (X11,0, 1,0, 0i1, - - -, @ > WD), -

Clearly, the form of ¢; in the equation above is identical to that
in Equation (14) corresponding to Gamey ; 2. Thus, the form of this
ciphertext request is changed from that in Gamey; ; to Gamey; »
through the basis transformations. Further, for all t # i corre-
sponding to the ciphertext query in the t* h index corresponding to
(X1,0,%£,1) in Gamey ;1 can be expressed in the following manner:

i) (t<i):

¢t = (%41,0, 1,051, Ol Pk O)B,
= (%1,0,1,0 9r 1, 01 O,
i) (t>1i):
cr = (R0, 1,0,05 g1, .. S Prks0)B,
= (%£0,1,0,0 9y, .., Ok 0)u,

Hence, for all ¢t # i, the forms of the components of ct; are pre-
served under the basis transformations.

Further, for all decryption key queries I € [gg,] corresponding
to a set of vectors and two noise values ({7 }e[n]> Vi,0- Vi1) it
holds that for all ¢ € [n] that

- 2k
kit = e 00 e Vet - Viek-10 0B

- =k
= ULt 11,0 TLe 1 Vi 15 - -5 Viek=1, 07, 0y,

i.e., the form of dk; is preserved under basis transformations for all
t € [n].

In addition, note that e(u;, j,u’;’j = e(by, j,sz) = g for all
t € [n],j € [m+2k+2] and thus the basis transformations are com-
patible with the public parameters pp = (paramsg, gr) in Gamey ; 1
as well. Therefore, the view of A in Gamey ;1 can be conceptually
changed to that in Gamey ; 2. O
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Lemma D.8. For any PPT adversary A between Gamey ;o and
Gamey; 3, there exists a PPT algorithm B for 2 such that for any
security parameter A, we have

AV () = Advi™ i (2)| < AdVE (D), for alli € [n].

Proor. The proof of this lemma is essentially the same as the
proof of Lemma D.6. Note that the only difference on the view of an
adversary trying to distinguish Gamey ; ; and Gamey ;1 3 and one
trying to differentiate between Gamey; 2 and Gamey; 3 is that the
m+1t" and m+ 2% slot in the i*” ciphertext query are interchanged
and X o is replaced by X; ;. In detail, having the exact same setting
as in the proof of Lemma D.6, 8 answers the ith ciphertext query
in the following way.

B calculates

ci= Z X bij +bimsa + ¢, ;
jelm]
and hands ct; = (i, ¢;) to A.

by the same arguments as before, all of the requirements hold
and we have the same form as in Equation (14) or (15), depending
on whether ﬁ is1or0. O

LemMA D.9. For any probabilistic adversary A, for any security
parameter A, we have

Adv?mez.n,a (/1) — Advg;lmes (A)

Proor. Proving this lemma is straightforward as it simply re-
quires a base transformation where the base vectors of B; and B} in
position m + 1 and m + 2 are interchanged. Clearly, this transforma-
tion maintains all the crucial properties of the bases and changes
the view of the adversary accordingly. O
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