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Abstract

Protection of biometric templates is a critical and urgent area of
focus. IronMask demonstrates superior recognition performance
while protecting facial templates against existing known attacks. In
high-level, IronMask can be conceptualized as a fuzzy commitment
scheme building on the hypersphere directly. We devise an attack
on IronMask targeting on the security notion of renewability. Our
attack, termed as Probabilistic Linear Regression Attack, uti-
lizes the linearity of underlying used error correcting code. This
attack is the first algorithm to successfully recover the original
template when getting multiple protected templates in acceptable
time and requirement of storage. We implement experiments on
IronMask applied to protect ArcFace that well verify the validity
of our attacks. Furthermore, we carry out experiments in noisy en-
vironments and confirm that our attacks are still applicable. Finally,
we discuss two strategies to mitigate this type of attacks.
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1 Introduction

Biometric-based authentication has been under intensive and con-
tinuous investigation for decades. Recent works use deep neural
networks to extract discriminative features from users’ biometrics
and achieve significant advances, such as facial images. ArcFace
[12], which is one of the state-of-the-art face recognition system,
projects the face images to templates on a hypersphere and utilizes
angular distance to distinguish identities.

However, the exposure of facial templates has the potential to
cause severe threats to both user privacy and the entire authen-
tication system. Numerous attacks have demonstrated the risks
of template leakage with some capable of reconstructing origi-
nal biometrics from corresponding leaked templates, including
faces [33, 37, 38], fingerprints [8], iris [15] and finger veins [25].
These vulnerabilities underscore the critical need for biometric tem-
plate protection(BTP) technique.

Specifically, BTP aims to achieve three goals: irreversibility, re-
newability and unlinkability with considerable recognition perfor-
mance:
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o Irreversibility: Prevents the reconstruction of the original
biometrics, ensuring one-time usage security.

¢ Renewability/Reusability: Allows secure reissue of pro-
tected templates even after leakage of old protected tem-
plates, enabling multiple uses.

e Unlinkability: Ensures protected templates from same in-
dividual cannot be linked to a single identity.

Notably, unlinkability is the most robust property and considerably
more challenging to achieve, compared to the irreversibility and
the renewability.

Fuzzy-based scheme is a promising technique to implement BTP.
Fuzzy-based schemes include fuzzy extractor [13], fuzzy vault [22]
and fuzzy commitment [23]. They commonly consist of two core
components:

o Information Reconciliation: Maps similar readings to an
identical value, typically applied by secure sketch based on
an error-correcting code (ECC);

e Privacy Amplification: Converts the uniform value to an
uniformly random secret string, typically accomplished by
extractors or cryptographic hash function.

While fuzzy-based scheme has been successfully applied to binary
space with binary error-correcting codes[3, 31] and real-valued
space R" with lattice code[19, 24], hypersphere-based implementa-
tions without directly transforming to the binary space remained
elusive until IronMask [26]. In [26], Kim et al. devise an error
correcting code on hypersphere to build a secure sketch and in
turn a fuzzy commitment scheme, named IronMask. They apply
IronMask to protect facial template on ArcFace with template di-
mension as n = 512, recommending the error correcting parameter
a = 16. The combination achieves a true accept rate(TAR) of 99.79%
at a false accept rate(FAR) of 0.0005% and providing at least 115-bit
security against known attacks. They claimed that their scheme
satisfies irreversibility, renewability and unlinkability. To the best
of our knowledge, it’s the best BTP scheme to provide high secu-
rity while preserving facial recognition performance without other
secrets.

1.1 Our Contributions.

Our key contributions are three:

1. Novel Attack Methodology: We propose a new method
named as Probabilistic Linear Regression Attack that utilizes
the linearity in IronMask’s error-correcting code to compromise
the renewability of IronMask. Let n denote the dimension of the
output template and & denote the error correcting parameter, the
algorithm exhibits O(nfe”) complexity, where p depends on the
theoretical complexity of underlying linear regression solver and ¢
scales with the number of obtained protected templates.
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2. Comprehensive Validation: We apply the probabilistic lin-
ear regression attack on IronMask applied to protect ArcFace
and carry out experiments that well verify the validity of our at-
tacks. The experiment is carried out on a single laptop with Intel
Core i7-12700H running at 2.30 GHz and 64 GB RAM. The ex-
perimental results with different linear regression solvers, SVD
(Singular Value Decomposition) solver and LSA (Locality Sensitive
Algorithm) solver, and different settings demonstrates:

e SVD solver(No Noise): 5.3 days with n — 1 = 511 protected
templates and 621 days with 2 protected templates.

o LSA solver(No Noise): 4.8 days with 3 protected templates
and 7.1 days with 281 protected templates.

o Noise resilience: at most 50 years recovery time with 3 pro-
tected templates at noise less than 36° when deploying LSA-
based linear solver.

e Real-World Dataset performance: around 35.6 years(Color-
FERET) and around 1.47 years (FEI).

Our experimental results show that the attack maintains effec-
tiveness in noisy environments and could be applied in real-world
scenarios.

3. Defense Strategies: We propose two plausible defence strate-
gies, Adding Extra Noise and Salting on strengthening IronMask,
in order to mitigate our attacks. When combined, these strategies
could boost security to 60-bit. While the costs are lower recovery
success probabilities(95%), slower authentication(3 seconds) and
significant storage requirement(~80GB).

2 Related Works
2.1 Face Recognition on Hypersphere

Modern face recognition based on deep neural networks generally
operate through two fundamental phases: (1) generating an embed-
ded facial template from input images, and (2) computing similarity
scores between templates for identity matching.

Current research has demonstrated that angular margin-based
losses significantly outperform traditional contrastive loss[10] and
triplet loss[45] on large-scale dataset, such as SphereFace[32], Ar-
cFace[12] and MagFace[34]. These face recognition frameworks
constrain the face templates to a unit-hypersphere, with the cosine
similarity score between w; and w; calculated as Score(wy, wz) =

P

arccos —i W2
[w1llwa]

2.2 Fuzzy-based BTP on Face Recognition

For neural network based face recognition systems, numerous pro-
tection techniques utilizing error-correcting code(ECC) or secure
sketch have emerged. Existing approaches primarily process binary
representation templates and can be categorized into:

e Direct learning method: Establish end-to-end mappings
from face images to binary codes [39, 47].

e Transformation method: Convert real-valued templates to
binary representations via recording auxiliary information
[1, 35].

However, these approaches both typically incur significant perfor-
mance degradation due to the loss of discriminatory information
during the translation from real space to binary space.
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For Transformation method, recent researches are as follows.
Rathgeb et al. employ Linearly Seperable SubCode(LSSC) to ex-
tract binary representation of face template and apply a fuzzy vault
scheme to protect it [43]. They claim around 32 bits false accept se-
curity analysed in Color-FERET dataset[41]. Jiang et al. in [20] also
transform the face template to binary code but using computational
secure sketch, which is based on DMSP assumption [16], to imple-
ment face-based authentication scheme and achieve considerable
performance. However the assumption is new and requires further
security validation. And the scheme lacks the security analysis of
renewability and unlinkability.

IronMask [26] represents a breakthrough as the first fuzzy com-
mitment scheme operating directly on hypersphere space, achieving
better performance than other protection techniques based on ECC,
as maintaining 99.79% TAR at 0.0005% FAR when protecting Arc-
Face. They demonstrate that their scheme satisfies irreversiblity,
renewability and unlinkability to known attacks in their parameter
settings when protecting ArcFace. Under particular settings, they
claim that it can provide at least 115-bit security against known
attacks(n =512, a = 16).

2.3 Attack on Fuzzy-based Scheme

For secure sketch and fuzzy extractor on binary space, several anal-
yses and attacks have targeted core security properties such as
irreversibility, reusability and unlinkability. [4, 46] find that the
original template can be recovered when getting multiple sketches
from same template if the underlying error-correcting codes are dif-
ferent or biased. [46] finds an attack that can break the unlinkability
of secure sketch. However, their attacks and analysis are focusing
on the secure sketch within binary space and are not suitable for
targeting the hypersphere space. To date, no effective attacks have
been demonstrated against the reusability and unlinkability of the
secure sketch on the hypersphere.

3 Revisit HyperSphere Error Correcting Code
and Secure Sketch

3.1 Notations

We denote the set {1,2,- - -, p} as [p]. Denote general space, partic-
ularly biometric template spaces, as calligraphic letters ,such as M,
with the following particular space: R"” as n-dimension Euclidean
space, S""1 £ {x € R" : ||x|| = 1} as unit hypersphere space in
R"™ and O(n) as orthogonal group in R"*(set of n X n orthogonal
matrices).

The vector in R" is denoted by bold small letter like v, while
the matrix is denoted by bold large letter like M. Angular distance

metric S*! is defined as v, w is defined as

Angle(v,w) = arccos (ﬂ)
Ivllzllwll2
where (-, -) denotes the standard inner product and || - ||, the Eu-
clidean norm.
In this paper, we concentrate on the metric space S"~! with
Angle distance, as it is the embedding space of face template space
M of ArcFace.
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3.2 HyperSphere Error Correcting Code

Here we recall the definition of the hypersphere error-correcting
code (HyperSphere-ECC), which serves as the foundation for con-
structing hypersphere secure sketch (HyperSphere-SS).

Definition 3.1 (HyperSphere-ECC [26]). A set of codewords C C
§"~1 is called HyperSphere-ECC if there exists 0 such that:
(1) (Discriminative) Vc;, ¢z € C, Angle(cy, cz) > 6;
(2) (Efficiently Decodable) There exists an efficient algorithm
Decode, such that Ve € C,Va € S""!, if Angle(a,c) < g,
Decode(a) =c.

where we call 0 as the design distance.

Kim et al. [26] devised a family of HyperSphere-ECC that can
be efficiently sampled and decoded.

Definition 3.2. [26] For any positive integer a, C, is a set of

codewords which have exactly ¢ non-zero entries. Each non-zero
. . _L L
entries are either v or %

THEOREM 3.3 (DESIGN DISTANCE[26]). The design distance 0 for
Cy is % arccos(1 — é).

In real world, even for ¢ € C,a € §"71, Angle(a, c) > 4

5, there
are chances that Decode(a) = c, as the theoretical design distance

0 provides a conservative guarantee.

Algorithm 1: Sample and Decode Algorithms for
HyperSphere-ECC C, in Definition 3.2

Function Sample(n, a) — ¢

Data: dimension n, error parameter
Result: c € C,

Random choose « distinct positions ji, . .
c—(0,...,0),;

forie {ji,...,jo} do

ALY B IR
¢ —{ ﬁ,ﬁ},

s Jas

Output c;

Function Decode(u, @) — ¢

Data: u € S™ !, error parameter o

Result: c € C,

Find the best « positions J = {Jj, . .
Vj € J,¥k € [n]/]]u;| = lugl;

., Jo} such that

c—(0,...,0),;
forie J={ji,...,ja} do
u .
tcﬁ_ luilve’
| Output ¢;

3.3 HyperSphere Secure Sketch and IronMask
Scheme

The secure sketch premitive, first proposed in [13] by Dodis et al.,
enables precise recovery of w from any w’ close to w with public
information while not revealing too much information of w. It has
been a basic component to construct fuzzy extractor [13] and fuzzy
commitment [23]. Here we recall the definition of the secure sketch.
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Definition 3.4 (Secure Sketch[13]). An (M, t) secure sketch con-
sists of a pair of algorithms (SS, Rec).
e The sketching algorithm SS takes input w € M, outputs
sketch s as public information.
e The recovery algorithm Rec takes inputs w’ € M and sketch
s, outputs w”’.
It satisfies the following properties:
e Correctness: if dis(w, w’) < t, then Rec(w’,SS(w)) = w;
e Security: For security parameter A, either:
— Information-theoretic: maxy Pr[w|s = SS(w)] < 2%
— Computational: V Probabilistic Polynomial Time (PPT)
adversary A, Pr[A(s = SS(w)) =w] < 2%

For space #" with hamming distance, Dodis et al. proposes a
general construction of secure sketch based on error-correcting
code [13]. They also devise a general construction on the transitive
space M, i.e. for any a,b € M, there exists an isometry trans-
formation 7 satisfying b = 7 (a). Since hypersphere space is also
transitive with orthogonal matrices, we can build a hypersphere se-
cure sketch based on HyperSphere-ECC similar to error-correcting
code.

Definition 3.5 (HyperSphere Secure Sketch). For a HyperSphere-
ECC C with decode algorithm Decode and design distance 0, the
hypersphere secure sketch can be constructed as below:

e Sketching algorithm SS: on input w € S"!, ¢ & C, randomly
generate an orthogonal matrix M that satisfies ¢ = Mw,
output M as sketch;

e Recovery algorithm Rec: on inputs w’ € S"~! and orthogonal
matrix M, compute v« Mw’, ¢’ « Decode(v), output
w’ — Ml

It satisfies the following properties:

e Correctness: If Angle(w,w’) < g, Angle(Mw, Mw’) <
Based on the correctness of Decode algorithm, as Mw =
¢’ =Decode(Mw’) =c. Thus w”’ =M~'¢’ =M lc =w.

e Security: Since M is randomized, if w samples from uniform
distribution on $"7!, {M~1c|Vc € C} is set of all possible
inputs with equal probability of SS. The probability for ad-
versary guessing correct answer at one attempt is ﬁ

4
5
C,

Kim et al. [26] implement an algorithm named hidden matrix
rotation to generate the random orthogonal matrix M with con-
straint ¢ = Mw.

3.3.1 Tradeoff of Correctness and Security. For secure sketch based
on ECC, the error correcting capability of ECC is an important
parameter to control the usability and the security of the whole
algorithm. To achieve high security, the error correcting capability
would be sacrificed so as usability. In [26], they choose a = 16 and
n = 512 to achieve |C| = () - 2 ~ 2'"5 security with average
degrades 0.18% of true accept rate(TAR) at the same false accept
rate(FAR) compared to facial recognition system without protection.

3.3.2  Usage in Fuzzy Commitment and IronMask Scheme. The se-
cure sketch primitive can be directly combined with cryptographic
hashing to construct a fuzzy commitment scheme [23]. The authen-
tication protocol operates as follows:

e Enrollment Phase:
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(1) Generate protected template: SS(w) — (c, p);

(2) Compute hash commitment: H(c);

(3) Server stores: (p, H(c)).

e Authentication Phase:

(1) Client recovers: ¢’ = Rec(w’, p)

(2) Server verifies: H(c") z H(c)
IronMask [26] implements this paradigm by replacing the secure
sketch scheme with HyperSphere-SS based on particular implemen-
tation of HyperSphere-ECC in Definition 3.2.

Hash function is computationally secure if the probability of cor-
rectly guessing codeword c in one trial is small. However, even for
high probability of guessing secret codeword c(e.g. 274 if |C| = 2%),
take advantage of slow hashes, such as PBKDF2 [36], berypt [42] and
scrypt [40], it’s still inapplicable to implement exhausted searching
attack, offering realistic security. Thus, we can strategically relax
the computational security requirements through careful balancing
of security and efficiency considerations.

3.4 Threat Model

Here we define a game version of multiple usage security (reusabil-
ity) of secure sketch. Note that if ¢+ = 0, the multiple usage security
degenerates to irreversibility.

Definition 3.6. Let SS = (SS, Rec) be secure sketch’s two algo-
rithms. The experiment SSMUL 4 ¢, (n) is defined as follows:

(1) The challenger C chooses a biometric resource W, samples
w € W and sends SS(w) to adversary A;

(2) A asks q < t queries to challenger C. C samples {w; €
W,i = 1,...,q} with constraints that Vi,j € {1,...,q},
wlw; > cos A wfw; > cos 0. Calculate the response set
Q ={SS(w;),i =1,...,q} and send Q to A;

(3) A outputs w’. If w = w, outputs 1, else outputs 0.

The secure sketch is secure with (¢+1) multiple usage if existing neg-
ligible function negl such that Pr[SSMUL #¢,(n) = 1] < negl(n)
for all PPT adversaries A.

The definition is very similar to the reusability of fuzzy extractor.
However, our definition allows the attacker to control the distance
of each sampled templates from same source while reusable fuzzy
extractor does not [2, 49] or assumes too powerful attacker with
ability to totally control shift distance between each templates in
binary space [4]. We argue that our definition can more accurately
capture the attacker’s power to recover template in real scenar-
ios. As in real world, the attacker is more probable to get multiple
sketches from different servers but can not accurately control the
shift distance enrolled each time. But it might get a vague quality
report of each enrolled sketch and select the sketches that have
similar qualities thus bounding the angle distance of pairs of cor-
responding unprotected templates, consistent with our security
model.

For more general protect algorithms, we may loose the target
of attacker to only get a template close to original template, as in
definition 3.7, where the attacker’s target is to retrieve template w’
satisfying w'Tw > cos 0’. However, for hypersphere secure sketch
in Definition 3.5, the two definitions are somewhat equivalent (see
in Theorem C.1 and Appendix C) if 6’ is less or equal to the se-
cure sketch’s criterion to judge whether two templates are from

731

Proceedings on Privacy Enhancing Technologies 2025(4)

the same individual, i.e. the recovery algorithm could retrieve the
original template. Because intuitively the attacker in Definition
3.7 could use secure sketch’s recovery algorithm to retrieve the
original template with non-negligible probability, thus threatening
the security in Definition 3.6. And in our scenario, the attacker can
only successfully authenticate to the fuzzy commitment scheme if
it retrieves the exact original template w and computes H(c) where
¢ = Mw and M = SS(w). Thus, we take Definition 3.6 as our threat
model.

Definition 3.7 (General Biometric Template Protection Algorithm’s
Multiple Usage Security). Let P be biometric protection scheme S’s
generation algorithm. The experiment SSMUL # g ; ¢ (n) is defined
as follows:

(1) The challenger C chooses a biometric resource ‘W, samples
w € ‘W and sends P(w) to adversary A;

(2) A asks q < t queries to challenger C. C samples {w; €
W,i = 1,...,q} with constraints that Vi,j € {1,...,q},
wlw; > cos A wl'w; > cos@. Calculate the response set
Q={P(w;),i=1,...,q} and send Q to A;

(3) A outputs w’. If w'''w > cos 0’, outputs 1, else outputs 0.

The biometric protection scheme S is secure with (# + 1) multiple
usage if existing negligible function negl such that for all PPT
adversaries A, Pr[SSMUL # g ; ¢ (n) = 1] < negl(n).

4 Probabilistic Linear Regression Attack
4.1 Core Ildea

Hypersphere secure sketch is secure from the information theo-
retical view in one-time usage. While if the same template w is
sketched multiple times, the sketches can determine the original w.

For example, if w is sketched twice as w; = w and w;, where
€ = wy—wj is the noise introduced during the second sampling pro-
cess, assume the sketches are My, M; and corresponding codewords
are ¢y, ¢z. The codeword pair (c1, ¢2) satisfies that ¢, = Mle_lcl +€’
where ¢/ = M;e. Since M;, M, are random orthogonal matrix,
M = M;M; ! can be seen as a random orthogonal matrix with only
one constraint that maps ¢; to ¢; — €’. Sparsity of the codewords
implies there are few other pairs of (¢}, ¢}) satisfying ¢, = Mc] + ¢,
where €, is random small noise, so as corresponding template w,
otherwise M should have other constraints and might even leak
whole information of original template if V¢ € C,, Mc € Cy(see in
Section 6.1). By exhaustive searching in the space of codewords,
the pair (c], ¢;) can be determined so as the noise ¢” and the orig-
inal template w can be recovered as M;'c}. Even if the structure
of HyperSphere-ECC can be used, it’s possible to downgrade the
computation complexity of recovering w.

The codewords used in IronMask do have special structure.
Based on the HyperSphere-ECC construction employed by Iron-
Mask in Definition 3.2, we have designed distance 6 = % arccos(1—
é). For satisfactory accuracy, the codeword c should utilize a small
value of a(specifically, n = 512, &« = 16 are chosen). Therefore, the
codewords contain a preponderance of (n — &) zeros. From another
view, given that matrix M = SS(w) and m; be ith row vector of M,
we have

n—

=

Pr[m; -w = 0|m; is the ith row vector of M, i & [n]] =

n
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In the realm of linear algebra, determining the vector w € gn-1
necessitates a minimum of (n — 1) linear equations. Each sketch
matrix M derived from SS(w + €)(e is small noise) offers a *>% prob-
ability of correctly yielding a linear equation of the form w’ v’ ~ 0.
Therefore, if we possess (n — 1) sketches and randomly select a
row vector from each, the probability of obtaining (n — 1) correct
linear equations amounts to (2-4)"~!, which approximates to e*
when a < n. These equations are highly probably linear indepen-
dent as they can be seen as randomly and independently selected
from {w’ + e]lwTw = 0, ¢ is random noise}. Assume we obtain
(n—1) correct linear equations, utilizing singular value decomposi-
tion(SVD), we can then deduce either the original vector w(without
noise) or a closely related vector w’(with noise). Additionally, by
utilizing the recovery algorithm of hypersphere secure sketch, we
can reconstruct the original vector even when provided with a
noisy solution w’.

Furthermore, through fully exploiting HyperSphere-ECC inher-
ent structure, we could reduce the number of required linear equa-
tions, increasing the probability of obtaining correct linear equa-
tions at one try. Assuming that we possess n sketches relating
to w, denoted as Mj, M, ..., M, with corresponding codewords
., Cn. We can deduce the equations

C,Co, ..

ci = MiM;'c; + €/,V2 < i < n,where w, = w; + M;e,  (2)
Defining M} = M;M]!, we can interpret M/ as sketches of c¢;. This
allows us to solve for ¢; using (n — 1) linear equations. However,
given that the entries of ¢; € C, predominantly consist of zeroes
and that the non-zero entries possess uniform norms, the task
of determining c¢; based on k linear equations can be seen as the
Subset Sum Problem or the Sparse Linear Regression Problem.
Numerous algorithms exist for tackling such problems, such as
[11, 30, 44] for the Subset Sum Problem and [5, 6, 9, 14, 17, 18]
for the Sparse Linear Regression Problem. We choose to use the
Local Search Algorithm(LSA) introduced by Gamarnik and Zadik
in [18] due to its effectiveness and simplicity of implementation.
And other algorithms are more applicable when the coefficients of
the linear equations are independent of the input vector(c;), which
does not align with our specific problem where the equation’s value
is zero.

4.2 Details of Probabilistic Linear Regression
Attack

The attack comprises three main components: the Linear Equation
Sampler, the Linear Regression Solver, and the Threshold Determi-
nant .

Initially, the linear equation sampler receives t sketches, denoted
as My, My, ..., M;, and sample rows from them to construct a single
matrix M. Subsequently, the linear regression solver processes this
matrix M and strives to generate a solution vector w’ satisfying
[IMw’|| ~ 0. Finally, the threshold determinant utilizes w’ to re-
cover candidate template w, through recovery algorithm of secure
sketch. This component then determines whether the recovered
template is correct based on the predefined threshold 6; and the
angle between w, and w,, which is output of recovery algorithm
with inputs of w, and another sketch.
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Algorithm 2: Linear Equation Sampler

Data: Matrices Mj, My, ..., M; € SS(-), type = "SVD" or

"LSA", k
Result: M
if type = "SVD" then
t—t
fori=1,...,t" do
| M) —M;
else if type="LSA" then
' —t—-1
fori=1,...,t do
| M}« My M;!
L= [k/t']

fori=1,...,t do
{VlT(i—1)+j|l < j <1} « Random select different  row

vectors of M

fori=1,... k-1t do
{vﬁ 41} < Random select row vector different from

already sampled vectors of M

T

M « vertical stack of vlT, VZT, cs VR

Algorithm 3: Linear Regression Solver based on SVD
Data: Matrix M with size k * n where k > n—1
Result: w = argmin, ||[Mw/|| where w € $"~!
w « the eigenvector of matrix M with smallest eigenvalue

4.2.1 Linear Equation Sampler. The Linear Equation Sampler re-
ceives the sketches M, My, . .., M; derived from template w as in-
put. Depending on the linear regression solver’s chosen algorithm,
the sampler selects row vectors from these sketches differently. If
the solver employs the SVD algorithm, the sampler randomly picks
k row vectors from the sketches. If solver uses LSA, the sampler
first computes ¢ — 1 matrices M; = Mi+1M1‘1\7’2 < i < t and then ran-
domly select k row vectors from these matrices. Subsequently, the
sampler vertically stacks the chosen vectors to form the matrix M
which is the input of the linear regression solver. The sampler’s duty
is to maximum the likelihood that || Mw|| =~ 0(or ||[MM;w|| =~ 0). We
deem the matrix M as "correct" if for each selected row vector, the
entry in corresponding mapped codeword is 0, where w represents
original input template. "Correct” matrix ensures that ||[Mw]|| ~ 0.

Definition 4.1. In Algorithm 2, assume row vector v; is sampled
in m’th row of matrix M and the mapped codeword of M’ is ¢, i.e.
M’w = cif type = "SVD" where M; = §5(w) or M;;w = c if type
= "LSA" where M;;; = SS(w). We say the row vector v; sampled
by linear equation sampler is "correct” if and only if the m’th entry
of cis 0, i.e. ¢, = 0. We say the sampled matrix M is "correct” if
and only if all row vectors sampled are "correct". Otherwise, M is
"incorrect".

4.2.2 Linear Regression Solver. The linear regression solver takes
the output matrix M as input, solves the following optimization
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Algorithm 4: Linear Regression Solver based on Local
Search Algorithm(LSA)
Data: Matrix M with size k * n, error correcting code
parameter «, hyper-parameter d, t,
Result: cor L
t<—20
repeat
¢ < Random select codeword in C,
te—t+1
repeat
normpre < ||Mc||

nOTMyeqy < ||Mcl]|

for ¢’ € C, where||c’ —¢|| = o

V2
Vo d
norMymy < ||Mc’||

if normspmpy < normye,, then

NOTMpery = NOTMymyp, Creay < €

C ¢ Cpew

until normpe., = normp;.
until [[Mc|| < d ort >ty
if |[Mc|| < d then

L Output ¢

else
L Output L

problem:

©)
Two algorithms are employed : SVD(Singular Vector Decomposi-
tion) and LSA(Local Search Algorithm).

SVD can be used to find the null space of a matrix by identifying
the singular vectors associated with zero (or near-zero) singular
values, which represent vectors transformed close to zero. For SVD-
based solver, a minimum of (n — 1) linear equations are required,
and the output w’ is a candidate solution for the original template.
If only two sketches, My, My, are available in the step of linear
equation sampler, an approximate solution of equation 3 can be
obtained by solving a smaller matrix. When given 2 sketches, the
task of linear equation sampler is equivalent to guessing % Zero

argmin, ||[Mw]||, w € $"!

entries in each corresponding codewords ¢; = (¢, ¢},...,ch), ¢z =
(c%, cg, e
the guessed set of zero-value entries in ¢; and c; respectively, and
given that c; = Mle_lcl, we can formulate a set of linear equations.
These equations relate the non-zero entries of ¢; to the zero entries
of ¢, through the matrix M;M;'. Therefore, assume MpM;! =
(m;j), we have

c2), thus total k zero entries. Assuming U; and U, are

Z mijc} =0,VYi € U,. (4)
Jj¢Up

By applying SVD, we could find a solution ¢’ that minimizes the
squared error of these equations, subject to the constraint that the
entries of ¢’ indexed by U; are zero. The approximate solution for
the original template is then given by w’ = M !¢’. This approach
reduces the matrix size from the original k * n to % *(n— g) by at
least factor 2 when k > n — 1.
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For the LSA-based solver, the required number of linear equations
exceeds a logn [18]. The solution obtained is a codeword ¢’ € Cy,
and the candidate template solution is derived as M7 'c’.

4.2.3 Threshold Determinant. The threshold determinant obtains
the solution template vector w’ from linear regression solver as an
input and proceeds to attempt the recovery of the original template
w. Subsequently, it invokes the secure sketch’s recovery algorithm
utilizing w’ and the sketch M; to obtain candidate template w,,.
Then invoke the the secure sketch’s recovery algorithm utilizing
w,, and the sketch M; to obtain another candidate template w,,.
Then the determinant calculates the angle 0" as Angle(w,,, w;,). If
0’ surpasses a preset threshold 6;, the determinant returns a false
output, indicating to the linear equation sampler that a new matrix
should be generated for the linear regression solver to process.
Otherwise, it outputs w,, as the recovered solution template.

W'
Vi wi 0
V2 w2 0
X ) =
Vn 10n1 Ung Un,j Un,n Wn 1
Ratio of 0s = =&
M, wi
...................
uy Uy Ui Uy, Uin e wy 1
u; uar w22 Uaj Uz | W 0
X = )
u, I Un1 Un2 -.. Unj Unn I Wp 0
Sample 4 rows on M; and § — 1 rows on M,
M! Mk
Vit Vik Uik Uik ik j Ok n
vy vk vk v v
Vi, i ik, 1 ik, 2 ik ik, n
b 2 _ 7 7 p
u i [ Uk Uk Uk
e T Tt Tt e T
i Uk Uk Uk U
-1 i1 in-pl T2 in-1] -1
(n-1)xn
X
O,
e, W W Wy . W Wy = 9
8oy,
74

Figure 1: Overview of probabilistic linear regression attack
based on SVD on two matrices M; and M. The blue solid
box indicates that the row vector is orthogonal to template
w while the red dashed box is not. By randomly selecting
(n — 1) row vectors, we finally get matrix M* that w is in null
space of M¥. As M is full of rank, the only one null vector is
parallel to w.

4.3 Correctness and Complexity Analysis

In this section, we present an analysis of the correctness and compu-
tational complexity of the probabilistic linear regression algorithm,
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specifically focusing on noiseless scenario. As for noisy environ-
ments, we demonstrate the practicality and efficiency of our algo-
rithms through empirical experiments discussed in Section 5.

4.3.1 Correctness. The proof of the correctness of the probabilistic
linear regression attack comprises three primary steps. First, we
demonstrate that the inverse probability(p;) of the output matrix
M from the linear equation sampler is "correct"” in Definition 4.1,
which satisfies Mw = 0(or MM;w = 0), is equal to 22(® (Theorem
4.2). Secondly, we establish that if the input matrix is "correct”, the
solution derived from linear regression solver is parallel to origi-
nal template w(Theorem 4.3). Lastly, we show that the threshold
determinant effectively filters out solutions w’ corresponding to "in-
correct” sampled matrices as "incorrect” matrix’s solution deviates
the original template(Theorem 4.4).

THEOREM 4.2. When a < n and k < n — 1, let the secure sketches
derived from the same template w be denoted as {M;, My, ..., M;},
wherek = I Xt'(when type="LSA", t' =t —1; when type="SVD,t' =t).
Ift’ > 2, then

ps =Pr[M is "correct"] ~ 27,

®)
Proor. Since k =1 x t’, the number of distinct row vectors sam-
pled from the same matrix is I. The associated probability that / sam-

a 1
n—l+1) .

1
pled row vectors from a matrix are "correct" is ("—}“) > (1-

n
Consequently, the probability p; that all vectors are "correct”, i.e.,
the matrix is "correct", is:

1 t
Ixt!
Pr[Mis "correct"] = M > (1 - L) xt
(’) n—I1+1

(- =15)

a n-1
> (1 —_ —) >k<n-1
n—I1+1
= efngln+1 >a << n
> e—ZUC > t/ > 2.
Thus, we finish the proof. O

THEOREM 4.3. When the matrix M is "correct" and k < n — 1
satisfies the conditions(the SVD solver requires k = n — 1, and the
LSA solver requires k > o(alog(n))), the solution w’ obtained by the
linear regression solver satisfies w' = tw, where w is the original
template.

ProoOF. Leveraging the correctness of SVD algorithm, we have
M(w —w’) =0 if M is "correct". Due to the rank of Mis n — 1, we
have w = +w’.

While for the LSA-based solver, based on Theorem 2.7 from [18],
for a sufficiently large k > alog(n) and small o as n approaches
infinity, we have the solution codeword ¢’ and original codeword
c satisfying ||c — ¢’|| < o and ¢’ = *c for small enough o(noting
that —c is also a valid solution for argmin_ ||Mx]|). This implies that
w =Ml = M (£c) = xw. O

THEOREM 4.4. Assume 0; =0, and let w’ be the solution obtained
by the linear regression solver. The threshold determinant outputs
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w'’ = +w where w is the original template when w’ = tw; otherwise,
outputs L.

Proor. The threshold determinant outputs w” = w,, if and only
if there exists w,, such that w,, = Rec(w,,, M), wflwr2 > cos 0,
which is equal to w,, = w,,. Let ¢; = M;w,, and c¢;, = M;w,,. Then,
we can deduce that the threshold determinant outputs w’’ if and
only if there are codeword pair (¢}, ¢;) satisfies:

¢ = MiM; ). (6)
Let ¢; = M;w and ¢; = M;w. Due to the randomness of M; and
M,, (£c;, +c;) are the only solutions satisfying the Equation 6.

Therefore, w,, = +w if w' = +w. Otherwise, the outputis L. O

THEOREM 4.5. When a < nandk =1Xt' < n— 1 satisfies the
conditions(the SVD solver requires k = n — 1, and the LSA solver
requires k > o(alog(n))). Set 0, = 0. The expectation of the number
of sample matrices the probabilistic linear regression attack A needs
to output w' = +w, denoted as E[# of A trieslw’ = xw], satisfies:

@)

Proor. Due to Theorem 4.2, Theorem 4.3 and Theorem 4.4, the
probability p, that the attacker outputs correct answer in one at-
tempt satisfies:

E[# of A tries|lw’ = +w] < 20(@)

Pa = Pr[Mis "correct"]x
Pr[solver outputs w’ = +w|M is "correct"] X
Pr[determinant outputs w”’ = +w/|solver outputs w’ = +w]
>e ¥ x1x1=e%
Thus, we have

1
E[# of A tries|w’ = +w] = — < ¢72¢ = 20(@)

a

This completes the proof. O

4.3.2 Complexity. In the context of the linear equation sampler,
the inverse of the probability that the output matrix M is "correct”,
which satisfies the condition Mw = 0(or MM;w = 0), is given by
290 particularly e when [ equals to 1 and e2* when [ equals to
5 where k = n—1and [ = k/t’. For the linear regression solver
and threshold determinant components, the algorithms employed
exhibit polynomial time complexity with respect to the matrix size
n. Consequently, the overall time complexity of the entire algorithm
can be expressed as 20 n? where b is a constant representing the
degree of the polynomial time complexity.

When it comes to the SVD linear regression solver, the SVD
algorithm exhibits time complexity of O(n®) and it operates on
a sampled matrix of dimension (n — 1) X n. Considering the en-
tire algorithm, the time complexity is O(e®n®) for handling n — 1
sketches, and O(e?*n®) for handling 2 sketches.

Regarding the LSA-based linear regression solver, each iteration
carries a time complexity of O(n?). The maximum iteration count
is influenced by factors such as @, o and n, at least a for random
initial vector. Nevertheless, there is no explicit formula indicating
the precise number of equations necessary to arrive at accurate
solutions. Consequently, determining the overall algorithm’s com-
plexity based on the local search method remains elusive. However,
through empirical observations in Section 5, we hypothesize that
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Figure 2: Log, of the number of most time-consuming opera-
tions(complexity) of each algorithm according to different
a with n = 512. The complexity is O(n®e%) for Algorithm 3
and O(n’e?%) for optimized SVD-based solver given 2 sketch
in Section 4.2.2. Here we take the constant number in the
complexity of SVD algorithm as 1. However, for concrete
algorithms, the constant number might be 8 or more. As this
number is constant and small, we argue that it does not in-
fluence our conclusions.

the complexity of the local search-based algorithm is comparable
to that of the SVD-based algorithm.

4.4 Comparison with TMTO Strategy

In [27], Kim et al. devise a time-memory-trade-off(TMTO) strategy
to attack with two matrices, as solving ¢z = Mc; for M = Mle’l.
The core idea is that each codeword ¢ € C, can be seen as a com-
bination of two codewords ¢} and ¢ from C a with scalar \/% as

cy = Lz (Mc} + McY'). We only need to compute the smaller set

{Mc’|¢" e C e } than exhaustive searching and check the pairs of ¢’
and c¢” satisfied that the sum of Mc” and Mc” in particular entries
are around 0, + % By utilizing particular sort algorithms, the pairs
that need to be checked can be greatly reduced so as the complexity.
The obstacle of TMTO strategy is that it needs substantial storage.
For particular settings n = 512, = 16, the required storage for
storing codewords of Cs is at level EB. Considering the precision of
the float number and noise in each sketching, to efficiently decrease
the number of pairs to compare, the entries need to sum and sort
would be more, making the storage requirement unacceptable.
Due to the significant storage demands of the TMTO strategy,
we chose not to implement it, focusing instead on providing a
complexity analysis. As depicted in Figure 2, when compared to the
TMTO approach, our attack based on the SVD algorithm requires
comparable computational resources when o > 16(n = 512) given
two sketches, and less computational resources when a > 16(n =
512) given n — 1 sketches if @ < 64. In specific scenarios (n =
512, @ = 16), the computational requirements under no noise of our
algorithm are comparable to those of the TMTO strategy, with our
algorithm requiring approximately ¢ * 2° multiplications versus
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2608 additions of TMTO(c is a small constant relative to the SVD
algorithm used). Moreover, our algorithm requires only a small
amount of constant storage space, in contrast to the TMTO strategy,
which demands large amounts of storage that are unacceptable in
the proposed settings of IronMask. And the experiments in Section
5 demonstrate the effectiveness of our attacks while TMTO strategy
might be not effective in same noise levels. Therefore, we contend
that our algorithm is the first practical attack on IronMask in the
real world.

5 Experiments
5.1 Setup

We conduct experiments to attack IronMask protecting ArcFace
with specifically parameter settings(n = 512, ¢ = 16). All experi-
ments are carried out on a single laptop with Intel Core i7-12700H
running at 2.30 GHz and 64 GB RAM. For SVD-based linear regres-
sion solver, we use the function null_space of python library scipy’
and svd of numpy? library. For LSA-based linear regression solver,
we implement using python and numpy library. The source code is
available at [50].

5.1.1 Performance Evaluation Model. Our attack’s computational
complexity is characterized by three key parameters:

o ri: Expected number of matrices sampled by linear equation
sampler until it samples the "correct” matrix M in Definition
4.1;

e t;: running time of linear regression solver that produces
the solution of argming, ||[Mw]| or terminates with a bot
response;

o pi: Probability that the solution obtained from linear re-
gression solver passes the threshold determinant when the
sampled matrix is "correct".

Then the expected running time t,; of whole algorithm can be
derived as:

S ©

As ri could be calculated by formula r = pis(See in Theorem 4.2)
given n, k, @, our task is to estimate t; and py for varying number
of equations k under specific scenario.

5.1.2  LSA solver optimization. The LSA-based solver employs a
two-level iteration scheme:

e Outer Loop: Maximum iterations ni,,; (terminates early if
solution found);
o Inner Loop: Greedy computation with average time t;,.

To achieve the best performance, we constraint the outer loop
of the LSA solver to a single iteration. As we have t; = niyy; *
tin. Assuming that the probability that LSA-based solver produces
correct template in each outer iteration is poy;. The probability
that LSA-based solver produces correct template given "correct”
matrix before niyy; iterations is 1= (1 — poy,) ™4t . To minimize the
Niout Hence,

_pout)ni"“t :

Since0 <1-p <1, we

overall running time is equal to minimizing — a

we arrive at nigy, = argming —=—"— a ;’ R
- ~Pout

could deduce that ni,,; = 1 and thus t; = t;,.

Uhttps://scipy.org/
Zhttps://numpy.org/
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5.2 Experiments in Noiseless Scenario

Since ry and t; are both influenced by the number of sampled linear
equations(k), we conduct experiments to determine the optimal
setting with the shortest expected time for various values of k.

We conduct experiments on the noiseless scenario, specifically
with 0 = 0 in Definition 3.6. The estimated running time are shown
in Table 1. Our experiments indicate that

e For SVD-based probabilistic linear regression solver, the ex-
pected running time is approximately 1.7 year given only 2
sketches and 5.3 day given n — 1 = 511 sketches;

o For LSA-based probabilistic linear regression solver, the min-
imum expected running time is 4.8 day with 3 sketches and
7.1 day with 281 sketches.

The results demonstrate that our algorithms are practical to attack
IronMask applied to protect ArcFace in noiseless scenario.

5.3 Experiments in Noisy Scenarios

In real-world, it’s better suited that the templates sketched each
time have noise between each other, i.e. Angle(M; 'c;, Mjflcj) <0
where c;, ¢; are corresponding codewords to M;, M;. For example,
in FEI dataset[48], the angle distance between different poses(p03,
p04, p05, p06, p07, p08, p11, p12) of same face is below 36° with
92% probability and below 11° with 0.3% probability.

We argue that our algorithms possess the capability to accom-
modate medium noise 6" with requirement of more iterations. Con-
sequently, if the adversary have ability to choose sketches that
maintain small angle distances within each corresponding original
templates, they can still employ out attack to recover the original
template.

However, upon consideration of noise, we discovered that even
if the matrix is "correct”, the threshold determinant alone cannot
effectively discard solutions that deviate from the original template.
This limitation arises because some candidate solutions w,, which
are close to original template exhibit the characteristic that Mow,,
are also close to the closest codeword, leading the algorithm to
produce slight more candidate solutions. Nonetheless, there remains
a high probability, denoted as p, that the output template of the
algorithm is parallel to original template given a sampled "correct"
matrix. Therefore, the expected running time #,;; that the algorithm
finally output template w or —w is revised as:

tal = ———. 9
k

The corresponding results are shown in Table 3.

As k increases, ry X t grows exponentially, while py X ps de-
creases exponentially. Consequently, there exists a minimum ¢,
in the mid-range of k, like the noiseless scenario in Figure 3 with
pr = 1. Therefore, the Table 3 represents only the approximate
minimum £, in noisy environments.

Table 3 reveals that our algorithms require a greater number of
sampled linear equations, resulting in increased expected running
time. This is because the regression problem solver needs more
linear equations to obtain a correct solution due to the higher noise
levels in each equation. Nevertheless, it is important to note that
these algorithms are fully parallelizable. Therefore, by deploying
additional machines or leveraging high-performance computing
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Expected Time and Success Rate with Different k
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Figure 3: Logy (ry * ), Logz(#), Logy(ta) of different k using
LSA-based attack algorithm when getting k + 1 sketches in
noiseless environments. The local minimum of ¢,;; is reached
as k ~ 280.

resources, we can effectively parallelize the algorithms, enabling
our algorithm to recover the template within an acceptable running
time, even when faced with noise levels of 36°.

5.4 Experiments in Real-World Dataset

Based on the previous section’s findings, we have determined that
the LSA-based linear regression solver exhibits superior perfor-
mance. Therefore, we choose to employ the LSA-based attack al-
gorithm, which necessitates the use of 3 sketches, for real-world
simulations.

For our experiments, we choose FEI dataset and Color-FERET
dataset as real-world datasets. The backbone neural network of
ArcFace used is ResNet100 pre-trained by Insightface®. The FEI
face database is a Brazilian face database that contains 14 images for
each of 200 individuals, thus a total of 2800 images. The TPR(True
Positive Rate) of selected 11 poses (p02, p03, p04, p05, p06, p07, p08,
P09, p11, p12, p13) is 99.48%. We choose 2 sets of poses(p03, p05, p08
and p04, p05, p06) to simulate noisy environment and constrained
environment. The Color-FERET dataset is more noisy. We choose 3
poses(fa, hl, hr) of 1123 identities to simulate the noisy environment.
The TPR of Color-FERET is 89.7%.

Table 2 shows that LSA-based probabilistic attack is applicable
both in noisy environment and constrained environment of FEI
dataset. Even for Color-FERET dataset, the expected running time
is acceptable with more machines. The results demonstrating the
effectiveness of our attacks in real world.

6 Discussion of Plausible Defenses

In the following content of this section, we first analyze the obsta-
cles to repairing the secure sketch’s reusability in an information-
theoretic perspective. Then we discuss two strategies aimed at
mitigating the impact of potential attacks against reusability. It is

3https://github.com/deepinsight/insightface/tree/master/recognition/arcface_torch
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Table 1: The estimated expected running time for successfully retrieving template w or —w with an expected value of 1 are

analysed across different parameters k with fixed n

512 for algorithms based on LSA-based solver in Algorithm 4 and

SVD-based solver in Algorithm 3. Note that if the sketches are 2 for SVD-based solver, the algorithm is optimized mentioned in
Section 4.2.2. t; is approximated by computing the mean of the running time over 1000 iterations. pi is estimated by calculating
the proportion of successful times observed over maximum 20000 trials under the constraint that sampled matrix is "correct”

in Definition 4.1.

Algorithm  # sketches  k re  Time(tx)  pr 0;  Time(tqy)
2 2%26  84ms  100% 1.7 year
D 11 10°
SV 511 T ims 100% 0 53day
11.35 1
220 210 1020mS g 4.8 day
3 240 213' - 108.6ms B 10° 6.2 day
260 2P 1160ms =i 9.5 day
LSA 280 2P 130.0ms 5= 10.9 day
261 260 2T 105ms o 7.8 day
281 280 2% Al4ms gm0 71day
301 300 2B 123ms = 8.86 day
321 320 2" 105ms o 10.8 day

Table 2: Estimated expected running time using LSA-based probabilistic linear regression attacker on Real-World Dataset.
Pk * py is estimated by calculating the proportion of successful times observed over maximum 20000 trials under the constraint

that sampled matrix is "correct" in Definition 4.1.

Dataset Noise(¢’) k re.  Time(ty) pr*pr 0 Time(tay)

o 16.29 1 o
FEI(p04, p05, p06) 22.56 300 2 131.8ms sz 40°  103.7 day
FEI(p03, p05, p08) 28.56° 340 2'897  129.0ms &7 40° 147 year
Color-FERET(fa, hl, hr)  39.69° 400 2?3  164.6ms =i 49°  35.6 year

worth noting that these strategies are mutually independent, allow-
ing us to combine them together to strengthen the HyperSphere-SS
against our attacks.

6.1 Limit the Space of Secure Sketch

In Definition 3.5, the orthogonal matrix M does not have other con-
straints so that there only few pairs (cy, ¢z) satisfies ¢, = Mng‘lcl.
We may want that Yw, YM;, M, € SS(w), V¢ € C, M;M['c € C
so that the utilization of multiple sketches does not result in any
additional information leakage beyond that of a single sketch. Then
our attacks will not work. It requires that T = M,M; ! is not only an
orthogonal matrix, but also maps C — C. Here we give the format
of matrices that maps C, — Cy(Proof seen in Appendix B).

THEOREM 6.1. The form of orthogonal matrices 7 = {T: Cy —
Cq} inR™ with constraints a # 2 and a # n is:

(10)

is a permutation of unit vectors e, ey, - - , €p.

(ieil +e;, iel—n)

wheree;;, e;,, - ,€;

n

The remaining problem is how to choose M; such that TM; does
not reveal too much information of template w. One strategy is to
use naive isometry rotation[26] to define M; by fixing the mapped
codeword. However, we find an attack that can retrieve the tem-
plate with almost 60% accuracy only given TM; (see in Appendix
B). The other strategy is to define M; with randomness of w and
hash function H, i.e. M; = H(w). But the problem is that if H is
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sensitive to the difference of w, it’s still vulnerable to our proba-
bilistic linear regression attack in noisy scenario(see in Section 5.3).
Whether suitable orthogonal matrix given w without leaking too
much information exists remains an open problem.

6.2 Strategy 1: Add Extra Noise

Our attacks and the TMTO strategy are effective primarily because
the inherent noise between each template is small, allowing us to
identify a unit vector w’ that satisfies the criterion of
Angle(w’,Rec(w’,M; € {SS(w)})) below a predefined threshold
slightly larger than the estimated noise. We classify these algorithms
as distance-based algorithms. However, if the noise between each
enrolled template becomes significant enough for random unit vec-
tors to meet the same or slightly larger angle threshold criterion,
the distance-based algorithms lose their effectiveness. A straightfor-
ward approach to increase the angle among templates is to introduce
additional random noise.

6.2.1 Noise Amplification Mechanism. Assume the m noisy tem-
plates are {w;}. Let §; = Angle(w;, w;) represent the initial noise
among the m templates, and let 8, = Angle(w;, w;,) denote the
additional noise introduced during the sketching step, where w;, =
W; + €4 is the template with additional noise €,. Our method in-
volves using w;, as the enrolled template instead of w;. Based on
Theorem 6.2, we have E(wiTawja) = cos 6; cos® 8, and E(w;wj) =
cos 0; cos 6,,.
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Table 3: Estimated expected running time for different parameters 0;, k. pi * pr is estimated by calculating the proportion of
successful times observed over maximum 20000 trials under the constraint that sampled matrix is "correct" in Definition 4.1.

Noise(6’) Algorithm # sketches k& ry  Time(ty) pr*pr 0: Time(t ;)
2 522 23%%  7.0ms 50% 6 year
SVD 40°
8.7 531 531 2%32 339ms 78% 10.5 day
. 1254 T
LSA 3 240 2 110ms Em 30° 6.1 day
321 320 2% 112ms = 11.8 day
2 532 2%%%  56ms 25% 18.9 year
SVD 40°
140 551 551 222% 35.1ms 40% 40.2 day
15.01 T
LSA 3 280 2 126ms B2 a0 18.8 day
321 320 2% 1i6ms oS 15.8 day
36.57
SVD 2 552 22 o 5.3 ms 18% 40° 95 year
19 591 591 277 36.6ms 26% 229.6 day
15.01 T
LSA 3 280 2 129ms a3 41 day
321 320 2" 115ms 5= 405 day
2 592 2408 44 10% 2676
SVD ms 40° year
26° 671 671 27 38.5ms 13.6% 16 year
17.61 T
LSA 3 320 2 129ms @52 400 193 day
381 380 271 155ms oo 346 day
SVD 771 771 24172 459ms  422%  40° 147 year
o 18.97 T
30 LSA 3 340 2 132ms BE 40 1.87 year
421 420 2% 155ms 1o 4.34 year
SVD 911 911 23 495ms  13.4% 45° 4.26 x 10* year
o 21.82 T
36 LSA 3 380 223 > 145ms il 450 48.65 year
521 520 221‘82 178ms lez 185 ySear
3 440 2% 168ms oo 4.8 X 10° year
43° LSA 10000 °
’ S 681 680 25 225ms 0 X107 year

For the user, the template w; is utilized to retrieve the enrolled
template w;,, resulting in noise approximately cos 6; cos 6,. In con-
trast, for the attacker, the noise between each enrolled template is
cos 0; cos? 0,. The asymmetry in noise levels allows the user to still
successfully retrieve the template, while significantly hindering the
attacker’s ability to carry out attacks due to the presence of larger
noise.

THEOREM 6.2. Assume {w;,i € [4]} be four unit vectors in a space
of dimension n > 3. Define 0;; = Angle(w;, w;), v = unit(wy —
w2Tw1 -wi) and u = unit(wy — W§W4 - w3), where unit(r) = ﬁ If
u is a random unit vector orthogonal to w1 and v is a random unit
vector orthogonal to ws, then E(cos 6,4) = cos 012 cos 613 cos Osy4.

6.2.2 Quantitative Noise Determination. The remaining problem
is determining how much noise should be introduced. To address
this, we propose Hypothesis 1.

HyroTHEsIS 1. Let §; = Angle(w;, w;) denote the initial noise
among the m templates. Let 0, = Angle(w;, w;,) denote the addi-
tional noise introduced during the sketching step, where w;, = w; +€,.
Further, let 6, = cos™! E(r’ Decode(r)), where Decode is ECC’s de-
coding algorithm and r is a random unit vector. We hypothesize that
if E(Wiq, Wjgli # j) = cos 6; cos® 8, = cos 0y, then "distance-based"
algorithms that identify a unit vector w’ satisfying the criterion of
"Angle(w’,Rec(w’,M; € {SS(w)})) below a predefined threshold
slightly larger than the estimated noise" perform no better than brute-
force algorithm.
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Particularly, in the scenario where an attacker gets two sketches
M; =SS(wy, = wy + €) and My = SS(wy, = Wy + €), the "distance-
based" algorithm would identify numerous "unit vectors" satisfying
its criterion. This gives us confidence of the validity of the hypoth-
esis. As for a random codeword ¢; € C,, we have:

0, = Angle(r,Decode(r))
~ Angle(MyM; ¢}, Decode(MoM;'c}))
= Angle(M; 'c}, M; 'Decode(M,M; 'c}))
= Angle(Mj 'c}, Rec(M; ¢}, My)),

assuming that MyM)c] can be treated as a random vector. This
assumption holds because M = MyM] only contains the constraint
of mapping ¢, to c; with noise 0,, while a random matrix M, would
also satisfy this constraint. Thus we could see M indistinguishable
from random matrices, and M;Mjc] could be treated as a random
vector. This justifies the approximation.

Next, assuming ¢, = MzRec(Ml_lc;, M,), we derive:

Angle(W14, Waa) ~ Angle(M['c),M; 'c)
w = unit(M; !¢} + M 'c)), w = unit(wig, Wa,)
Angle(w’,Rec(w’,M; € {M;, Mz})) ~
Angle(w,Rec(w, M; € {M;,M,}))

Thus, w’ is indistinguishable from w under the criterion of the
distance-based algorithm.
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However, this perfect property does not extend to scenarios in-
volving more than two sketches. Because the distance between
the noisy templates and their geometric center is smaller than
the distance between any set {M; ¢} and their geometric center.
Nevertheless, based on our empirical observations(particularly Ta-
ble 3), distance-based algorithms do not significantly benefit from
much more additional sketches and may even perform worse in
some cases. Given that the hypothesis is strongly supported in
the two-sketch scenario, we are confident that it holds for other
distance-based algorithms and more-sketch scenario as well.

6.2.3 Application in IronMask. Under the prerequisite of Hypoth-
esis 1, the relationship between the initial noise level and the success
rate of the secure sketch recovery algorithm is in Table 4. The table
shows that as « decreases, while maintaining the same recovery
success probability p,, the initial noise 6; increases. Therefore, by
fixing p,, we can illustrate the relationship between 6; and « in
Figure 4.

Relationship of alpha and initial noise
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Figure 4: The relationship of initial noise ; and secure sketch
parameter a(n = 512) with different recovery probability p,.

Assume an initial noise level of 36°, which is the criterion for the
FEI dataset, to maintain a recovery probability of approximately
90%, we find that @ < 6. This implies the brute-force space is reduced
to less than 2°0-4¢, However, if the attacker can obtain sketches from
closer templates, the initial noise level should be lower than the
criterion. For instance, in the FEI dataset, templates from poses p04,
pO05 and p06 are closer to each other than other poses. In such cases,
the initial noise is 22.56°. To maintain the recovery probability high,
we set o = 5, achieving a recovery probability p, = 95% in the FEI
dataset with poses(p03, p04, p05, p06, p07, p08, p11, p12). Here, the
size of the brute-force attack space is reduced from 2! to 243

6.3 Strategy 2:Salt

To carry out attacks targeting reusability, a minimum of two pro-
tected templates is necessary. By incorporating randomness into
our protection algorithm, we can effectively slow down the at-
tack algorithm’s progress. In the context of the HyperSphere-SS
algorithm, we propose appending ns additional random matrices,
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Table 4: The relation between initial noise(6;) and success
rate(p,) of recovery algorithm in secure sketch under differ-
ent o with n = 512. 0, is the prerequisite of Hypthosis 1.

a 91’ ‘9a pr er logz ( |Ca |)
0° 48.3°  56%

16 23.3° 46.1° 30% 63.8° 115
33.6° 43.2° 10%
0° 50.9°  76%

12 34.8° 459° 30% 66.6° 91
43.2° 423°  10%
0° 54.3°  95%
21.0° 52.8° 90% .

8 48.4° 44.2°  30% 70-1 64
54.7° 39.8° 10%
0° 59.4°  100%
49.1° 51.1°  90% o

4 65.4° 38.2° 30% 750 35
69.3° 31.2° 10%

independent of the template w, along with the output sketch ma-
trix M. Subsequently, the recovery process is modified to invoke
recovery algorithm with these ny + 1 matrices and take the recov-
ery template closest to the input template as the final output. The
revised secure sketch’s algorithms are as below:

e Sketching algorithm SSg,;: on input w € S"°1, ¢ i C,
randomly generate an orthogonal matrix M that satisfies
¢ = Mw. Additionally, randomly generate ny orthogonal
matrices {M]}. Output set {M, M]} as sketch;

e Recovery algorithm Recg,y: on input w’ € S*!, orthogonal
matrices set S = {M}, calculate set W, = {Rec(w’, M} where
Rec is the original recovery algorithm of the secure sketch.
Output w”’ = argming, .y, Angle(w"”,w").

Without ambiguity regarding the original sketch, we refer to the
output of SSg,1 as a sketch-set. Intuitively, given m sketch-sets {S; €
SSsait(w), i € [m]}, if an attacker cannot efficiently identify the
correct sketches from each sketch-set S;, it would require O((ny +
1)™) attempts to sample the correct sketches and complete the
attack. This leads to the Hypothesis 2.

HyroTHESIS 2. Assume w as original template, o; as the ith noise,
M' = SS(w + o;), S]’( = {M;|j =1,.. .,nf} as corresponding addi-
{Mi}uU S} and the attacker’s algorithm
for targeting reusability of original secure sketch algorithm is A. Then
we have algorithm A’ as followings:

(1) SetS = {M{|M¥ & s}

(2) w = AS);

(3) Calculate d = Y pes ||Rec(w, M) — w||, if d > threshold,
output S; otherwise, return to step 1.

tional random matrices, S* =

Assume the algorithms that takes {S'} as input and outputs a set
of sketches as S,. We hypothesize that there are no more efficient
algorithms than A’ that satisfies A’ ({S'}) = {Ml}

Assume the Hypothesis 2 holds, from the attacker’s perspective,
acquiring m protected templates, each containing ny + 1 matrices,
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necessitates the examination of (ny + 1)™ matrix pairs to employ
the original attack algorithm. Consequently, we enhance the attack
algorithm’s complexity to at least a factor of O(n;) at the cost of
O(ny) times additional computations in the recovery algorithm.
In computational view, this enhancement is equal to augmenting
security by log,(ns) security bits.

6.4 Combination of Adding Extra Noise and
Salting

To integrate salting method with the adding extra noise approach,
a trade-off between recovery time and security strength must be
carefully considered.

For FEI dataset, if we take @« = 5 in Section 6.2, the average
runtime for recovery algorithm in a laptop with an i7-12700h Intel
Core processor is 22.37us. To maintain the recovery time acceptable,
we could take ny = 2!%*. Then the time for recovery is approximate
1s. while for the brute-force attacker that exhaustively searches
the codeword space to find the codeword pairs (c;, ¢;) satisfying
Angle(MjT.Mici, ¢;) < threshold, the average runtime for invoking
recovery algorithm in a single attempt is 22.37ps/512 % 5 ~ 0.218ps.
Then the whole time is estimated as 22.37us/512x5%2%3%216-4*2 /2 »
2.28 * 10® year, making the attack infeasible.

Due to the codeword space is shrinking to 2*3, the fuzzy com-
mitment scheme is not secure enough for directly solving ¢ from
H(c) where ¢ € C,. To enlarge the search space of hash function,
we revise the commitment to be H(c, M) to extend the search space
from C, to C, X Sm where M is the sketch of ¢ and Sy contains M
and n r additional matrices. Thus for FEI dataset, the size of brute-
force attacker’s search space is 2164*43 = 2594, And if we set the
time of hash function approximate 2s, the complexity for directly
attacking hash function is comparable to attacking secure sketch.

In summary, by combining these two approaches, we have en-
hanced the HyperSphere-SS scheme against reusability attacks and
achieved brute-force security of 2°94 However, this comes at the
cost of slower authentication time (approximately 1 + 2 = 3s) and
significant storage requirements (specifically, 214 x 32 x 5122 ~
84.4GB). Alternative methods to alleviate storage burden, such as
generating the sektch-set on-the-fly, are not practical due to the
excessive time required to generate 84.4GB of pseudorandom bit-
streams (e.g., OpenSSL generates random bitstreams at a speed of
1GB/s). Therefore, we do not adopt this approach.

7 Influence to Other BTP Scheme

Our work can be regarded as a class of methods for solving linear
properties derived from protected biometric templates. In the works
[4, 29], it was discovered that if at least n linearly independent
relations with noise can be derived from the protected templates
(where n is the dimension of the embedded space), then the template
protection algorithm does not satisfy reusability. Specifically, for a
template protection algorithm S, if for a template w and a set P of
protected templates from S(w), there exists:

L= {vilviTw ~ €;,{v; are independent} «— X(P)}, |L| > n,

where X is an determinant efficient algorithm and e; is small noise.
Then the algorithm S does not satisfy reusability.
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Our work extends the attack surface, meaning that for a template
protection algorithm S, if there exists:

L' = {vl—|viTw ~ €, {v; are independent} «— X(P)}, |L’| > n",

where X is a probabilistic algorithm(may not so efficient) and ¢; is
small noise. Then the algorithm S does not satisfy reusability. Note
that we may only require |L’| > n* instead of |L’| > n because we
can leverage nonlinear structural properties of the template (e.g.,
the sparsity of the codewords in our case) to reduce the number of
linear relations that need to be sampled.

Boyen [4] proves that template protection algorithms based on
nonlinear error-correcting codes do not satisfy reusability; the al-
gorithm proposed by Kim et al. [29] can be used to attack the
reusability security of LSA-based template protection algorithms,
such as [21]. Our work can be used to attack the reusability security
of template protection methods based on the hypersphere error-
correcting code construction in IronMask, including [26, 28]. This
inspires us to consider whether protected templates may proba-
bilistically leak linear relations. If so, the reusability security of the
template protection scheme may be compromised.

We emphasize that fuzzy extractors based on linear error cor-
recting codes, such as those in [4, 49], and schemes based on the
Sample-Then-Lock approach [7] are not affected by our attacks.
This is because, for the former, |L| is a fixed value less than n for
any algorithm P; for the latter, the values of linear relations are
hidden using digital lockers, making it computationally infeasible
to derive linear relations.

8 Conclusion

IronMask conceptualized as fuzzy commitment scheme is to pro-
tect the face template extracted by ArcFace in hypersphere, claims
that it can provide at least 115-bit security against previous known
attacks with great recognition performance. Targeting on renewa-
bility and unlinkability of IronMask, we proposed probabilistic
linear regression attack that can successfully recover the original
face template by exploiting the linearity of underlying used error
correcting code. Under the recommended parameter settings on
IronMask applied to protect ArcFace, our attacks are applicable
in practical time verified by our experiments, even with the consis-
tent noise level across biometric template extractions. To mitigate
the impact of our attacks, we propose two plausible strategies for
enhancing the hypersphere secure sketch scheme in IronMask.
However, these strategies come at the cost of reduced security
level(approximately 60 bits), lower recovery success probabilities
(95%), slower authentication (3 seconds) and significant storage
requirement (~80GB)., which may hinder their practical usability.
To fully alleviate the error correcting code capability, future designs
of hypersphere secure sketches and error-correcting codes should
carefully consider the potential linearity of codewords, which may
render them susceptible to attacks like the one we’ve presented.
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A TMTO Strategy

In [27], they describe a time-memory trade-off(TMTO) strategy to
attack IronMask, here we revise the details of TMTO strategy to
make it more applicable in real world’s settings.

Assume M; and M; are two sketches of biometric template w,
our target is to find codeword pair (c;, ¢z) in C, such that ¢c; = Mc;
for orthogonal matrix M = Mle’l, Let ¢; = (c11,¢12,---,C1n),
¢z = (c21,¢22,...,¢2n) and M = (m;;). The equation can be re-
written as

(11)

c11Mi1 + CiaMjs + + - - C1pyMyp = €2, V1 <i<n

. As each codeword ¢ € C, can be written as two components a, b
where each has exactly % non-zero elements and there is no posi-
tions that both a and b are non-zero. We can rewrite Equation(11)
as

ajm;; + bjmijz\/iczl-,‘v’lSiSn

a:(al,...,a,,)ec% b:(bl,...,bn)EC%

(12)
with constraint \/Ecl = a + b. If we relax the constraint to that a
and b have exactly § non-zero elements, the Equation(12) can be
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simplified as
Z ajmij=\/§cz,~— Z bjﬂlﬁ,VlSiSfl (13)
acCa beCa
2 2
. As there are three elements —%, 0, \/LE for cy; and with high prob-

ability c¢; = 0 if @ < n, we can just assume cy; = 0 for random
selected i. Then we calculate all t; = },.c, ajm;; for some i,
z

search them and find pairs that satisfies ¢ + t]’; =0forab e Cq.
As ti = -t _, it only needs to find a,b € Cg such that th= tl’;. The
possible codeword ¢, is equal to \%2 (a—Db).

In real world, since t, is float number with limited precision and
there’s some noise in cy; in real settings, to make TMTO strategy
work in these scenarios, we should calculate more t, for different
i’s and search by bucket with round-up.

The precise description of TMTO strategy attack is below:

(1) Ya e Cq, calculate the . = 3} a;m;; for chosen i’s;

(2) search t! by bucket search or other search algorithms;

(3) find all different codewords (a,b) that satisfies t; = t]’; for

all chosen i’s, check whether tz’; = tl’; +x,V1 < i < n where

V2 o M2
a’ A
Complexity The probability that the equation ¢} = tli is correct for

and output \%2 (a—Db) as codeword c;.

. - . [°4
random i is *7¢. The number of codewords Ce is 2% (& ). For each
2

codeword in Cg, it needs £ additions to compute #'. Thus, with

T0nay|C2 | additions and

also need memory to store |Cz | codewords with t!. If the step 1-3

success expectation of 1, we need total

can be done together, we can early terminate the calculation of step
2 if satisfactory pairs of codewords have found. As for codeword
c; € Cg, there are (%) pairs in C% that sums to V2¢;. Therefore,
the storage requirement and number of additions can be decreased
by factor (%)

Here we assume that there are few pairs satisfying the conditions
in step 3. However, since the precision of ¢’ is limited, the satisfying
pairs might be too large, making the computation cost of checking
each pairs on other entries unacceptable. For example, if ¢/ is 32-bit
format float and distributed in range (-1, 1), it can only exclude
magnitude of 2%% pairs of codewords. Thus, to exclude enough pairs
of codewords, we need to calculate ¢ for more different i’s. It will
slightly enlarge the storage requirement with factor #i(number of
chosen i’s) and number of additions with factor #i (#)#i. If the
the equation 11 contains some noise, the required number of i’s
would be more.

We ignore the complexity of search algorithm. As if the search
algorithm is bucket search, the time and storage complexities are
both O(|C% |), comparable to the complexity of additions.

For concrete settings as n = 512, = 16, the requirement of
storage is around 2°7-8 codewords and each codeword needs 8 *
log,(512) = 72 bit = 9 bytes with at least 4 bytes for storage of ¢/,
which makes the storage larger than 2.8 EB. And the requirement

of additions is around 208

B Remark on Limited Space of Secure Sketch

Here we give an attack if the sketch is generated as in Section 6.1,
ie. SS(w) = TM; where M; is naive rotation matrix from w to
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predefined fixed codeword cfix.q and T is defined in Theorem 6.1.

First, we give the proof of the Theorem 6.1.

THEOREM 6.1. Assume T = (t;;), a = (ay,...,a,) € C, where
,ay,) € C, where Vk # j, a;C = a; and
a} = —a;. Because of the definition of T, Ta, Ta’ € C,. We have

— 1 ’_ ’
aj = ﬁ.Thena = (a},...

Ta-Ta =c-¢ (14)
it,-- = ii,ii,o (15)
va ! @ a

tij ==+1,+0.5,0 (16)

Vi, j € [n]. Since T is an orthogonal matrix, the norm of each row
of T is 1. There are two cases for each row of T. One is that it
consists of four positions filled with +0.5, the other is that it only
has one position filled with +1. Here we prove that the first case is
unsatisfactory by showing that if exist row i of T satisfies first case,
dc € Cy, Tc ¢ Cy,.

For row i of T, assume t;,, tij,, tij;, tij, = £0.5.If ¢ = 1, t;x¢ = 0.5
with ¢ = 1. Then Tc ¢ C,. If « > 3, construct ¢ € C, so that
V1<k<3,c = sign(tijk)ﬁ and cj, =0. Then t;, xc = % and
Tc ¢ C,.

As each row of T is equal to ieiT and T is full of rank, the row

vectors of T can be seen as a permutation of eg, elT, e ,eZ. The
column vectors of T are similar. So T can be written as

("_'ei1 +e;, -'_-ein) (17)

where e;,, e;,, - - -, e;, is a permutation of unit vectors eg, ey, - - , .

m}

Then we recall the naive isometry rotation defined in [26].

Definition B.1 (naive isometry rotation). Given vectors t,c € R",

Z?ﬁg _Czlsn:) where 6 = Angle(t, c).

The naive rotation matrix R mapping from t to c is:

let w =c —tTctand Ry =(

R=I-tt/ —ww! +(t w)Ry(t w) (18)

where I is identity matrix.

The naive isometry rotation R can be seen as rotating t to ¢ in
the 2D plane P extended by t and c. Therefore, there are vectors
in (n — 2) dimension subspace orthogonal to P that satisfy Rv = v.
Restrict that v only has few non-zero positions, we have TRv = Tv
filled with lots of 0s. By guessing the non-zero positions in v and
zero positions in TRv, we can calculate and filter to get v. We can
calculate the null space P’ of M’ made of these vectors. As v L P,
with enough vectors, we can greatly shrink the space P’ to P and
finally retrieve P.If t is the biometric template and ¢ € Cg, it’s easy
to retrieve t knowing plane P.

However, by experiments, we find that the first null vector v’ of
M’ is close enough to biometric template t. Hence, we just take v’
as possible candidate and use the sketch algorithm to try to retrieve
original template t or —t. The details are shown in Algorithm 5.

With n = 512, « = 16, Algorithm 5 can output original template
w or —w with probability = 60% on 200 tests by setting m = 8 and
91 = 300.
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Algorithm 5: Template Retrieve Attack on M = TR
Data: M = TR € O(n) with T € 7 and R is the native
isometry rotation, threshold 6;, m
Result: v or L
Create empty set V'
fork=2...,mdo
fori’=1,...,n// repeat n times
do

Random select distinct k indices
I=(i;<...<ix€[n])

Random select distinct k indices
J=0Ui<...<jk€[n])

Select the submatrix M’ of M with row indices I and
column indices J

Compute the null vector u = (uy, .. Lup)T of
submatrix M’

Compute v = (v,...,0,)T such that vj, =u,Vj; €]
ando; =0,Vj ¢ J

if Mv contains exactly i non-zero positions // make

v satisfy Rv=v

then

L Store vin V

M’ « vertical stack of vectors in V
V'’ « approximate null vectors of M’
forv eV’ do
¢’ « Decode(Mv)
if Angle(Mv, c’) < 0, then
| Outputv

Output L

C Reduction of Threat Model

THEOREM C.1. For the hypersphere secure sketch SS = (SS, Rec)
defined in Definition 3.5, if there exists an attacker A such that
Pr[SSMUL # ¢, ¢’ (n) = 1] is non-negligible, provided that 0 and 6’
satisfy 0 < 0’ and V0" < @', Pr[Rec(w’,SS(w)) = wiw!w’ =
cos 0"'] is non-negligible, then there exists an attacker A’ such that
Pr[SSMUL 4 o, (n) = 1] is also non-negligible.

Proor. The attacker A’ in experiment SSMUL #/ g ;1 (n) do as
follows:
(1) Get the protected template SS(w) from the challenger C, and
send it to attacker A;
(2) Receive a query q < t from attacker A. Get the set of pro-
tected templates Q = {M; € SS(w;), i € [q]} from challenger
C, and send Q to the attacker A;
(3) Receive the output w’ from A, and output Rec(w’, SS(w)).
The attacker A’ simulates the experiment SSMUL # ¢ ; ¢+ (n) for
the attacker A. Therefore, we have:

Pr[SSMUL g, (n) = 1] > Pr[SSMUL 0, ¢ (n) = 1]x
Pr[Rec(w’,SS(w)) = w|w'Tw > cos 0’]

Thus, Pr[SSMUL 4 g ,—1(n) = 1] is non-negligible. O
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By experiments,we found that the hypersphere sketch with er-
ror correcting codes as defined in Definition 3.2 satisfies V0" <
0,Pr[Rec(w’,SS(w)) = wl|dis(w’,w) = 0""] > 42.9% considering
the randomness of SS when 6 = 49° in dimension n = 512 and
alpha = 16. This threshold 0 is larger than the criterion of Iron-
Mask, which is 37°. Therefore, we conclude that the conclusion of
Theorem C.1 holds.

D Proof of Theorem 6.2
ProOOF. We begin by expressing cos 6,4 as follows:
cos Oy = w2Tw4 = (cos 912w1T + sin 01,v7 ) (cos B34 ws3 + sin O34u)
= cos 05 cos 03 cos Bs4 + sin 0y cos O34 v ws
+ sin O34 cos 912W1Tll + sin 0}, sin f3,v! u.

Next, we decompose w3 = cos 613w + sin 031, where r is a unit
vector orthogonal to w;. Substituting this into the expression for
vT'ws3, we have:

T _ T . e T
v w3 =V (cos 3wy +sinfy3) =sinfy3v .

Since v is a random unit vector orthogonal to w; and r is also

orthogonal to w, the expectation of v! ws is zero:
E(vTw3) = E(sin033v7r) = 0.

Similarly, we have E (wlTu) = 0. Combining these results, the
expectation of cos 0,4 simplifies to:

E(cos 034) = E(cos 013 cos 013 cos 034 + sin 01 sin 934uTv)
= cos 01, cos 013 cos Os4.

This completes the proof. O
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