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Abstract

Stochastic Gradient Descent (SGD) is the foundation of modern
machine learning (ML). In privacy-sensitive settings, gradients can
reveal details about individual data points. Differential Privacy (DP)
protects sensitive data during ML training by clipping gradients
and adding calibrated Gaussian noise. However, existing frame-
works assume semi-honest participants, which fails in adversarial
or federated environments where malicious actors can bypass or
alter the noise addition process, breaking privacy guarantees.

We present VERIDP, a framework for verifiable differentially
private training that cryptographically enforces and proves the cor-
rect execution of differentially private stochastic gradient descent
(DP-SGD) in zero knowledge. VERIDP integrates Zero-Knowledge
Proofs (ZKPs) with polynomial commitments, sumcheck and GKR-
based proofs, and incrementally verifiable computation (IVC) to
generate compact proofs of correct gradient computation, clipping,
averaging, and Gaussian noise generation—without revealing pri-
vate data or randomness. Unlike previous systems that only verify
the final privacy budget, VERIDP enables per-iteration verifiabil-
ity of each model update, providing strong privacy assurances
even in adversarial settings. This establishes a novel and complete
Zero-Knowledge Proof of Differentially Private Stochastic Gradient
Descent (ZK-DPSGD), uniting differential privacy and verifiable
computation for secure and auditable ML. Our evaluation shows
that prover time increases linearly with the number of input sam-
ples, while both verifier time (2-5 ms) and proof size (3-4 KB)
remain compact and effectively constant.
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1 Introduction

Machine learning (ML) models are commonly trained using Stochas-
tic Gradient Descent (SGD), a foundational algorithm that underpins
many state-of-the-art applications. However, in privacy-sensitive
settings, gradients may reveal information about individual train-
ing examples, enabling attacks such as membership inference and
gradient inversion that can reconstruct or identify individual data
points from shared updates [32, 44, 53]. Differential Privacy (DP)
has emerged as a principled solution to this challenge: by clipping
gradients and adding calibrated noise, mechanisms such as DP-
SGD [2] provide formal privacy guarantees that limit the leakage
of individual data points. Despite these guarantees, current DP
training frameworks typically assume a semi-honest adversarial
model in which all participants follow the protocol faithfully. In
distributed or federated environments, this assumption may fail. A
malicious participant could, for example, manipulate or omit the
noise addition step, thereby violating the claimed privacy guaran-
tees without detection. This gap highlights the need for a mecha-
nism that can not only enforce differential privacy, but also provide
cryptographically verifiable evidence that the protocol was exe-
cuted correctly. To tackle this, we propose VERIDP, a framework
that combines differential privacy with Zero-Knowledge Proofs
(ZKPs). This combination allows for verifiable, privacy-preserving
training in challenging environments. Our method guarantees that
each DP-SGD iteration, which includes gradient clipping, noise gen-
eration, and weight updates, is done correctly and can be proven,
all without exposing any private data or randomness.

In addition to the framework itself, we introduce a new for-
mal definition: the Zero-Knowledge Proof of Differentially Private
Stochastic Gradient Descent (ZK-DPSGD). This definition clearly
outlines the requirements for proving the correct and private exe-
cution of DP-SGD under zero-knowledge conditions. We present
this definition in Section 4.1. It lays the groundwork for verifiable
differential privacy and shapes the design and security assessment
of VERIDP.

Problem Statement. We consider settings (including distributed
or federated training) in which a prover executes DP-SGD on a
committed dataset, but may behave maliciously by deviating from
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the prescribed clipping or noise generation steps. The verifier’s goal
is not only to check a final privacy budget, but to obtain crypto-
graphic assurance that every individual training iteration satisfies
the DP-SGD update rule. Formally, the challenge is to design a
zero-knowledge protocol that proves, for each iteration ¢, that (i)
per-example gradients were computed on elements of the commit-
ted dataset, (ii) gradient norms were correctly clipped to a public
bound C, and (iii) Gaussian noise sampled from the prescribed dis-
tribution was correctly generated and added-without revealing
the data, gradients, or randomness. Existing verifiable DP systems
provide only aggregate certification of a completed training run,
leaving intermediate updates vulnerable to undetectable adversarial
deviation. Our work addresses this gap by enabling per-iteration re-
cursive verification of DP-SGD execution under active adversaries.

Our Contributions. In this work, we introduce VERIDP, the first
framework to provide publicly verifiable, per-iteration enforcement
of DP-SGD under zero knowledge. While prior systems such as
Confidential-DPproof [43] certify only a single, monolithic training
run, VERIDP enables continuous and composable verification of
every iteration. Our main contributions are:

e IVC-based Verifiable DP-SGD. We design the first incremen-
tally verifiable DP-SGD construction. Each SGD iteration pro-
duces a proof that is recursively merged into a constant-size
certificate. Proof size and verifier time remain constant regard-
less of training length—unlike monolithic-circuit approaches (e.g.,
Confidential-DPproof [43]), whose proof size and verification
cost grow linearly with the number of iterations.

o Per-Iteration Privacy Enforcement. VERIDP proves, for ev-
ery iteration, that gradient clipping, Gaussian noise addition,
and model updates follow the DP-SGD rules. This enables per-
iteration attestation of privacy, rather than an aggregate certifi-
cate for the entire training run.
Composable Recursive Proof Architecture. Each iteration’s
proof forms the input state for the next proof, ensuring that the
entire training trajectory is verifiable, consistent, and tamper-
resistant. This recursive structure enables decentralized, feder-
ated, and multi-party use cases where updates must be individu-
ally accountable.

Publicly Verifiable Commitments Integrated with Recur-

sion. VERIDP uses polynomial commitments that are publicly

verifiable and compatible with recursion. Unlike the Information-

Theoretic Message Authentication Code (IT-MAC) commitments

in Confidential-DPproof [43]-which provide private auditor-only

integrity and are not hiding—ours support public verification,
long-term auditability, and seamless integration with IVC.

¢ End-to-End Verifiable DP-SGD with Dataset Binding and
Modular Architecture. VERIDP provides an end-to-end ver-
ifiable DP-SGD pipeline that cryptographically proves every
privacy-critical operation—including per-example gradient com-
putation, clipping, averaging, Gaussian noise generation via a
GKR-based Box—Muller circuit, noise addition, and weight up-
dates—while ensuring that all DP-SGD operations operate ex-
clusively on the declared dataset through Merkle-based mem-
bership proofs. The system integrates tight privacy accounting
following the approach of [33], achieves constant-size proofs
and constant-time verification through Incrementally Verifiable
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Computation (IVC) (3-4 KB proofs and sub-5 ms verification),
and offers detailed prover-time analysis demonstrating linear
scaling with batch size and model complexity. Its modular design
cleanly separates the ML, proving, and recursive aggregation
layers, enabling straightforward extension to new models and
training frameworks.

Together, these contributions establish a new class of verifiable ML
protocols that ensure continuous, per-iteration differential privacy
with cryptographic soundness and public auditability.

Auditability in Federated Learning. Federated learning (FL) [22,
31] distributes training across clients who share updates without
exposing raw data. While this improves data locality, it makes
enforcement of privacy mechanisms difficult: a verifier sees only
model updates and cannot directly check whether each client cor-
rectly applied gradient clipping, subsampling, and calibrated noise
as required by DP-SGD [2].

Why per-iteration auditability matters in FL. Training in FL pro-
ceeds over many rounds with varying participants and environ-
ments [22]. Here, we distinguish between a DP-SGD iteration,
which denotes a single gradient update as defined in Definition 2
and Protocol VERIDP (Fig. 1), and a federated round, which refers to
a communication cycle that may consist of multiple local DP-SGD
iterations executed by a client. All cryptographic verification guar-
antees in VERIDP are enforced at the level of individual DP-SGD
iterations. Per-iteration auditability provides three key benefits: (1)
round-level accountability, enabling detection and localization of
deviations (e.g., skipped clipping or reduced noise); (2) stronger
privacy assurance, since every update must satisfy DP-SGD [2]
and cannot leak information early while passing only final checks;
and (3) support for public and long-term auditing in cross-silo or
regulated deployments, as increasingly required in high-stakes or
regulated ML systems [8].

Why prior guarantees are insufficient. First, monolithic verifica-
tion certifies only the final outcome or overall privacy budget and
cannot localize which rounds or clients violated the protocol [43];
selective early-round weakening can remain hidden within ag-
gregate accounting. Second, naive per-iteration verification scales
poorly, with proof and verification costs growing linearly in the
number of training iterations (and in the number of participating
clients in federated settings). In such approaches, each iteration
produces an independent proof that must be verified separately,
causing total verification time and proof size to grow linearly with
the number of iterations. In contrast, VERIDP uses IVC to recur-
sively fold per-round proofs into a single constant-size certificate.
Although correctness is enforced at every DP-SGD iteration, the
verifier checks only one final proof, so verification time and proof
size remain constant with respect to the number of iterations. Pub-
licly verifiable DP noise further requires binding randomness to
execution; otherwise, clients may bias noise by grinding seeds while
still producing plausible updates.

How VERIDP enables per-iteration auditability. VERIDP gener-
ates a proof per iteration enforcing (i) batch membership in the
committed dataset, (ii) correct clipping and averaging, and (iii)
correct Gaussian noise generation bound to an unbiased, context-
dependent seed. These proofs are incrementally linked, yielding
a constant-size certificate for the entire training trajectory while
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preserving round-level auditability. In a FL setting, each partici-
pating client acts as the prover by generating a ZKP that its local
DP-SGD update was computed correctly. The central aggregator (or
an external auditor) acts as the verifier and checks each proof be-
fore incorporating the corresponding client update into the global
aggregation phase. Verification therefore occurs prior to model ag-
gregation, ensuring that only privacy-compliant updates contribute
to the global model. We provide a detailed and formal description
of this integration in Section 4.6.

Overview of Our Results. We introduce VERIDP, a method for
verifiable DP training that ensures correctness even in adversarial
environments. Standard differentially private stochastic gradient
descent (DP-SGD) protects sensitive data by clipping gradients
and adding Gaussian noise, but existing implementations assume
semi-honest adversaries who follow the protocol faithfully. In fed-
erated or distributed training, malicious participants may bypass
or manipulate the noise addition step, thereby invalidating the
claimed privacy guarantees. VERIDP addresses this gap by com-
bining DP-SGD with ZKPs to provide cryptographic evidence that
each training iteration is executed correctly, without revealing un-
derlying data, gradients, noise values, or model parameters. The
protocol operates in three phases: (i) dataset commitment via cryp-
tographic primitives, (ii) unbiased randomness seed generation to
prevent selective manipulation of noise, and (iii) ZKP of DP-SGD up-
dates, including gradient computation, clipping at the norm bound,
averaging, verifiable Gaussian noise generation via a Box-Muller
transform [7] circuit, and final weight updates. These operations are
encoded as arithmetic circuits and verified using polynomial com-
mitments, sumcheck protocols, and GKR-based arguments, with
scalability ensured through IVC. The resulting framework guaran-
tees completeness, knowledge soundness, zero-knowledge privacy,
and strict enforcement of DP constraints. Unlike prior works such
as Confidential-DPproof, which certify only the final (e, §) privacy
budget, VERIDP achieves fine-grained, per-iteration verifiability
of every update, providing stronger assurances of correctness in
adversarial training settings.

2 Related Work

The study of verifiable differential privacy (DP) seeks to bridge the
gap between theoretical guarantees and their enforcement in adver-
sarial settings. Classical mechanisms such as DP-SGD [13] assume
honest participants, but in distributed or federated scenarios mali-
cious parties may manipulate or omit noise addition. Narayan et
al. [35] proposed early cryptographic verification of noisy queries,
Biswas and Cormode [5] introduced auditable noise generation with
public and private randomness, and Sabater et al. [42] extended
verifiability to federated averaging. However, these works focus
on queries or aggregate updates rather than fine-grained verifica-
tion of iterative DP-SGD training. A recent line of work applies
ZKPs to certify ML properties. Shamsabadi et al. [43] introduced
Confidential-DPproof, encoding an entire DP-SGD run into a single
verifiable circuit to certify compliance with a declared (e, §) budget.
While this ensures global compliance, it produces only an aggregate
certificate and treats training atomically, preventing detection of
intermediate deviations. In federated settings, a participant could
bias early rounds and compensate later while still passing final
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verification. In contrast, our approach enforces per-iteration ver-
ification of gradient computation, clipping, and Gaussian noise
addition. This enables checkpoint validation and round-level ac-
countability, and—when combined with incrementally verifiable
computation—achieves constant-size proofs and constant-time veri-
fication, avoiding the linear overhead of monolithic designs. Recent
work further expands verifiable DP. Wei et al. [49] proposed ZKP-
based verification for data release, but not iterative training. Keinan
et al. [23] showed limits of one-run auditing, and Lokna et al. [27]
introduced Delta-Siege for empirical auditing. These methods im-
prove auditing but lack cryptographic soundness. Ma et al. [30]
proposed VPFL for federated aggregation [20, 41], yet without en-
forcing DP noise generation. Formal methods strengthen DP foun-
dations: CertiPriv [4], Fuzzi [51], SampCert [11], CheckDP [48],
and Duet [38] verify DP properties at the program level. However,
they do not prevent adversarial manipulation at runtime. Empir-
ical techniques such as membership inference attacks [9, 40, 44]
and privacy auditing frameworks [19, 28, 36, 45] can detect leak-
age but provide only lower bounds on privacy loss. Overall, prior
work spans query verification, federated aggregation, ZKPs, audit-
ing, and formal verification. Yet adversarial robustness for iterative
training remains unresolved. Our framework addresses this gap by
combining DP-SGD with per-iteration zero-knowledge verification,
ensuring that each training iteration is both privacy-preserving
and cryptographically verifiable.

3 Preliminaries

Notation. Let F be a finite field and A the security parameter. Define
[n] =A{0,...,n—1}. Let negl denote a negligible function. Vectors
are written in bold lowercase (e.g., X, y).

Definition 1. ((e, §)-Differential Privacy [13]). Let € and & be non-
negative scalars such thate,d < 1.

Neighboring datasets. Two datasets D and D’ are said to be
neighboring if they differ in the data of at most one individual, i.e.,
by addition, removal, or replacement of a single training example.

A mechanism A is said to satisfy (e, d)-differential privacy if, for
any pair of neighboring datasets D and D’, and any subset S C
Range(A), the following inequality holds:

Pr[A(D) € S] < exp(e) Pr[A(D’) € S] + 6.

Here, € controls the level of privacy, with smaller values implying
stronger privacy protection by limiting how much the mechanism’s
output can change in response to modifications of a single training
example. The parameter § governs the probability of failure of the
privacy guarantee, with smaller values providing stronger protection.

Throughout this work, we adopt differential privacy under the
above notion of neighboring datasets.

Privacy Accounting via Rényi Differential Privacy. In this work,
we perform privacy accounting using Rényi Differential Privacy
(RDP) [2, 33]. Each iteration of DP-SGD satisfies («, ¢,)-RDP for
all orders a > 1, where ¢, depends on the noise multiplier o, the
clipping norm C, and the sampling rate. By the composability of
RDP [33], the cumulative privacy loss over T iterations is given by

T
tot _ (t)
(=3 e,
=1



The composed RDP guarantee is converted to an (¢, §)-differential
privacy guarantee using the standard transformation [33]:

log(1/6
£(8) = min (eg’t + —og( / )) .
a>1 a—1

Throughout the paper, the reported (¢, §) values correspond to the
tightest bound obtained by optimizing over a.

Zero-Knowledge Arguments [16]. Let R be an NP relation with
its corresponding language Lg. A zero-knowledge argument of
knowledge for R is defined by a triple of algorithm, (G, P, V). We
denote G as the setup algorithm, P as the prover, and V as the
verifier. This allows P who know a witness, to convince V of validity
of some statement without revealing the witness. See more details
in Appendix A.

Polynomial Commitments (PCS). A PCS scheme allows a prover
to commit to a polynomial and later prove correct evaluation at a
point. We use a standard PCS satisfying hiding, evaluation bind-
ing, knowledge soundness, and zero-knowledge properties. For the
formal definition, see Appendix A.

The Sumcheck Protocol. The sumcheck protocol, originally in-
troduced by Lund et al. [29], is a fundamental tool in algebraic
complexity theory that enables the efficient verification of polyno-
mial summations over structured domains. Consider an ¢-variate
polynomial f : F — F with a variable-degree bound d. The sum-
check protocol allows a verifier V to delegate the computation of the
sum of f over the binary hypercube, namely: H = }4c (91« f(b),
to a prover P. The protocol proceeds iteratively by reducing the
evaluation of f over the entire hypercube to evaluations at a sin-
gle randomly chosen point r € F’. The key efficiency aspects of
the sumcheck protocol are as follows: The prover’s complexity is
O(d"), as the prover must evaluate and respond iteratively across
¢ rounds. The verifier’s complexity is O(df), making the proto-
col highly efficient for large polynomials. The proof size is also
O(d?), ensuring concise proof generation. Additionally, the sound-
ness error is O(d¢/|F|), which guarantees that a dishonest prover
is unlikely to deceive the verifier. The formal description of the
sumcheck protocol is provided in Fig. 6 in Appendix A.

The GKR Protocol. The interactive proof system for layered arith-
metic circuits, known as the GKR protocol, was introduced by
Goldwasser, Kalai, and Rothblum [17]. The GKR protocol extends
the sumcheck protocol to enable succinct verification of layered
arithmetic circuits. Consider a layered arithmetic circuit C over a
finite field F with depth d, where layer 0 is the output layer and
layer d corresponds to the input layer. Each gate in layer i takes
two inputs from layer i + 1. Let S; denote the number of gates
in layer i and define s; := [logS;]|. The wiring predicates add;
and mult; encode addition and multiplication gates. The protocol
verifies circuit evaluation by iteratively applying the sumcheck
protocol across layers, reducing verification of v; to evaluations of
vi1+1. A complete algebraic description is provided in Appendix A.
To obtain zero-knowledge, zero-knowledge sumchecks [6, 50] and
zero-knowledge polynomial commitments can be employed. Ap-
plying the Fiat-Shamir transform [15] yields a non-interactive
argument. A formal description of the GKR protocol is given in
Fig. 7 in Appendix A.
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Incrementally Verifiable Computation (IVC). IVC schemes [34, 39,
47] facilitate the succinct verification of computations that evolve
iteratively. Let F be a function, and consider a sequence of auxil-
iary witness inputs wy, . . ., @;—; along with an initial input zo. The
iterative computation is defined as Vk € [i], zx41 = F(2k, wg). An
IVC scheme enables a prover to generate a proof 7; incrementally,
certifying that there exist witness values @y, . . ., w;—1 such that the
output z; was derived correctly from the initial input 2z, according
to the function F. We defer the full formal definition to Appendix A.

4 Construction:VERIDP Protocol

4.1 Definition of Zero-Knowledge Proof of
Differentially Private Stochastic Gradient
Descent

Having defined the underlying primitives of Differential Privacy
and Zero-Knowledge Arguments, we now formalize their integra-
tion within the training process. This section introduces a new
definition-the Zero-Knowledge Proof of Differentially Private Sto-
chastic Gradient Descent (ZK-DPSGD)-which captures the precise
conditions under which the execution of DP-SGD can be proven
correct and privacy-preserving under zero knowledge. The follow-
ing definition serves as the foundation for our verifiable training
framework, VERIDP.

Definition 2. Zero-Knowledge Proof of Differentially Private
Stochastic Gradient Descent (ZK-DPSGD).

Let App-scp be a stochastic gradient descent algorithm that satis-
fies (€, 6)-differential privacy according to Definition 1. Let Rpp-sgp
be the NP relation defined as:

Rpp-sep = {(X, w) | x = (D, pp, Com(6,,), 01)
w = ({gt}thl’ {”t}thl),
0r = App-sep(D; pp, 90)},

where:

o D is the committed training dataset. pp are the public hyperparam-
eters (clipping norm C, learning rate ), noise multiplier o, batch size
b, number of iterations T, loss function L, and fixed-point precision
parameter f), The fixed-point precision parameter f is treated as
part of the public input and is enforced by the verification circuit.
The prover must demonstrate that all noise samples and intermedi-
ate arithmetic operations are consistent with this declared precision,
making numerical behavior part of the cryptographic statement
being proven.

o The iteration index t denotes the current DP-SGD iteration and is
treated as part of the public input and recursive state. For each
iteration, the randomness seed is derived as:

s¢ = H(training ID || t || batch index bip || po)

The hash computation is encoded inside the arithmetic circuit and
verified as part of the zero-knowledge proof, ensuring that the seed
is uniquely bound to the iteration context.

o 0y and O are the initial and final model parameters,

o {g.}I_, are the clipped per-iteration gradients, and

. {nt}thl are Gaussian noise vectors generated from a committed
randomness seed.
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A protocol I1 = (G, P, V) is a Zero-Knowledge Proof of DP-SGD
for Rpp-sap if the following properties hold:

o Completeness: For every (x,w) € Rppsgp and public parameters
pp — G(1%), if the prover P executes App-scp honestly, then the
verifier V. always accepts:

Pr [(P(pp, w),V(pp))(x) =1] = 1.

o Knowledge Soundness: For any PPT adversary A, there exists a
PPT extractor &4 such that for all x and pp «— G(1%):

Pr[w « Ea(pp,x) : (x,w) € Rppsep| =
Pr [(A(pp), V(pp))(x) =1] - negl(d).

This ensures that a successful prover must possess valid gradients
{g:} and noise vectors {n;} consistent with the DP-SGD update
rule.

e Zero-Knowledge: There exists a PPT simulator Sy such that for
every PPT adversary A, for all (x,w) € Rpp.sop, and pp «— G(17):

View((P(pp,w), A(pp, 2))(x)) ~ Sa(x,2),

meaning that the verifier learns nothing beyond the fact that DP-
SGD was executed correctly.

o Privacy Enforcement: In every SGD iteration t € [T], the prover
must satisfy:

.1 R R gi
= - ;4 s j = ———,
=% Z git e g ug-uz)

i€By

This enforces that each update adheres to the clipping and Gaussian
noise mechanism required for (€, 5)-DP.

Thus, II provides a cryptographic proof that DP-SGD was executed
faithfully while revealing no information about the underlying data,
gradients, noise, or model parameters.

Initialization Binding and Base Case Enforcement. The initial
model parameters 6, are treated as part of the public input to the
ZK-DPSGD relation and are cryptographically bound in the base
case of the IVC construction. Concretely, the prover publishes a
commitment Com(6p) as part of the initial IVC state z,. The base
proof 7, verifies knowledge of 8, such that Com(6,) opens correctly
and that 0, satisfies any declared structural or domain constraints
(e.g., dimensionality and parameter bounds).

For every subsequent iteration ¢ > 0, the recursive verification
enforces that 0, is derived solely from 6,_; via a correct DP-SGD
update as specified in Definition 2 and Protocol VERIDP (cf. Fig. 1).
Since the IVC state carries forward Com(6,) and the chain of proofs
o, - - ., Tr—1, any deviation from the declared initialization or any
attempt to introduce an alternative starting model invalidates the
recursive proof. This ensures end-to-end integrity of the entire
training trajectory, anchored at the committed initial model param-
eters.

4.2 System and Threat Model

System Model. VERIDP involves three types of entities: a) Prover
(Trainer): The prover executes DP-SGD training on a private dataset
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and produces ZKPs attesting to the correct execution of each train-
ing iteration, including gradient computation, clipping, noise gener-
ation, and model updates. b) Verifier (Auditor): The verifier checks
the ZKPs and validates that the declared DP-SGD parameters and
privacy guarantees were enforced. The verifier does not have access
to the training data, gradients, noise values, or internal randomness.
c) Public Observers: Because VERIDP proofs are publicly verifiable,
any third party can independently verify that the DP-SGD execution
satisfies the declared privacy guarantees without additional trust
assumptions. This supports decentralized and regulatory auditing.

Threat Model. We consider a malicious prover that may arbi-
trarily deviate from the prescribed DP-SGD protocol in order to
improve model utility or leak private information, while attempting
to convince verifiers that the training was privacy-preserving. In
particular, the adversary may a) Omit or weaken gradient clipping
or noise addition during selected iterations, b) Bias or manipulate
randomness used for subsampling or Gaussian noise generation,
c) Deviate from declared hyperparameters or selectively violate
DP constraints, d) Attempt to produce an accepting proof without
faithfully executing DP-SGD, or e) Attempt to alter the underly-
ing dataset across iterations. The prover has full control over the
training process and execution environment, but is computation-
ally bounded (PPT). The verifier follows the verification protocol
honestly and does not collude with the prover. Security relies on i)
collision resistance of the hash function, ii) binding of the dataset
commitment pp, iii) soundness and knowledge extraction of the
underlying zero-knowledge argument system, and iv) soundness
of the IVC construction.

Adversarial Goals and Security Guarantees. The adversary’s goal
is to produce a convincing proof while violating differential privacy
guarantees. VERIDP prevents such attacks via knowledge sound-
ness: any prover that produces an accepting proof must possess
valid witnesses corresponding to correctly clipped gradients, valid
Merkle membership proofs for dataset elements, and properly gen-
erated Gaussian noise derived from the context-bound randomness
seed. The context-bound seed derivation prevents grinding attacks
by ensuring that each iteration admits a unique admissible random-
ness value determined by public inputs and the committed dataset.
Zero-knowledge guarantees that no additional information about
the dataset, gradients, or randomness is leaked to the verifier or to
public observers.

The above system and threat model formalize the adversarial
assumptions under which Definition 2 and the VERIDP protocol
(Fig. 1) provide verifiable enforcement of DP-SGD.

4.3 VERIDP Overview

We present VERIDP in Fig. 1, a protocol that securely and efficiently
certifies an upper bound on the privacy parameter ¢ resulting from
a DP-SGD training run (see Algorithm 1), removing the need for
empirical audits of the model’s privacy guarantees. The framework
operates as follows:

- The prover publicly announces the target privacy guarantees
(&, 6) before training begins.

- The prover and an auditor agree on the DP-SGD training algo-
rithm (cf. Algorithm 1) and fix all associated hyperparameters



including minibatch size, noise multiplier, clipping norm, learn-
ing rate, number of iterations, and the loss function. These are
chosen to meet the declared privacy parameters (¢, §) while main-
taining high model utility.

- The prover and auditor then execute our interactive zero-knowledge
protocol verifying the claimed privacy guarantee. The entire pro-
cedure is captured within a single public circuit, enabling the
prover to generate one unified proof showing that all steps of
the DP-SGD algorithm were executed correctly (cf. Algorithm 1).

Algorithm 1: Differentially Private Stochastic Gradient

Descent (DP-SGD)

Input: Weights W;_;, mini-batch B;_4, clipping norm C, learning
rate 7, noise multiplier o, loss function £(-)

Output: Updated weights W; for mini-batch B;

Let B;—1 = {(x}, y;) }j.:l be the mini-batch of size I.

Compute per-example gradients:

for j=1toldo

L Compute gradient for sample j: g; = Vw,_, L(W;_1, (x}, y;)).

-

X

W

@

: PRSI ; c
Gradient clipping: §; = g; - min(1, m)

1

Average clipped gradients: g = % » =1

o

g
Noise addition:

=

- Generate Gaussian noise n ~ N(0, 62C?I)
- Add noise to average gradient: § = g + n

Update weights: W; = W;_; — ng

VERIDP scheme is composed of three main phases: a) Data commit-
ment b) Interactive generation of a private randomness seed c) ZKP
of DP-SGD training. Each phase of VERIDP is described in detail
below.

4.3.1 Data commitment. Given the training dataset 9 and public
parameters pp as input, this algorithm outputs a commitment pp to
the dataset. The resulting dataset commitment p 5 becomes a public
input to every iteration of the protocol and is checked against each
mini-batch via Merkle membership proofs, as enforced in Step 2 of
Fig. 1

Dataset Consistency Across Iterations. Let pp denote the Merkle
root of the committed dataset. We include p o as part of the public
input and as part of the recursive state in the IVC construction.
At each iteration ¢, the prover must supply i) Merkle membership
proofs for all samples in the selected batch, and ii) a proof that all
per-example gradients were computed only over samples whose
leaf hashes correspond to pp. The recursive IVC state enforces that
pop remains unchanged across iterations. Any modification would
invalidate the binding property of the commitment and cause veri-
fication failure. Thus, all training iterations are cryptographically
bound to a single, immutable dataset commitment.

4.3.2  Randomness seed generation. DP-SGD achieves its privacy
guarantees by introducing randomness at multiple points during
training. This randomness is calibrated according to how sensitive
the model is to individual training examples. Two primary ran-
domization techniques are used: subsampling the training data and
adding noise to the clipped gradients. However, a dishonest prover
could manipulate these randomness sources to improve model ac-
curacy at the cost of privacy-for instance, by repeatedly running
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the training with different random seeds and selecting the one that
gives the best performance, or by choosing noise values with low
magnitudes. In such scenarios, the resulting training process should
not be considered as providing valid (¢, §)-DP guarantees. To guard
against this, we design a randomness commitment protocol as de-
scribed in Algorithm 2 that generates an unbiased randomness seed
through a non-interactive process and ensures it is fixed before
training starts. By hashing the full execution context-including
the training identifier ID, iteration index t, batch index byp, and
dataset commitment pp—into the random oracle, VERIDP ensures
that each randomness seed is uniquely and deterministically bound
to a specific training iteration. This prevents a malicious prover
from reusing, replaying, or adaptively selecting noise values across
different iterations or batches. Any attempt to alter the batch con-
tents or iteration metadata results in a mismatch in the derived
seed and causes the ZKP to fail verification. As a result, batch se-
lection and noise generation become jointly and publicly verifiable,
ensuring strong non-malleability of the DP randomness across the
entire training trajectory.

Algorithm 2: Unbiased Randomness Seed Commitment

Input: A random oracle H(-)
Output: Random seed s
1: Prover sets context =

(training ID, iteration index ¢, batch index bp, dataset commitment pp ),

selects a uniformly random value k, and computes
r = H(Com(k) || context)
2: Prover computes the seedass =k @ r.

Adversarial model for randomness. We consider a malicious prover
who controls the training execution and may attempt to bias the
DP-SGD noise by choosing randomness adversarially. The prover
commits to a seed witness k before proving any training iteration,
and the verifier checks seed derivation inside the ZKP (cf. Fig. 1,
Step (1)). This randomness adversarial model is consistent with the
global threat model defined in Section 4.2.

Definition 3 (Unbiased seed generation). Let A be the security
parameter and let H be modeled as a random oracle. We say that
Algorithm 2 produces an unbiased seed if, for every PPT adversary A
controlling the prover, the derived seed s = k ® H(Com(k) || context)
is computationally indistinguishable from a uniformly random string
U,, given the public transcript (including Com(k) and the context
string). Consequently, the Gaussian noise samples n; generated from
s using the Box—-Muller transform are computationally indistinguish-
able from samples drawn from the target distribution N (0, 02C?1) in
the Random Oracle Model (ROM).

LEMMA 4.1 (SEED PSEUDORANDOMNESS). Assume H is modeled as
a random oracle and Com is a computationally hiding and binding

commitment. Letk & {0,1}* and defines := k®H (Com(k) || context).
Then for every PPT distinguisher A, s ~, U,, given Com(k), context,
and the public transcript.

PROOF SKETCH. By computational hiding of Com, from A’s per-

spective the value k is hidden given Com(k). In the ROM, H(Com(k) || context)
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is distributed as a fresh uniform string in {0, 1} (subject to negligi-
ble collision events), and is unpredictably random to ‘A. Finally, for
any fixed (or adversarially chosen) k, the XOR of k with a uniform
A-bit string is uniform. Therefore the resulting s is computationally
indistinguishable from U,. Binding ensures the prover cannot adap-
tively change k after fixing Com(k), ruling out adaptive biasing
attempts. O

Seed Grinding Attacks and Mitigation. Seed grinding is particu-
larly problematic in non-interactive verifiable differential privacy
systems where randomness is generated solely by the prover and
the verifier cannot provide externally contributed randomness. In
such an attack, a malicious prover attempts to sample multiple
candidate randomness seeds offline, execute training under each
candidate seed, and selectively choose the seed that yields a more
favorable model update (e.g., reduced effective noise magnitude or
improved utility), while discarding unfavorable executions. This
behavior violates the intended randomness assumption underlying
differential privacy, which requires that noise be sampled indepen-
dently and without adversarial bias. If unchecked, seed grinding
can weaken privacy guarantees by effectively reducing the impact
of injected noise. Importantly, seed grinding breaks the core in-
dependence assumption of differential privacy: the injected noise
must be sampled independently of the dataset and training dynam-
ics. By adaptively selecting favorable seeds, an adversary biases
the effective noise distribution, thereby invalidating the formal
(e, 6)-DP guarantee. VERIDP prevents seed grinding through three
complementary mechanisms:

(1) Commit-then-derive structure. The prover first commits to
a random value k before any training proof is generated. The
seed is then derived as s = k ® H(Com(k) || context). Since the
commitment scheme is binding and H is modeled as a random
oracle, the prover cannot adaptively select k after observing the
derived seed. Any change in k produces a different commitment
and invalidates subsequent proofs.

Context binding. The seed derivation incorporates the full
execution context, including the training identifier, iteration
index, batch index, and dataset commitment pp. Consequently,
each seed is uniquely bound to a specific training iteration.
Replaying or reusing seeds across alternative executions results
in a context mismatch and proof rejection.

Proof-coupled execution. The zero-knowledge circuit en-
forces that Gaussian noise generation, batch membership, and it-
eration metadata are all consistent with the derived seed within
the same proof. Any attempt to explore multiple seeds requires
recomputing a full valid proof per candidate execution, and
selective disclosure is prevented by the binding commitment to
k.

Mitigating residual grinding risk in deployment. In practical de-
ployments, seed grinding can be further mitigated by (i) logging the
initial commitment transcript publicly before training begins, (ii) in-
corporating external public randomness (e.g., a randomness beacon
or block hash) into the context string, and (iii) enforcing single-shot
proof generation per declared training identifier. These measures
ensure that randomness remains unpredictable and non-malleable
even under repeated execution attempts.
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Protocol VERIDP (Iteration i)

Parameters: Clipping norm C, learning rate 7, noise multiplier o, loss
function L(+), batch size [

Dataset commitment pgp, previous weights W;_y, prior proof m;_p,
commitment Com (k)

Public Inputs: Dataset commitment pgp, initial model commitment
Com(#y ), previous weights W;_y, prior proof 7;_;, commitment Com (k)

Private Witness: Mini-batch B; = {(x;, y;) M

e Merkle paths {njz) M

Jj=r
seed witness k, per-example gradients {g; }5:1

Outputs: Updated weights W, recursive proof 7;

Protocol:

(1) Seed correctness. Prover proves knowledge of k such that s = k &
H(Com(k)) (cf. Algorithm 2). Prover additionally proves that the public
inputs (¢, bip, pp) are correctly encoded into the hash input such that
s =k ® H(Com(k) ||training ID||t||bip || pD)-

Unbiasedness of the derived seed follows from Lemma 4.1.

(2) Dataset membership enforcement. For each sample
j = 1,...,1, prover provides Merkle proof njD and proves:
Verify (pp, (x;, y;), 7}) = 1

(3) Gradient correctness. Prover computes and  proves:

8 =Vwi LWiy, (x5, 95))

(4) Clipping correctness. Prover computes: §; = g; - min (1, IIg,%) and
proves correctness.

(5) Averaging correctness. Prover computes: § = 7 Z;=1 &, and proves
correctness.

(6) Verifiable noise generation. Using seed s, prover generates Gaussian
noise n ~ N(0,52C?I) inside the circuit via Box-Muller (Fig. 2) and
proves correctness.

(7) Weight update. Prover proves: W; = W;_; — (g +n)

(8) Recursive enforcement. Prover generates recursive proof: m; =
IVC.Prove(pp, Com(6y), W;, mi—1)

Figure 1: VERIDP iteration with dataset binding and recur-
sion. Mini-batch elements are verified against pp via Merkle
proofs, and the commitment and prior proof r;_; are carried
in the IVC state to ensure consistency and DP-SGD correct-
ness across iterations.

REMARK 1. Preventing grinding and selective bias. The seed is
bound to the full execution context (training ID, iteration index, batch
index, and dataset commitment). Thus, replaying Com(k) across
different iterations changes the hash input and yields a different seed.
Moreover, since Com(k) is fixed before proving the DP-SGD iteration,
the prover cannot adaptively search for a favorable seed without being
detected.

4.3.3 Zero-Knowledge Proof of Differential Privacy Guarantees. We
construct a ZKP system for verifying that a DP-SGD update was
computed with the correct parameters (C, 1, o) and Gaussian noise,
without revealing the training data, gradients, or randomness. The
prover first commits to a random value k and derives the seed s =
k ® H(Com(k)) (cf. Algorithm 2), ensuring unbiased randomness.
Using s, Gaussian noise is deterministically generated inside the



Input: Seeds sy, sz (cf. Algorithm 2), constants o, C
Output: Noise values np, ny such that n; ~ N (0, (6C)?)

Circuit steps:

o PRNG initialization: Use the seeds s; and s, to deterministically gener-
ate two uniform values Uj, U, € (0, 1), respectively. This can be imple-
mented using a secure hash function (e.g., SHA-256) or a sponge
construction (e.g., Poseidon, Rescue).
Convert U;, U, to fixed-point representation: Convert the floating-
point (0, 1) values into fixed-point format with a specified precision (e.g.,
016.16).
o Box-Muller transform:
- Compute L = -2 - log(U;) using a Chebyshev or piecewise approxi-
mation of log.
— Compute R = VL using a polynomial approximation of /-.
— Compute 6 = 27U, using constant multiplication and modular reduc-
tion.
- Compute cos(0) and sin(6) using either:
* Chebyshev polynomial approximations, or
% Precomputed LUTs and interpolation within the circuit.
- Compute z; =R - cos(6) and z; = R - sin(0) via fixed-point multipli-
cation.
* Noise scaling;:
— Compute n; = 0Cz; and n; = 0Cz; using fixed-point multiplication.

Figure 2: ZK Circuit for Gaussian Noise via Box-Muller [7]

circuit via the verifiable Box—Muller transform (cf. Fig. 2). This
involves: (i) generating two uniform values U;, U, € (0, 1) from the
seed using a cryptographically secure PRNG, (ii) converting these
values to fixed-point representation, (iii) computing L = —2log(Uy;)
and R = VL using polynomial or piecewise approximations for log
and 4/, (iv) computing 6 = 27U, and evaluating cos(6) and sin(6)
either via Chebyshev approximations or precomputed LUTs, and (v)
producing z; and z; as standard Gaussian samples and scaling them
by oC. All of these operations are performed within the circuit to
ensure complete verifiability.

We express all the above computations as arithmetic circuits,
and the prover proves the correctness of the circuit evaluation. For
linear operations, the parties execute sublinear sumcheck proto-
cols [3, 25, 26, 46], whereas for non-linear operations, they use
a generic GKR-based proof system, such as Virgo++ [52] in our
implementation. VERIDP, described in Fig. 1, integrates these com-
ponents: the prover proves correct gradient computation, clipping,
averaging, and noise generation, and that the final model weights
satisfy the DP-SGD update rule. This achieves end-to-end verifia-
bility of the claimed differential privacy guarantees while keeping
both the data and the randomness private. As shown in Fig. 1
(Step 2 and Step 8), every mini-batch element is accompanied by a
Merkle membership proof against the committed dataset pp, and
the dataset commitment is carried forward as part of the recursive
IVC state, ensuring dataset consistency across all training iterations.
The batch index byp is treated as part of the public IVC state and is
included in the randomness derivation context. The prover must
show that all Merkle membership proofs in Step (2) correspond
to the same byp that is hashed into the seed generation, crypto-
graphically binding batch selection and noise generation to a single,
verifiable training iteration.
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Implementation of Non-Linear Operations. Non-linear operations
(e.g., ReLU, min, square root, logarithm, cosine) are implemented
using low-degree polynomial approximations.

- ReLU. ReLU(x) is approximated using a degree-d polynomial
Preru(x) constructed via Chebyshev approximation over a bounded
interval [—B, B]. The approximation error satisfies:

sup  |ReLU(x) — PreLu(x)| < €reLu-

x€[-B,B]

- Gradient Clipping. Gradient clipping enforces g; < g; -min (1, Hgﬁ)

The min operation is implemented using min(a, b) = M'

Absolute value is approximated using a low-degree polynomial
over the bounded domain induced by clipping parameter C.

- Error Control. All approximation errors are bounded and absorbed
into the declared fixed-point precision parameter f, which is part
of the public input and enforced inside the circuit.

REMARK 2. Separation of Execution and Verification. VERIDP
distinguishes between the arithmetic used for model training and the
arithmetic enforced inside the zero-knowledge circuit. The training
computation itself may be carried out using standard floating-point
arithmetic in existing machine learning frameworks. The role of the
circuit is to verify that the committed training values admit a consis-
tent fixed-point representation and that the injected noise is consistent
with a verifiable Gaussian sampler parameterized by (o, C, f). Con-
sequently, VERIDP does not modify the optimization dynamics of
DP-SGD and does not introduce additional noise beyond that required
by the privacy mechanism. The verification layer enforces correctness
and privacy compliance without constraining the numerical format
used by the underlying training system.

4.3.4  Numerical Accuracy of Box-Muller Sampling and Impact on
DP. VERIDP generates Gaussian noise inside the circuit using a
fixed-point implementation of the Box—Muller transform. This re-
quires (i) finite-precision arithmetic with public fixed-point pre-
cision parameter f, and (ii) polynomial, piecewise, or LUT-based
approximations of nonlinear functions such as log(-), /-, sin(-),
and cos(+). We analyze how these numerical effects influence the
resulting noise distribution and the claimed DP guarantees.

Approximation model. Let N (0, 0?C?) denote the ideal contin-
uous Gaussian distribution required by DP-SGD. Let N denote
the (generally discrete) distribution induced by the in-circuit fixed-
point Box—Muller implementation with precision f. We model each
produced noise coordinate as i = n + e, where n ~ N (0, a?C?)
and e captures fixed-point rounding and approximation error. For
a fixed choice of approximation scheme and precision f, the circuit
enforces a deterministic bound

(1)

where Ay decreases with f (e.g., Ar = 0(27f) plus the chosen
approximation error).

Distance to the ideal Gaussian. The Box—Muller transform is
smooth on its effective domain (with U; clamped away from 0
inside the circuit), and thus locally Lipschitz. Under bounded arith-
metic error Ag, the output perturbation remains bounded, imply-
ing that the induced distribution remains close to the ideal Gauss-
ian. For two probability distributions P and Q over a common

le] < Af,
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domain Q, we denote by TV(P, Q) := supgcq |P(S) — Q(S)| their
total variation distance. their total variation distance. In particular,
TV(K(, N(o, O'ZCZ)) < 1y, for some 7y = O(Ay) determined by the
fixed-point precision and approximation scheme.

Effect on differential privacy. Differential privacy is robust to
small perturbations in the underlying randomness distribution. If
the ideal mechanism M is (¢, §)-DP and the implemented mecha-
nism M differs from M by at most 7y in total variation distance

(over the noise distribution), then M satisfies (&, 8 + 77)-DP. Thus,
numerical approximation can be accounted for as an additive in-
crease in §, while ¢ remains unchanged. By selecting f such that
77 is negligible (and in particular 7y < &), the declared privacy
guarantee is preserved.

Effect on RDP accounting. Our privacy accounting uses RDP
composition. The RDP divergence depends continuously on the
noise distribution parameters. Since the implemented distribution
is within 77 of the ideal Gaussian in total variation distance, the in-
duced per-iteration RDP parameter changes by at most O(zy), and
the cumulative deviation over T iterations is bounded by O(T - 7).
In our setting, f is a public parameter enforced by the circuit and
is chosen such that T - 7y remains negligible relative to the target §
in the final (¢, §) conversion.

Impact on model performance. In addition to the privacy guar-
antee, we clarify how the fixed-point and approximation error in
the in-circuit Box—Muller sampler can affect the training dynamics
and final utility. Recall that each noise coordinate produced by the
circuit can be written as i = n + e, where n ~ N'(0, 6°C?) and the
arithmetic/approximation error satisfies the deterministic bound
le| < Ar enforced by the circuit (cf. Equation 1). Therefore, the im-
plemented DP-SGD update is identical to the ideal DP-SGD update,
except for an additional bounded perturbation term on the noisy
gradient §; = g; +n, + ey, |leg]|2 < \/aAf, where d is the gradient
dimension. For standard DP-SGD regimes, the injected Gaussian
noise scale oC dominates the discretization/approximation scale A ¢
(e.g., for f € {16,32} fractional bits, Ar = 2_f). Consequently, the
additional perturbation behaves like a vanishingly small extra noise
source and does not materially change the optimization trajectory.
More formally, if the loss is L-smooth (i.e., V£(0) is L-Lipschitz) and
DP-SGD uses step size 7, then the one-iteration deviation between
the ideal iterate 0;,; and the implemented iterate étﬂ satisfies
1641 — Opsillz = nlletll2 < U\/EAf. By iterating this bound (and
using standard stability arguments for smooth objectives), the cu-
mulative deviation over T iterations grows at most linearly in T:
67 — 0rll; < nTVd Ay, which is negligible for the precisions we
use in practice. Thus, the numerical effects of the verifiable Box—
Muller sampler can be made arbitrarily small by choosing the public
precision parameter f, without changing the DP mechanism itself.

4.4 Comparison with Confidential-DPproof

Confidential-DPproof [43] is the closest prior work to our construc-
tion. Both works aim to replace empirical privacy auditing with
cryptographic enforcement. However, the two systems differ funda-
mentally in structure, verifiability guarantees, and composability.
Monolithic vs. Incremental Proof Structure. Confidential-
DPproof encodes the entire DP-SGD training run as one monolithic
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circuit and outputs a single proof of privacy compliance. As a result,
the prover’s work, proof size, and verifier cost grow linearly with
the number of iterations. In contrast, VERIDP models each DP-SGD
iteration as its own verifiable circuit and composes these proofs
recursively using IVC. This design ensures that proof size and
verification time remain constant regardless of training length. This
asymptotic scalability is not achievable with a monolithic circuit.

Granularity of Privacy Enforcement. [43] verifies only a
global (¢, d) guarantee for the entire training run. Intermediate
iterations are not individually auditable, and a corrupt participant
could violate clipping or noise addition during intermediate updates
without detection, as long as the final circuit is satisfied. VERIDP
enforces per-iteration correctness: clipping, averaging, noise gener-
ation, and parameter updates are all individually proven. This pro-
vides continuous enforcement of differential privacy and stronger
security in adversarial or distributed settings.

Randomness Commitment. Confidential-DPproof uses an
interactive seed generation protocol requiring an online auditor.
If the auditor is replaced by a deterministic Fiat-Shamir trans-
form [15], the scheme becomes non-interactive but loses its interac-
tive randomness-quality guarantees. VERIDP derives the random-
ness seed from a prover-committed value using a deterministic,
non-interactive transform, ensuring unbiased, publicly verifiable
randomness without requiring an online auditor.

Commitment Model and Public Verifiability. [43] employs
IT-MAC commitments, which are not hiding and require a shared
key with an auditor. They provide private verification only. VERIDP
uses polynomial commitments, which are hiding, binding, and
publicly verifiable, and integrate naturally with recursive proofs.
This enables decentralized auditing and long-term verifiability—
capabilities that IT-MAC-based systems cannot support.

Verifiable Privacy Accounting. Confidential-DPproof pro-
vides a certificate for a single (e, §) value corresponding to the full
training run, but it neither implements verifiable intermediate pri-
vacy accounting nor supports more advanced notions such as [33].
As a result, auditors must trust the prover’s claim about the privacy
budget used to generate the final certificate. In contrast, VERIDP
integrates tight RDP-based privacy accounting directly into the
proof system: each iteration certifies the exact per-iteration contri-
bution implied by the clipped gradients and the verifiably generated
Gaussian noise, and the composed RDP curve is enforced across
all iterations. The privacy accountant is therefore cryptographi-
cally tied to the iteration-level constraints, enabling transparent
and fine-grained auditing of the evolving privacy loss. This level of
verifiable, iteration-level privacy accounting is not supported by
Confidential-DPproof and is critical for long training runs, adaptive
optimizers, or federated deployments where small deviations can
accumulate into a significant privacy parameter.

In general, even if Confidential-DPproof were modified to use
Fiat-Shamir randomness and polynomial commitments, it would
still lack the recursive proof structure necessary for per-iteration
verifiable DP-SGD. The architectural advances in VERIDP-namely
IVC-based scalability, per-iteration privacy enforcement and public
composability-represent fundamental capabilities beyond what
monolithic designs can provide.



REMARK 3. Unlike monolithic constructions, VERIDP anchors the
entire recursive proof chain to a publicly committed initial model
state, ensuring that all verified updates are cryptographically bound
to a unique training origin.

4.5 Security Analysis

Theorem 4.2 (Security of VERIDP). Let Rpp_sgp be the NP relation
from Definition 2. Let Ilygppp be the protocol in Fig. 1 instantiated with
(i) a binding/hiding dataset commitment, (ii) the seed-derivation pro-
cedures = k@®H(Com(k)) of Algorithm 2, and (iii) a zero-knowledge
argument system (sumcheck/GKR with polynomial commitments) to
enforce the per-iteration constraints of Algorithm 1, including veri-
fiable Gaussian noise via the Box-Muller circuit of Fig. 2. Soundness
additionally guarantees that any accepting proof implies the existence
of a unique initial model 9 consistent with the public commitment
Com(8y), from which all subsequent model states 0; are derived via
valid DP-SGD transitions. Then Ilyggpp is a Zero-Knowledge Proof of
DP-SGD for Rpp-sgp in the sense of Definition 2.

We refer the reader to Appendix B for a detailed proof.

4.5.1  Numerical Precision and Security Analysis. Prior works [12,
21] have demonstrated that differential privacy implementations
based on floating-point arithmetic may be vulnerable to precision-
based side-channel attacks, including timing leakage and hardware-
dependent rounding behavior. These attacks exploit implicit nu-
merical behavior that is not captured by the formal privacy mecha-
nism but emerges from low-level execution semantics. In contrast,
VERIDP makes numerical precision an explicit, public, and crypto-
graphically enforced component of the protocol. All Gaussian noise
samples are generated within the zero-knowledge circuit using
fixed-point arithmetic with a declared fractional precision parame-
ter f. The verifier checks that all arithmetic operations, including
logarithms, square roots, trigonometric approximations, and scal-
ing by oC, are consistent with this fixed-point representation. As
a result, the noise distribution is no longer an implicit artifact of
floating-point hardware or compiler-level optimizations, but rather
a formally specified and auditable distribution that is uniquely deter-
mined by the committed randomness seed and the public precision
parameter. This design eliminates hidden rounding channels and
prevents adversaries from exploiting implementation-dependent
numerical behavior.

Distributional Closeness Under Fixed-Point Noise.Letn ~ N (0, 02C?I,)

denote an ideal Gaussian noise vector in d dimensions, and let 71 be
the noise vector generated by the fixed-point Box—Muller circuit in
VERIDP using f fractional bits. Let A = 27/ denote the maximum
representable discretization unit.

LEMMA 4.3. The expected relative error between i and n satisfies

E(lli-nll,] . ¥d-A
E[nl.] = oC -

SKkeTcH. Each arithmetic operation in the fixed-point Box—-Muller
circuit introduces a bounded additive error of at most A per coor-
dinate due to rounding. By linearity of expectation and indepen-
dence across dimensions, the total perturbation accumulates as
Il = nll, < Vd - A. Meanwhile, E[||n||2] = ©(cCVd), yielding the
stated bound. |
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For typical DP-SGD settings with ¢ > 1 and f € {16,32}, this
ratio is negligible (e.g., below 107* for d < 10°), implying that
discretization error is dominated by the magnitude of the Gaussian
noise required for privacy.

4.6 Application of VERIDP in Federated
Learning

We formalize VERIDP for federated learning, specifying the train-
ing protocol, recursive proof structure, and privacy accounting
(consistent with Definition 2 and Protocol VERIDP).

Federated Learning Setting. We consider a federated training
process consisting of i) K clients indexed by k € {1,...,K}, ii) R
communication rounds, iii) client-local datasets Dy with dataset
commitments pp, , and iv) a central aggregator maintaining global
model parameters W, at round r. At each communication round r:

(1) The aggregator broadcasts the current global model W,.

(2) Each selected client k initializes W’;’O =W,.

(3) Client k performs E local DP-SGD iterations using Protocol
VERIDP. A local iteration refers to a standard DP-SGD iteration
executed by a client during a federated round; thus, the term
iteration used throughout the paper and local iteration in the
FL context denote the same DP-SGD update primitive.

(4) The client outputs updated model WIfE and recursive proof 7.

(5) The aggregator verifies ¥ before incorporating the update.
| Dy | k.E

(6) Verified updates are aggregatedas Wy = Yjcs, S DV
JEOSKr

where S, denotes participating clients.

Only updates accompanied by valid proofs are included in the
aggregation phase.

Number of Local DP-SGD Iterations. Each client performs exactly
E local DP-SGD iterations per communication round. The value E
is fixed prior to training and is treated as a public hyperparameter
included in the recursive IVC state. Let t € {1,..., E} denote the
local iteration index within round r. For each local iteration:

- 1 N N i
Bre =7y > g, gi= — B

. > n,; ~ N(O: O.ZCZI)’
i€B,; max (l, %)

and the model update is Wht = whkt=1 _ ngr.:. Across the entire
training process, each client executes T = R - E DP-SGD iterations.

Recursive Proof Generation Across Local Iterations. Within each
client, VERIDP applies IVC to generate a single succinct proof cov-
ering all E local iterations. At local iteration t, the prover computes:
wht = whki=t _ ngr.+, and produces recursive proof:

;rf’t = lVC.Prove(pDk, Com(6y), W’:’t, ﬂk’“l) .

r

The base case binds the proof to W’f’o = W,.. After E local iterations,
the client outputs 7% := akE. By recursion, proof size and verifier
time are independent of E, while prover time scales linearly in
E; hence the aggregator checks a single constant-size proof even
though E local DP-SGD steps are executed.

Proof Guarantees in the Federated Setting. For each round r, client
k proves that for all local steps t € {1,...,E}:

(1) All mini-batch elements belong to committed dataset pp, via
Merkle proofs.
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(2) Per-example gradients g; were correctly computed.

(3) Clipping was performed using public norm bound C.

(4) Gaussian noise n,, was generated as n,, ~ N (0, 02C*I), using
a context-bound seed ,; = H(training ID||r||t||pp, ).

(5) Model updates satisfy Wlf’t = Wlf’t_l — N8t

This provides per-round, per-client cryptographic enforcement of
the DP-SGD protocol.

5 Evaluation

We implemented VERIDP and report experiments instantiated over a
255-bit prime field (~128-bit security), modeling hashes as SHA-256
in the ROM and using discrete-log-based polynomial commitments
over 128-bit-secure elliptic-curve groups.

5.1 System Implementation

5.1.1 Software. We implemented the scheme in C++, resulting
in roughly 5,000 lines of code. The complete implementation is
available at [1]. Some of our algorithms on the sumcheck protocol
and the GKR protocol are based on the open-source implementa-
tion of [3, 25, 26, 33]. We use polynomial commitment schemes
for efficient proof generation because of their good prover time
and reasonable proof size for the witness in our experiments. The
security of the scheme relies on the discrete-log assumption. The
prover time is O(N) and the proof size and the verifier time are
O(VN) for a polynomial of size N. We use a 61-bit Mersenne prime
field (26! — 1) as the base field for field arithmetic, which offers effi-
cient FFT operations [37]. For applications requiring higher security
guarantees, we provide an optional 256-bit BLS12-381 scalar field
implementation using the mcl library [18], as the 61-bit field may
not provide sufficient security for all deployment scenarios. The
BLS12-381 field offers 128-bits of security and is FFT-friendly with
a large power-of-2 root of unity. For neural network computations,
we use LibTorch (PyTorch C++ API) to interface with deep learning
operations. We bridge floating-point tensor computations to field
arithmetic using Q24.24 fixed-point quantization, ensuring exact
arithmetic matching between the prover’s computations and the
verifier’s checks. We implement IVC for aggregating proofs across
training batches, reducing the final proof size to constant rather
than linear in the number of batches.

5.1.2 Dataset. We evaluate VERIDP on:

(1) MNIST handwritten digit classification dataset [54], which
consists of 60,000 training images and 10,000 test images of
28x28 grayscale digits. Each image is normalized with a mean
of 0.1307 and a standard deviation of 0.3081.

(2) CIFAR-10 natural image classification dataset [24], which con-
sists of 50,000 training images and 10,000 test images of 32x32
RGB images across 10 classes. Each image is normalized channel-
wise with mean (0.4914, 0.4822, 0.4465) and standard deviation
(0.2023,0.1994, 0.2010).

The dataset is committed to a Merkle tree before training begins,
with each sample (image pixels and label) hashed using a collision-
resistant hash function. This commitment ensures that the prover
cannot manipulate the training data after the commitment is pub-
lished. For our experiments, we use subsets of the training data
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ranging from 32 to 16,000 samples to evaluate scalability by varying
batch sizes of samples.

5.1.3 Model. We evaluate three neural network architectures of
varying complexity:

(1) MLP: A two-layer fully connected network with 101,770 train-
able parameters. The architecture consists of an input layer (784
neurons, corresponding to the flattened 28 x 28 image), a hid-
den layer with 128 neurons and ReLU activation, and an output
layer with 10 neurons for digit classification. The parameter
breakdown is: fc1 (784128 + 128 = 100, 480 parameters) and fc2
(12810 + 10 = 1, 290 parameters).

CNN: A four-layer convolutional neural network with 421,642
trainable parameters. The architecture consists of two convolu-
tional layers (conv1: 1—32 channels with 3x3 kernels, conv2:
32 — 64 channels with 3 X 3 kernels), each followed by ReLU
activation and 2 X 2 max pooling, and two fully connected layers
(fc1: 3136 — 128, fc2: 128 — 10). The parameter breakdown is:
convl (320 parameters), conv2 (18,496 parameters), fc1 (401,536
parameters), and fc2 (1,290 parameters).

ResNet18: A residual convolutional network with 11,173,962
trainable parameters. The model starts with a 3 X 3 stem convo-
lution (3 — 64), followed by four residual stages with channel
widths 64, 128, 256, 512, using 2 BasicBlocks per stage. Each
BasicBlock has two 3 X 3 convolutions with a skip connection
and when spatial size/channel count changes, a 1x1 downsam-
pling projection is used on the shortcut path. The head is global
average pooling and a fully connected layer (512 — 10).

@

©)

5.1.4 Hardware. We run all of the experiments on a machine with
12" Generation Intel(R) Core i7-12650H (2.30 GHz) and 64GB of
RAM. Our current implementation is not parallelized, and we only
utilize a single CPU core. The large memory is used to run experi-
ments on neural networks with varying training batches. On one
hand, the memory usage is actually the bottleneck to further scale
VERIDP, and it is an interesting future work to improve it. We report
the average running time of 10 executions.

5.2 Performance

We evaluate VERIDP on several dimensions: (1) prover and verifier
efficiency, (2) scalability with respect to model size and training
samples, (3) proof size, and (4) memory usage.

Implementation of Non-Linear Operations We describe the imple-
mentation of non-linear operations used in the arithmetic circuits
underlying the verifiable DP-SGD construction.

- The ReLU activation function is implemented via algebraic con-
straints that encode its piecewise definition directly in the field.
This avoids the use of polynomial approximation and therefore
introduces no approximation error while remaining compatible
with zero-knowledge verification.

- The log and +/- functions arise in the Box—Muller transform used
for Gaussian noise generation. Both functions are approximated
over the underlying finite field using Chebyshev polynomials.
We employ a degree-5 Chebyshev approximation for log and a
degree-4 Chebyshev approximation for +/-. These degrees were
selected to balance numerical accuracy and arithmetic circuit
complexity under the declared fixed-point precision.



Table 1: MLP vs CNN vs ResNet Model Comparison

MLP CNN ResNet

(MNIST) (MNIST) (CIFAR-10)

Clipping Norm 10 10 10

Parameters Noise Multiplier 1.1 1.1 1.1

Learning Rate 0.01 0.01 0.01

Batches 20 20 20

Proof Final Proof Size 3.93 4.08 4.08

(KB) Average Batch Proof Size 3.20 3.50 4.13

Total Prover Time 53.25 217.51 5162.54

Prover Clipping Time 9.27 37.22 903.70

(s) Noise Generation Time 1.51 591 184.66

Weight Update Time 20.85 90.04 2890.96

Verifier v rifier Time 3.21 2.38 4.96
(ms)

Privacy Budget € 2.92 2.92 2.92

- The trigonometric functions required by the Box—Muller trans-
form are implemented using a lookup table (LUT) with 256 uni-
formly spaced entries over the interval [0, 27). The circuit en-
forces correct index selection and value retrieval, ensuring effi-
cient and verifiable evaluation within the ZKP system.

Overall, these design choices reduce circuit depth while preserving
numerical stability and consistency with the fixed-point arithmetic
constraints enforced by the verification circuit.

5.2.1 MLP vs CNN vs ResNet Comparison. We first compare the
performance of VERIDP on three neural network architectures:
MLP (101,770 parameters), CNN (421,642 parameters) and ResNet
(11,173,962 parameters). All models are trained with identical DP-
SGD parameters to enable fair comparison, as shown in Table 1.
The CNN requires approximately 4x longer prover time than the
MLP, which corresponds directly to the ratio of model parameters
(421,642/101,770 ~ 4.1x). Including ResNet, the trend is even
clearer; compared with MLP and CNN, ResNet18 incurs a much
larger prover cost with prover time around 86 minutes, which is
broadly consistent with parameter scaling (ResNet/CNN parameter
ratio & 26X, prover-time ratio ~ 24x). All models achieve the same
€ differential privacy for identical DP-SGD parameters, as expected.
The privacy budget depends only on the noise multiplier, sampling
rate, and number of iterations rather than the model architecture.
Despite the differences in model size, all models achieve similar
verifier times (2-5 ms) and final proof sizes (3.9-4.1 KB), demon-
strating that verification complexity is independent of model size.
Based on Fig. 3, we can also see that MLP incurs approximately 130
MB overhead above the 300 MB baseline, while CNN and ResNet
incur approximately 506 MB and 3978 MB overhead respectively.
The higher memory usage for CNN and ResNet is due to tracking
more intermediate values for the larger models.

5.2.2  Scalability Analysis. VERIDP generates 4 proofs per batch
(one each for gradient clipping, gradient averaging, noise addi-
tion, and weight update). Based on the performance results by
varying batch sizes on CNN model (MNIST) and ResNet model
(CIFAR-10) as displayed in Table 2 and Table 3 respectively, the
prover time scales linearly with the number of training samples,
confirming the O(N) complexity of our proof system. The linear
relationship demonstrates that VERIDP can scale to longer training
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Figure 3: Memory Consumption for MLP vs CNN vs ResNet
models

runs with predictable overhead. With CNN, the prover time per
sample remains stable at approximately 342 — 357ms across the
configurations whereas with ResNet, the prover time per sample
takes between 8.30 — 8.50s, hence demonstrating predictable per-
formance regardless of training duration. In addition, by examining
how each component of the prover time behaves across different
batch sizes in all models, we observe that the major contributors, i.e,
clip norm, noise generation, noise addition, weight update, and oth-
ers!, scale proportionally with the total prover time. We notice that
their relative contributions remain fairly consistent as the batch
size increases. To illustrate this, we present a percentage stacked
column graph that summarizes each component’s share, computed
by averaging their values across all experimental runs, in Fig. 4.
Another critical property of VERIDP is that verification remains
efficient regardless of training duration. We analyze the verifier
time and proof size across different configurations. We noticed that
the verifier generally completes in 2 — 6ms. This O(VN) complexity
enables practical third-party verification. Through IVC aggrega-
tion, the proof size remains constant at approximately 3.5-4 KB per
batch, independent of training duration. Multiple batch proofs are
aggregated into a final succinct proof. These results demonstrate
that verifiable differential privacy is practical for real-world ma-
chine learning workloads, with verification costs that are negligible
compared to proof generation.

5.2.3 Comparison with DPproof [43]. To evaluate practical proving
efficiency, we compare VERIDP (yellow and green lines) against
DPproof (red and blue lines) across linear and logistic regression
while varying both dataset size and batch size in Fig. 5. We noticed
that with small batches (for e.g, 2), VERIDP can be occasionally
slower than DPproof because fixed protocol overheads (setup, tran-
script/proof orchestration, and aggregation) dominate runtime. As
batch size increases, however, VERIDP consistently outperforms
DPproof, and the gap widens for larger datasets. This suggests
VERIDP amortizes fixed costs better and scales more smoothly in
batched proving, reducing prover time per sample at moderate-to-
large batch sizes, while DPproof shows steeper growth and larger
runtime spikes. An important caveat is that DPproof’s benchmarks
are restricted to linear and logistic regression. VERIDP is evaluated

!Remaining Prover time with Merkle proofs, forward/backward pass, object construc-
tion and logging as the largest contributors.
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Table 2: VERIDP’s Performance with CNN model on MNIST dataset for Different Batch Sizes

Batch | Final Proof | Verifier | Total Prover | Clip Norm Noise Generation Noise Addition Weight Update Others
Size Size (KB) | Time(ms) Time (s) (s) (s) (s) (s) (s)
1 3.61 4.36 11.40 1.87 0.31 0.31 4.53 4.38
2 4.08 2.77 22.53 3.74 0.63 0.63 9.15 8.38
5 4.08 2.70 55.03 9.36 1.50 1.50 22.55 20.13
10 3.61 2.65 109.20 18.67 2.95 2.95 45.09 39.53
20 4.08 2.69 218.35 37.29 5.95 5.95 90.29 78.87
50 4.08 2.81 544.25 94.31 14.71 14.71 225.68 195.82
100 3.61 8.8 1093.46 187.97 29.78 29.78 454.29  391.58
200 4.08 2.74 2196.02 379.27 59.48 59.48 910.44 787.35
500 4.08 4.39 5256.95 903.64 141.75 141.75 2180.74 1888.71

Table 3: VERIDP’s Performance with ResNet model on CIFAR-10 dataset for Different Batch Sizes

Batch | Final Proof | Verifier | Total Prover | Clip Norm Noise Generation Noise Addition Weight Update Others
Size Size (KB) | Time(ms) Time (s) (s) (s) (s) (s) (s)

1 3.61 6.64 269.21 52.56 9.23 9.23 145.56 52.62

2 4.08 5.26 531.45 92.63 19.04 19.04 297.08 103.64

5 4.08 5.11 1331.91 233.03 47.51 47.51 745.49 258.30

10 3.61 5.26 2638.11 461.38 94.47 94.47 1476.00 511.62

20 4.08 4.35 5162.54 903.70 184.66 184.66 2890.96 998.21

50 4.08 6.39 12838.96 2241.29 456.87 456.87 7201.79 2481.24

100 3.61 30.07 26627.92 4686.59 915.45 915.45 14962.02  5146.61

on these classical models and additionally demonstrated on neu-
ral architectures (MLP, CNN, and ResNet). Therefore, the overlap
comparison shows competitive-to-superior performance on shared
tasks, and VERIDP further generalizes from low-complexity convex
models to practical deep-learning workloads.

100%
e
80%
70%
60%
50%
40%
30%
20%
.
0%
CNN ResNet
u Others 36.45% 19.40%
Weight Update 41.10% 55.74%
Noise Addition 2.72% 3.53%
Noise Generation 2.72% 3.53%
= Clip Norm 17.00% 17.79%

Figure 4: Prover Time Distribution across Components in
CNN and ResNet

6 Discussion and Limitations

VERIDP enables verifiable DP-SGD by producing a proof per train-
ing iteration and linking them via IVC, yielding continuous pri-
vacy enforcement and enabling verifiable FL and transparent audit
logs. While IVC gives constant-size proofs, per-iteration proving
overhead and arithmetic/circuit constraints remain significant (and
privacy accounting/hyperparameter choice is not certified), but
the architecture still delivers scalable per-step verification, public
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Figure 5: Comparing Prover Time across DPproof and
VERIDP models

composability, and decentralized auditability beyond monolithic
approaches like Confidential-DPproof.
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A Deferred Preliminaries

Definition 4 (Zero-Knowledge Arguments [16].). Let R be an NP
relation with its corresponding language Lg. A zero-knowledge argu-
ment of knowledge for R is defined by a triple of algorithms (G, P, V),
provided the following conditions are satisfied. We denote G as the
setup algorithm, P as the prover, and V as the verifier.

o Completeness: For every pair (x,w) € R and public parameter
pp « G(1%), we have Pr [(P(pp, w), V (pp))(x) = 1] = 1.

o Knowledge Soundness: For any probabilistic polynomial-time
(PPT) adversary A, there exists a PPT extractor &4 such that for all
x and pp — G(1%):

Pr[w « &a(pp.x) : (x,w) € R] >
Pr [(A(pp), V(pp))(x) = 1] - negl()

o Zero-Knowledge: There exists a PPT simulator Sy such that for
every adversary A, for all (x,w) € R, and pp «— G(1%):

View ((P(pp, w), A(pp, 2))(x)) ~ Sa(x,z)

An argument system is considered transparent if the public pa-
rameter pp is a randomly generated string.

Definition 5 (Polynomial Commitments). A polynomial commit-
ment scheme (PCS) allows a prover P to commit to a polynomial and
later reveal its evaluation at a specific input point. Formally, a PCS
consists of the following procedures:

o KeyGen: Given the security parameter, the number of variables t,
and the degree bound d, this procedure generates and outputs the
public parameters pp.

e Commit: On input a polynomial f, randomness r, and public
parameters pp, this procedure outputs a commitment o to the poly-
nomial.

e Open: Given an evaluation point x, polynomial f, randomness r,
and public parameters pp, this procedure computes the evaluation
y = f(x) along with an evaluation opening proof r.

o Verify: On input a commitment o, evaluation point x, evaluation
result y, and proof &, this procedure verifies the correctness of the
evaluation and returns either accept or reject.

A PCS is hiding if the commitment ¢ does not reveal any infor-
mation about the polynomial f. It satisfies evaluation binding if no
prover can open a commitment o to two distinct evaluations at the
same input point x. Knowledge soundness ensures that any prover
generating a correct evaluation proof must possess knowledge of
the polynomial underlying the commitment. Additionally, a zero-
knowledge PCS guarantees that the evaluation proof 7 does not
disclose any information about f beyond the evaluated value f(x).
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Definition 6 (Incrementally Verifiable Computation (IVC)). An
IVC protocol consists of three key algorithms:

o Setup (G): Given a security parameter, this algorithm outputs
public parameters pp.

o Prove (P): Given an iteration counter i, initial input z,, prior output
z;i—1, auxiliary witness w;_1, proof ;_1, and public parameters pp,
the prover generates the next output z; along with a proof ;.

o Verify (V): Given an iteration counter i, initial input z, output z;,
proof m;, and public parameters pp, this algorithm returns either
accept or reject, depending on whether the proof is valid.

Each proof ; serves as a zero-knowledge argument for the follow-
ing relation:

Rivei = { (i,z0,2i), (wo, . . ., @i-1) |

Vk € [il, zks1 = F(zi, o) }-

A widely adopted approach for constructing IVC schemes is to
employ recursive composition of a succinct non-interactive proof
system as a baseline. Let P, and V;, denote the prover and verifier
of this baseline proof system, respectively. Define an augmented
function Fa as (F(z;, i), Vi (i, 20, zi, 711)) «— Fa(i + 1, 2o, zi, @;, 7).
Here, the prover P is responsible for computing z;,; from z; and w;,
while also invoking Py, to generate the proof 7.1 that verifies the
correctness of the computation: Fa (i + 1, 2o, zi, @i, ;) = (2i41, 1).
A key advantage of the IVC framework is its incremental proof
design, which ensures that the computational overhead for the
prover, proof size, and verification complexity remain independent
of the total number of iterations [10, 14]. Instead, these parameters
scale only with the computational complexity of the augmented
function F4, making IVC a highly scalable and efficient solution for
verifying long-running computations.

The Sumcheck Protocol. We recall the classical sumcheck protocol
of [29], which enables a verifier to check claims of the form H =
2beqoyt f(b) for alow-degree multivariate polynomial f : F - F.
The protocol proceeds over ¢ rounds, progressively reducing the
multivariate summation claim to the evaluation of f at a single
random point chosen by the verifier. For completeness, we present
the standard interactive protocol in Fig. 6, which forms the core
subroutine used within the GKR construction.

The GKR Protocol. The GKR protocol extends the sumcheck pro-
tocol to enable succinct verification of layered arithmetic circuits.
Consider a layered arithmetic circuit C over a finite field F with
depth d, where layer 0 represents the output layer and layer d cor-
responds to the input layer. Each gate in layer i takes two inputs
from layer i + 1. We denote the number of gates in layer i as S;,
and define s; := [log S;]. We consider the wiring predicates add;
and mult;, defined as add;, mult; : {0,1}%+%5i+1 — {0,1}, where
add;(z,x,y) = 1if and only if gate z in layer i is an addition gate
with inputs x and y from layer i + 1, and mult;(z,x,y) = 1 if and
only if gate z in layer i is a multiplication gate with inputs x and y
from layer i + 1. Defining the gate value function v; : {0, 1} — F
such that v; (b) represents the output of the b-th gate in layer i, we
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The protocol consists of £ rounds and proceeds as follows:
(1) In the initial round, the prover P transmits the polynomial:
i)=Y flababs... by
bo,...bpe{0,1}
The verifier V verifies whether H = f;(0) + f1(1) and subsequently
selects r; uniformly from the field F.
(2) For each intermediate round i (2 < i < ¢ — 1), the prover P transmits
the polynomial:
fi(xi) = fr,..
bir1rmbee{0,1}
The verifier V checks if f;_;(ri—1) = f;(0) + f; (1) and then selects r;
uniformly from F.
In the final round (i = ¢), the prover P sends the polynomial:

fe(xe) = f(ri,ra, ... xe).

The verifier V verifies whether f;_1(re—1) = f¢(0) + fr(1). Next, the
verifier selects the last challenge r, uniformly from FF. Given oracle
access to f, the verifier accepts if and only if:

fe(re) =f(ri,ra, ...

2be).

S Ticb X bigy, .

3

=

,Te).

Figure 6: Sumcheck protocol

derive the recurrence relation:

i)=Y, [y - G ) + T )

x,y€{0,1}5i+1

+ multi(z,%,y) - 0341 (%) - Vis1(y) ()
The prover P can demonstrate the evaluation of the circuit C as
follows. Assume that the verifier V has oracle access to 1y and vy,
which represent the input and output, respectively. The verifier first
selects a random challenge ro and computes vy (ro). Next, the prover
and verifier execute the sumcheck protocol on Equation 2 for the
case i = 0. At the conclusion of this round, the verifier requests two
evaluations of v; at specific points, say r; and ry ;. Let the prover
provide the values yy =1 (r1) and y; = v1(r1,1). The verifier then
chooses new values for y, and y; from the finite field F, and the
parties proceed with another round of the sumcheck protocol to
verify that the following equation holds:

Z (yo- ;ngl(h,o, xy)+y1 ";Jal(rl,l:x, y))

y$?

Yo-Yo+tyri-y1 =
x,y€{0,1

((02(x) +02(y)) + (yo - multy(ri0,x,y) + y1 - multy(r,1, x,9))-

02(x) - 02(y).

This simplifies the task to verifying two evaluations of v,. The
protocol proceeds iteratively for d rounds, during which the ver-
ifier checks the final evaluations of 7, through its oracle access.
The complete description of the protocol can be found in Fig. 7 in
Appendix A. To ensure that the GKR protocol is zero-knowledge,
zero-knowledge sumchecks [6, 50] and zero-knowledge polyno-
mial commitments can be employed to facilitate oracle access to v
and v,4. Furthermore, by applying the Fiat-Shamir transform, the
protocol [15] can be made non-interactive.
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Let F be a finite field and let C : F;; — Foy represent a layered arithmetic
circuit of depth d. The goal of Prover P is to convince Verifier V that
the computation C(in) results in the output out, where in is the input
provided by V and out is the corresponding output. We assume, without
loss of generality, that both the input in and output out are padded to
powers of 2. The protocol proceeds as follows:

(1) Verifier V selects a random element z € F and sends it to Prover P. Both
parties compute V; (z), where V; denotes the multilinear extension of
the output array out.

(2) Prover P and Verifier V execute a sumcheck protocol on the following
equation:

Vo(z) = > addo(zx,y).(Vi(x) + Vi(y))
x,ye{0,1}
+ multy(z,x,y) \71 (x) .?1 (y)
At the conclusion of this protocol, Verifier V receives two evaluations,
Vi (u®) and V; (o). Verifier V computes addo(z, u™,0!) and
MO (z,u®, (D), then verifies that the following equation holds:

addy (z,u', o) (Vi (u) + Vi (o))
+ multo(z,uV, 0M).V; (u® )‘71 (0(1) )
= last message of sumcheck.
(3) Foreachroundi=1,2,...,d:
o Verifier V selects two random values a(?) and ) and sends them
to Prover P.
e Prover P and Verifier V' execute a sumcheck protocol on the follow-
ing equation:
V@) + pOVi(00) = ) (P addi(u?,x, y)
x,ye{0,1}
+ PV add; (01, x, ). (Viar (x) + Veur ()

+ (@D mult; (', x, y) + B mult; (01, x,9)) Vi1 (x).Vir (y)
At the conclusion of this protocol, Verifier V receives two evalua-
tions, Viz1 (w1 and Vi1 (00*D). Verifier V then computes the
following:
(a(i) (;J;li (u(i>, w(*D i+1) )+ ﬁ(i)ggai (U(i)’ u (D) (i+1) ).
(Visr @D + Vi (07)) + (@D mult; (@D, u™Y, o) 4
B mult; (00, u*D, 0 D)) Vg (D) Vi (041)
If the computed result does not match the last message of the sum-
check, Verifier V returns 0. _

(4) At the final layer d, Verifier V is provided with two claims, Vy (u(%))
and V;(0@). Since Verifier V has access to the input in, it is able to
compute V; and evaluate it at the points u(?) and o(4). If the claims
are valid, Verifier V returns 1; otherwise, it returns 0.

Figure 7: GKR protocol

B Proof of Theorem 4.2

Proor. Completeness. If the prover honestly executes App-sgp
with parameters pp = (C,n,0,b,T, L) on the committed dataset D,
then each iteration satisfies:

(1) seed correctness s = k ® H(Com(k)),

(2) per-example gradient correctness g; = VoL(6;-1, (x1,y:)),

(3) clipping g; = g;/max(1, ||gill2/C),

(4) averaging §: =  Yiep, Jis

(5) noise generation n; ~ N'(0, 5?C2I) via the Box-Muller circuit,
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(6) update equation 6; = 0;_y — n(g; + n;).

All these constraints are enforced by the zero-knowledge proof
system. By completeness of the underlying argument system, an
honest prover is always accepted.

Knowledge Soundness. Suppose a PPT prover convinces the
verifier in ITyggpp. By knowledge soundness of sumcheck/GKR and
polynomial commitments, there exists an extractor that recovers
valid witnesses consistent with all constraints: namely the per-
example gradients {g;}, clipped versions {g;}, and noise vectors
{n;} generated from the committed seed. Thus, any accepting proof
yields w = ({g;}, {n;}) such that (x, w) € Rpp-sgp, up to negligible
soundness error.

Privacy Enforcement. The seed s is deterministically derived
from the dataset commitment, and the Box-Muller circuit guaran-
tees that n, ~ N (0, 0>C2I) at each iteration. Hence, any accepting
transcript certifies that every update uses clipped gradients and
Gaussian noise with the declared variance, ensuring the (¢, §)-DP
guarantee required by Definition 2.

Zero-Knowledge. The protocol employs zero-knowledge sum-
check/GKR and zero-knowledge polynomial commitments, which
hide the dataset, gradients, randomness, and noise. By the ZK prop-
erty of these primitives, there exists a simulator that, given only the
public input x = (Com(D), pp, 6y, 1), produces transcripts indis-
tinguishable from real executions. Thus the verifier learns nothing
beyond correctness of DP-SGD execution.

So, Iyerpp satisfies completeness, knowledge soundness, zero-
knowledge, and privacy enforcement, and therefore constitutes a
Zero-Knowledge Proof of DP-SGD for Rpp-sgp as in Definition 2.

]
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