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Abstract
Smart cities are often presented as modern, sustainable, and effi-
cient environments that enhance safety and convenience through
advanced technologies. However, their heavy reliance on data col-
lection raises significant privacy concerns. As technology evolves
faster than public awareness, questions emerge about whether these
cities adequately protect individuals’ data. This study explores resi-
dents’ understanding of smart cities and their perceptions of data
collection and sharing. In this study, we conduct semi-structured
interviews with 19 residents across two countries to examine how
people conceptualise smart cities and interpret the collection, pro-
cessing, and sharing of their data. Our analysis shows that residents
hold fragmented and often inaccurate mental models of smart-city
infrastructures; view data practices as simultaneously beneficial
and risky; and lack meaningful clarity about data flows, retention,
and institutional responsibility. Participants considered consent
important yet mostly infeasible given the pervasive and unavoid-
able nature of smart-city data collection. We also identify culturally
grounded differences in trust, privacy sensitivities, and expecta-
tions of governance across the two contexts. Our findings challenge
assumptions embedded in current smart-city governance and con-
sent models and point to the need for transparent, accountable, and
contextually attuned data practices.
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1 Introduction
The growing population and urbanisation worldwide have put in-
creasing stress on cities. By 2050, about 68% of the global population
is expected to live in urban areas [16, 27]. This rapid urbanisation
introduces significant challenges, including traffic congestion, in-
creased demand on energy and water infrastructures, rising crime
rates, inadequate housing, and limited social integration. These
pressures have motivated growing interest in smart-city initiatives
as a scalable and sustainable approach to urban management [25].
While existing literature does not converge on a single definition
of smart city, we adopt a working definition drawn from Gracias et
al. [28] which state that a smart city is an urban environment that
uses digital technologies, communication infrastructures, and data
analytics to deliver urban services more efficiently, improve quality
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of life, and promote sustainability. Smart cities promise to enhance
the quality of life by improving public services, infrastructure, and
mobility systems while also promoting sustainability, supporting
industries, and strengthening local economies [55].

These ambitions rely heavily on the deployment of intercon-
nected technologies and data-driven systems that enable continu-
ous monitoring, seamless service delivery, and real-time decision-
making across urban environments [63]. These capabilities depend
on the continuous collection, integration, and processing of large
volumes of data which is often highly granular and deeply inter-
twined with residents’ everyday lives. Moreover, this data is fre-
quently collected in ambient, always-on, and sometimes opaque
ways across public and quasi-public spaces.

Consequently, smart city deployments raise pressing questions
and debates around individual and collective privacy, autonomy,
and the shifting power dynamics between residents, municipal au-
thorities, and private technology vendors [15, 37, 41]. However,
despite the prominence of these debates, we still know little about
how the people living and working in these cities actually under-
stand and interpret the data practices that shape these cities. Prior
research highlights that urban data ecosystems are often opaque
to residents [13, 14, 22, 26, 60], and others have critiqued the via-
bility of meaningful consent in pervasive sensing environments
suggesting it may be infeasible or impractical [41, 60, 65]. Moreover,
prior work has also documented the limitations of existing con-
sent models and the prevalence of dark patterns online [24, 30, 31].
However, these insights rarely extend to physical, ambient, and
multi-operator data ecosystems like smart cities.

Existingwork predominantly focuses on technical architectures [20,
21, 43], governance frameworks [4, 61, 64], or ethical analyses [3,
19, 53], and very little empirical evidence examines how residents
conceptualise smart cities, how they think data collection and shar-
ing occur, or how they understand consent in these environments.
Moreover, there is lack of understanding of how cultural context
shapes privacy expectations and perceptions of urban data collec-
tion. As smart city initiatives increasingly rely on standardised ar-
chitectures and consent models, failing to account for cross-cultural
variation risks designing systems that are unintentionally exclusion-
ary, misaligned with public expectations, or incapable of supporting
meaningful privacy agency across diverse populations.

To address these gaps, we conduct an exploratory semi-structured
interview study with residents in Kingdom of Saudi Arabia (KSA)
and United Kingdom (UK), two contexts with distinct cultural
norms, political structures, and attitudes toward technology and
public authority. Through this cross-contextual approach, we aimed
to develop a deep understanding of how residents in these smart
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cities understand and perceive data collection and data sharing prac-
tices. Designing privacy-aware smart city technologies requires
understanding both shared patterns and contextual variation in
how residents conceptualise risk, consent, and institutional account-
ability. Moreover, treating privacy expectations as universal risks
embedding implicit governance assumptions into technical systems,
potentially leading to misalignment between security guarantees
and users’ threat models. Consequently, we examine their per-
ceptions, expectations, and concerns regarding consent and data
practices in smart cities. Where relevant, we highlight meaningful
differences between the two contexts. To guide our investigation,
we ask the following research questions:

RQ1: How do residents conceptualize and understand smart cities?
RQ2: How do residents perceive and understand the collection,

processing, and sharing of data in smart-cities?
RQ3: How do residents perceive consent and control in smart

cities?

Our study reveals four primary findings that challenge common
assumptions about resident awareness, data practices, and con-
sent expectations in smart cities. Residents hold incomplete and
uncertain understandings of what constitutes a smart city. Partici-
pants generally described smart cities as automated, interconnected,
and government-managed environments, yet many were unsure
whether they currently lived in one. This indicates that residents’
mental models of smart cities remain fragmented, even in cities
where smart technologies are deployed. Residents described data as
both an enabler of improved services and a source of risk, creating a
persistent utility–privacy tension. While participants were broadly
opposed to the collection of personal data, they accepted limited
cases where such collection was strictly necessary for service pro-
visioning. This tension reflects a mismatch between residents’ ex-
pectations of privacy and the pervasive data demands of smart
city infrastructures. Participants lacked clarity about data flows,
retention, and responsibility, raising concerns around transparency
and accountability in smart city systems. Consent is seen as es-
sential but currently non-functional; they want control but doubt
feasibility. Participants agreed that meaningful consent should be re-
quired, but felt that no such mechanisms currently exist in practice.
They suggested various potential approaches for obtaining consent,
including offline methods or one-time authorisation processes. Oth-
ers wanted to be able to revoke consent but were unsure how it
would work in pervasive sensing environments. This highlights the
practical challenges of implementing meaningful consent in ambi-
ent urban systems. Finally, we also found that cultural differences
strongly shape privacy expectations and trust in data custodians.
For instance, participants in Saudi Arabia expressed concerns about
data that could identify women or link family members. They were
more comfortable with government-led data collection and viewed
state agencies as trusted custodians. In contrast, participants in the
UK were more concerned about government misuse, and expressed
strong opposition to private-sector data collection and commercial
exploitation. Overall, our findings highlight the importance of cul-
tural context in designing inclusive, privacy-respecting smart city
infrastructures, suggesting uniform governance models may not
be inclusive.

Summary of our contributions.

• Characterization of resident perceptions of smart city data
practices.We identify how residents understand (and misunder-
stand) the collection, processing, and sharing of data in ambient
urban environments, uncovering where transparency issues are and
accountability gaps across both cities. Our findings show consistent
uncertainty across both contexts about who collects data, how it
flows across systems, how long it is stored, and whether it can be
deleted.

• Empirical insights into residents’ perceptions and expecta-
tions for consent in smart cities.We show that residents view
consent as essential yet infeasible within current smart city in-
frastructures, and we identify their conceptual barriers that make
meaningful consent and revocation difficult to achieve. This insight
challenges existing privacy frameworks and highlights the need for
redesigned consent mechanisms in public infrastructures.

• Cultural and political influencesWe show that trust in smart-
city systems is not driven by technical assurances but by sociopo-
litical context, centralised governance in KSA leads to high institu-
tional trust and low concern, while fragmented governance in the
UK amplifies uncertainty and discomfort. This finding highlights
the importance of context-sensitive security and privacy design.

2 Background and Related Work
2.1 Smart Cities
The increasing pressures of global urbanisation and rapid tech-
nological advances have led to the emergence of smart cities as
a contemporary model for urban development and societal im-
provement [47]. Smart cities are urban environments that integrate
diverse technologies, including Information and Communication
Technologies (ICT), Internet of Things (IoT) devices, Artificial Intel-
ligence(AI), advanced analytics, and interconnected networks, to
monitor and enhance urban operations through data-driven solu-
tions [28]. These integrated digital systems enable cities to improve
efficiency, sustainability, and the overall quality of public services.

The continuous collection and analysis of real-time data are fun-
damental to the operation of smart city initiatives, which are often
shared across multiple stakeholders, including municipal depart-
ments, private vendors, and law enforcement agencies. Existing
research [1, 59] highlights the central role of data as the foundation
for developing and sustaining smart city services. For example, IoT
sensor systems enable urban areas to detect traffic patterns [2], pro-
tecting the environment by monitoring key indicators such as air
pollution, water quality, and the efficiency of waste collection and
management systems, and manage resources more efficiently [39].

Additionally, smart cities are understood not only as technology-
enhanced urban environments, but also as complex socio-technological
systems in which digital communication and extensive data flows
support and shape everyday urban life. Nevertheless, the same
large-scale, continuous data collection practices that enable these
efficiencies also introduce new forms of vulnerability. As some
studies [22, 34] have noted, citizens may be concerned or uncom-
fortable about opaque data practices, intense surveillance, or non-
transparent consent for data sharing. A clear example of these chal-
lenges is the absence of well-defined use cases that help both data
providers and data users make effective use of available datasets
to develop community-oriented and innovative services in smart
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cities [10]. This confirms that a clear gap exists between the actual
technologies used in smart cities and what citizens are aware of
and believe is happening.

2.2 Privacy Challenges in Smart Cities
Privacy is commonly defined as an individual’s right to protect
their personal data and control how it is collected, used, shared,
and stored [48]. However, this right is increasingly challenged in
smart city environments that rely heavily on automation, pervasive
surveillance, and data-driven decision-making [42, 52]. Extensive
data collection often continues without explicit consent, creating
significant privacy risks for residents [57].

Researchers have highlighted several concerns associated with
comprehensive sensing infrastructures, including the creation of
detailed user profiles, behavioural inference, and continuous loca-
tion tracking. For example, a case study conducted in Phuket [54]
demonstrated how excessive monitoring of personal behaviour,
even during private and leisure moments, can threaten personal
authenticity and expose individuals to potential technology misuse.
In addition to these risks, surveillance has become a central issue
in debates about privacy infringement within smart city [60]. The
experience in China illustrates this point: widespread deployment
of surveillance cameras in urban areas is used to monitor individ-
uals and enforce government regulations, including identifying
participants in public protests demonstrating how such systems
may be used in ways that violate citizens’ privacy rights [9]. In
addition to algorithmic surveillance, certain systems deployed in
major cities have raised further ethical and practical concerns.

One prominent example is the Social Credit System (SCS), im-
plemented in several Chinese cities as a mechanism for managing
society through information and communication technologies. The
system aims to assess citizens’ trustworthiness, compliance with
legal rules, and adherence to ethical and professional standards [17].
However, research has documented substantial privacy challenges
associated with the large-scale collection and analysis of personal
data within the SCS. These practices may conflict with international
data protection principles and raise the risk of misusing individuals’
biographical information for purposes of social control. Moreover,
concerns have been reported regarding discrimination and the po-
tential denial of educational or employment opportunities, as well
as the system’s failure to account for variations across different
stages of human life, which may have long-term consequences for
individuals [62].

2.3 Users’ Perceptions and Understanding of
Data Collection and Sharing in Smart Cities

Most studies focus on the technical challenges of data collection
and privacy in smart cities, such as data processing, storage, and cy-
bersecurity, without considering the perspectives and concerns of
individuals. For instance, Choudhry [18] emphasises the volume of
data collected and notes that highly connected systems pose extra
cybersecurity and privacy risks, as devices designed to enhance or
streamline services can also be used for surveillance, persecution,
and harassment in smart cities. Furthermore, Alnahari et al. [9]
these authors primarily address privacy concerns in smart cities

through technical solutions, such as blockchain and homomor-
phic encryption. Recent studies have started to examine citizens’
perceptions and concerns directly. For example, Emami-Naeini et
al. [22] conducted surveys to explore attitudes toward city-wide
data collection, highlighting the importance of human-centric and
privacy-aware smart city designs. However, such studies remain
limited compared to the broader technical literature, andmost exam-
ine citizens’ perceptions only withinWestern cultural contexts. Few
insights restrict understanding of how cultural differences shape
privacy perceptions and norms in smart cities. This paper addresses
this gap by highlighting differences in privacy-related perceptions
and concerns across two distinct cultural contexts: Saudi Arabia
and United Kingdom. The cultural nature of Saudi society strongly
shaped participants’ responses, particularly regarding data related
to trust, governance, family members and women. These concerns
were closely tied to religious norms and conservative social values,
consistent with the findings of Haider et al. [32], who noted that
privacy expectations in Saudi Arabia are influenced by high levels
of religiosity and cultural conservatism. In Haider et al.’s study,
Saudi participants expressed heightened digital privacy concerns,
especially regarding family-related data, reflecting a broader so-
cietal view that privacy is essential for safeguarding cultural and
religious identity.

In a different cultural context, Hartley [35] examined public per-
ceptions in Hong Kong using the Smart City Strategy Index (SCSI)
framework to assess the impact of smart cities on both governance
and quality of life. The results showed that residents are more opti-
mistic about improvements in quality of life than about expected
changes in governance. The study employed a range of governance
and quality of life indicators, including education and income, to
analyze the role of political legitimacy and awareness levels in
shaping individual expectations. The findings indicated that higher
awareness of smart cities is associated with increased expectations
of benefits, although the magnitude of this effect varies according
to demographic characteristics such as education level and income.
The study also offered policy recommendations to enhance public
trust and support smart city initiatives through clearer and more
transparent awareness campaigns. However, the data collection
methodology, which relied on telephone interviews, presented a
significant limitation of the study. This approach contributed to
sample bias by excluding individuals without a smartphone or
landline, potentially leading to an overrepresentation of groups
with specific technical skills or financial means. This bias poses a
challenge to achieving a comprehensive understanding of public
perceptions. Accordingly, this paper used a different methodology
based on personal interviews as a more comprehensive means of
data collection.

2.4 Security and Privacy in Non-WEIRD
Contexts

Security and privacy research has historically relied heavily on par-
ticipants from Western, Educated, Industrialized, Rich, and Demo-
cratic (WEIRD) contexts, often implicitly treating observed threat
models, trust assumptions, and privacy expectations as broadly
representative. However, a growing body of work demonstrates
that security perceptions and practices are deeply shaped by local
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socio-economic infrastructures, governance regimes, religious and
cultural norms. Research in Middle Eastern contexts (e.g., Jordan)
highlights how privacy concerns extend beyond primary users to
surrounding social actors. Previous studies [5–7] show that pri-
vacy expectations are negotiated within family and social struc-
tures rather than framed entirely as individual control. Moreover,
work in South Asian contexts further demonstrates how infras-
tructural constraints reshape security risks. Haque et al. [33] doc-
ument privacy vulnerabilities in public digital service centres in
Dhaka, Bangladesh, where shared devices, limited technical liter-
acy, and institutional practices create exposure risks that differ
significantly from those assumed in personal-device–centric secu-
rity models. Similarly, Munyendo et al. [49] analyze security and
privacy challenges in Kenyan cybercafes, showing how intermedi-
aries frequently select passwords on behalf of users. This practice
complicates standard assumptions about individual agency, pass-
word hygiene, and user responsibility. Most recently, Herbert et
al. [36] provide a large-scale comparison of digital security per-
ceptions in WEIRD versus non-WEIRD contexts, demonstrating
systematic variation in threat perceptions, institutional trust, and
security behaviors. Overall, these works show that threat models,
consent expectations, and institutional trust are situated within
broader socio-political and infrastructural contexts. These findings
motivate the need to examine smart city data practices across socio-
politically distinct environments, particularly where governance
structures and accountability mechanisms differ.

3 Methodology
To understand how people living in smart cities understand and
perceive data practices and consent in smart cities, we conducted
a semi-structured interview study with 19 participants living in
smart cities in UK and KSA. We discuss our methodology below.

3.1 Ethics
This study received ethical approval from our Institutional Ethics
Board (IEB) prior to data collection. Participation was voluntary. We
provided a Participant Information Sheet (PIS) and a consent form to
all respondents before the interview sessions. The PIS outlined the
purpose of the study, the procedures involved, withdrawal process,
and our data handling practices. Participants were assured that all
responses would be kept confidential and reported anonymously,
and that they could decline to answer any questions that made them
uncomfortable. Data was securely stored on a university-hosted
server, and we used a GDPR-compliant service for transcriptions.

3.2 Study Context
To understand how residents of smart cities perceive data prac-
tices and consent, we conducted our investigation in two cities:
Bristol city in the UK and King Abdullah Financial District (KAFD)
in Riyadh KSA. We selected these two cities because they repre-
sent contrasting national and cultural contexts while both being
internationally recognised for their advanced smart-city initiatives.
Bristol is widely viewed as a citizen-focused smart city, emphasizing
sustainability, open data, community engagement, and experimen-
tal digital services [23, 44]. In contrast, KAFD region represents a
purpose-built, technology-driven smart district characterised by

integrated digital infrastructure, advanced automation, and top-
down planning. Bristol shaped by bottom-up, community-oriented
innovation, and KAFD by top-down, high-tech planning. These
cities offer a valuable opportunity to examine how residents expe-
rience smart-city technologies across different cultural, social, and
governance settings.

Bristol has been widely positioned as a leading “smart and open”
city in the UK. It has invested in urban digital infrastructure, in-
cluding city-scale data platforms, environmental sensor networks,
open data initiatives, and experimental digital services supporting
transport, sustainability, and civic participation. Key initiatives in-
clude a city-wide programmable digital infrastructure supporting
IoT, big data analytics, 5G, AI/ML applications, CCTV analytics,
and high-performance computing, positioning the city as a living
testbed for urban data experimentation [12]. The public open data
platform provides approximately 200 anonymised datasets covering
energy usage, pollution, traffic flows, and infrastructure. Addition-
ally, around 1,500 RFID-equipped lampposts and connected infras-
tructure enable real-world testing of data-driven applications [50].
Smart energy systems (e.g., smart metering and smart grids), intel-
ligent transport, electric vehicle charging networks, and real-time
energy monitoring further embed data collection into everyday ur-
ban services. Bristol’s smart city development has evolved through
partnerships among local government, universities, industry, and
community organisations, reflecting a bottom-up, citizen-oriented
model that foregrounds transparency and community engagement.

In contrast, KAFD is a purpose-built, master-planned smart dis-
trict developed as part of Saudi Arabia’s broader economic and
digital transformation strategy. It integrates advanced digital in-
frastructure at the district level, including centralised building man-
agement systems, automated utilities, intelligent transport systems,
and integrated surveillance and monitoring technologies. A central
smart city platform leverages AI and data analytics to support real-
time operational decision-making across energy, water, and traffic
systems [51]. The district also deploys smart traffic management
and Mobility-as-a-Service (MaaS) platforms that use real-time and
predictive data to optimise movement. Ongoing technology pilots
include smart building management, smart parking, and real-time
digital services for residents and tenants [58]. KAFD region reflects
a top-down planning model characterised by centrally coordinated
infrastructure and embedded digital systems designed to optimise
efficiency, security, and service delivery from inception.

3.3 Study Design
We adopted a qualitative research design using semi-structured
interviews to gain an in-depth understanding of residents’ percep-
tions of data collection, data sharing, and consent in smart cities.
A qualitative approach is well-suited to examining complex socio-
technical phenomena, particularly when prior knowledge is limited
and the goal is to uncover mental models, expectations, and lived
experiences rather than to measure predefined constructs. This
approach also enables culturally grounded viewpoints to emerge,
making it especially appropriate for comparing residents across two
distinct national contexts. Semi-structured interviews allowed us to
probe participants’ understanding of smart cities, their perceptions
of data collection, processing, and sharing, and their expectations of
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consent and control within pervasive sensing environments, while
providing the flexibility to follow emerging themes introduced by
participants.

Our interview protocol consisted of five parts: (1) introduction,
(2) understanding of smart cities, (3) perceptions and understanding
of data collection and sharing, (4) consent, and (5) conclusion. In-
troduction. This section introduced the researcher, explained the
aims and goals of the study, and confirmed consent to participate
and to allow audio recording. Understanding smart cities. These
questions built rapport and explored how participants conceptu-
alised smart cities. Understanding residents’ interpretations was
important for revealing underlying mental models and identifying
differences in familiarity or awareness of various systems. Data
collection and sharing. The third section examined participants’
understanding and perceptions of data practices in smart cities.
We explored views on data types, perceived benefits, use cases, re-
tention, and potential sharing across organisations. Consent. This
section focused on participants’ perceptions of consent and control
in the context of smart cities. We examined their expectations of
how consent should be obtained, withdrawn, and the circumstances
in which they believed explicit consent should be required. Investi-
gating consent mechanisms in such environments provides insight
into public expectations for data governance in pervasive sensing
systems. Conclusion. The closing section thanked participants,
invited them to share any additional thoughts, and provided an
opportunity to ask questions about the study.

3.4 Pilot Study
We conducted two pilot interviews to evaluate the clarity, timing,
and overall effectiveness of our interview protocol. After the pilot
interview with one participant, we made several minor revisions.
The participant noted that some questions were too long and diffi-
cult to answer, so we simplified the wording and combined a few
items that asked for similar information. We also adjusted the in-
terview length to approximately 40–60 minutes to reduce fatigue
while still covering all key topics. Keeping the session at an optimal
duration was important for maintaining participants’ focus and
engagement. During the second pilot, the participant reported that
the questions were clear and that the interview length felt appro-
priate. As a result, no further changes were made. Data from both
pilot interviews were excluded from the final analysis.

3.5 Recruitment
After finalising the interview instrument, we began participant
recruitment. Recruitment targeted individuals who lived or worked
in smart cities in both the United Kingdom and Saudi Arabia. Par-
ticipants were eligible if they: (1) lived or worked in one of two
selected smart cities (Bristol or KAFD region), (2) were at least 18
years old, and (3) actively interacted with or used smart technolo-
gies within their city. To identify suitable participants, we designed
a screening questionnaire (See Appendix A). The screener collected
various information about participants including their connection
to each city, how long they have lived or worked in the city, feeling
about data being collected to support city operations and services,
demographic information and asked participants to identify the
technologies or systems they believed contributed to making their

city “smart.” Recruitment was carried out through multiple online
channels using our social and professional networks. We used plat-
forms such as WhatsApp groups, university social group mailing
lists, and Facebook groups associated with Bristol and KAFD. Non-
smart city residents or commuters were not targeted or recruited
for the study. Interested individuals were also encouraged to share
the study within their own networks. In Saudi Arabia, recruitment
additionally involved in-person outreach to individuals in the city
social spaces like cafes who expressed interest. All interested indi-
viduals were asked to complete the screener and told they would
be contacted for interviews if they were suitable.

Table 1: Summary of the Participants’ Demographics

Smart City Location UK KSA

Gender
Male 2 8
Female 6 3
Did not disclose - -

Age
18–24 3 -
25–34 2 4
35–44 3 5
45–54 - -
55–64 - 2
65+ - -

Employment status
Employed (Full-time) 2 11
Self-employed 1 -
Student 4 -
Unemployed 1 -

Live or work in a Smart City
Yes 8 11
No - -

Preferred interview method
Online 8 3
In person - 8

3.6 Participants’ Demographics
In total, 25 individuals met the eligibility criteria andwere all invited
to participate, 12 from Bristol and 13 from KAFD region in Riyadh.
However, at the end only 19 attended their scheduled interview
sessions: 8 participants from the UK and 11 from Saudi Arabia. The
six individuals that expressed interest either did not respond to
follow-up messages or did not attend their scheduled interviews.
All participants were older than 18, and either lived or worked
in their respective smart city. Individuals who did not meet these
criteria were not invited.

Our final sample consisted of eight (8) participants from Bristol
and 11 from KAFD region. In the UK sample, two participants
identified as male and six as female. Three were aged 35–44, two
were aged 25–34, and the remaining participants fell into other adult
age categories. Employment backgrounds varied and included two
full-time employees, four students, one self-employed participant,
and one unemployed participant. All UK interviews were conducted
online. In the KSA sample, eight participants identified as male and
three as female. Five were aged 35–44, four were aged 25–34, and
two were over 54 years old. All KSA participants were employed
full-time. Eight interviews in KSA were conducted in person, while
three were conducted online.
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The sample was slightly larger in KSA (n=11) than in the UK
(n=8). The UK sample included a higher proportion of female par-
ticipants, whereas the KSA sample included a higher proportion of
male participants. Additionally, employment status was uniform in
the KSA sample (all full-time employed), while the UK sample re-
flected more varied employment circumstances. Table 1 summarises
participant demographics. We discuss how these factors may have
shaped our findings in Section 3.9.

3.7 Study Procedure
To accommodate participants’ preferences and ensure accessibility,
interviews were conducted either online or in person. Each session
began with a brief introduction, a reminder of the study’s purpose,
and confirmation of informed consent, including consent for au-
dio recording. All participants agreed to take part and provided
permission for their interview to be recorded. The lead researcher
conducted all interviews in both the UK and Saudi Arabia.

In Bristol, all interviews took place online using Microsoft Teams.
Participants were sent the meeting link along with the Participant
Information Sheet (PIS) and the consent form. They were encour-
aged to review and sign the consent form ahead of the interview.
Once consent was confirmed, the researcher started the recording
and began the interview. All interviews in the UK were conducted
in English. Each session lasted around 45 minutes, and participants
received £15 voucher as compensation. Before ending the call, the
researcher thanked the participants and explained how the payment
would be processed.

In KAFD, most interviews were conducted face to face (n = 8).
Five participants who responded to the study advert arranged to
meet the researcher in cafés or workplaces, while three others were
recruited on the spot and agreed to be interviewed immediately.
The three were asked to complete the screening form and then
interviewed. As with the UK interviews, the researcher introduced
themselves, explained the purpose of the study, and confirmed con-
sent before starting the recording. Three additional participants
preferred or required an online interview because the researcher
had already returned to the UK; these followed the same procedure
as the UK sessions. Interviews were conducted either in Arabic or
English or a mixture of both. At the end of each interview, partic-
ipants were thanked for their time and encouraged to share the
study with others in their networks. All participants in Saudi Ara-
bia were offered financial compensation. However, all explicitly
declined the compensation, citing various reasons such as religious
considerations, personal beliefs about research participation and
charitable motivations.

3.8 Data Analysis
All interview recordings were transcribed by a GDPR-compliant
professional transcription service to ensure accuracy and privacy.
Interviews conducted in Arabic were then translated into English
by a hired translator. Since one of the coders is a native Arabic
speaker familiar with the cultural context, they were able to review
translations to ensure that linguistic and cultural nuances were
preserved. As this study was not designed as a formal comparative
investigation, in which data are collected and analyzed separately,
we combined datasets/transcripts from both contexts for analysis.

We conducted an inductive, reflexive thematic analysis following
Braun and Clarke’s approach [11]. The primary researcher then
started the coding process. First, going through each script and
integrating their notes from the interview sessions. Then, the first
and another researcher (i.e., experienced in qualitative research)
began collaborative coding. As recommended for reflexive thematic
analysis, the aimwas not to quantify coder agreement but to engage
in interpretive dialogue that supports deeper insight development.
Accordingly, we did not calculate inter-coder reliability, as such
metrics are not conceptually appropriate for reflexive TA and can
obscure rather than enhance analytic rigor [40].

The two researchers independently coded two transcripts (one
from Bristol and one from KAFD) to generate an initial set of induc-
tive codes, then met to compare interpretations, merge overlapping
codes, and agree on terminology. This process resulted in the ini-
tial codebook [29]. The two researchers then jointly coded two
additional scripts (again, one from each city) to ensure shared un-
derstanding of the codebook and analytic approach. Discrepancies
were resolved through reflexive discussion [29], and the codebook
was refined as new codes emerged. Since our initial aim was not to
compare cities, so including transcripts from both contexts early
in the analysis ensured that the developing codebook captured the
diversity of participants’ understandings and perceptions. The dif-
ferences between two cities were captured whenever possible. Both
researchers then independently coded five additional transcripts
and compared interpretations. After coding these transcripts, no
new codes emerged from either city. We observed code saturation
after the eighth transcript, meaning no new codes or concepts ap-
peared, and continued coding beyond that point to ensure analytic
robustness. This iterative, collaborative, and reflexive approach
ensured that the final themes were coherent, well-developed, and
grounded in the data, while avoiding direct cross-city comparison.
Our approach aligns with established qualitative methodologies
and mirrors practices used in prior studies published in top security
venues [45].

3.9 Limitations
As with all qualitative research, this study is shaped by several
methodological considerations.
Focus on resident perspectives. Our analysis reflects the views
of residents with varying levels of interest in privacy and differing
awareness of smart city infrastructures. While this approach pro-
vides valuable insight into lived experiences, it may not capture the
full diversity of views within either country. Our findings should
therefore be understood as indicative rather than exhaustive.
Absence of institutional and technical perspectives.We did
not interview policymakers, system designers, data protection of-
ficers, or technical staff responsible for operating smart city sys-
tems. As a result, we were unable to compare resident perceptions
with institutional practices. For instance, how consent mechanisms
are designed, how data flows are managed, or what assumptions
system operators make about public awareness. We believe that in-
corporating these viewpoints would allow for comparison between
individual experiences and institutional practices, and help identify
weaknesses in the design and implementation of systems.
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Reliance on self-reported experiences and personal inter-
pretations. Participants’ understandings of smart cities and data
practices were based on their current mental models, which were
often incomplete or uncertain because smart city infrastructures
are often opaque or poorly communicate. It remains unclear to
what extent these perceptions align with actual policies, technical
architectures, or operational practices. Our analysis therefore in-
terprets these understandings as perceptions rather than factual
descriptions of deployed systems.
Potential response biases. As with any interview-based research,
participants’ responses may have been influenced by social desir-
ability, recall bias, or their previous experiences with technology
and public services. It is also possible that expressed trust or accep-
tance of data collection and sharing may reflect the government-led
nature of many smart city initiatives, which could discourage the
open expression of mistrust due to cultural norms or perceptions of
authority. Though we stressed anonymity, voluntary participation
and encouraged participants to respond openly, these influences
cannot be entirely removed or eliminated.
Scope and generalisability. This study was exploratory in nature
and not intended to achieve statistical generalisation. While the
overall sample size (n = 19) aligns with established qualitative re-
search practices, the small number of participants per city limits the
extent to which findings can be interpreted or generalized. First, the
small number of participants per city especially in the UK means
that city-specific observations should be treated as indicative rather
than representative. In addition, differences in sample composition
across locations, including gender distribution, age, educational
background, and professional status, constrain the interpretation
of cross-country contrasts. Our goal was to provide a deep under-
standing of resident perceptions in two specific smart city contexts.
For this reason, interviews from both locations were analysed to-
gether as a deliberate methodological choice, reducing the risk of
overinterpretation based on limited city-level data. Future work
involving larger or more diverse populations may further validate
or nuance these findings.

4 Findings
In this section, we present our findings. We begin by examining
participants’ understanding of smart cities, followed by their per-
ceptions of data collection and sharing, including the benefits they
associate with these practices and the concerns they raise. We then
discuss their views on consent and control, including how they
believe consent should be provided, managed, and improved within
smart city environments. To illustrate these perspectives, we in-
clude quotations from participants in both countries. These excerpts
are used to highlight variations in response patterns rather than to
draw direct comparisons between regions. Quotes from participants
in the United Kingdom are labeled (Px_UK), and those from Saudi
Arabia are labeled (Px_KSA), where x denotes the participant ID.

4.1 Understanding of Smart Cities
The analysis revealed several key insights into how participants
perceive and interpret the concept of smart cities:

Smart cities are automated and connected.Most participants
familiar with smart cities describe them as automated, connected

through infrastructure, as P7_UK said, “The smart city is connected
everything together from lights, fire alarms, generating power,” and
incorporating advanced AI and technology. Participants commonly
highlighted how sensors, digital systems, and devices communi-
cate with each other to enable smooth operations. Participants
described a range of smart technologies including automated light-
ing, smart waste systems, digital parking guidance, CCTV networks,
and real-time transport information. This automation was consis-
tently framed as central to smartness, with a smart city expected
to perform tasks that traditionally required human input such as
detecting traffic congestion, adjusting building access, or regulat-
ing environmental conditions. For instance, P5_UK: “Automated
processes... things happen without people interfering.” P8_KSA:
“Technology... multitasking... self-operated.”

Time-saving and improvements to quality of life. Both
UK and KSA participants strongly associated smart cities with ef-
ficiency, speed, and reduced effort. Many contrasted smart and
traditional cities by describing the latter as slow, manual, and dis-
organised. Participants described smart services as enabling tasks
that once took hours to be completed within minutes. P4_KSA:
“One hour becomes five minutes in a smart city.” Participants in
both contexts conceptualised smart cities as modern, comfortable,
and convenient places to live. Interviewees described smart cities
as environments that improve the “quality of life” (P8_UK) and “im-
prove lifestyle” (P10_KSA) by simplifying daily routines, reducing
stress, and making access to services more intuitive. This notion of
improved quality of life encompassed safety, convenience, comfort,
and accessibility. Participants described smart cities as places where
citizens feel supported by their environment, and where technol-
ogy acts as an enabler for a smoother everyday experience. “more
sustainable and healthier to live in” (P4_UK)

Degree of awareness and familiarity. While majority of our
participants were aware that they lived in smart cities, three partic-
ipants showed uncertainty that they lived in smart cities, despite
living and being in them, due to a lack of understanding of what
smart cities entail, as the P1_UK said “I think it’s lacking that though
because I when you said that my city is smart city, you see I didn’t
have any idea and if it is collecting [my] data... I have no idea what
kind of data it’s collecting from and about me” and P3_KSA was
wondering and said “Yeah, I honestly feel like, we’re talking about
a smart city. Because talking to you. I’m having trouble with some
of this, visualising the data being pulled from the where you are
while you’re there?”

Contrast with traditional cities. Across all interviews, partic-
ipants described traditional cities as lacking automation, requiring
extensive human effort, and being less organised than smart cities.
Traditional cities were seen as more time-consuming, dependent
on manual processes, and offering limited technological support.
For instance, P5_UK noted “traditional cities rely on people to do
things.”. P10_KSA added that everything in traditional city were
manual “do everything manually.”

Differences between the two contexts. Our analysis sug-
gested some differences with regards to awareness, purpose of
smart cities, examples used, role of technology, and responsibility
for implementing smart cities. While three participants were not
sure about whether they were in a smart city, majority of KSA
participants showed high awareness of smart city features due to
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living or working in a purpose-built district. They provided detailed
descriptions of systems, including those still being developed or
not yet active. In contrast, several UK participants often expressed
uncertainty around specific systems. KSA participants focused on
engineering, infrastructure, waste systems, security, structural de-
sign, parking towers, and city control. Their understanding was
strongly shaped by the physical environment of City B, where
smart systems are visible, structural, and broadly government-led.
In contrast, UK participants viewed smartness through the lens of
everyday services, such as transport information screens, mobil-
ity apps, sustainability, energy-efficient heating, and public-space
sensors. Their focus was more on functional benefits within daily
routines rather than on large infrastructural systems.

In terms of the role of technology, participants from KSA de-
scribed smart city tech as tech that replaces human effort and
systems functioning autonomously (i.e., systems being predictive,
using behavioural insights, and being automatic). P9_KSA explained
“In a [smart city] systems learns behaviour and adapt...” UK par-
ticipants described technology supporting human tasks and deci-
sion making. They stressed that systems were assisting but not
replacing decision-making. P3_UK noted “intuitive technology that
helps with tasks.” Finally, participants’ views on who is responsible
for implementing smart cities differed. KSA participants described
smart cities as state-led or government projects, planned and im-
plemented through national initiatives and managed by a unified
authority (centralized responsibilities), while UK participants did
not report a single body/entity being responsible for implement-
ing smart cities. They believed that smart cities are delivered by
multiple entities (decentralised responsibility) including council,
private companies, transport agencies, and universities. P11_KSA
explained “The management and development company is respon-
sible... it is 100% owned by the government,” and P1_UK said “Smart
systems come from different services, not one owner.”

4.2 Perceptions and Understanding of Data
Collection and Sharing in Smart Cities

4.2.1 Data, Data Collection, Data Sharing. This section explores
how residents understand and interpret the collection and sharing
of data within smart cities. Participants described a wide range of
beliefs about who collects their data, why it is collected, how it is
shared, and what benefits or risks these practices create. Our anal-
ysis reveals both areas of confidence where participants recognise
visible sensors that collect data and also a lot of uncertainties about
the broader data ecosystem that operates behind the scenes.

Widespread of data collection. Participants in both countries
viewed data collection as a required mechanism, stating that with-
out data, the city cannot function or provide smart services. For
instance, P4_KSA noted “Systems use data so residents can complete
tasks in five minutes instead of one hour.” They also highlighted
that smart cities collect extensive data through cameras, sensors,
apps, Wi-Fi systems, transport systems, and building access. They
explained that this is an inherent part of how smart cities function.
P3_UK: “Sensors at university... streets... they collect a lot [of data].”
Both groups also expected monitoring in streets, buildings, trans-
port, shops, and workplaces. This was seen as normal in a smart

city, though some participants did not have complete understand-
ing of how it happens. Both groups assumed smart cities collect
CCTV footage, movement/location data, number plates, Wi-Fi data,
building access logs, and behavioural data. P7_UK said, “A lot of
data... cameras can detect if you’re on your phone while driving.”

Reasons for data collection (perceived purposes) Regarding
data collection and sharing, participants from both regions strongly
associated data collection with safety and security. Participants also
believed data was used for city planning, traffic and congestion
management, emergency response, operational efficiency in public
services. They believed automatic data collection was beneficial
for automation, reducing time, minimising effort, and streamlining
movement and services. Majority viewed surveillance as essential
for monitoring activities, preventing crime, and ensuring order.
P6_UK mentioned, “CCTV, which is keeping crime from keeping
crime to a minimum” and P8_KSA explained that “More security for
people, of course. If there are public places, and government-specific
cameras, I don’t have to worry about my life.” Other participants
stated data collection was for improving the quality of life by offer-
ing smart, high-efficiency solutions and services to the residents
as P5_UK said, “I think the benefits are obviously the more data
they’ve got, the better solutions they can find.”

Who participants believe collects smart-city data. Partici-
pants across both cities believe data in smart cities is collected by
public authorities such as government, police, councils, and city
management organisations. Majority of KSA participants viewed
the government or city operator (e.g., [redacted] management com-
pany) as the central collector. P11_KSA “The government is re-
sponsible for everything... they collect data.” On the other hand,
UK participants viewed data collectors as various entities such as
councils, police, universities, transport companies, and sometimes
private contractors. P8_UK “I assume the council or government
collects the data.” Few participants mentioned private technology
vendors, cloud providers, or analytics companies: P2_UKmentioned
“companies that provide the services for the people living in smart
cities” P8_KSA added “All companies want data... All the business
owners in my eyes are dying for their data especially with the
analysis that you can do a lot of things.”

Who should access data in smart cities. Regarding who
should have access to collected data or whom should receive data,
participants mentioned various government entities and law en-
forcement agencies. For instance, they believed that government
entities needed the data to improve the city, while law enforcement
such as the police needed to access data for ensuring safety. P6_UK
said “I want, you know, I want to say the police.” Participants men-
tioned various benefits of allowing data to be accessed by these
entities, most cases their willingness or openness to allowing access
or sharing of data is when they perceived benefits. P5_UK said “Yes,
definitely. If I knew what the benefits are, yes, they can [access
data]” and P2_KSA said “If there is a benefit for a person, it’s then
normal.”

Some participants felt that their data should remain confidential
and not be shared with unauthorized entities. Furthermore, five
participants specifically mentioned that their data should not be
shared with private companies. P8_KSA, said “Government only,
but commercial companies, no, totally no.” On the other hand, many
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participants stated that their data should be shared only with autho-
rized persons, and some emphasized they would only share data if
they gave explicit consent. As Participant P5_UK noted, “To share
my data, I feel like it’s a matter of consent more than anything,
no, not without consent, no’.’ Similarly, Participant P5_KSA stated,
“I don’t think it is appropriate to share it unless there is a clear
consent.” Our analysis also suggests that KSA participants were
supportive of the government collecting data than the participants
from UK. They expressed trust in the government’s response. For
example, P5_KSA stated, “The government, of course... this is in
the case of a request from the government.” Thus, they believe that
sharing data with the government is both mandatory and beneficial.
Unlike some participants from the UK, who expressed the opposite
opinion, P5_UK said, “I’m willing to share my bank and my GP
and me, but not the government,” and P1_UK said, “I hope that the
government wants just to improve life in the city, but I think most
data is just sold.”

Sensitive data should not be collected or shared in smart
cities. Participants expressed their feelings about data collection
and sharing in two main ways. First, they felt comfortable sharing
certain types of data they consider less personal, such as move-
ment, environment, and transportation usage, since these do not
reveal their identities, such as P3_UK revealed “I think foot traffic
is like the amount of people that use that service” and P5_KSA
said “Kind of like temperatures and data about transportation use.
I think anything that’s not very personal like again movement I
feel is fine.” Second, they argued against sharing personal data,
which they consider sensitive. This group pointed out that data
like biometric information, identification, financial records, health
data, and location or daily activity details can directly identify them.
P1_KSA mentioned “photos or ID, my personal data” and P5_UK
said “maybe data like more personal things like locations and things
like that.” They also worry about data related to their shopping
habits (visiting physical stores), internet use (connecting to city
wifi), and lifestyle (e.g., visiting gyms or libraries), as these could
lead to targeted ads based on their behaviors, such as P7_UK said
“lifestyle data of the people there and their shopping” and P6_KSA
mentioned “And what’s my habit, do I go for a library to pick up a
book, or do I go out for a smoke? They can capture this data and
make some sort of an analysis.”

Understanding data processing and sharing. Participants
from both regions generally believed that data flows automatically
in smart cities, it gets collected by the systems then stored and
shared between agencies for safety and operational reasons. Partic-
ipants in KSA assumed that it is automatically collected and kept
centrally by the government. P7_KSA explained what happens to
data: “It goes to one place to the government.” In contrast, UK partic-
ipants assumed that data collection and sharing is dispersed and is
potentially shared with many entities: P8_UK showed uncertainty
about sharing “Who even sees it? Police? Council?”

4.2.2 Concerns Around Data Collection and Sharing in Smart Cities:
Participants across both KSA and the UK expressed a range of
concerns about smart-city data practices, focusing on security risks,
privacy violations, misuse, and the potential for data-driven control.
These concerns reveal uncertainties about how data is processed

and shared, the opacity of smart-city infrastructures, and the ethical
implications of pervasive surveillance.

Security concerns: Data breaches and misuse. Participants
in both contexts identified security threats as a major worry, partic-
ularly the risk that personal data could be accessed or exploited by
malicious actors. They did not describe specific attack vectors, but
their comments reflect a generalised fear of system vulnerability
and the consequences of large-scale breaches. For instance, this
concern was popular among residents who rely on digital accounts
or mobile services connected to the smart city services. P6_KSAwas
worried their account associated with services could be hacked;
“My concern is there may be... somebody may try hacking into
my account that I use to get services,” while P4_KSA added “It
could also be something that puts you at risk, for example, if some-
one hacked into the data.” Several participants also believed that
smart-city data might eventually be used against residents either
by authorities, corporations, or other actors. Some framed this in
terms of commercial exploitation. For instance, P1_UK was worried
that residents were likely to be treated as “products” based on their
data. Others raised concerns about anticipatory profiling or future
misuse, explaining that right now they may not misuse it but in the
future it might change. For instance, P10_KSA noted “When they
know a lot of our living, that may change a lot in the future.” P5_UK
explicitly linked data collection to bad purposes: “There could be
parties using it for not so good things as well”

Privacy concerns: Sensitive data exposure. Participants wor-
ried that smart-city systems may collect, store, or leak sensitive
personal information, including images, financial details, or health
data. Concerns were heightened when participants felt uninformed
about the extent of data capture. P3_KSA said, “My concern is that
data may be leaked... personal images may also be used...” P5_UK
further explained that they would not want to share their personal
data with the fear of it being exposed. P5_UK: “I wouldn’t want to
share how much money I make, or health stuff.”

Fears of data-driven control or manipulation Some partici-
pants described scenarios where data collection could enable forms
of behavioural control, profiling, or unwarranted or inappropriate
influence. These concerns were not always technically precise but
reflected anxiety about power asymmetries and the potential mis-
use of detailed personal data. For instance, P2_UK noted “The idea
of someone controlling everything” was a central worry. P3_KSA
further added “Concerns influence consumer behaviour... and in-
directly influence opinion as well.” P7_UK echoed this sentiment,
expressing concern “if they are using the data to control my needs.”

Gendered and cultural privacy concerns (KSA Only). Par-
ticipants expressed concerns around the collection or sharing of
women’s facial data or images, noting that this is against their cul-
tural norms and gender expectations. This concern is tied to social
norms around modesty and visibility and did not emerge in the UK
interviews. P6_KSA explained, “Many girls and women don’t want
to be photographed; yes, it’s part of Saudi culture. I can understand
that. It’s very subjective, and I’m sure many would oppose having
their faces captured.” In addition, participants highlighted that such
data practices may negatively affect women’s job opportunities.
Participant P8_KSA stated, “There is too much concern when our
data is in the owner’s hands. Today you are an open book. These
things are personal, and they have harmed some people’s interests.

73



Proceedings on Privacy Enhancing Technologies 2026(3) Alsarih et al.

For example, my wife... if they know you have many children, you
may lose job opportunities that could provide a better life. I feel
there are many sides to this.” Notably, this concern did not emerge
in the UK interviews.

Family member data should not be collected and shared
in smart cities (KSA Only) Another notable cultural difference
regarding sensitive data in the context of smart cities in Saudi
Arabia was the perception among participants that data relating
to family members was particularly sensitive and required strict
privacy measures. This was reflected in statements such as P5_KSA:
“Smart cities [are] collecting data, but for example, I can’t imagine
the date of birth or family members’ data being collected because I
don’t want them to collect this data,” and P6_KSA: “They can collect
my picture, they can collect my video, but they should respect Saudi
culture... I’ll say no.” Unlike participants in the UK, those in Saudi
Arabia mentioned specific concerns related to family members and
women, whereas UK participants did not highlight such issues.

4.2.3 Understanding and Perception of Data Storage and Retention.
Understanding where smart-city data is stored and how long it is
retained was one of the least developed areas of participants’ knowl-
edge. While residents could readily describe what data is collected,
they struggled to articulate what happens to it after collection. Their
responses revealed significant uncertainty about storage locations,
retention timelines, and deletion practices.

Limited awareness around storage. Across both KSA and
UK participants, there was a consistent and substantial gap in un-
derstanding where smart-city data is stored. Participants acknowl-
edged that data was being collected but reported no knowledge
of its physical or digital destination, such as whether it resides in
local servers, government systems, cloud platforms, or third-party
infrastructures. P4_KSA noted “I have no idea where data is stored.”
No participant described any concrete understanding of data stor-
age infrastructure. This uncertainty contributes to broader feelings
of lack of transparency and control, as participants perceived the
data environment as a “black box” with invisible processes behind
it.

Indefinite or extended retention of smart-city data Some
participants expressed uncertainty about data retention practices
in smart cities. Several were unsure how long their data would
be stored, as P4_UK noted, “I’m not sure about how long data is
kept.” Others believed data might be kept indefinitely, with P4_KSA
stating, “Maybe forever...,” and P5_UK adding, “I’m assuming it’s
many years to forever.” Some participants, however, assumed a fixed
retention period, such as P8_UK and P7_KSA, who both stated, “For
five years.”

Perception that data cannot be deleted. Several participants
believed that once data is collected in a smart city, it cannot be
deleted, regardless of individual preferences or withdrawal of con-
sent. P8_UK: “I think that they wouldn’t delete the data.” This
suggests a broader perception that smart-city infrastructures are
one-way systems, they ingest or take-in and store data, but do not
provide mechanisms for removal, correction, or revocation.

4.3 Perceptions Around Consent and Control
Regarding Consent and Data control, participants shared various
views on existing consent mechanisms, who should obtain consent,

how it should be obtained, and how it should be revoked. Our
analysis highlighted lack of visible consent mechanisms or that
most participants were not aware of consent mechanisms for smart
cities, and their desire as to how consent can be obtained.

Notification is very important for collection and sharing
of data in smart cities.Most participants stated that consent is
very important because it helps them understand what data will be
collected, shared, and for how long it will be kept. P1_UK explained,
“It [consent] would improve information about data collection we
will know that we have some data being collected and shared,
whether it’s sensitive, or if it’s not sensitive, we would know more
information about it.” Others explained that it would also clarify
the reasons for data collection, empowering individuals to make an
informed decision about whether to grant or deny consent based
on this knowledge. P6_KSA mentioned, “Consent-wise, it’s like if
you’re going to see a doctor. They should ask consent for the data
that they will put into their database,” and that data should not be
shared without consent.

Consent is not actively given or sought. Across both coun-
tries, residents agree that smart-city systems operate without ex-
plicit user consent. Consent is assumed rather than requested. They
described it as implicit and unavoidable. Most participants reported
that they were rarely or never asked for consent regarding data col-
lection in smart cities. P3_UK stated, “Consent... oh, I think it’s quite
absent.” Similarly, P6_KSA noted, “I haven’t signed any consent
form here.” Participants argued that simply being in the city means
you have given consent “being present is agreeing” P1_KSA ex-
plained, “If you are in City B, it’s automatic.” P8_UK “Just by living
here, I guess you consent.” Participants resolve the lack of consent
by relying on trust in authorities (KSA) or accepting surveillance
as inevitable in such environments (UK). Regardless of context, par-
ticipants express acceptance that consent is not part of smart-city
systems. P2_UK noted “You just have to accept it... that’s how cities
are now.”

While participants across both cities agreed on implicit con-
sent, we also observed that for KSA participants there was a strong
belief that authorities have legitimate permission to collect data
without explicit consent. Data collection was seen as expected and
acceptable. P11_KSA argued “Government is responsible for data
collection so they can collect it... It is okay” and later added, “It’s
for safety... so it’s fine.” Others from KSA framed consent as un-
necessary because the city is inherently a managed environment
and they are not involved in everyday decisions about it. They
believed control should remain with authorities. P1_KSA explained,
“No need for us to control it.” In contrast, some participants in UK
showed some discomfort with non-consensual collection. They be-
lieve consent should be explicit or at least communicated. Consent
was framed as a right that should be preserved even in smart cities.
They desired for transparency, choice, or regulation. P8_UK ex-
pressed, “Shouldn’t they ask us or tell us about it [data collection]?”
and P2_UK added “We should choose what we agree to.”

Low sense of control over data. Residents in both regions
feel they have almost no control over data collection, how long
data is retained, or who accesses it. They feel unable to modify,
restrict, or delete data. Several participants stated they do not recall
meaningful interactions, settings, or notifications where they were
asked to decide on what data can be collected hence they feel like

74



Between a Rock and a Hard Place: Examining Public Understanding and Perceptions of Data Practices in Smart Cities Proceedings on Privacy Enhancing Technologies 2026(3)

data in smart cities is out of their control. P10_KSA and P8_UK
stated respectively, “You can’t change anything, even if you wanted
to,” and “We can’t control what they take or keep.” Despite both
groups acknowledging less control over data, we observed that high
expectation of transparency in UK participants. Residents believe
that they should be told what is collected, why, and by whom. They
desired for greater oversight, settings, or information to regain
agency. For instance, P8_UK noted “Right now it’s unclear... they
should explain this to us,” P3_UK expressed desire to have controls
to decide their data sharing preferences: “There should be some
settings or something.”

Control is seen as structurally impossible. Our analysis
shows that some participants believe smart cities are designed
and built in ways that fundamentally remove user control. They
explained that sensors are embedded into streets, buildings, trans-
port, and infrastructure. As a result, there is no technical or social
mechanism for opting out. P7_UK: “Being part of infrastructure
means you can’t avoid it. You can’t do anything.” Participants in
KSA showed some neutral or positivity despite this, they tended
to focus on safety, order, and efficiency while the UK participants
were a bit uneasy and critical. KSA participants held the assumption
that systems act in residents’ best interests. KSA_P9 explained“ It’s
safe... everything is under control.” KSA_P11 added “it makes me
feel safer.” However, UK participants showed some feelings of being
watched or lacking privacy. For instance, P7_UK noted “It’s a bit
uncomfortable... like being monitored all the time.”

Participants’ desire: Awareness around data collection and
sharing. Most participants stated that smart cities should raise
awareness by offering clear and easily understandable consent op-
tions for residents. P10_KSA mentioned, “they should raise aware-
ness among the people about what they are gonna use from our data
and how they gonna use it. Then they gonna give [us] the chance if
we want to be a part of this or not.” Participants believed majority
of individuals in their cities were not aware of data collection and
they need awareness. P4_UK, “I think we need to be more aware,
like I don’t think the awareness is really there, to be honest, and I
want the awareness.”

Participants’ desire: Consent should be sought by all ser-
vice providers. Participants believed that responsibility for re-
questing consent should lie with the entity managing the smart-city
systems. They mostly cited the government, the city council, build-
ing owners or the service provider operating the infrastructure.
Residents expected these bodies to inform them, request consent,
and provide clear mechanisms for accepting or declining data col-
lection. KSA participants gave examples around government or
state-owned company seeking for consent: P11_KSA “The govern-
ment is responsible for everything... so yes, they should tell us.”
P7_KSA added, “There should be one party responsible... where we
give approval or consent.” UK participants also mentioned govern-
ment (or council) and various service providers offering services in
the city: P5_UK “The City Council should tell me this data is being
collected...”

Participants’ desire: Consent should be obtained digitally.
Most participants believe that consent should be obtained digitally
through various mechanisms such as mobile apps, email, and text
messages. P1_UK mentioned, “it should be an app and then ev-
erybody will have access to it.” And, a few participants suggested

that consent in smart cities should be obtained through a unified
interface, P3_KSA mentioned that, “It is supposed to be coordi-
nated between all the organisations working in the city with the
policymakers. There should be, as we say, a unified interface.” Ad-
ditionally, some explained that the method of consent should be
brief and easy to understand. P3_UK “By making disclaimers more
obvious, you know improving transparency, letting people know
what their data is used for, and also increasing the accessibility of
these so-called terms and conditions, and you know. Whatever the
the fine print is maybe like it could be inserted as a link that is
forever present on the screen”

Participants’ desire: Consent should also be sought by
offline means.While other participants suggested that consent
should be sought and given digitally, others suggested that offline
consent mechanisms like mail and offline forms. Some participants,
particularly UK-based explained they could be sent paper-based
forms which could explain what data is collected and by whom.
P1_UK noted “Could they use an old way and send us a mail in
the post? Can we not be smart?” and later added “I think it should
be more clear that from time to time they send something to the
house... explaining what kind of data they share and if we consent.”
Others discussed having signage at entry as consent mechanism.
For instance, P7_KSA said, “If it is really collecting data... a sign
is supposed to be in one place... you see while you are here that
we are capturing your data... we put a sign that says be careful,
there are cameras. So you know.” Some participants saw consent
as contextual and place-based, not global in smart cities. They ex-
plained consent could occur when entering smart buildings, gated
district or high-monitoring areas. P3_KSA, “the legislation should
be clear... then the residents [can] give their consent. For example, if
residential housing is one of the smart district... signing the housing
[contract] means we agree to the collection of data when entering.”
P6_KSA also added, “If we are entering the city... there should be
some place saying I am providing my consent at the entry point.”

Participants’ desire: Participants should have the choice to
withdraw consent. While majority of participants acknowledged
implicit consent, several participants expressed the desire to be
able to withdraw from data collection and sharing. For instance,
P5_UK argued, “The City Council should tell me this data is being
collected and allow me to withdraw my unique information out of
that data if I don’t want to be in it.” They also stated that consent
revocation could be implemented through digitally or offline mech-
anisms. P1_UK “[digitally] same way that we would be consenting
to collection”. P9_KSA added, "Of course. The way should be clear
in the privacy notices, a way to withdraw data. We should have a
way of not consenting, or withdrawing our consent.”

While desire to withdraw consent, participants also highlighted
this may not be feasible in reality. Residents recognise structural
constraints and technological limitations, they explained sensors
are embedded into public space throughout the city, making control
technically infeasible. Many participants implied the only way to
opt-out is “not living there.” Some explained revocation is infeasible
because systems are interconnected and in some cases systems are
government enforced. Others explained that this is the reason why
they cannot refuse or reject data collection and sharing. P7_UK
and P11_KSA both said respectively, “There’s no way to say no.”
and “You cannot go around switch off cameras.” Some participants
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believe society “expects” monitoring, making refusal socially de-
viant or impractical. P4_KSA: “You can’t refuse... but why would
you?” Between the two groups, our analysis suggests majority of
our participants in KSA do not expect revocation of consent to
be possible given the need to collect data to protect the society
(security purposes). UK participants want revocation but recognise
it is structurally impossible. P3_UK said “I know [its impossible]
but there should be some settings or something to say no.”

5 Discussion
Perceptions of Smartness, Automation, and Responsibility.
The findings showed that most participants in both cities asso-
ciated “smartness” with increased automation, interconnection
between systems, and reduced reliance on human intervention.
Participants often contrasted their current cities with previous
“traditional” cities that lacked technological integration and data
sharing across systems. For many, automation and efficiency were
taken as indicators of progress. Participants also emphasized that
governments play a fundamental role in operating and maintaining
smart cities and are primarily responsible for their functionality.
However, some participants were uncertain whether their city was
truly “smart,” possibly due to limited awareness of available systems
or limited personal engagement with them.

Implications. These findings suggest that residents often equate
smartness with efficiency rather than accountability. Designers and
policymakers should therefore ensure that narratives of automation
and optimisation are accompanied by clear communication about
data governance, oversight mechanisms (e.g., regulatory bodies),
and accountability structures. Smart city branding should not only
focus on the benefits or gains, but also articulate how data practices
are monitored, audited, and regulated.

Conditional Acceptance of Data Collection. Our findings
suggest participants’ understanding of data collection and shar-
ing maybe influenced by governmental narratives framing data
collection as beneficial, scientific, or necessary for improving the
society, regardless of any potential harm they may perceive. While
most participants initially expressed displeasure towards the collec-
tion of sensitive data, several reconsidered when tangible benefits
were presented particularly relating to safety. This aligns with prior
work showing that individuals may accept data collection when
perceived benefits are clear [56]. This pattern is also consistent with
Emami-Naeini et al. [22], who found that residents in U.S. smart
city contexts often weigh perceived civic benefits against privacy
risks when evaluating data collection. Our findings extend this
work by showing that such trade-offs may also be influenced by
governance context and institutional trust, rather than being purely
individual cost–benefit calculations. Participants’ willingness to
share data only with trusted or relevant authorities also reflects
their awareness of privacy issues and their hope that such entities
would protect it. However, such trust was not unconditional.

Implications. Our findings suggest that consent in smart city
environments cannot rely only on complicated privacy notices or
legal compliance. Consent and transparencymechanisms need to be
clearer, more understandable, more genuinely informative, clearly
articulating the specific benefits, purposes, and limits of data use in
context. In public and semi-public spaces where traditional opt-in

consent models are often impractical alternative mechanisms such
as layered transparency notices, real-time disclosure dashboards,
and publicly accessible data-use registries may better support mean-
ingful awareness. Future Studies. Given the rapid development of
technologies and changing patterns of use, there is an urgent need
for long-term studies that track shifts in individuals’ understanding,
levels of trust, and ways of interacting with these technologies over
time. These efforts would help determine whether trust increases
with the expansion of smart city systems, or whether it declines as
a result of increased awareness of privacy risks.

Cultural Dimensions of Privacy andGendered Concerns.A
clear cultural contrast was evident in the strong emphasis placed on
protecting data related to women and family members in Saudi Ara-
bia. These concerns may be partly rooted in religious considerations
as well as social customs and traditions embedded within conserva-
tive societies, making privacy issues particularly sensitive. Impor-
tantly, such concerns resonate with findings by Mahera et al. [38],
who highlight heightened privacy risks faced by women in the
Global South, particularly in contexts of surveillance and unequal
power. Moreover, our findings also resonate with Albayaydh et. al.’s
works on Jordan contexts [5, 7], which highlights how privacy is
negotiated relationally within households rather than framed only
as individual control. They also demonstrate how power dynamics
shape privacy expectations in Jordanian households. Together with
our findings, this suggests that smart city consent models grounded
in Western individualistic notions of autonomy may fail to account
for relational and culturally embedded privacy norms.

Implications. Smart cities must consider fairness and be equitable.
Surveillance and data systems can affect women and marginalised
groups differently, so cities should assess these impacts and involve
diverse communities in decision-making to ensure privacy concerns
are properly understood and addressed.

Institutional Trust andContextualisedThreatModels. Saudi
participants generally showed greater trust in sharing data with
the government entities, while UK participants were more likely
to express reservations, including concerns about secondary use
(e.g., electoral contexts) or third-party sharing. This aligns with
prior work showing contextual variation in institutional trust [8].
Herbert et al. [36] provide further empirical evidence that digi-
tal security perceptions differ systematically between WEIRD and
non-WEIRD contexts. Our findings align with their argument that
threat perceptions and institutional trust are socio-politically situ-
ated rather than culturally invariant. By extending this insight to
smart city infrastructures, we demonstrate how governance context
shapes not only general security practices but also expectations
surrounding urban data collection and consent.

Implications. These differences suggest that user threat models
are context-dependent. Security mechanisms deployed in smart
cities should therefore make explicit which adversaries they ad-
dress (e.g., external attackers, insider misuse, third-party sharing,
or state overreach) and align communication strategies accordingly.
Designing globally deployable infrastructures without accounting
for contextual trust dynamics risks misalignment between technical
guarantees and user expectations.

Surveillance, Manipulation, and Commodification Con-
cerns. The results also revealed concerns related to security and
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privacy arising from the collection of sensitive data, such as finan-
cial information and personal identity details, which may lead to
potential privacy breaches. Participants also expressed fears re-
garding the ability of governments and companies to control their
needs by tracking the details contained in the collected data. Some
participants interpreted this as a form of manipulation, where their
data are used against them by treating them as commodities or tar-
gets for commercial advertising. These findings also closely align
with Mandal et al. [46], who document tensions between perceived
benefits and privacy concerns in the context of city-wide WiFi ser-
vices. Both Mandal et al. and our study identify discomfort with
opaque or indefinite data retention practices, as well as resistance
to third-party data sharing, particularly for advertising or commer-
cial profiling purposes. However, our study extends this work by
examining these tensions across multiple smart city services rather
than a single infrastructure and across distinct sociotechnical and
governance contexts. This broader scope allows us to show that
such concerns are not tied to one specific service model, but emerge
as recurring patterns in data-intensive urban environments. More-
over, our findings suggest that privacy risks in smart cities may
similarly stem from infrastructural configurations and governance
arrangements rather than only from technical flaws. Implications.
To address these concerns, smart city infrastructures should pri-
oritise data minimisation, purpose limitation, access controls, and
audit logging. Independent auditing mechanisms and publicly doc-
umented data impact assessments may further enhance credibility
and mitigate fears of manipulation or opaque secondary use.

Explicit Consent in Smart City Deployments.Majority of
participants from both cities reported not having engaged with
any form of explicit consent regarding the collection of their data
within their smart cities. This result indicates a clear absence of
informed consent mechanisms in the implementation of smart city
applications, which aligns with Rob Kitchin’s [41] view regard-
ing ethical governance in smart cities, despite their crucial role
in fostering trust between individuals and institutions. This mir-
rors findings from Mandal et al. [46], who report that users of
city-wide WiFi services often lack clarity regarding data practices
despite formal privacy policies. Together, these findings suggest
that notice-and-consent paradigms may be structurally ill-suited
to ambient, infrastructure-level data collection in urban environ-
ments. Implications. Rather than relying only on individual consent,
smart city governance should incorporate participatory engage-
ment mechanisms, such as citizen advisory boards, community
consultations, and transparent reporting frameworks. Moving from
studying residents to actively involving them in shaping privacy
policies may help align governance models with residents’ expecta-
tions and enhance perceived legitimacy.

Takeaways
• Smart-city data practices are largely invisible to residents.
Participants understand that smart cities collect “a lot of data,” but
they do not know how, where, or by whom it is processed. This
invisibility produces uncertainty, speculation, and diminished
trust in the overall ecosystem.

• Consent in smart cities is experienced as automatic and
unavoidable. Most residents believe that consent is implied,

they believe they have already “agreed” simply by being present
in the city. They rarely encounter explicit consent mechanisms
and feel unable to meaningfully participate in decisions about
data use.

• Data control feels structurally impossible due to embedded
infrastructure. Since sensors and systems are built into streets,
buildings, transport, and public spaces, residents feel they can-
not opt out or delete data. This structural inevitability reduces
perceived agency and shapes attitudes toward privacy.

• Residents want transparency, awareness, and choice Across
both contexts, people ask for clear explanations, accessible con-
sent options (digital and offline), and the ability to understand or
manage their data. These are seen not as optional extras but as
necessary components of living in a smart city.

6 Conclusion
Smart cities promise increased efficiency, safety, and urban in-
telligence, yet our findings show that residents’ understanding
of their data environments remains fragmented, incomplete, and
deeply shaped by trust, cultural norms, and governance expecta-
tions. Across both KSA and the UK, participants recognised perva-
sive data collection but had limited visibility into the less tangible
layers of processing, storage, and sharing. They relied on assump-
tions, often inaccurate, about centralised authorities, benign inten-
tions, and continuous data retention. This highlights important
gaps. When residents cannot articulate who collects their data,
how it is used, or where it flows, they lack the ability to meaning-
fully evaluate risks or exercise agency. The absence of clear consent
mechanisms and the widespread belief that participation is unavoid-
able contribute to privacy resignation, reducing public capacity to
challenge harmful practices or identify misuse. Our cross-city study
suggest that while trust can mitigate some concerns, perceived lack
of transparency may amplify it. However, neither context provides
residents with real control or reliable information about smart-city
data practices. For security and privacy researchers, these findings
highlights the urgent need for transparent, intelligible data gov-
ernance in public infrastructures. Smart-city systems cannot rely
on invisible data flows, implicit consent, or assumptions of public
trust. For smart cities to be successful, they require accountable
data pathways, explicit and revocable consent mechanisms, and
communication models that make backend processes comprehensi-
ble to non-experts. Without such measures, they risk embedding
asymmetries of power, normalising surveillance, and undermining
the very public trust they depend on. Our paper also highlights that
advancing smart-city security is not only a technical challenge but
a socio-technical one.
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.1 Positionality
As a multi-disciplinary research team, we recognise that our back-
grounds, identities, and professional experiences shape how we

designed this study, interpreted participants’ accounts, and repre-
sented their perspectives.

Researcher A was born and raised in Saudi Arabia and identifies
as Saudi. As a bilingual Arabic-English speaker who has lived in
both the Kingdom of Saudi Arabia and the United Kingdom, they
conducted the interviews and led the initial stages of data analy-
sis. We believe that their linguistic fluency and cultural familiarity
enabled deeper engagement with participants’ narratives, particu-
larly in recognising implicit cultural references, social norms, and
contextual nuances around trust, consent, and authority in both
settings. At the same time, they acknowledge that their own po-
sition as a Saudi citizen and as a researcher currently based in
the UK may have influenced participants’ comfort levels in dis-
cussing institutional power, surveillance, and data governance, and
also shaped the interpretations they brought to the analysis. Re-
searcher B is a system-security specialist with extensive experience
in privacy-related research. They informed the study design, par-
ticularly in framing questions around data flows, infrastructures,
and the technical realities of data collection in smart cities. We
recognise that their perspective can highlight threat models that
may differ from how residents themselves think about privacy or
control. Researcher C is an expert in usable security with many
years of experience conducting user studies on security, privacy,
and HCI. They helped to shape the methodological decisions of
the study, including interview protocol, and the interpretation of
residents’ understandings of user perceptions of data practices.

A Screening Questionnaire
Q1. Which of the following best describes your connection
to the area?

Bristol
• I live in Bristol
• I work in Bristol
• I regularly visit Bristol
• None of the above

KAFD in Riyadh
• I live in KAFD
• I work in KAFD
• I regularly visit KAFD
• None of the above

Q2. How long have you been connected to this area?
• Less than 6 months
• 6–12 months
• 1–3 years
• 4+ years

Q3. Which of the following have you personally used or
encountered in this area? (Select all that apply)

• Smart access systems (badges, facial recognition, gated entry)
• CCTV or monitored public spaces
• Energy and water smart meters
• Smart parking or traffic systems
• Public Wi-Fi or city apps
• Smart buildings (energy, lighting, climate control)
• Environmental sensors (air quality, noise, heat)
• None of the above
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Q4. Which types of data do you think cities may collect
about residents? (Select all that apply)

• Location or movement data
• Transportation usage
• Energy or water usage
• Video or images in public spaces
• Personal or demographic information
• I am not sure

Q5. Overall, how do you feel about data being collected in
this area to support city operations or services?

• Very positive
• Somewhat positive
• Neutral
• Somewhat negative
• Very negative

Q6. Some people classify their cities as smart cities, what
makes a city a “smart city"?

•
Q7. What technologies do you think makes a city a “smart

city"?
•
•
•

Q8. How comfortable are you with this data being shared
between organizations involved in managing the area (e.g.,
city authorities, developers, service providers)?

• Very comfortable
• Somewhat comfortable
• Neutral
• Somewhat uncomfortable
• Very uncomfortable

Q9. What is your age range?
• 18–24
• 25–34
• 35–44
• 45–54
• 55–64
• 65+
• Prefer not to say

Q10. How do you describe your gender?
• Woman
• Man
• Prefer to self-describe:
• Prefer not to say

Q11. What is the highest level of education you have com-
pleted?

• Secondary school or equivalent
• Diploma / vocational training
• Bachelor’s degree
• Master’s degree
• Doctorate
• Prefer not to say

Q12. Are you willing to take part in a 45–60 minute inter-
view about your experiences and views?

• Yes
• No

If your answer is “YES," please provide your email so that
we can contact you to arrange an interview session:

B Interview Protocol
Hello, thank you for taking the time to participate in this interview.

With your permission, I will record this interview to ensure the
accuracy of your responses. The recording will be securely stored
and only accessible to the research team. If at any point you feel
uncomfortable, please let me know, and we can stop the recording
or the interview altogether.

Before we begin, can you confirm that you have read and signed
the consent form? Do you have any questions or concerns about
the consent form or the interview process before we start?

Great, if you are ready, we can begin the interview now.

RQ1: What is users’ understanding of smart
cities?

• What does ‘smart’ mean when it comes to technology?
– Prompt In terms of smart technology like cars, lights,
roads, and homes?

• Would you say you live in a smart home?
• If they live in a smart home
– Follow-up: What smart device do you use?

• What is a smart city?
• What are the benefits of living in Smart Cities?
• What services/platforms/devices can be found in Smart Cities?
• What services/platforms/devices in Smart Cities do you use?
• Who do you think is responsible for implementing and main-
taining Smart Cities?

RQ2: Users’ perceptions and understanding of
data collection and sharing in smart cities
Data types.

• What data do you think is collected around smart cities?
• Which data do you think should not be collected in a smart
city?
– Follow-up: What are your reasons?

• What personal data is collected in the smart city?
– Prompt: What examples of personal data are collected in
a smart city?

– Follow-up: Do you consider this data sensitive?
– Follow-up:What are your reasons for considering these
data sensitive?

– Follow-up: If I explain how sharing this data can improve
your service, would you reconsider sharing it?

• What data types can be considered appropriate to share
within a smart city environment?
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Collector.

• Who collects these data?
• Follow-up: How collects and shares these data?
• What are the reasons for collecting these data?
• Who should not have collected these data?
– Follow-up: What is your reason for saying that?

Benefits and concerns.

• What are your benefits and concerns about collecting and
sharing data in Smart Cities?

Location.

• Where is this data stored?

Data retention.

• How long is the data kept?

Recipients.

• Who do you think these data are shared with?
– Follow-up: Is there any specific reason for saying that?

• Who should not have access to these data?

– Follow-up: What is your reason?
– Follow-up: Who do you think sharing your data with
without your consent is reasonable?

RQ3: Users’ perceptions about consent in smart
cities
Consent.

• What do you think about data consent around smart cities?
• How should consent be collected in smart cities?
• How should people withdraw their consent in the smart
city?

• Can you list some examples or situations where you think
you should provide consent for your data to be used in a
smart city?

• Do you feel that your consent was used against you?
– Follow-up: How do you think that happened?

• What do you think will improve the consent in smart cities?
We are finished. Thank you very much for your time.

C Final Codebook
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Table 2: Summarized codebook

Sub-theme Description Example Quotes
Smart cities as automated and
connected

Smart cities viewed as automated environments where
systems, sensors, and AI operate without human input.

“Automated processes... things happen with-
out people interfering.” (P5_UK); “Technology...
multitasking... self-operated.” (P8_KSA)

Time-saving and improved qual-
ity of life

Smart cities perceived as efficient, fast, convenient, and
improving lifestyle and comfort.

“One hour becomes five minutes in a smart city.”
(P4_KSA); “More sustainable and healthier to
live in.” (P4_UK)

Awareness and familiarity
varies

Some participants knew they lived in a smart city; others
were uncertain or confused about what makes a city
smart.

“I didn’t have any idea. . . what kind of data it’s
collecting.” (P1_UK); “I’m having trouble visual-
ising the data being pulled. . . ” (P3_KSA)

Contrast with traditional cities Traditional cities seen as manual, slow, and less organ-
ised compared to automated, efficient smart cities.

“Traditional cities rely on people to do things.”
(P5_UK); “Do everything manually.” (P10_KSA)

Contextual differences (UK vs
KSA)

Differences in awareness, examples used, and views on
responsibility. KSA = infrastructure and automation;
UK = service-based and assistance-oriented.

“Systems learn behaviour and adapt.” (P9_KSA);
“Intuitive technology that helps with tasks.”
(P3_UK)

Widespread data collection Participants believe data is collected via sensors, CCTV,
apps, Wi-Fi, access systems; seen as essential for smart-
city functioning.

“Sensors. . . collect a lot of data.” (P3_UK);
“Cameras can detect if you’re on your phone.”
(P7_UK)

Perceived reasons for data col-
lection

Data used for safety, security, service improvement,
planning, automation, and efficiency.

“CCTV. . . keeping crime to a minimum.”
(P6_UK); “More security for people. . . I don’t
have to worry.” (P8_KSA)

Who participants think collects
data

KSA: government or city operator. UK: multiple entities
such as council, police, universities, private providers.

“The government. . . collects data.” (P11_KSA);
“I assume the council or government collects
the data.” (P8_UK)

Who should access data Generally acceptable for authorised entities if there are
perceived benefits; strong concerns about private com-
panies.

“If I knew the benefits. . . yes they can.” (P5_UK);
“Government only. . . commercial companies
no.” (P8_KSA)

Sensitive data should not be col-
lected

Non-personal data seen as acceptable; personal, biomet-
ric, financial, and identification data viewed as sensitive.

“Foot traffic. . . is fine.” (P3_UK); “Photos or ID. . .
my personal data.” (P1_KSA)

Understanding of processing Data believed to flow automatically; KSA = centralised,
UK = dispersed and uncertain.

“It goes to one place to the government.”
(P7_KSA); “Who even sees it?” (P8_UK)

Security concerns Fear of hacking, misuse, or exploitation of personal data. “Somebody may try hacking into my account.”
(P6_KSA); “Used for not so good things.”
(P5_UK)

Privacy concerns Worry about leakage of images, health, finances, or per-
sonal information.

“Data may be leaked. . . personal images used.”
(P3_KSA); “I wouldn’t want to share. . . health
stuff.” (P5_UK)

Data-driven control concerns Concerns about profiling, manipulation, behavioural
influence.

“Someone controlling everything.” (P2_UK); “In-
fluence opinion as well.” (P3_KSA)

Gendered/cultural privacy
(KSA only)

Concern about capturing women’s images and negative
impacts on social norms or opportunities.

“Many girls don’t want to be photographed.”
(P6_KSA)

Family-data sensitivity (KSA
only)

Family-related information seen as highly sensitive. “I can’t imagine family members’ data being
collected.” (P5_KSA)

Limited awareness of storage Participants unsure where data is stored and describe a
“black box” system.

“I have no idea where data is stored.” (P4_KSA)

Unclear or indefinite retention Data believed to be stored indefinitely or formany years. “Maybe forever. . . ” (P4_KSA); “Many years to
forever.” (P5_UK)

Perception that data cannot be
deleted

Participants assume deletion is impossible. “They wouldn’t delete the data.” (P8_UK)
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Table 3: Codebook: Perceptions around Consent and Control in Smart Cities

Sub-theme Description Example Quotes
Consent is important Consent seen as necessary for understanding what data

is collected and why.
“Consentwould improve information about data
collection.” (P1_UK)

Consent not actively sought Consent is implicit, assumed, and rarely requested. “Consent... absent.” (P3_UK); “If you are in City
B, it’s automatic.” (P1_KSA)

Low sense of control Participants feel no ability to change or influence data
collection or use.

“You can’t change anything.” (P10_KSA); “We
can’t control what they take.” (P8_UK)

Control structurally impossible Sensors embedded in infrastructure make opting out
infeasible.

“Being part of infrastructure means you can’t
avoid it.” (P7_UK)

Desire for awareness Participants want greater transparency and understand-
ing of data collection and sharing.

“They should raise awareness. . . how they
gonna use it.” (P10_KSA)

Who should seek consent Responsibility should lie with government, councils,
city operators, or service providers.

“The government. . . should tell us.” (P11_KSA);
“The City Council should tell me.” (P5_UK)

Digital consent mechanisms Preference for apps, emails, digital interfaces, and uni-
fied systems.

“It should be an app accessible to everyone.”
(P1_UK)

Offline consent mechanisms Support for paper forms, mail, signage, and contextual
consent.

“Send us mail in the post.” (P1_UK); “Put a sign. . .
capturing your data.” (P7_KSA)

Desire to withdraw consent Participants want ability to revoke consent, though
many view it as technically impossible.

“Allow me to withdraw my information.”
(P5_UK); “There’s no way to say no.” (P7_UK)
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