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Abstract
Secure messaging groups in applications such as Signal, Telegram,

and Whatsapp are nowadays used for rapid and widespread dissem-

ination of information to large groups of people. This is common

even in sensitive contexts, involving the organisation of protests, ac-

tivist groups, and internal company dialogues, for instance. Manual

administration of who has access to such groups quickly becomes

infeasible, in the presence of even hundreds of members.

We construct a practical, privacy-preserving reputation proto-

col, that automates the approval of new group members based

on their reputation amongst the existing membership. We prove

security against malicious adversaries in a single-server model,

with no further trust assumptions required, while supporting arbi-

trary reputation calculations even when almost all group members

are offline (as is likely). We demonstrate the practicality of the

approach experimentally: for groups of size 50 (resp. 500), admit-

ting a user that received 40 (resp. 80) scores requires 1312.2 KiB

(resp. 13086.3 KiB) of communication, and 3.4 s (resp. 42.3 s) of

single-threaded computation. While our protocol design matches

existing secure messaging applications, we believe it can have value

in distributed reputation computation beyond this problem setting.
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1 Introduction
The point-to-point communication model of the Diffie-Hellman era

is rapidly losing relevance relative to modern wide-scale message

dissemination models. Today, secure messaging groups provide

town squares for wide-scale organising and information dispersal.

Generally, messaging services allow group chats to be formed by

direct invite by one or more administrators (closed groups), or by
generating and openly sharing an invite link that grants access to

anybody that receives it (open groups). However, as groups grow
into even hundreds of members, manual administration of who

has access to potentially sensitive content becomes infeasible to

maintain — even when such responsibility is split across multiple

individuals — while groups of thousands of members are considered

already compromised [1]. In protest/activist organisations [2] and

internal company and governmental dialogues, the management

of such access is pivotal to ensuring that outsiders/competitors

are unable to learn sensitive information. A poignant example of
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this was in the recent unintended inclusion of journalists in US

government Signal groups, that led to global security concerns.

When deciding whether to give access to a secure channel to a

new party, an alternative to manual access control is to automat-

ically poll already-trusted parties, to compute a reputation score

for the potential new member. In such scenarios, we assume that

anyone who has a positive reputation score with current group

members is likely someone who would be admitted under a man-

ual administration framework. Clearly, canvassing such opinions

directly exposes the voters to leaking their (preferential) social net-

work. Therefore, such reputation systems must provide meaningful

privacy guarantees for individual scores.

General-purpose multi-party computation [26] (MPC) and e-

voting [10] protocols appear as potential solutions. However, cur-

rent incarnations of such protocols are at best cumbersome, and at

worst completely unviable. For instance, in many real-world sys-

tems voters are frequently offline and under strict bandwidth and

power constraints. Furthermore, MPC and e-voting designs often

rely on strong trust assumptions over the non-collusion of proto-

col entities, which cannot be meaningfully attained in real-world

deployments (where such entities have explicit co-dependencies).

Even in bespoke reputation systems, trust assumptions are common

(e.g. via utilisation of mixnets of non-colluding nodes) [18].

Our work. We formalise, construct, and implement reputable

group formation systems for secure messaging applications, that

allow for practical semi-open groups. A semi-open group allows

joining via URLs, but admission is managed automatically, rather

than manually. The admission process depends on the joining user’s

perceived reputationwithin the group, based on past votes issued by
groupmembers. At all times, it is guaranteed that the confidentiality

of votes (either counted or not counted) is maintained, as well

as the anonymity of the voters themselves. The protocol takes

place between a single online device in the group, the application

server (e.g. run by Signal), and the target user. After completion, the

admitted user joins the standard continuous group-key agreement

protocol used by contemporary messaging applications [? ].
In terms of the design, we define a new protocol (Section 6) that

relies on minimal cryptography, based only on standard crypto-

graphic groups (e.g. Ristretto255 [? ]). Along the way, we build

novel shuffled exponentiation interactions (Section 5) that may

be of independent interest. With these building blocks, we char-

acterise system (Section 2) and security models (Section 3) that

such protocols must satisfy. Ultimately, we show that our construc-

tion maintains security against a malicious adversary that corrupts

multiple group-affiliated individuals in parallel. We implement our

construction (Section 7) and show that it can handle groups of hun-

dreds of members with low and linearly scaling communication

and computation overheads (e.g. 5239.4 KiB, and 17.0 s of overall
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computation for a group of 200). Note that performance is com-

pletely independent of the size of the universe of users, and only

depends on the size of the group admitting the user U𝑖∗ . We discuss

remaining limitations and avenues for future work in Section 8.

Finally, we note that our protocol is amenable to adaptations that

guarantee more advanced functionality and security properties, in

the face of stronger collusion models (Appendix A).

Formal contributions.
• An ideal system and securitymodel for constructing practical

reputation tallying protocols, and proving security against

malicious adversaries.

• A novel and practical verifiable permuted exponentiation

(VEP) protocol, based on the hardness of the Decisional

Diffie-Hellman (DDH) problem. Such a protocol takes a list

𝐴 = (𝑎1, . . . , 𝑎𝑛) ∈ G𝑛
of group elements, and produces a list

𝐵 = (𝑎𝑘
𝜎 (1) , . . . , 𝑎

𝑘
𝜎 (𝑛) ) for some secret exponent 𝑘 ∈ F𝑝 , and

secret permutation 𝜎 : [𝑛] ↦→ [𝑛].
• A practical construction of such a tallying system, based on

DDH, said VEP interaction, and zero-knowledge proofs of

discrete log relations. We also provide protocol adaptations

that handle more complex collusion scenarios, and additional

functionality requirements.

• Software implementation
1
and experimental analysis that

together demonstrate the real-world viability of our system.

1.1 Technical Overview
We now introduce the reader to the technical heart of our work.

During design, we desired a system where the reputation of any

user U𝑖∗ could be computed by a group G of individuals. While

this could be done using a generic e-voting scheme, such schemes

require group members to be online during the election phase for

their vote to be counted. It would also mean that any individual

U𝑖 ∈ G may have to vote multiple times for the same user, for each

of the multiple groups that U𝑖 is a member of.

Our approach permits any U𝑖 to vote on a target U𝑖∗ at any point

during their lifetime, even before group formation. These votes

are encrypted into ballots, delivered to the server, and collected

under U𝑖∗ ’s identity. Our core contribution is building intersection

functionality that allows, at a later stage, to fetch ballots associated

with U𝑖∗ , detect which belong to members of a given group G that

U𝑖∗ is trying to access, and decrypt them, without linking any ballot

to a specific voting group member. We do not discuss a specific

measure of reputation, and our methodology thus allows significant

flexibility in the choice of reputation function to compute.

To illustrate the overall approach, we describe a simpler variant

of our scheme that is secure in an honest-but-curious setting, allow-

ing a single vote to be expressed by U𝑖 on U𝑖∗ . Ultimately, we give

a protocol that satisfies malicious security (Section 6), and discuss

additional functionality adaptations in Appendix A.

Overall design. Let 𝑔 generate a group G of prime-order 𝑝 , where

discrete log and decisional Diffie-Hellman (Definition 4.1) are hard

problems. In the following description, we will describe the protocol

steps, in conjunction with Figures 1 to 5. Each figure defines a set

of algorithms that are later defined formally in Section 6.

1
https://github.com/luizabrs/semi-open-messaging-groups

User U𝑖 Server S

(𝑣𝑖 ,𝑢𝑖 )←$F𝑝×F𝑝
upk𝑢𝑖←𝑔𝑢𝑖

upk𝑢𝑖

U𝑖 .Register

Figure 1: User registration phase.

User U𝑗 Server S User U𝑖

𝑥 𝑗,𝑖 ∈𝐷
𝑦 𝑗,𝑖←(upk𝑢𝑖 )

𝑣𝑗 ·𝑔𝑥𝑗,𝑖

𝑦 𝑗,𝑖

U𝑗 .Vote(U𝑖 )

Figure 2: Voting process.

The first phase is user registration (Figure 1). A userU𝑖 generates

two secret exponents 𝑣𝑖 , 𝑢𝑖 , and a public group element upk𝑢𝑖 = 𝑔𝑢𝑖 .

The element upk𝑖 acts as a public key in the system, allowing other

users to vote on U𝑖 , while 𝑣𝑖 can be seen as a voting secret key,

allowing U𝑖 to vote on different users.

Any time after registration, user U𝑗 may decide to express a

vote on a target user U𝑖 (Figure 2). U𝑗 chooses a score 𝑥 𝑗,𝑖 from a

polynomial-sized domain𝐷 , and deterministically encrypts it in the

exponent as a ballot, 𝑦 𝑗,𝑖 = (upk𝑢𝑖 )
𝑣𝑗 · 𝑔𝑥 𝑗,𝑖 . This can then be sent

via an anonymous channel (e.g. Tor [14] or Oblivious HTTP [? ]) to
the server S. Note that it is important from a security perspective

that a user does not hold ballots cast on them, as corrupted users

can combine to deanonymise votes sent by the same voter.

At any time, a small number of users can create a “semi-open”

group G (Figure 3). Here, enough users should be present that

an automatic reputation value could be meaningfully estimated.

In this initial phase, all users are considered trustworthy, and are

automatically included. During group creation, the server generates

a group-specific private exponent 𝑠G and a corresponding public key

spkG = 𝑔𝑠G , which is provided to every group member (or possibly

to a specific “admin” member that created the group, and that

distributes it to the other members). Every group member uses ther

private exponent 𝑣 𝑗 to generate a group-specific “intersection tags”

𝑧 𝑗,G = (spkG)−𝑣𝑗 , that they share with the other group members.

These tags will allow ballots generated by U𝑗 to be detected during

reputation tallying of an external user, even if U𝑗 is offline.

Finally, a user U𝑖∗ requests to join the group G (Figure 4). We

work under the assumption that group members have a way of

coordinating, so that all operations performed by them can be con-

sidered to happen under a “Group” identity. This can be obtained by

having an administrator user that is required to be online to process
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User U1 · · · User U𝑛 Server S

𝑠G←$F𝑝

spkG←𝑔𝑠G

spkG spkG spkG

S.CreateGroup

𝑧
1,G←(spkG )−𝑣1 𝑧

1,G←(spkG )−𝑣𝑛

𝑧
1,G𝑧

1,G
𝑧𝑛,G 𝑧𝑛,G

U.JoinGroup

Figure 3: Initial group creation.

Group G User U𝑖∗ Server S

𝜎𝑖∗,G←$Perm[ℓ ] 𝜌𝑖∗,G←$Perm[ℓ ]
𝑠𝑖∗,G←$F𝑝

Δ𝑖∗,G←𝑠𝑖∗,G/𝑠G
spk𝑖∗,G←𝑔

Δ𝑖∗,G

upk𝑢𝑖∗ spk𝑖∗,G

U/S.InitCount

𝑍←(𝑧𝑖,G)𝑖≤𝑛
𝛼←RO(𝑍,upk𝑖∗ )
(𝑇1,...,𝑇𝑛 )←𝑍𝛼

G.InitExp

𝑇

(𝑇 ′
1
,...,𝑇 ′𝑛 )←

(
𝑇
Δ𝑖∗,G
𝜌𝑖∗,G (𝑖 )

)
𝑖≤𝑛

𝑇 ′
𝑇 ′

(𝑇 ′′
1
,...,𝑇 ′′𝑛 )←

(
𝑇 ′

𝑢𝑖∗
𝜎𝑖∗,G (𝑖 )

)
𝑖≤𝑛

𝑇 ′′

U/S.ShuffleExp

Figure 4: Join request, via shuffled exponentiations.

a join request (though this role can change hands arbitrarily). We

assume all group members share the view of the “Group” identity.

Our objective is to be able to intersect the set of ballots cast onU𝑖∗ ,

𝑊𝑖∗ = {𝑔𝑢𝑖∗ 𝑣𝑗+𝑥 𝑗,𝑖∗ } 𝑗 , with the intersection tags 𝑧𝑖,G = (spkG)−𝑣𝑖 .
Mathematically, this requires exponentiation by𝑢𝑖∗ on the tags, and

by the 𝑠G exponent on the ballots, and then checking for whether

the resulting product exists in {𝑔𝑥 | 𝑥 ∈ 𝐷}. In practice, a few

extra steps are required to achieve unlinkability of tags and ballots

across join requests. In particular, tags are randomly shuffled be-

fore intersection with the ballots, via a novel verifiable permuted

exponentiation protocol (Section 5). Furthermore, the server uses

an ephemeral group exponent specific to the “join” request by U𝑖∗ .

After picking random shuffles 𝜌𝑖∗,G, 𝜎𝑖∗,G and ephemeral exponent

𝑠𝑖∗,G (and corresponding public key spk𝑖∗,G), the group sends the

list of intersection tags, blinded with an exponent 𝛼 . Server and

external user will then shuffle and add their exponents to the tags.

Group G User U𝑖∗ Server S

𝑊𝑖∗←
{
𝑔
𝑢𝑖∗ 𝑣𝑗 +𝑥𝑗,𝑖∗

}
𝑗

𝑊←
{
𝑔
𝑢𝑖∗ 𝑣𝑗 +𝑥𝑗,𝑖∗

}
𝑗

𝑊 (𝑠 )←𝑊
𝑠𝑖∗,G

𝑊𝑖∗
𝑊 (𝑠 )

U/S.SendVotes

G.IntersectVotes, G.TallyVotes

𝑧𝑖∗,G←(spkG )𝑣U

𝑧𝑖∗,G

U.JoinGroup

𝑍←{𝑧𝑖,G |U𝑖 ∈V |G}
𝑍

G.AddUser

Figure 5: Ballot intersection and tally.

Finally, the server will provide a verifiable copy of the ballots

received by user U𝑖∗ , with the ephemeral server exponent added

(Figure 5). The group can then intersect the ballots and recover

the votes, by computing a discrete logarithm of the 𝑔𝑠𝑖∗,G ·𝑥 𝑗,𝑖∗ with

respect to spk𝑖∗,G, which is possible in polynomial𝑂 ( |𝐷 |) time due

to the polynomial-sized vote domain. The plaintext votes are then

tallied to determinewhether the external user can be admitted to the

group. Any newly admitted user U𝑖∗ will provide their intersection

tag to the group, and receive those from the other group members.

Tolerating server collusions. The protocol, as described, can be

proven secure against any coalition of group users, plus the group

admin, plus the target user. In the case of the server, we can only

prove security against a non-colluding adversary, which stretches

the limits of realism. In Appendix A.1, we discuss a protocol modifi-

cation that splits the view of the group admin into two distinct roles,

only one of which is permitted to be corrupted at any given time.

In this model, we can prove security against a colluding server.

Updatable votes. Furthermore, the protocol only allows voting

users to submit votes on other users once, while maintaining pri-

vacy. Submitting two ballots 𝑔𝑢𝑖 𝑣+𝑥1 and 𝑔𝑢𝑖 𝑣+𝑥2 on user U𝑖 allows

the user to learn 𝑔𝑥1−𝑥2 , which can lead to vote inference attacks.

We show in Appendix A.2 how the ballots in our protocol can

be adapted to allow submission of up to a bounded number 𝑙 of

unique ballots on a given user. Note that even in our standard pro-

tocol, users can update votes by simply revoking their user identity,

setting up a new one, and then recasting votes on their peers.

1.2 Wider Discussion and Limitations
We provide some wider discussion around our protocol, along with

some known limitations that arise from assumptions that are made

during the design process. In Section 6, later highlight additional

considerations specifically related to real-world deployments that

could inform design further improvements of our protocol. We later

detail the full system (Section 2) and security (Section 3) models,

along with our modelling assumptions in Section 3.3.
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Aiding manual admission processes. As mentioned, the recent

incident involving the inclusion of a journalist into a US Govern-

ment Signal group stresses the utility of automatically obtaining

reputation scores for external contacts, relative to a specific messag-

ing group. While we propose the semi-open setting, our mechanism

could aid other settings between open and closed, e.g., informing

admins of reputation scores during manual admission processes.

Design choices. We observe a few interesting properties of this

design. Firstly, it allows the reputation score of any user to be

relative to the group computing it. Differently than for schemes

like AnonRep [? ], where reputation is global, this provides the

benefit of better matching our intuition of reputation (a person can

have good and bad reputation, depending on whom one asks). This

also protects from trivial sybil attacks, such as creating thousands

of “fake” accounts to negatively vote on someone: even if this

happened, unless the sybil accounts were in the group, their votes

would cause no effect on the user’s reputation.

The use of secret shuffles to provide anonymity and the require-

ment of matching ballots with the group remove the need for ring

or group signature schemes, otherwise popular with reputation sys-

tems. While such schemes provide useful interfaces, they require

the signing party to have access to all public keys in the ring. As we

aim to enable voting before group creation, to reduce the burden on

the voting party, this would mean holding every public key in the

messaging system. With Signal, WhatsApp, and other apps having

hundreds of millions of active users, this would not be realistic.

Intrinsic assumptions and limitations. A practical solution to

the problem requires the ability of voting once, and then having the

resulting ballot count in multiple intersections, and while group

members are offline. Group members should not be required to

come online to manually vote on an external user, when they want

to join the semi-open group. The base protocol in Section 6 satisfies

these constraints in the presence of malicious adversaries, by having

parties prove they performed their steps correctly, while checking

that other parties also performed theirs correctly. These practicality

constraints imply some limitations on the resulting protocol.

First, allowing intersections while (some) group members are

offline means that these users cannot check in real time the cor-

rectness of the intersection performed (from their point of view),

meaning that their ballots may not be included during it. Instead,

since all parties publish a transcript of the intersection, users can

check a posteriori that the intersection was performed correctly,

and will blow the whistle on the malicious party otherwise. Of

course, in the meantime an external user that should not have been

admitted, may have been admitted to the group, and compromised

some of the communication. This seems to be an inherent trade-off

caused by the lower strictness of the admission procedure. Some-

thing similar may happen with the reputation computation: it could

be that the intersection is performed correctly, but the function

used to compute a final “score” for the external user is not adequate

for the security needs of the group. This is a similar intrinsic risk

in automating any group admission process.

Second, it is possible that an external user to the group has not

accumulated enough ballots on themselves, and a score cannot

meaningfully be computed because the intersection is therefore

empty. This problem of having no history as a user is intrinsic

to any reputation system, not just our design. The safe approach

here would be to fail-closed: notify the group admin(s) that the

external user does not have a computable reputation, and delegate

the admission decision to them, akin to the closed group setting. Yet,

we still believe semi-open groups may help reducing administrator

burden within tight-knit communities, such as universities or work

environments, where people do connect.
Lastly, there is the issue of the multifaceted nature of people’s

identities. Alice may think that Bob is a decent person and should be

allowed automatically into their workplace’s social events. However,

she may disagree with his political views, and would rather not

vote to have him automatically admitted into activism chat groups

she belongs to. How should she vote? A technological solution

would include having Alice (and any other user) hold different

identities, say Alice𝑤 for work, and Alice𝑝 for politics. She could

then vote twice on Bob, with a high score under Alice𝑤 and a low

one under Alice𝑝 . When joining a group she hands over intersection

tags from either one of her identities, depending on the nature of

the group (or provide a random group element, if she does not

want to hand over any tags useful to intersecting her ballots). This

allows her to express a more fine-grained opinion on Bob as a

person. However, this may be overkill in practice: we suspect that

messaging groups on non-sensitive topics may not require a semi-

open policy. Instead, users may be happy holding just one identity

regarding some sensitive topic of their interest, such as politics, and

hand over random group elements as intersection tags otherwise.

1.3 Ethical and Deployment Considerations

Malformed ballots. We consider two types of invalid input to

the reputation system. On the one hand, a malicious user could

submit a group element that was not constructed as a valid vote.

In this case, the likelihood of the ballot being intersected during

G.IntersectVotes is exponentially small due to the size of the group.

On the other hand, a user could submit ballots for people with

whom they did not actually interact. A possible way to address this

issue could involve requiring proofs that voters had engaged mean-

ingfully in some way with the individual that they are voting on.

For example, to capture that a meaningful in-app conversation had

occurred one could require a zero-knowledge proof of key ratch-

eting in Signal for a specific number of bidirectional key ratchets.

An alternative approach could be using something like rate-limited

Privacy Pass [? ] to limit the number of votes submitted within

some period of time, without sacrificing anonymity.

Multiple and lost devices. While our exposition is limited to a

basic interface where every user is implicitly assumed to use a sin-

gle device, in practice most popular messaging platforms support

multiple user devices. We foresee two possible avenues for synchro-

nising user identities and key material related to the reputation

system across devices. On the one hand, one could construct a key

material distribution system similar to that in Signal, where every

device has its own identity. Users would then vote on the identities

of every known device of another user. Alternatively, one could

assume all devices share a single identity, and every new device

added by a user could receive the reputation-system key material

from the others. This would involve receiving it as an encrypted

message within a “group chat”, where the members are the various
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devices owned by the user. Either option would require careful

design in order to achieve robustness, and we believe the problem

would deserve an extensive treatment in follow-up work.

Socialmisuse. The encoding of social dynamics into computerised

systems will always carry a risk of enabling exclusionary practices

against certain users. In the specific case of reputation systems used

for access control, one such risk includes a form of automated online

ostracism. For example, if a large enough number of members of an

online community voted negatively on a person 𝑃 , this could result

in 𝑃 being unable to join other groups where the same members are

embedded. This can be devastating for community building when

the reputation system is global, meaning negative votes prevent

a target user from joining any messaging groups. We believe this

makes systems such as AnonRep [? ] or PRSONA [? ] unsuitable
for the semi-open group messaging setting.

To reduce this risk, our system is designed from the ground-up

as a local reputation mechanism, where scores are only meaningful

in the context of a specific group of people. Of course, having a

negative reputation within a large enough group of members of a

specific “community” could make joining groups within the same

community circle harder; mimicking, to some extent, the equiva-

lent real-life dynamic. Yet, we emphasize two countermeasures to

reduce the risk of such ostracism: default app behaviour for users

with negative reputation, and new identity creation. First, our pro-

tocol can be nudged in various directions by defining the default

behaviour when a user does not have a high-enough group repu-

tation score to be automatically admitted. For example, to avoid

unfair negative scoring within a community, external users that

are not automatically admitted can be added to a waiting list that

is administrated manually. This would essentially downgrade semi-

open groups to closed groups, without causing further irreversible

damage to user experience. Second, just as with messaging systems

such as Signal where new user identities can be relatively easily

created, users with an excessively negative reputation score could

just abandon their old identity and create a new one. While this

process is somewhat burdening, it would simply result in zeroing

the reputation scores. Most likely, this would mean that the user

in question would again default to being added to waiting lists.

Ultimately, though, we believe our localised approach improves

upon prior reputation schemes (e.g. [? ? ? ]) exactly by reducing

the risk of ostracism, on top of reducing trust dynamics necessary

for instantiating the system via novel cryptographic tooling.

1.4 Related Work

Cryptographic reputation systems. Recent developments in

so-called privacy-preserving reputation systems provide the closest
approximation to the required functionality. Referring to the excel-

lent survey of [18, Table 1], we see a dearth of existing protocols

that provide strong privacy guarantees. In particular, the stand-out

options appear to be AnonRep [? ], ARM4FS [? ], and pRate [23].

In the case of ARM4FS a voting system for file sharing use-cases, a

trusted third-party TTP is used to faciliate voting, and all ballots

are linkable to voters by said TTP. In AnonRep, linkable ring sig-

natures [? ] are used to cast single votes in forum setting. Here, a

mixnet (of non-colluding parties) is used to verifiably shuffle said

votes, so that they can be used to perform elections without linking

back to voter identities. Security guarantees for AnonRep are not

proven, and the linkable ring signature approach requires knowing

every public key in the sytsem. pRate is configured to providing

trust in a system where ratings are produced on various entities,

who can later choose to engage in dialogue. pRate utilises a TTP to

handle the ballots produced by each entity — voter anonymity is

not provided, but confidentiality is maintained — and the construc-

tion utilises pairing-based cryptography and various non-standard

zero-knowledge proofs. In all cases, the presence of a TTP, or non-

colluding parties, makes such systems hard to deploy. The more

recent work of PRSONA [? ] builds on top of similar ideas to Anon-

Rep, but requires tight-knit communities, and the security of the

system still relies on non-collusion assumptions, and the crypto-

graphic properties of the system are never proven. Finally, Bell and

Eskandarian [? ] recently demonstrated an anonymous complaint

aggregation system, that allows for tallying scores produced by

multiple users in an anonymous way. As in previous works, this

requires at least two non-colluding servers to distribute the opening

and verification of reputation scores. Notably, the recently proposed

Sandi protocol [? ] builds a system where users can downvote other
identities or actions. Aside, from only permitting negative scores,

their work only permits a global reputation scoring system. More

crucially, the protocol relies on differential privacy (DP) guaran-

tees for hiding such downvotes, which may permit some leakage

over time as privacy budgets are expended. Our protocol focuses

on general scoring systems, which hide the value of votes beyond

what is revealed during vote counting events.

Content Moderation. In content moderation for E2EE [? ], en-
forcing the privacy of group-members and reporters is known to be

hard, and the use of decentralized properties makes security guar-

antees even harder, especially when the scheme relies on users rep-

utation. As such, having moderation implies in authentication and

traceability, and therefore creating a delicate balance between ac-

countability and client privacy. In bidirectional centralized schemes

(where both voter and votee evaluate each other), there exists works

such as [? ? ] that provide discussions on anonymity and likability

inside reputation schemes. In fact, the use of centralization is a

continual point of discussion [22], where having one single fail-

ure point may introduce robustness and trust issues, Other recent

works, such as k-Anonymous Group Signatures [? ], define a more

strict moderation process, in which a user becomes traceable only

after producing 𝑘 misbehaviors. Here, the use of threshold-based

reputation complies with anonymity, but still requires a centralized

authority (with no-privacy tracing power) and a global state. More

recent research on “cryptographic personas” [? ] together with zk-

promises [? ] provide stateful anonymous credentials. While these

constructions permit revocation associated with pseudonyms, they

still assume global rather than group-scoped reputation.

Webs-of-Trust. Adjacent to cryptography, but without formal

cryptographic guarantees, two popular solutions make use of Cer-

tificate Authorities (CA) [24] and Webs-of-Trust (WoT) [? ]. The
former is used in conjunction with authenticated key-exchange

(usually TLS), and relies on CAs, essentially trusted third-parties

that attest for the reputation of users within a Public Key Infras-

tructure (PKI). Someone retrieving a public key would check for

a signature by a CA as a signifier of validity of the key. The WoT
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model replaces the hierarchical model of CAs, with a distributed

horizontal one, where users within the PKI all act as CA on each

other, by only signing public keys they consider reputable. Someone

retrieving a public key would check for signatures by other holders

of public keys that they trust, using the number and origin of the

signatures as a signifier of validity of the key.

Trust systems. Within more general dynamic systems of enti-

ties, reputation has also been treated within the literature on trust

systems, where messaging group formation finds a parallel in Vir-

tual Organizations (VO). Security properties are often derived from

economic incentives [? ], though cryptographic designs do exist [?
].

Delegated MPC protocols. Our protocol can be seen as a spe-

cific instantiation of a delegated MPC protocol. In such protocols,

clients provide masked versions of their inputs to a set of delegated

(typically more powerful) entities, who compute generalised aggre-

gations of the results. The Prio protocol [? ] proposes a practical
mechanism for performing generic computations, but requires at

least two non-colluding servers to fulfill the functionality. Similar

trust dynamics are required for instantiating general function secret

sharing protocols [7], of which practical realisations are known for

calculating simple aggregations over client inputs (e.g. for heavy

hitter calculations [5]). In all cases, due to the trust assumptions on

multiple servers, none of the protocols can be instantiated in the

Signal system model, which we view as a core constraint of semi-

open group formation schemes. Delegated approaches also exist for

constructing private matching schemes [? ], that allows generalised
computation over the output of the blinded matching process, but

also require multiple non-colluding servers to instantiate.

2 System Model
Assumed architecture. As discussed previously, our scenario and
system model is motivated by the Signal protocol and the associ-

ated Signal E2EE messaging application [11]. As such, we build

reputation systems assuming only the existence of participants

that are already supported by Signal (i.e. no new participants are

added by our protocol). Within this framework, we then would like

to develop a minimal protocol (based on believable assumptions,

practical cryptographic primitives and constructions), that enable

our reputation framework to augment the existing application.

In the Signal protocol, there is a universe of users (U), and a

single application server (S). While this server can be distributed

across many geographically disparate nodes, the use of “single” here
simply denotes that we do not make any non-collusion assump-

tions about the entity controlling the server (in this case, Signal).

In this universe, users may communicate with each other directly

over E2EE channels (via the server), or they may form groups of
communicating individuals. In the existing protocol, such groups

are either private — in which each access to the group (via a hyper-

link) is managed by a specific administrator who must personally

approve each request — or public — where anybody with a link

can access the group. Clearly, all such requests (public or private)

are routed through the application server. While Signal does not

explicitly know the membership of each group, there are no actual

guarantees that such information is not leaked during the protocol

execution (including individual user contact graphs).

Voting overlay. Our first modification to Signal involves building a

voting overlay that allows assigning reputation to any given user in

the system. Each user can vote on any other user in the system. For

this purpose, we can think of a user as divided into both a voter and
votee entity, each with their own voter/votee key material. Voters

create ballots on users corresponding to a plaintext vote, using their
voting key, and the target user’s votee public key. These ballots

must maintain the confidentiality of the vote itself, and are sent

to and held by the server. In our main voting system in Section 6,

we allow each U𝑖 to vote on U𝑗 only once. Once a vote is cast, it
remains permanently. In Section 8, we discuss an approach for

allowing multiple votes to be cast by U𝑖 on U𝑗 , where only the most

recent vote is counted. Note that ballots cast on U𝑗 are held by the

server, and only revealed (blinded) during reputation calculation.

Semi-open groups. Our second modification introduces the con-

cept of a semi-open messaging group. Such groups are useful in

contexts where there is a desire to ensure that group membership is

monitored beyond simply the sending of a link, but where manual

vetting of join requests is considered infeasible. The desire for such

groups is common, especially in activism, resistance, and organis-

ing contexts. Our solution uses the aforementioned voting overlay

to build a reputation system that monitors entries into such groups.

The following paragraph summarises the intended functionality.

The group (G) is made up of a collection of initial users (V|G).
These initial members are assumed to be hand-picked, andmanually

admitted into the group. Subsequent join requests made by users

U𝑖∗ are approved based on the reputation of U𝑖∗ amongst the users

U𝑗 ∈ V|G (i.e. derived from the ballots cast by eachU𝑗 onU𝑖∗ , if one

exists). The reputation score for an external user U𝑖∗ attempting to

join G is calculated by a single user who is deemed to be the group

administrator (we abuse notation, and refer to this user as G). We

assume that there is a function (Tally) that, given plaintext votes,

calculates a value 𝑘 ∈ Z that corresponds to a user’s reputation.

We also assume a protocol Π that, given the ballots cast on U𝑖∗ ,

allows G to calculate 𝑘 . A positive reputation score (e.g. 𝑘 > 𝜏 , for

some threshold 𝜏) allows G admission automatically, or be subject

to subsequent manual steps, and likewise for rejecting based on

negative reputation scores (e.g. 𝑘 ≤ 𝜏). Actions of G are monitored

by each U𝑗 ∈ V|G. Communication between entities is performed

online via the application server S, but non-admin members in

V|G may be offline, and their assistance during the protocol is not

assumed. The only online parties are therefore G, U𝑖∗ , and S.
In the following, we simplify this model slightly, and assume

that a U𝑖∗ with high-enough reputation is automatically admitted

into the group. In this case, U𝑖∗ enters the setV|G, and learns all

group parameters that existing group members have access to.
2

Reputation score calculation. We leave the construction of an

optimal choice for Tally for calculating the reputation scores as

an open question, as well as the explicit strategy for choosing the

threshold 𝜏 . In particular, our protocol can handle a Tally function

that calculates sums of votes 𝑥 ∈ 𝐷 , where |𝐷 | = poly(𝜆). Alterna-
tive solutions may make more sense, depending on the context and

application, and further research on such functions (and how they

could be embedded in such protocols) would be highly valuable.

2
This is important for security: group-specific parameters learned by a malicious U𝑖∗
on gaining access, should not allow them to open individual ballots that they hold.
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3 Security Model
We now describe the security model for semi-open group admis-

sions protocols. Our approach extends to any reputation system/e-

voting scenario, given the system design assumed in Section 2.

3.1 Malicious Security Considerations
For a protocol Π, we consider participants 𝑃1, . . . , 𝑃𝑛 and a mali-

cious PPT adversary A that can selectively corrupt up to 𝑙 < 𝑛

parties. Any corruption of 𝑃𝑖 givesA access to their entire internal

state, and will allow A to pick their inputs during the protocol.

Furthermore, A may deviate from the protocol specification arbi-

trarily: for example, by using malformed inputs, or triggering aborts

arbitrarily. For an adversary that corrupts 𝑙 > 1 parties, we will

write A = (A𝑃𝑖
1

, . . . ,A𝑃𝑖𝑙
) for 𝑖 𝑗 ∈ [𝑛], to refer to the individual

algorithms that run for each of the participants.

For proving security of Π against all adversaries A, we use

the real-/ideal-world paradigm in the standalone model, which we

formalise in Theorem 3.1 below, with the aid of a PPT simulator

Sim, and an ideal functionality F .

Definition 3.1 (Malicious protocol security). Let ViewA,Π (1𝜆) de-
note the view of any PPT algorithmA in the real-world invocation

of Π, and let ViewA,Sim,F (1𝜆) denote the view of A in the ideal-

world scenario where Sim simulates Π using F . We consider Π
secure if, for all A, the following probability is respected:���Pr[ViewA,Π (1𝜆)

]
− Pr

[
ViewA,Sim,F (1𝜆)

] ��� < negl(𝜆) .

Input extraction and step verification. In order for Sim to

interact with F , it must derive some input 𝑥𝑖 𝑗 ← A𝑃𝑖 𝑗
for each 𝑃𝑖 𝑗

that A corrupts. These inputs are then submitted to F , and Sim
learns the output 𝑦 ← F (𝑥𝑖1 , . . . , 𝑥𝑖𝑙 ), where 𝑦 is calculated using

the implicit inputs of honest parties in the protocol. Since A may

deviate arbitrarily, we must use tools that allow Sim extract such

inputs in polynomial-time. In principle, our primary tools are zero-

knowledge proof systems that satisfy simulation-extractability [13]

(Theorem 4.5), and the extractability of random oracles (that are

managed by Sim). Such mechanisms are also used to ensure that

adversarial parties abide by the protocol throughout.

Handling aborts. The Sim must abort the protocol whenever it

receives a request from A to abort. As such, while we guarantee

the confidentiality of the protocol on all executions, as well as

correctness for full executions, we will assume that the adversary

can simply terminate any protocol execution.

3.2 Semi-Open Group Model Description
Ideal functionality. As discussed in Section 3.1, we prove security
in the standalone MPC real-/ideal-world paradigm, for ensuring

security against any corrupted (malicious) entity in the protocol.

We define the ideal functionality available to the simulation in the

security proof in Figure 6. The strong-variant of the ideal function-

ality F computes the ideal tally function (Tally) over the provided
honest input votes from all users V𝑗 ∈ V|G, on the target user U𝑖∗ .

In the weak variant of F , the set of all collected votes is released

to the simulator directly, who can then calculate Tally themselves.

Ideal Tally Functionality (F ({𝑥 ∈ 𝐷}𝑥←Sim, idG ∈ {0, 1}𝜆))

C
��
G = corrupted members of V

��
G.

{𝑥 ∈ 𝐷 }𝑥←Sim = adversarial votes input by simulator.

Honest participant inputs

{V𝑗 ({𝑥 𝑗,𝑙 }U𝑙 ∈U ) }V𝑗 ∈ (V|G\C|G ) // set of honest voters in group

U𝑖∗ (V
��
G ) // user asking to join group

G(V
��
G ) // group that user wants to join

S(V
��
G ) // facilitation server

Function

𝑌 ← {𝑥 }𝑥←Sim ∪ {𝑥 𝑗,𝑙 } V𝑗 ∈ (V|G\C|G )
U𝑙 ∈U

𝑏 ← Tally (𝑌 )

Participant outputsV𝑗
©­«𝑋 = {𝑥𝜂 (𝑘 ),U𝑖∗ } V𝑘 ∈V|G,

where 𝜂←$Perm[ |V|G | ]
, 𝑏
ª®¬
V𝑗 ∈V|G

U𝑖∗ (𝑏 )

G ©­«𝑋 = {𝑥𝜂 (𝑘 ),U𝑖∗ } V𝑘 ∈V|G,

where 𝜂←$Perm[ |V|G | ]
, 𝑏
ª®¬

S(𝑏 )

Figure 6: (Weak/Strong) Ideal Functionalities

During the simulated protocol, the simulator will attempt to extract

a valid vote from any malicious voter, and then run F including

this vote, or ⊥ if no vote is provided (or if all voters are honest).

We provide the strong variant for context and future work, while

we use the weak variant whenwriting the security proof. Intuitively,

the reason why the strong variant cannot be satisfied in the even-

tual protocol (Section 6) is due to the fact that the real protocol

intentionally unmasks each individual element in the intersection.

A stronger protocol would perform the intersection blindly and the

computation of Tally blindly, before revealing the result 𝑏.

Multi-session security. We prove security in a single-session

setting, consisting of a group, the server, a target user, and a set

of group members. A more global view would take into account

the full universe of users and groups, and simulate multiple (po-

tentially adaptive) sessions consisting of intersection requests over

multiple users, using the ideal functionality above. Such models

have been used for analysing security concerning the global view of

TLS1.3 connections, for example [15]. We believe our work serves

as an important initial step towards achieving security in the multi-

session setting, and valuable future work would show that our (or

an alternative) proposal satisfies security in this manner.

Corruptions, simulations, aborts. To prove security, we must

construct a series of corruption models, whereby A corrupts some

subset of the entities in the protocol, and then show that there exists

a PPT simulator for each such corruption model. In all cases, we

assume corruptions by a malicious adversary, that are selectively

defined apriori to the functioning of the protocol. Note that the

types of permitted corruptions strengthen or weaken the security
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model. For example, proving security against an adversary that

only corrupts one of {U𝑖∗ ,G, S, C|G ⊂ V|G} is weaker than one that
corrupts combinations of these entities at once. In the base version

of the protocol in Section 6, we prove security against an adversary

that either corrupts the set {U𝑖∗ ,G, C|G ⊂ V|G} or S alone. In the

former, we essentially show that a malicious combination of the

group admin, some subset of group members, and the target user

cannot successfully subvert the protocol, beyond simply submitting

enough votes to impact the intersection. In other words, we show

that the protocol remains demonstrably secure for honest group

members who witness the protocol transcript. Proving security in

this case transitively demonstrates security for an adversary that

corrupts only subsets of these individuals (e.g. in the case where

U𝑖∗ is honest). In the latter case, we demonstrate security against a

malicious server alone. In Appendix A.1, we demonstrate a protocol

adaptation that allows us to prove security against an adversary

that corrupts both S, and one other protocol entity.

To guarantee security, we prove that Theorem 3.1 holds for

each corruption model that is considered. Note that we allow the

adversary to abort the protocol arbitrarily.

Random oracles. Throughout the protocol, we assume that all

adversarial random oracle calls (via the function RO : {0, 1}ℓin ↦→
{0, 1}ℓout ) are simulated internally by the simulator. For new queries

q seen by the simulator, they sample a response as r←$ {0, 1}ℓout ,
where ℓout is the bit-length of the output, and then add (q, r) to a

table, and return r to the adversary. For already observed queries,

the simulator recovers the pair (q, r), and returns r to the adversary.
We denote such interactions by r← RO(q).

3.3 Assumptions
With the system and security models covered, we clarify a number

of assumptions that we make for simplifying the security argument

of the protocol. We believe all such assumptions to be realistic,

given real-world implementations of secure messaging systems.

Robust internal group transcript. During the protocol defined

in Figure 9, it’s clear that parties send and receive messages from

each other. In the case of the group admin G, messages received

from other (honest) parties are assumed to be directly written to the

internal transcript of the group. This is important, since the honest

voters in the group use the internal group transcript to decide

whether the protocol is executing as expected. In other words, we

require that malicious group admins cannot arbitrarily modify this

transcript. We argue that this assumption is believable in settings

where honest external parties sign their network messages with

long-term public keys. Such a system would require an internal

PKI, and so we avoid describing such a network to maintain the

simplicity of the overall protocol design.

Retrospective aborts. During the protocol execution, we must

allow for users inside the group to be offline. This matches the real-

world scenario, where a user (U𝑖∗ ) may request to join, be reviewed,

and finally be added to the group, all while a voter within the group

remains offline. Any vote that U𝑗 ∈ V|G produced on U𝑖∗ would

still be counted. However, in the case of an adversarial G, there
are various steps in the protocol that require honest users in the

group to ratify the actions of G. If G deviates from the protocol

specification, then it is assumed that such users will call abort and

the protocol will be aborted. During the security proof, we assume

that such voters are online at the moment of aborting. However,

in the real-world implementation, users that return online must

replay executed protocol steps and check that everything matches

their view of the group. If they find that G acted incorrectly, then

said user must trigger such aborts retrospectively, and effectively

act as a whistleblower on G.
Formally speaking, we maintain eventually malicious security.

In essence, the protocol may be abused by a malicious party and

continue for some time afterwards. However, once an honest party

comes online and identifies the malicious behaviour, the protocol

instance will be abandoned (either during, or afterwards). In the

time between malicious behaviour occurring and a triggered abort,

no indistinguishability guarantees are given about the real and

simulated worlds.

Polynomial-sized vote domain. Our proposed scheme relies

on encryption “in the exponent” technique, where a vote 𝑥𝑖, 𝑗 from

voter V𝑖 to user U𝑗 is encrypted as 𝑐 = 𝑔𝑣𝑖𝑢 𝑗 · 𝑔𝑥𝑖,𝑗 . To decrypt,

one needs to compute the discrete logarithm log𝑔 (𝑐 · 𝑔−𝑣𝑖𝑢 𝑗 ) =

log𝑔 (𝑔𝑥𝑖,𝑗 ). By constraining the space of valid votes to a small set 𝐷

(of polynomial size), this logarithm can be efficiently computed

by exhaustive search in {𝑔𝑥 | 𝑥 ∈ 𝐷}. More advanced “blind

intersection” techniques could allow circumventing this limita-

tion, while achieving the stronger ideal functionality in Figure 6. A

possible idea would identify an efficient encoding 𝜀G (·) for fully-
homomorphic ciphertexts into a large group G, so that 𝑔𝑥𝑖,𝑗 is re-

placed by 𝜀G (FHE.Enc(𝑥𝑖, 𝑗 )). This would likely require very large

groups and key material, and a slow intersection algorithm. For this

reason, we leave blind intersection techniques to potential future

work (Section 8).

4 Cryptographic Notation and Preliminaries

Sets and permutations. We write [𝑛] = {1, . . . , 𝑛}, and denote

Perm[𝑛] as the set of all permutations defined over [𝑛]. We denote

by Id the permutation such that Id( [𝑛]) = [𝑛]. For a set𝑋 , we write

𝑋 ′ ← Shuffle(𝑋 ) to denote a randomly permuted version of 𝑋 .

For a probability distribution 𝐷 over a set 𝑆 , we write 𝑍 ← 𝐷ℓ
to

denote the sampling of ℓ elements from 𝑆 , to create the set 𝑍 .

Algorithms. We use PPT to refer to algorithms that terminate

with a result in probabilistic polynomial-time. For an algorithm 𝐴,

we write 𝑦 ← 𝐴(𝑥) to denote that 𝐴 outputs 𝑦 on input 𝑥 .

Cryptographic advantage. Let 𝜆 be the security parameter, and

let poly(𝜆) and negl(𝜆) denote polynomial and negligible functions,

respectively. Let A be some algorithm attempting to solve an in-

stance of a computational problem XYZ (parameterised by 𝜆). We

denote the advantage that A has in solving XYZ by AdvxyzA (𝜆) =
|Pr[A succeeds] − Pr[A fails] |. We say that XYZ is computation-
ally difficult to solve if, for all PPT A, AdvxyzA (𝜆) < negl(𝜆).

4.1 Cryptographic Groups
We use cyclic (multiplicative) groups G = G(𝜆), where the order
of the group log (𝑞) = poly(𝜆) is prime. The scalar field associated

with G will be written as F(G) (sometimes simply as F when the

context is obvious), where the order of F is defined to be log(𝑝) =
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poly(𝜆). We assume all such groups admit hard instances of the

discrete log and decisional Diffie-Hellman (Theorem 4.1) problems.

Definition 4.1 (Decisional Diffie-Hellman). The Decisional Diffie-

Hellman (DDH) problem is defined with respect to a PPT algorithm

B and a group G. B is tasked with distinguishing the distributions

(𝑔,𝑔𝑎, 𝑔𝑏 , 𝑔𝑎𝑏 ) and (𝑔,𝑔𝑎, 𝑔𝑏 , 𝑟 ), where 𝑔 is a fixed generator of G,
𝑎, 𝑏 ←$ F(G), and 𝑟 ←$ G.

It is widely assumed that the DDH problem is hard to solve in

practical instantiations of groups, thus AdvddhG,B (𝜆) < negl(𝜆) for all
PPT algorithms B.

4.2 NIZK Proof Systems
We recall standard definitions about non-interactive proof systems.

Definition 4.2 (Non-interactive proof system). Let R ⊂ X×Y be a

relation with witness space X and statement space Y. We say that

Π = (Prove,Verify) is a non-interactive proof system for R with

proof space PS if:

• Prove is an efficient probabilistic algorithm that on input

a witness-statement pair (𝑤,𝑦) ∈ R, returns a proof 𝜋 ←
Prove(𝑤,𝑦), 𝜋 ∈ PS,
• Verify is an efficient deterministic algorithm that, invoked on

a statement 𝑦 and a proof 𝜋 , returns a bit 𝑏 ← Verify(𝑦, 𝜋),
where 𝑏 = 1 denotes acceptance and 𝑏 = 0 rejection. If 𝑏 = 1,

then 𝜋 is a valid proof for 𝑦.

We now give definitions of completeness, non-interactive zero-

knowledge, and simulation-extractability, which make up the re-

quired guarantees of the proof systems we require.

Definition 4.3 (Completeness). Let Π = (Prove,Verify) be a non-
interactive proof system for some relation R ⊂ X ×Y. We say Π is

complete, if for any (𝑤,𝑦) ∈ R, Pr[Verify(𝑦, Prove(𝑤,𝑦)) = 1] = 1.

Definition 4.4 (Non-interactive zero knowledge). Let Π be a non-

interactive proof system for some relation R ⊂ X × Y, with proof

space PS. We say that Π provides non-interactive zero-knowledge

if there exists an efficient simulator Sim forΠ, such that Sim can pro-

duce indistinguishable statements 𝑦 ∈ Y, even without knowledge

of a valid witness𝑤 ∈ X. We denote the advantage of an adversary

A attempting to distinguish such statements by AdvnizkΠ,A,Sim (𝜆).

Definition 4.5 (Non-interactive simulation-extractability). Let Π =

(Prove,Verify) be a non-interactive proof system for some relation

R ⊂ X × Y, with proof space PS. Let 𝐿R be the language of

true statements of R. Then consider a potentially malicious prover

algorithm 𝑃∗ with oracle access to the algorithm Sim, that produces

simulated proof statements 𝑦 ∈ Y. Suppose now that 𝑃∗ outputs
a valid proof 𝜋∗ on a particular statement 𝑦∗. Then there is a PPT

algorithm Extract𝑃
∗
that extracts a valid witness𝑤 for 𝑦∗, with all

but negligible probability. In other words, this implies the following:

Pr

[
(𝑤,𝑦∗) ∉ R

����� (𝑦∗,𝜋∗ )←𝑃∗Sim (1𝜆 )
1←Verify(𝑦∗,𝜋∗ )

𝑤←Extract𝑃
∗ (𝑦∗,𝜋∗ )

]
< negl(𝜆).

Note that this definition explicitly allows for the extraction algo-

rithm to extract this witness via rewinding, by making multiple

calls to 𝑃∗. We denote the advantage of an adversaryA attempting

Prove(𝑧, (𝑔, 𝑎 ), (𝑍 := 𝑔𝑧, 𝐴 := 𝑎𝑧 ))
𝑡 ←$ F(G)
𝐷 ← 𝑔𝑡

𝐸 ← 𝑎𝑡

𝑐 ← RO(𝑔,𝑍, 𝐷 , 𝑎,𝐴, 𝐸 )
𝑠 ← 𝑡 + 𝑐𝑧
return 𝜋 = (𝑠, 𝑐 )

Verify((𝑔, 𝑎 ), (𝑍, 𝐴 ), 𝜋)
(𝑐, 𝑠 ) ← 𝜋

𝐷 ′ ← 𝑔𝑠𝑍 −𝑐

𝐸′ ← 𝑎𝑠𝐴−𝑐

𝑐′ ← RO(𝑔,𝑍, 𝐷 ′ , 𝑎,𝐴, 𝐸′ )

return 𝑐
?

= 𝑐′

Figure 7: Schnorr-like proofs for DLog [17] and DLEQ [? ] .

to violate the simulation-extractability of a non-interactive proof

system Π by AdvniseΠ,A,Sim (𝜆).
Remark 1. The definition of simulation extraction in Theorem 4.5

differs only from standard knowledge extraction in that 𝑃∗ has
oracle access to Sim. This is vital for extraction of witnesses during

protocols where malicious provers may witness simulated proofs

(which is the case in the security proof of our eventual construction).

4.3 Discrete-log Proofs
We discuss a series of well-known non-interactive zero-knowledge

proof systems for proving relations regarding about statements

about discrete logarithm computations in cyclic groups. Each con-

struction utilises the Fiat-Shamir transform in the random oracle

model (ROM) for establishing non-interactivity, based on an ini-

tial interactive exchange. The guarantees of completeness (Theo-

rem 4.3) and zero-knowledge Theorem 4.4 follow directly from [17].

Meanwhile, the guarantee of simulation-extractability follows di-

rectly from the result of [16], which shows that, in the ROM, the

Fiat-Shamir transform guarantees non-malleability (and simulation-

extractability) of the proof system. This specifically follows when

the simulator is allowed to rewind the adversary and the proto-

col has quasi-unique responses, which is sufficient for proving the

eventual security argument of our protocol (see Appendix D). Re-

garding the requirement for providing quasi-unique responses, we

give formal justification that each of the necessary proof systems

that we describe below satisfies this restriction in Appendix B.

Proof of Knowledge of Discrete Log (DLog). We use the stan-

dard Schnorr proof formulation [25] for constructing NIZKs proofs

of knowledge of discrete logarithms, or so-called identification

schemes (denoted DLog), as described by Fiat and Shamir [17]. In

other words, after computing (𝑧 ∈ F(G), 𝑔𝑧 ∈ G), an entity can

prove knowledge of 𝑧 without revealing it. For self-containment

purposes, we give a formal construction of the proof and verifica-

tion steps for DLog in Figure 7.

Proof of Discrete Log Equivalence (DLEQ). We give a basic for-

mulation of a DLEQ protocol in Figure 7 (including the additional

steps in grey). This formulation is based on the simple formulation

given by Chaum and Pedersen [? ], that has been used in previous

verifiable pseudorandom function protocols [21? ? ]. The fact that
it satisfies completeness, and non-interactive zero-knowledge fol-

lows immediately from [? ], while simulation-extractability follows

directly from the aforementioned result of [16]. Henceforth, we

also write 𝜋 ← DLEQ .Prove(𝑧, (𝑔, {𝑎𝑖 }𝑖∈[ℓ ]), (𝑍, {(, 𝐴𝑖 )}𝑖∈[ℓ ])) to
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Verif. Expon. (VE / VEP )

Public Parameters

G, F(G), 𝑔 ∈ G

Γ.Gen( )
𝑧 ←$ F(G)
𝑍 ← 𝑔𝑧

𝜋𝑧 ← DLog.Prove(𝑧,𝑔, 𝑍 )
return (𝑧, 𝑍, 𝜋𝑧 )

Γ.Eval( (𝑧, 𝑍 ), (𝑎𝑖 )𝑖∈ [ℓ ] , 𝜎 )
for 𝑖 ∈ [ℓ ] :
if 𝜎 : 𝐴𝑖 ← 𝑎𝑧

𝜎 (𝑖 )
else : 𝐴𝑖 ← 𝑎𝑧𝑖

𝑠 ← (𝑔, (𝑎𝑖 )𝑖∈ [ℓ ] )
𝑆 ← (𝑍, (𝐴𝑖 )𝑖∈ [ℓ ] )
𝜋 ← DLEQ .Prove(𝑧, 𝑠, 𝑆 , 𝜎 )
return ( (𝐴𝑖 )𝑖∈ [ℓ ] , 𝜋 )

Security game ExpVE/VEPΓ (A, ℓ, 𝜆)
(𝑎𝑖 )𝑖∈ [ℓ ] ←$ Gℓ

𝑏 ←$ {0, 1}

if 𝑏 ?

= 0 :

(𝑧, 𝑍, 𝜋𝑧 ) ← Γ.Gen( )

𝜎 ←$ Perm[ℓ ]

( (𝐴𝑖 )𝑖 , 𝜋 ) ← Γ.Eval( (𝑧, 𝑍 ), (𝑎𝑖 )𝑖 , 𝜎 )
else :

(𝑍, 𝜋𝑧 ) ← Γ.SGen( )
( (𝐴𝑖 )𝑖 , 𝜋 ) ← Γ.SEval(𝑍, (𝑎𝑖 )𝑖 )

𝑏′
recv←−− A(𝑔,𝑍, 𝜋𝑧 , (𝑎𝑖 )𝑖 , (𝐴𝑖 )𝑖 , 𝜋 )

return 𝑏
?

= 𝑏′

Figure 8: Verifiable exponentiation protocol and security
model. Grey backgrounds denote steps used for instantiat-
ing the permuted variant, for 𝜎 ≠ Id. We define the simulated
variants of the algorithms {SGen, SEval, PEval} in Appendix C.

be ℓ invocations of the standard single-input proof system shown,

where 𝜋 is then a set of ℓ individual DLEQ proofs, and 𝜋 [𝑖] ←
DLEQ .Prove(𝑧, (𝑔, 𝑎𝑖 ), (𝑍,𝐴𝑖 )). However, it is worth noting that

such proofs can also be batched into a single element, in cases

where shuffle-compatibility is not required [12, 20].

Shuffled DLEQ. In Section 5, we build a non-interactive zero-

knowledge proof of exponentiation-and-shuffle. Given a key pair

(𝑔, ℎ), and tuples (𝑔1, . . . , 𝑔𝑛) and (ℎ1, . . . , ℎ𝑛), the prover argues

that it knows a witness consisting of a secret exponent 𝑥 and se-

cret permutation 𝜎 , such that ℎ = 𝑔𝑥 , and ℎ𝑖 = 𝑔𝑥
𝜎 (𝑖 ) . We use the

generic compiler of Haines and Müller [19] for turning a “shuffle-

compatible” sigma protocol (SCSP) for a relation R into a (standard)

sigma protocol for a “shuffled” combined relation RShuffle. We can

then apply the compiler to a shuffle-compatible version of the

Chaum-Pedersen protocol [? ] for proving DLEQ, and compile the

resulting sigma protocol into a non-interactive proof system us-

ing the Fiat-Shamir transform [17]. We can instantiate a standard

DLEQ proof system (without shuffle) from this same formulation,

by applying an identity permutation. However, for performance

reasons, instantiating DLEQ from the Schnorr variant shown in

Figure 7 is usually more efficient. We defer the reader to [19] for the

full description of the compiler. We adapt the existing notation of

DLEQ by writing DLEQ .Prove(𝑧, (𝑔, {𝑎𝑖 }𝑖∈[ℓ ]), (𝑍, {𝐴𝑖′ }𝑖′∈[ℓ ]), 𝜎)
to indicate the usage of the Shuffled DLEQ protocol, where a correct

proof indicates that 𝑎𝑧
𝜎 (𝑖 ) = 𝐴𝑖′ for 𝑖, 𝑖

′ ∈ [ℓ].

5 Verifiable Exponentiation and Permutation
Before we build our full protocol, we describe novel protocols for

performing exponentiations as-a-service, that receivers can verify

are correct with respect to previously committed public keys. In

effect, such protocols consider a client that holds some group el-

ement 𝑎 ∈ G, a server that holds a scalar value 𝑧 ∈ F(G), and a

public generator 𝑔 ∈ G known to both parties. The client eventually

learns 𝑎𝑧 , and a proof that 𝑎𝑧 has been computed correctly.

We give a formal construction of two such protocols in Fig-

ure 8. The first, VE, that follows this exact framework, and second,

VEP, that further allows the server to introduce a hidden shuf-

fle/permutation when returning the elements, that the client cannot

discern. Intuitively, the security property that we require is that

the server-side exponentiation service can be simulated without

knowledge of the private exponent or permutation. This leverages

the non-interactive zero-knowledge properties of DLog and DLEQ
proof systems (Section 4.2) that are used for proving the exponenti-

ations. The constructions themselves bear similarities to practical

verifiable pseudorandom function protocols defined in prime-order

groups (such as 2HashDH [21? ? ]). For providing zero-knowledge

shuffles, we make use of the general syntax described in [19], but

adapted to the case of group exponentiations.

Correctness. Formal correctness for a VE (VEP) protocol follows.

Definition 5.1 (VE/VEP Correctness). Let Γ be a protocol consist-

ing of algorithms (Gen, Eval), let ℓ = poly(𝜆), and let 𝜎 ∈ Perm[ℓ].
We say Γ is a correct VEP protocol if the following is satisfied:

Pr

[
𝐴𝜎−1 (𝑖 ) ≠ 𝑎𝑧𝑖

�����(𝑧,𝑍,𝜋𝑧 )←Γ.Gen()
1←DLog.Verify(𝑍,𝜋𝑧 )
( (𝐴𝜎 (𝑖 ) )𝑖 ,𝜋 )←Γ.Eval( (𝑧,𝑍 ),(𝑎𝑖 )𝑖 ,𝜎 )
DLEQ .Verify( (𝑧,(𝑎𝑖 )𝑖 ),(𝑍,(𝐴

𝜎−1 (𝑖 ) )𝑖 ),𝜋 )

]
< negl(𝜆) .

Note that, when 𝜎 = Id, then Γ is a correct VE protocol.

Security model. We now give the formal definition of security for

a VE (VEP) protocol, which essentially amounts to showing that the

protocol can be simulated in computational zero-knowledge, with

respect to the evaluation server’s secret data. Intuitively, this gives

us the guarantee that the protocol computationally hides the server

secret exponent used to evaluate the function. This security prop-

erty is formalised in ExpxΓ (A, ℓ, 𝜆) for x ∈ {VE,VEP} in Figure 8,

and Theorem 5.2 captures the associated security condition.

Definition 5.2 (VE/VEP Simulation Security). Let Γ be a proto-

col consisting of algorithms (Gen, Eval). We say that Γ is a se-

cure x ∈ {VE,VEP} protocol if, for all PPT algorithms A, then

AdvxΓ,A (𝜆, ℓ) < negl(𝜆), for all ℓ ∈ poly(𝜆).

Protocol guarantees. The proofs of correctness and security for

our construction, Γ (Figure 8), are given in Appendix C.

5.1 Handling Malicious Inputs
Programmable evaluation. During our eventual construction,
we make use of a programmed evaluation mechanism for a VE/VEP
protocol Γ. In essence, we require this to account for adversaries

who have the ability to check that certain malicious entries are

included in the tally result. In such cases, a standard simulation

that randomises all outputs would not preserve the intersection

result. We handle this functionality in the Γ.PEval function.
The Γ.PEval function is used internally during SEval, but in

this case all inputs are sampled randomly. However, the PEval
allows providing a specific set of inputs 𝐼 = {(𝑖 𝑗 , 𝐴∗𝑗 )}𝑖 𝑗 , where Γ
is programmed to output 𝐴𝑖 on input 𝑎𝑖 , for any index (𝑖, 𝐴𝑖 ) ∈ 𝐼 .
Note that, when we program 𝑚 out of ℓ inputs, we essentially

find ourselves inH3,𝑚 of the proof of Claim 3 during the proof of

Theorem C.2. As a result, as long as the programmed inputs 𝐴∗𝑗 are
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indistinguishable from random group elements, the programmed

evaluation is indistinguishable from fully-simulated evaluation.

Non-random inputs. The protocol in Figure 8 deliberately does

not consider “client-side” guarantees. We assume that the inputs

(𝑎𝑖 )𝑖∈[ℓ ] to the protocol are always sampled i.i.d. uniformly ran-

domly in G. In real protocols, clearly the client could cheat by

providing non-random values, and then checking whether the rela-

tionships are preserved. In the simulated case, because the secret

exponent is not used, such relationships are highly likely to be dis-

turbed. Our eventual protocol in Section 6 targets malicious security,

meaning that VE clients can deviate from the desired functionality

in this way. However, we get around this by adding protocol-level

checks and proofs of computation, that allow us to guarantee the

inputs to the VE (VEP) protocols are always eventually sampled

randomly. In the case where the client may attempt to deviate from

the exchange, we simply instruct the protocol-level proof simula-

tion to abort, which mirrors the checks that honest observers of the

protocol can perform in the real-world. See Section 3.3 for further

discussion on how we handle this in the protocol layer.

6 Protocol Design
We recall notation and conventions. Entity identifiers (and algo-

rithms) are written in camel-case sans-serif font, such as: S (Server),
G (group / admin), U𝑖 (𝑖

th
user in system), U𝑖∗ (target user). Sets

of entities are written in calligraphic font, such as:U (all users in

ecosystem),V|G (voting users belonging to the group),V|𝑖 (users
voting on U𝑖 ). For arrays of group elements, we use capital-case

(e.g. 𝑍 in G.AddUser is the set of tags submitted to G). We write

Votes𝑖∗ to denote the set

{
𝑔𝑢𝑖∗ 𝑣𝑗+𝑥 𝑗,𝑖∗

��U𝑗 ∈ V|𝑖∗
}
of ballots cast on

U𝑖∗ , held by S. Additionally, we assume that all NIZK proofs are

verified by parties who receive them. For a set of group elements,

𝑌 ∈ Gℓ
, we write 𝑌 𝑠

(for 𝑠 ∈ F(G)) to denote the set {𝑦𝑠 }𝑦∈𝑌 .
Protocol specification. In Figure 9, we give the formal description

of each of the algorithms used in the protocol that was detailed

across Figures 1 to 5. In particular, the steps of the protocol follow

the explanation in Section 1.1, except for the added zero-knowledge

proofs that provide security against malicious adversaries, by forc-

ing parties to prove they performed their role correctly. We add

annotations to indicate explicitly where an algorithm may impact

the view of another entity in the protocol, meaning that the outputs

of this function will be witnessed by the parties indicated, and thus

these outputs must be simulated when these parties are corrupted.

On proof verification, one case to highlight is in S.SendVotes.
When G receives this message, each voter in the group (that voted

on U𝑖∗ ) must individually verify their ballot is included (exponenti-

ated) in the set𝑤 (𝑠 ) . To do this, they check that one of the DLEQ
proofs present in 𝜋

(S)
VE verifies correctly over the sent ballot and a

single element in𝑊 (𝑠 )
. This check takes 𝑂 (

��𝑊 (𝑠 ) ��) for each indi-

vidual voter, but can be performed asynchronously when U𝑖 ∈ V|G
comes online. If this does not verify for U𝑖 , it indicates that the

server did not send the correct list of ballots, and the intersection

event must be aborted. As noted in Section 3, we assume that such

aborts can be triggered retrospectively, in the case that U𝑖 is offline

during the ballot intersection process.

In summary, we consider the full protocol to be described as the

series of messages described in Figures 1 to 5, where each individual

algorithm for computing and receiving such messages is described

using the implementations described in Figure 9. In particular, this

formulation will be adopted when proving correctness and security

later, where security will depend on showing indistinguishability of

this real protocol execution with a simulation that has access to the

weak formulation of the ideal functionality described in Figure 6.

Protocol adaptations. Our protocol has two immediate limita-

tions: (i) we can only prove security against a non-colluding server

(we discuss the reasons for this more closely in Section 6.1); and

(ii) users can only submit a vote on an individual once. We discuss

in Appendix A design adaptations to our protocol framework and

proof technique to address both of these issues. We further discuss

the possibility of tolerating larger vote domains in Appendix A.3,

though this would require switching to a class group structure (e.g.

as used in [9]) and remains relatively open for research.

6.1 Security Guarantees
We consider a target group G, where U𝑖∗ is attempting to join. As

mentioned in Section 3, we provide security against malicious adver-

saries corrupting various subsets of entities. In particular, we show

that this protocol maintains security againstA = (AG,AU
𝑗̂
,AU𝑖∗ )

— i.e. an adversary that corrupts group admin, a subset of internal

group members, and the target user — and A =AS — a corrupted

server. The main security guarantee and required cryptographic

assumptions are elucidated in Theorem 6.1 below.

Theorem 6.1. The base protocol described in Figures 1 to 5 and
instantiated via the algorithms in Figure 9 is secure against amalicious
adversary that corrupts either any subset of entities associated with a
given group G (Theorem D.6), or the facilitation server (Theorem D.7).
This follows under the existence of a secureVEP protocol (Theorem 5.2),
the hardness of DDH, and a NIZK proof of knowledge system for
discrete log relations.

Proof. We refer the reader to Appendix D. □
Remark 2 (Handling server collusions). For handling stronger cor-

ruption models (including server collusion), Appendix A.1 describes

an adapted protocol sharing group admin responsibilities amongst

𝑛 > 1 non-colluding group admins. This allows for the handling

of corruptions of the form A = (AS,AX), for X ∈ {G,U 𝑗̂ ,U𝑖∗ },
where a malicious server colludes with either the external user, or

a group admin or member. The security argument follows natu-

rally after splitting the responsibilities of the group admin amongst

non-colluding members, as we sketch in Appendix A.1.

Intuitive guarantees. Regarding the corruption cases in Theo-

rem 6.1, the first shows that the base protocol is robust to a colluding

subset of malicious group members (G ∪ (C|G ⊂ V|G)) and the

target user (U𝑖∗ ) attempting to subvert the reputation calculation,

to either force unwanted group entries, or deanonymise votes. Note

that this immediately implies security against an adversary that

corrupts only a subset of these entities as well. In the case of the

server S, corruptions are harder to handle, and thus we assume

no further collusion with other entities in the group (or who may

join the group). We discuss the reasons for this in the following,

where we highlight a series of intuitive security properties that are

maintained by virtue of our proof technique.
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Group (G) functions
G.AddUser(𝑖∗ )

// View of V
��
G, U𝑖∗

𝑍 ←
{
𝑧𝑖,G

��U𝑖 ∈ V
��
G

}
𝑍

send−−−→ U𝑖∗

G.InitExp( )

𝑍 ←
{
𝑧𝑖,G

��U𝑖 ∈ V
��
G

}
𝛼 ← RO(𝑍, upk𝑖∗ )
𝑇 ← 𝑍𝛼

G.IntersectVotes(𝑇 ′′,𝑊 (𝑠 ) )

// View of V
��
G

// (G,U𝑗 ∈ V
��
G ).

𝑇 ′′′ ← 𝑇 ′′1/𝛼

𝑋 = [ ]
for 𝑦 ∈ 𝑇 ′′′ :
for 𝑤 ∈𝑊 (𝑠 )

:

for 𝑥 ∈ 𝐷 :

if (𝑔𝑠𝑖∗,G )𝑥 = 𝑦 · 𝑤 :

𝑋 .push(𝑥 )

G.TallyVotes(𝑋 )

// View of V
��
G, U𝑖∗, S

// U𝑗 ∈ V
��
G check: 𝑋 ← G.IntersectVotes

𝑏𝑖∗,G ← Tally(𝑋 )

𝑏𝑖∗,G
send−−−→ ({U𝑖∗ }, S)

Common Parameters

ℓ =
��V��

G

�� , 𝛾 =
��V��

𝑖∗
��

Server (S) functions
S.CreateGroup(V |G )

// View of G, V
��
G

(𝑠G, spkG, 𝜋S,G ) ← ΓVE .Gen(𝑔)
idG ←$ {0, 1}𝜆

(idG, spkG, 𝜋spkG )
send−−−→ (G,U)

S.InitCount(𝑖∗, idG )

// View of G, V
��
G

// S check: U𝑖∗ ∈ V
��
G

(𝑠𝑖∗,G, spk𝑖∗,G, 𝜋𝑖∗,G ) ← ΓVE .Gen(𝑔)
𝜌𝑖∗,G ←$ Perm[ℓ ]
Δ𝑖∗,G ← 𝑠𝑖∗,G/𝑠G
spk𝑖∗,G ← 𝑔Δ𝑖∗

𝜋𝑖∗,G ← DLog.Prove(Δ𝑖∗,G, 𝑔, spk𝑖∗,G )

( (spk𝑖∗,G, 𝜋𝑖∗,G ), (spk𝑖∗,G, 𝜋𝑖∗,G ) )
send−−−→ G

S.SendVotes(𝑖∗, 𝑠𝑖∗,G, spk𝑖∗,G, idG )

// View of G, V
��
G

𝑊 ← Votes𝑖∗ =
{
𝑔
𝑢𝑖∗ 𝑣𝑗 +𝑥 𝑗̂,𝑖∗

���U𝑗 ∈ V
��
𝑖∗
}

(𝑊 (𝑠 ) , 𝜋 (S)VE ) ← ΓVE .Eval( (𝑠𝑖∗,G, spk𝑖∗,G ),𝑊 )

(𝑊 (𝑠 ) , 𝜋 (S)VE )
send−−−→ G

S.ShuffleExp(𝑇 recv←−− G, (Δ𝑖∗,G, spk𝑖∗,G ), 𝜌𝑖∗,G )

// View of G, V
��
G

// U𝑗 ∈ V
��
G check: 𝑇 = 𝑍𝛼

(𝑇 ′, 𝜋 (S)VEP ) ← ΓVEP .Eval( (Δ𝑖∗,G, spkΔ,𝑖∗,G ),𝑇 , 𝜌𝑖∗,G )

(𝑇 ′, 𝜋 (S)VEP )
send−−−→ G

User (U𝑖 / U𝑖∗ ) functions

U𝑖 .Register( )
// View of G, U, S

(𝑢𝑖 , upk𝑢𝑖 , 𝜋upk𝑖 ) ← ΓVE .Gen(𝑔)
𝑣𝑖 ← F(G)

(upk𝑖 , 𝜋upk𝑖 )
send−−−→ (G,U, S)

U𝑗 .Vote(U𝑖 ∈ U, 𝑥 𝑗,𝑖 ∈ 𝐷 )
// View of S

𝑤𝑗,𝑖 ← upk𝑖
𝑣𝑗 · 𝑔𝑥𝑗,𝑖

𝑤𝑗,𝑖
send−−−→ (S,U𝑖 )

U𝑖 .JoinGroup(spkG )

// View of G, V
��
G

𝑧𝑖,G ← (spkG )−𝑣𝑖
𝜋𝑖,G ← DLog.Prove(−𝑣𝑖 , spkG, 𝑧𝑖,G )

(𝑧𝑖,G, 𝜋𝑖,G )
send−−−→ G

U𝑖∗ .InitCount(idG )

// View of G, V
��
G

𝜎𝑖∗,G ←$ Perm[ℓ ]

U𝑖∗ .ShuffleExp(𝑇 ′
recv←−− G, (𝑢𝑖∗ , upk𝑖∗ ), 𝜎𝑖∗,G )

// View of G, V
��
G

// U𝑗 ∈ V
��
G check: 𝑇 ′ ← S.ShuffleExp

(𝑇 ′′, 𝜋 (U𝑖∗ )VEP ) ← ΓVEP .Eval( (𝑢𝑖∗ , upk𝑖∗ ),𝑇 ′, 𝜎𝑖∗,G )

(𝑇 ′′, 𝜋 (U𝑖∗ )VEP )
send−−−→ G

Figure 9: Full list of function implementations used in themessage flow described in the base protocol (Section 1.1). For example,
G.IntersectVotes is used in Figure 5.

Vote confidentiality: Our protocol ensures vote confidentiality mean-

ing that, for any given ballot in the system on U𝑖∗ , an adversary

cannot discern the value of said vote, apart from via leakage in-

troduced by F (as in all MPC protocols). Intuitively, this follows

from the fact that, for any user U𝑗 voting on U𝑖∗ , the ballot takes

the form: 𝑔𝑢𝑖 𝑣𝑗+𝑥 𝑗,𝑖 . Meanwhile, in the group, the voter tag takes

the form 𝑧 𝑗 = 𝑔−𝑠G𝑣𝑗 . For any A that does not involve S, then we

have an effective DDH relation of the form (𝑔,𝑔1/𝑠G , 𝑧 𝑗 , 𝑔𝑣𝑗 ) (in fact,

𝑔1/𝑠G is never actually known), and thus this ensures that 𝑔𝑣𝑗 is

essentially indistinguishable from uniform, which masks the vote

𝑥 𝑗,𝑖 . Note that this does not take into account votes that are eventu-

ally learned in the intersection of voting users in G on U𝑖∗ , but the

combination of VEP protocols means that the exponentiated tags

in 𝑇 ′′′ are sufficiently shuffled to prevent leaking the identity-vote

correlation. In the setting where S is corrupted alongside some

entity in (or that eventually joins G), this problem becomes easy to

solve, as A is able to send 𝑧 𝑗 to the server, who can then remove

𝑠G from the voter tag to learn 𝑔𝑣𝑗 , and thus 𝑥 𝑗,𝑖 .

Ballot unlinkability: For the aforementioned reasons, it is worth

noting that ballots themselves are actually unlinkable from the

identities of the users casting them. In particular, each ballot is

distributed uniformly in G even given the voter tags held by the

group. Therefore, assuming there is an anonymous channel for

submitting ballots, the user identities themselves are also hidden

(again, accepting the leakage of F with respect to G).

Tally integrity: We maintain the integrity of the tally computed

by G by allowing access to all internal group parameters to en-

tities inV|G. Since we assume that all communications between

the group admin, external user and the server are written to the

internal group transcript, internal users can follow the protocol, ver-

ify zero-knowledge proofs, and recompute the output of Tally(𝑋 )
themselves (where 𝑋 is the set of votes learned in the intersection).

Transitively, by maintaining the integrity of the tally, we also main-

tain the guarantee that any G that admits/does not admit a user

incorrectly will be caught by honest group members.

7 Implementation and Benchmarking
In order to verify the practical viability of our protocol, we imple-

mented the DLog and DLEQ proof systems in Section 4.3, the veri-

fiable exponentiation protocols in Section 5, and the base protocol
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Parameters Phase Runtime (s) Bandwidth

mean st. dev. (KiB)

total 3.4 < 0.1 1312.2

𝑛 = 50 VE.Eval & check < 0.1 < 0.1 2.6

𝑡 = 40 VEP.Eval & check (U) 1.2 < 0.1 653.2

|𝐷 | = 10 VEP.Eval & check (S) 1.2 < 0.1 653.2

ballot intersection 0.9 < 0.1 1.2

total 6.6 0.1 2620.1

𝑛 = 100 VE.Eval & check < 0.1 < 0.1 2.6

𝑡 = 40 VEP.Eval & check (U) 2.4 < 0.1 1306.3

|𝐷 | = 10 VEP.Eval & check (S) 2.4 < 0.1 1306.3

ballot intersection 1.8 < 0.1 1.2

total 13.3 0.1 5235.7

𝑛 = 200 VE.Eval & check < 0.1 < 0.1 2.6

𝑡 = 40 VEP.Eval & check (U) 4.8 0.1 2612.5

|𝐷 | = 10 VEP.Eval & check (S) 4.8 < 0.1 2612.5

ballot intersection 3.7 0.1 1.2

total 17.0 0.1 5239.4

𝑛 = 200 VE.Eval & check < 0.1 < 0.1 5.1

𝑡 = 80 VEP.Eval & check (U) 4.8 < 0.1 2612.5

|𝐷 | = 10 VEP.Eval & check (S) 4.8 0.1 2612.5

ballot intersection 7.3 < 0.1 2.5

total 33.2 0.1 13082.6

𝑛 = 500 VE.Eval & check < 0.1 < 0.1 2.6

𝑡 = 40 VEP.Eval & check (U) 12.0 0.1 6531.3

|𝐷 | = 10 VEP.Eval & check (S) 12.0 0.1 6531.3

ballot intersection 9.1 < 0.1 1.2

total 42.3 0.1 13086.3

𝑛 = 500 VE.Eval & check < 0.1 < 0.1 5.1

𝑡 = 80 VEP.Eval & check (U) 12.0 0.1 6531.3

|𝐷 | = 10 VEP.Eval & check (S) 12.0 0.1 6531.3

ballot intersection 18.2 0.1 2.5

Table 1: Costs of base protocol for a group of 𝑛 users and an
external user that received 𝑡 votes, averaged over 10 runs.

from Section 6 (including all algorithms from Figure 9). To instan-

tiate the protocol, we use the Ritretto255 prime-order group [? ].
Random oracles within proof systems are implemented using SHA2-

256, with the exception of the shuffled DLEQ proof system that

uses SHAKE128.
3
We separate the oracles across proof creations by

pre-pending a 256-bit random prefix to the input, independently

sampled during each proof.

Our implementation is written in C++, and is available open-

source here. We use Ristretto and SHA2 implementations from

libsodium [? ] (v1.0.20), and the SHAKE implementation from

the “compact” FIPS202 code in the XKCP library [? ]. Our code
models a scenario where 𝑛 + 𝑡/2 + 1 users U𝑖 and one group G are

registered with the server, and users U1, . . . ,U𝑛 are manually added

to G. Then, 𝑡 users, half inside the group and half outside of it, send

votes from a domain 𝐷 on U𝑛+𝑡/2+1. Finally, a request from U𝑛+𝑡/2+1
to join G is simulated, where the 𝑡 ballots are intersected with the

3
This is for simplicity, as a challenge longer than 256 bits is used.

𝑛 tokens held by G. We recall that performance is independent of

the size of the entire universe of users, so our experiments focus

only on varying group sizes.

Within the protocol, most time is spent either during VEP eval-

uation and verification, or during ballot intersection. While both

VE and VEP run in time 𝑂 (𝑛), VEP requires many more group op-

erations due to the generic compiler [19] used to prove a correct

shuffle. Ballot intersection runs in time 𝑂 (𝑛 · 𝑡 · |𝐷 |). These opera-
tions are amenable to trivial parallelisation speedups, by processing

loops across multiple threads (since each cycle is independent). In

Table 1, we report clock times on evaluations of the protocol and its

components, for various group sizes 𝑛 and numbers of ballots 𝑡 , and

ephemeral communication costs.
4
All measurements are performed

on a Intel(R) Core(TM) Ultra 5 235U CPU on a single core. Overall,

a naïve implementation achieves acceptable runtimes for relatively

large values of 𝑛 and 𝑡 , and shuffled DLEQ soundness error 2
−128

.

Regarding group sizes, since prior work considers that groups of

thousands of users are already compromised (and thus security is

already lost) [1], our benchmarks focus only on groups of hundreds.

However, noting that ballot intersection uses 𝑂 (𝑛 · 𝑡 · |𝐷 |) group
operations, and thus larger groups could be tolerated with similar

performance when the vote domain is shrunk accordingly. Further,

we stress that no performance comparison was made with other

systems, due to the fact that previous constructions consider vastly

different modelling assumptions (see Section 1.4 for more details).

8 Future Work and Open Problems
We focus on some open problems associated with our work, that

could be the focus of valuable future work. Note that any attempt

to address the assumptions and limitations described in Section 1.2

must be careful to not violate the practicality constraints that we

enforce in the system model (Section 2).

Currently, we lack an obvious path to building a post-quantum

(PQ) version of the protocol. The main hurdle lies in finding practi-

cal constructions of VEP protocols, and the development of linkable

ring signature-like primitives for casting votes. While recent works

on OPRFs match the format of the 2HashDH exponentiation in-

terface that we use [21], none of them appear remotely close to

practical deployment [3, 4, 6? ? ]. Any innovations in this space

would design a clearer path to a PQ alternative of our protocol. In

terms of the security model, we only satisfy security with respect

to the weak formulation of the ideal functionality in Figure 6, since

all (shuffled) votes are revealed in the clear. A protocol that reveals

only the tally result would be a welcome improvement, as noted

in [18] where it is highlighted that only revealing thresholds on

reputations is an obvious privacy enhancement. Such a protocol

would likely require usage of heavier primitives (such as FHE) or

more interaction, and so research into practical solutions to this

problem would be highly welcome. We also only prove security

in the single-session context, and it would be valuable to consider

security in the global, multi-session context. Finally, further inves-

tigation into more complex tallies, and how they interact with the

overall system, would potentially allow building generic reputation

systems that permit more nuanced operations and calculations.

4
We do not include costs for single ballots cast on a user before the join request.
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A Protocol Adaptations
We now present some adaptations of the base protocol. These han-

dle limitations regarding a colluding adversary that corrupts the

server and one other entity (Appendix A.1), as well as removing the

restriction that any user can only vote once on another user (Ap-

pendix A.2), and finally finishing with a discussion of techniques

necessary for handling larger vote domains.

A.1 Handling a Colluding Server
When the adversary corrupts the server in the main protocol (Sec-

tion 6), we cannot tolerate corruption of any other entity associated

with the group. Otherwise, this leads to the possibility of trivially

deanonymising votes made on the corrupted user. This is a funda-

mental problem with the protocol’s system model: Voter tags are

generated without knowledge of U𝑖∗ , ballots without knowledge

of G, and the only always-known shared object is S’s public key.
Therefore a colluding server is hugely damaging.

To rectify this issue, we consider an adapted protocol that can

handle corruptions that involve S and some entity

X ∈ {G,U𝑖∗ , C
��
G ⊂ V

��
G}.

The adapted protocol considers two group admins (G1,G2). In
this case, we assume that at least one of the admins is honest.

5

Furthermore, each group member secret-shares their voter tag (in

the exponent) amongst both admins, and finally each member is

5
We allow 𝑛 admins with one honest, but consider two for simplicity.
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G𝛽 .AddUser(𝑖∗)
// View of V

��
G𝛽

, U𝑖∗

𝑍𝛽 ←
{
𝑧𝑖,G𝛽

����U𝑖 ∈ V
��
G𝛽

}
𝑍𝛽

send−−−→ U𝑖∗

G𝛽 .InitExp()
𝑍𝛽 ←

{
𝑧𝑖,G𝛽

����U𝑖 ∈ V
��
G𝛽

}
𝛼𝛽 ← RO(𝑍𝛽 , upk𝑖∗ )

𝑇𝛽 ← 𝑍
𝛼𝛽

𝛽

G.Combine((𝑇 ′′′)1/𝛼𝛽
𝛽
← G𝛽 )

// View of G, V
��
G

𝑇 ′′′ = [ ]
for 𝑡 ∈ [𝛿 ] :
𝑇 ′′′ [𝑡 ] ← 𝑇 ′′′

1
[𝑡 ] +𝑇 ′′′

2
[𝑡 ]

U𝑖 .JoinGroup(spkG)
// View of G, V

��
G𝛽

𝑣𝑖,1 ←$ F(G)
𝑣𝑖,2 ← 𝑣𝑖 − 𝑣𝑖,1

for 𝛽 ∈ {1, 2} :
𝑧𝑖,G𝛽

← (spkG )
−𝑣𝑖,𝛽

𝜋𝑖,G𝛽
← DLog.Prove(−𝑣𝑖,𝛽 , spkG, 𝑧𝑖,G𝛽

)

(𝑧𝑖,G𝛽
, 𝜋𝑖,G𝛽

) send−−−→ G𝛽

S.ShuffleExp(𝑇𝛽
recv←−−− G𝛽 , (Δ𝑖∗,G, spk𝑖∗,G), 𝜌𝑖∗,G)

// View of G𝛽, V
��
G𝛽

// U𝑗 ∈ V
��
G𝛽

check: 𝑇𝛽 = 𝑍
𝛼𝛽

𝛽

(𝑇 ′𝛽 , 𝜋
(S)
VEP ) ← ΓVEP .Eval( (Δ𝑖∗,G, spkΔ,𝑖∗,G ),𝑇𝛽 , 𝜌𝑖∗,G )

(𝑇 ′𝛽 , 𝜋
(S)
VEP )

send−−−→ G𝛽

U𝑖∗ .ShuffleExp(𝑇 ′𝛽
recv←−−− G𝛽 , (𝑢𝑖∗ , upk𝑖∗ ), 𝜎𝑖∗,G)

// View of G𝛽, V
��
G𝛽

// U𝑗 ∈ V
��
G check: 𝑇 ′𝛽 ← S.ShuffleExp

(𝑇 ′′𝛽 , 𝜋
(U𝑖∗ )
VEP ) ← ΓVEP .Eval( (𝑢𝑖∗ , upk𝑖∗ ),𝑇 ′𝛽 , 𝜎𝑖∗,G )

(𝑇 ′′𝛽 , 𝜋
(U𝑖∗ )
VEP )

send−−−→ G

Figure 10: Modified algorithms for adapted (collusion-
resistant) protocol.

assigned to the view of only one single admin (i.e. U 𝑗̂ belongs to

one ofV|G𝛽
for 𝛽 ∈ 1, 2). This means that each member only learns

“half” of the tag for each other group member.

Let G refer to the group as a whole, while G𝛽 refers to a specific

admin. We give the modified protocol algorithms in Figure 10. The

main differences to highlight are that both group admins essentially

execute the same protocol as before, but interacting with S and

U𝑖∗ separately (using 𝛼𝛽 ← RO(𝑍𝛽 , upk𝑖∗ ) as the blind for their

share of the voter tags). Finally, in the G.Combine algorithm, both

group admins share the sets of exponentiated shuffled tags with

each other (noting that both sets are shuffled identically). Finally,

the rest of the intersection protocol advances in the same manner

as before.

Sketch security argument. Without loss of generality we fo-

cus on the case where some elements in G1 are corrupted. Specif-

ically, consider an adversary A that corrupts S, and one of G1,

C|G1

⊂ V|G1

, or U𝑖∗ . Security will essentially follow because no

entity associated with G1 (either the admin themselves, the vot-

ers assigned to V|G1

, or U𝑖∗ if they are admitted) will ever see a

full voter tag for any honest group member. Therefore, the secret

voting exponents used by such members will only be exposed in

the votes they cast, and in the shuffled exponentiated lists of tags

after Combine. By definition, since we assume thatA = (AS,AX),
then there will always be at least one party honest in at least one

ShuffleExp exchange (in particular, either G or U𝑖∗ ). This primarily

allows simulation of the ShuffleExp exchange for the adversary,

without exposing the voting exponent. After, it’s simple to show

that the votes alone are distributed uniformly, and thus hide the

exponent. Lastly, we note that while AG1
can choose to send an

incorrect 𝑇 ′′′
1

to G2, our assumption that at least one entity in both

V|G𝛽
is honest prevents this from leading to incorrect results in

the protocol.

A.2 Updating votes
As noted previously, our protocol only tolerates a voter casting

a single vote on any given user. This is due to the fact that, for

votes 𝑥
(1)
𝑗,𝑖

and 𝑥
(2)
𝑗,𝑖

, then 𝑔
𝑢𝑖 𝑣𝑗+𝑥 (1)𝑗,𝑖 /𝑔𝑢𝑖 𝑣𝑗+𝑥

(2)
𝑗,𝑖 = 𝑔

𝑥
(1)
𝑗,𝑖
−𝑥 (2)

𝑗,𝑖
, i.e. the

difference of the plaintext votes. This restriction may not be a

problem for many applications, since a voter that wants to update

votes can simply create new voter parameters (i.e. secret exponents

by rerunning Register), and then vote again. However, if we want to
be able to update individual votes without re-registration, we must

consider changes to the protocol. In order to handle multiple votes,

an alternative protocol where votes are constructed as 2-tuples of

the form (𝑔𝑢𝑖 𝑣𝑗 , 𝑔𝐻 (𝑣𝑗 ,𝑙 )+𝑥
(𝑙 )
𝑗,𝑖 ) (where 𝐻 is modelled as a random

oracle in F(G)) gives us the required security guarantee. Notice

here that the counter 𝑙 ∈ N is used to domain separate the hashes of

each vote, where 𝑙 is incremented for each vote update. In practice,

𝑙 must be bounded by some 𝐵 ∈ N so that attempted intersection of

the votes can be performed by the group. In principle, this scheme

actually requires the voters to upload the tags𝑍 𝑗 = {𝑔𝑠G𝐻 (𝑣𝑗 ,𝑙 ) }𝑙∈[𝐵 ]
to each group that they joins. By modifying VEP to operate over

and shuffle sets of tags, we can still perform the intersection, and

we also can ensure that only the most recent vote is counted.

In terms of a brief security analysis, the first element (𝑔𝑢𝑖 𝑣𝑗 )

guarantees that each ballot (and its updates) are linkable, as in the

linkable ring signature approach of AnonRep [? ]. Secondly, ratios
of the second element still hide the plaintext vote. However, we

note that each of the entire sets 𝑍 𝑗 must be exponentiated by S and
U𝑖∗ during the VEP interactions. We do not require that these sets

maintain their order, and so after these interactions it is assumed

that all of the tags are shuffled together. In any case, since the

original protocol permits vote updates via reregistration, we stop

short of offering a full analysis of this variant, which we leave to

future work.

A.3 Larger vote domains
Our protocol only permits voting within polynomially-sized vote

domains, since we essentially need to perform discrete logs effi-

ciently to perform the final recovery of vote values from ballots,

once the ballot intersection process has completed. We note that

class groups of unknown order (as originally introduced by Buch-

mann andWilliams [8]) provide group structures where the discrete

logarithm problem is easy to solve, which could be the basis for

an alternative construction that would allow specifying votes in

exponentially-sized domains. Before getting into challenges that

would arise when instantiating such a system, we firstly note that

nearly all real-world voting schemes use very small domains (e.g.

binary values, or preference rankings from 1 to 𝑛 for small values of

𝑛). However, theoretically speaking, removing this limitation may

be interesting in some pathological use-cases.

Our overall goal was to build our system using cryptography

that was either standardised, or implementable using standard and

well-used cryptographic libraries — such as libsodium [? ], which
forms the basis of our eventual implementation (Section 7). Class

groups are not typically implemented in such libraries, and we

would have to use more experimental code in order to work with

such mathematical objects, such as that provided in [9]. On a more
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fundamental level, our approach is critically dependent on Schnorr-

type zero-knowledge proofs [17] for discrete log arguments, and

on verifiable exponentiations that resemble very efficient oblivious

pseudorandom function protocols (such as [21]). For both objects,

it is clear that security would be violated in groups in which the

discrete logarithm problem is easy to solve. Therefore, alternative

mechanisms would need to be devised for guaranteeing that the

generation of public keys and the exponentiation of certain values

was being performed honestly. While it remains unclear if such

challenges could be overcome, we reiterate that providing voting

capabilities over small domains captures nearly all real-world voting

scenarios.

B On Quasi-Uniqueness of Proof Systems
To guarantee the simulation-extractability of theDLog, VE and VEP
protocols, we use [16, Thm. 3], which requires the underlying sigma

protocols being compiled to have quasi-unique responses. Essentially,
this requires that for any fixed statement and transcript, a proof

system will output a unique proof with overwhelming probability.

We now argue this is the case for the three protocols.

DLog protocol. For proving that public keys are well-formed, we

simply prove a DLog relation by using the Fiat-Shamir transform

over the Schnorr sigma protocol ΣSchnorr. We prove ΣSchnorr has

unique responses and therefore DLog is simulation extractable.

Lemma B.1. The Schnorr sigma protocol has unique responses over
prime-order groups.

Proof. Observe that given a statement (𝑔,𝐺) ∈ G×G, a transcript
(𝑎, 𝑒, 𝑧) ∈ G×Z𝑞 ×Z𝑞 and a second response 𝑧′ ∈ Z𝑞 , we can write

the check in Verify as J𝑔𝑧 = 𝑎 · 𝐺𝑒K. If the check passes for both

𝑧 and 𝑧′, over a prime-order group it implies 𝑔𝑧 = 𝑔𝑧
′ ⇔ 𝑧 = 𝑧′,

meaning that responses are unique. □

DLEQ protocol. The proof system necessary for instantiating the

VE protocol (Section 5) uses the same underlying sigma protocol

used in [12] for batched-DLEQ proofs, proven secure in [? , Thm.

3.17]. The protocol has unique responses, and the proof is essentially

identical to that for ΣSchnorr.

Lemma B.2. The batched-DLEQ sigma protocol in [12] has unique
responses.

Proof. In the notation of [12], given a statement (𝑋 , 𝑌 , 𝑃1, . . . , 𝑃𝑚 ,

𝑄1, . . . ,𝑄𝑚) ∈ G2+2𝑚
, a transcript ((𝐴, 𝐵), 𝑐, 𝑠) ∈ G2 × Z𝑞 × Z𝑞 , and

a second response 𝑠′ ∈ Z𝑞 , the checks in Verify include𝐴 ·𝑌 −𝑐 = 𝑋 𝑠
.

Assuming both 𝑠 and 𝑠′ are valid responses, this implies 𝑋 𝑠 = 𝑋 𝑠′

which over prime-order groups implies 𝑠 = 𝑠′. □

Shuffled DLEQ protocol. As a core building block of our VEP
protocol, we use the sigma protocol for proving DLEQ relations

from [19, App. A.5]. We prove that this protocol and the derived

shuffled DLEQ protocol have quasi-unique responses, in the sense

of [16, Def. 2], as a simpler case of the later lemma for the shuffled

protocol.

Lemma B.3. The Shuffle-compatible DLEQ sigma protocol of [19,
App. A.5] provides unique responses.

Proof. Let G be a group of prime order 𝑞, let (𝑎, 𝑒, 𝑧) be a protocol
transcript where 𝑎 = (𝑎0, 𝑎1) ∈ G × G, 𝑒 ∈ {0, 1}, and 𝑧 ∈ G, and

let 𝑧′ ∈ G be another response, let 𝑥 ∈ Z𝑞 be a witness, and let

𝑦 = ((𝑔,𝑔𝑥 ), (𝑐0, 𝑐1)) be a statement. Then Verify(𝑦, (𝑎, 𝑒, 𝑧)) = 1⇔
(𝑔𝑥𝑒 , 𝑐𝑒 )

𝑧
= 𝑎 and similarly with 𝑧′. It follows that 𝑔𝑥

𝑒 ·𝑧 = 𝑔𝑥
𝑒 ·𝑧′

.

Since Z𝑞 is a field, this implies 𝑧′ = 𝑧, meaning the protocol has

unique responses. □
We similarly argue that the resulting shuffled DLEQ protocol

has quasi-unique responses whenever the elements being shuffled

are random. Note that this is sufficient for instantiating our VEP
protocol, as discussed in Section 5.1.

Lemma B.4. The Shuffled DLEQ protocol resulting from the sigma
protocol of [19, App. A.5] has quasi-unique responses, when input
elements are sampled uniformly from G.

Proof. We instantiate the ΣShuffle protocol from [19, Fig. 1], us-

ing the shuffle-compatible sigma protocol from [19, App. A.5]. Us-

ing the notation [19], as part of our VEP proofs we set all wit-

nesses 𝑥 𝑗
, for all 𝑗 ∈ [𝜏], to be the same value 𝑥 . Given a transcript

((𝑎 𝑗 ) 𝑗∈[𝜏 ] , 𝑒, (𝜋̃𝑧, (𝑧 𝑗 ) 𝑗∈[𝜏 ])) and an alternative response (𝜋̃𝑧′ , (𝑧′
𝑗 ) 𝑗∈[𝜏 ]),

the verification condition 𝑔𝑥
𝑒 ·𝑧 𝑗 = 𝑔𝛼

𝜋𝑎 ( 𝑗 )
implies 𝑧 𝑗 = 𝑧′

𝑗
for all

𝑗 ∈ [𝜏], similarly to TheoremB.3. The further condition (𝑐 𝜋̃𝑧 ( 𝑗 )𝑒 )𝑧 𝑗 =
(𝑐𝜋◦𝜋𝑎 ( 𝑗 )

0
)𝛼𝜋𝑎 ( 𝑗 )

, together with 𝑧 𝑗 = 𝑧′
𝑗
, implies 𝑐

𝜋̃𝑧 ( 𝑗 )
0

= 𝑐
𝜋̃𝑧′ ( 𝑗 )
0

for

all 𝑗 . If the {𝑐 𝑗
0
} 𝑗∈[𝜏 ] are distinct, this implies 𝜋̃𝑧 = 𝜋̃𝑧′ , which means

the response for the given run of ΣShuffle is unique. Therefore, we can

bound Pr[non-unique responses] ≤ Pr[{𝑐 𝑗
0
} 𝑗∈[𝜏 ]] are not distinct].

In particular, if the 𝑐
𝑗

0
are i.i.d. uniformly distributed over G, 𝑞 is

exponentially large and 𝜏 polynomially small, then ΣShuffle has quasi-

unique responses. □
Remark 3. We note that ΣShuffle has to be repeated polynomially

many times to reduce the soundness error. Since each run is in-

dependent, the overall probability of non-unque responses stays

negligibly small.

Remark 4. Theorem B.4 requires assuming that the elements being

shuffled are i.i.d. uniformly distributed in G. We point out that in

our reputation protocol, the elements being shuffled are exponenti-

ated using an exponent 𝛼 output by a random oracle evaluation in

G.InitExp over user tags provided by the members of the messaging

group. As long as one of the group members generated the element

honestly, the exponent 𝛼 will be uniformly distributed, and hence

the elements being exponentiated.

C Deferred VEP proofs
In this section, we prove the correctness and security of our VEP
protocol Γ, as described in Figure 8 in Section 5. The security proof

is proven using the simulation detailed in Figure 11.

Lemma C.1 (Correctness of Γ). The protocol Γ defined in Fig-
ure 8 is correct, according to Theorem 5.1.

Proof. It’s clear that 𝐴𝜎−1 (𝑖 ) = 𝑎𝑧
𝑖
since we have that

((𝐴𝑖 )𝑖∈[ℓ ] , 𝜋) ← Γ.Eval((𝑧, 𝑍 ), (𝑎𝑖 )𝑖∈[ℓ ]) .

Therefore, by the completeness of DLEQ , we know that 𝜋 will

verify correctly with probability 1. Furthermore, by the perfect

completeness of DLog, we know that 1← DLog.Verify(𝑍, 𝜋𝑧) with
probability 1. As a result, the correctness of Γ follows. Clearly, this

also holds in the case of VE, where 𝜎 = Id. □
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Simulation

Γ.SGen( )
𝑍 ←$ G

𝜋𝑧 ← DLog.SProve(𝑔,𝑍 )
return (𝑍, 𝜋𝑧 )

Γ.SEval(𝑍, (𝑎𝑖 )𝑖∈ [ℓ ] )
return Γ.PEval(𝑍, (𝑎𝑖 )𝑖∈ [ℓ ] ,⊥)

Γ.PEval(𝑍, (𝑎𝑖 )𝑖∈ [ℓ ] , { (𝑖 𝑗 , 𝐴∗𝑗 ) } 𝑗 ∈ [𝑚] )
𝑆1, 𝑆2 = [ ]
for 𝑖 ∈ [ℓ ] :
𝑆1 .push(𝑎𝑖 )
if ∃ 𝑗 ∈ [𝑚] s.t. 𝑖 = 𝑖 𝑗

𝑆2 .push(𝐴∗𝑗 )
else :

𝐴𝑖 ←$ G

𝑆2 .push(𝐴𝑖 )
𝜋 ← DLEQ .SProve( (𝑔, 𝑆1 ), (𝑍, 𝑆2 ) )
return (𝑆2, 𝜋 )

Figure 11: Simulation for verifiable exponentiation protocol.

Lemma C.2 (Security of Γ). The protocol Γ defined in Figure 8
is a secure VE (VEP) protocol, according to Theorem 5.2, for ℓ ∈
𝑂 (poly(𝜆)).

Proof. We show that the case of 𝑏 = 0 in the security model

of Figure 8 can be transformed into something computationally

indistinguishable from the case of 𝑏 = 1, via a sequence of com-

putationally indistinguishable hybrid steps. We detail the hybrid

steps below, and then prove each of them individually in the se-

quence of claims that follow. Note that the proof applies in either

the case of VE or VEP using the shuffled DLEQ proof construction

mentioned in Section 4.3. This is because we eventually prove indis-

tinguishability with a simulator (Figure 11) that has no knowledge

of the random permutation used in the VEP case. Therefore, with-

out loss of generality, we prove the following hybrid transitions

are indistinguishable with respect to VE.
Hybrid transitions

H0: This is the case standard security game (Figure 8).

H1: The case of 𝑏 = 0 is modified to replace DLEQ .Prove with
DLEQ .SProve.

H2: We replace DLog.Prove with DLog.SProve in Γ.Gen.
H3: We replace 𝐴𝑖 ← 𝑎𝑧

𝑖
in Γ.Eval with 𝐴𝑖 ←$ G.

H4: We replace 𝑍 ← 𝑔𝑧 with 𝑍 ←$ G in Γ.Gen.

InH4, the case of 𝑏 = 0 is exactly equivalent to the case of 𝑏 = 1,

and we are done. We now prove the indistinguishability of the

transitions betweenH0 andH4, in Claims 1 to 4. We use AdvcD (𝜆)
to denote the advantage of a PPT distinguishing algorithm D dis-

tinguishing betweenHc−1 andHc, for 𝑐 ∈ {1, 2, 3, 4}.
Claim 1. Adv1D (𝜆) < AdvnizkDLEQ,B (𝜆)
Proof. Let B be a PPT adversary against the NIZK property of

DLEQ (ExpNIZKDLEQ (B)). Assume that B simulates VE by instantiating

DLEQ .Prove by sending all queries to the instances of the oracles

𝑃𝑏′ , 𝑅𝑏′ that they have access to, for 𝑏
′ ∈ {0, 1}. In the case of 𝑏′ = 0,

this is exactly the same as in H0, because 𝑃0 simply outputs the

same asDLEQ .Prove. In the case of𝑏′ = 1, 𝑃1 outputsDLEQ .SProve,
which is the same as H1. Therefore, if D distinguishes between

H0 andH1 with advantage 𝜖 , this can be turned into an immediate

distinguisher for ExpNIZKDLEQ (B). □

Claim 2. Adv2D (𝜆) < AdvnizkDLog,B (𝜆)
Proof. Let B be a PPT adversary against ExpNIZKDLog (B). Assume

that B simulates VE by instantiating the usage of DLog.Prove by
sending all queries to the instances of the oracles 𝑃𝑏′ , 𝑅𝑏′ that they

have access to in the NIZK security game, for 𝑏′ ∈ {0, 1}. Note that
this leads to bounding the advantage of D by the advantage of B
in ExpNIZKDLog (B) in the same manner as Claim 1. □

Claim 3. Adv3D (𝜆) < negl(𝜆).
Proof. The cases of H2 and H3 differ only in that the 𝐴𝑖 are

sampled uniformly from G. In order to upper bound Adv3D (𝜆), we
perform a sequence of ℓ hybrid stepsH3,𝑖 . When addressing step

𝑖 , we replace (𝐴ℓ−𝑖+1, . . . , 𝐴ℓ ) = (𝑎𝑧ℓ−𝑖+1, . . . , 𝑎𝑧ℓ ) with the randomly

sampled set (𝐴ℓ−𝑖+1 ←$ G, . . . , 𝐴ℓ ←$ G) (if 𝜎 ≠ id, then we re-

place each {𝐴 𝑗 = 𝑎𝑧
𝜎 ( 𝑗 ) } 𝑗≥ℓ−𝑖 ). With this notation,H3,0 =H2 and

H3,ℓ = H3. Without loss of generality, we analyse the distance

betweenH3,𝑡 andH3,𝑡+1. We can bound the advantage of a distin-

guisherA between these two games, by that of a DDH distinguisher

B. Specifically, we construct B, which expects in input (𝑔,𝑔𝑧, 𝑔𝑦, ℎ)
and must guess whether ℎ = 𝑔𝑧 ·𝑦 or ℎ←$ G, by taking the tuple

(𝑔,𝑔𝑧, 𝑎1, . . . 𝑎ℓ−𝑡−1, 𝑔𝑦, . . . , 𝑎ℓ , 𝐴1, . . . , 𝐴ℓ−𝑡−1, ℎ, . . . , 𝐴ℓ ) and passing
it to A. If A guesses that the tuple was generated in game H3,𝑡 ,

thenB guessesℎ = 𝑔𝑧 ·𝑦 , and ifA guessesH3,𝑡+1,B guessesℎ←$ G.
The illustrative use of 𝑔𝑦 and ℎ match the situation in our proto-

col, where 𝑎ℓ−𝑡 is a random group element,
6
hence 𝑎ℓ−𝑡 = 𝑔𝑦 , and

𝐴ℓ−𝑡 ← 𝑎𝑧
ℓ−𝑡 . By applying this hybrid ℓ times and by the DDH

assumption, if ℓ ∈ 𝑂 (poly(𝜆)), then Adv3D (𝜆) < negl(𝜆). □
Claim 4. Adv4D (𝜆) = 0

Proof. At this point, 𝑧 is only being used to define 𝑍 = 𝑔𝑧 . Since

𝑧 ∼ F(G) and G is a prime order group, then 𝑍 ∼ 𝑈 (G). Therefore
replacing 𝑔𝑧 with a uniformly sampled group element is indistin-

guishable. □
Following Claim 4, the pairs of algorithms (Γ.Gen, Γ.Eval) and

(Γ.SGen, Γ.SEval), are identical. Therefore, the cases 𝑏 = 0 and

𝑏 = 1 are indistinguishable in ExpVEΓ (A, ℓ, 𝜆), and so AdvVEΓ,A (𝜆, ℓ) <
negl(𝜆). Thus, Theorem C.2 holds.

□

D Protocol Security Proofs
We now argue the security of the protocol against adversaries

that corrupt either {G, C|G ⊂ V|G,U𝑖∗ } or S. In the following, we

construct a simulator that provides an indistinguishable protocol

view for such adversaries, using the security model and framework

discussed in Section 3. This simulator will simulate each of the

algorithms defined in Figure 9 that impact the view of the given ad-

versarial entity in the protocol defined by the exchanges in Figures 1

to 5.

Notation. For a real-world algorithm Alg run by entity B, the
simulated version SimB .SAlg produces an indistinguishable view for

6
Recall the discussion in Section 5.1, where it is noted that all input elements are

sampled uniformly from the group.
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Sim.ExtCreateGroup(spkG, 𝜋spkG )
𝑠G ← Extract( (𝑔, spkG ), 𝜋spkG )
return 𝑠G

Sim.ExtInitCount(spk𝑖∗,G, 𝜋𝑖∗,G, spk𝑖∗,G, 𝜋𝑖∗,G)
Δ𝑖∗,G ← Extract( (𝑔, spk𝑖∗,G ), 𝜋𝑖∗,G )

𝑠𝑖∗,G ← Extract( (𝑔, spk𝑖∗,G ), 𝜋𝑖∗,G )
return Δ𝑖∗,G, 𝑠𝑖∗,G

Sim.ExtRegister(upk 𝑗̂ , 𝜋upk 𝑗̂ )
𝑢
𝑗̂
← Extract( (𝑔, upk

𝑗̂
), 𝜋upk

𝑗̂
)

return 𝑢
𝑗̂

Sim.ExtJoinGroup(𝑧 𝑗̂ ,G, 𝜋 𝑗̂ ,G)
𝑣
𝑗̂
← Extract( (𝑔, 𝑧

𝑗̂ ,G ), 𝜋 𝑗̂ ,G )
return 𝑣

𝑗̂

Sim.ExtVote(𝑔,𝑤𝑖∗, 𝑗̂ , 𝑦𝑖∗, 𝑗̂ )
𝑑 ← 𝑤

𝑖∗, 𝑗̂ · 𝑦𝑖∗, 𝑗̂
for 𝑥 ∈ 𝐷 :

if 𝑔𝑥 = 𝑑 :

return 𝑥

return ⊥

Figure 12: Simulator algorithms extracting adversarial se-
crets and inputs.

some adversarial entityAC, where the view ofC in the real protocol

is impacted by the results of Alg. In each case, we write AdvsalgB (𝜆)
to denote the advantage of some PPT algorithm D attempting to

distinguish between the real and simulated variants.

Finally, throughout the following, to distinguish between voting

users in V|G \ C|G (honest voters) and voting users in C|G (cor-

rupted voters), we will write V𝑗 ∈ V|G and V 𝑗̂ ∈ C|G. In other

words, the subscript 𝑗̂ indicates that this corresponds to a corrupted

user.

D.1 Simulation Extraction Algorithms
In Figure 12, we define mechanisms that extract adversarial secrets

throughout the protocol, depending on the corrupted entity that is

being interacted with. These procedures rely on extracting secret

exponents from DLog-like simulation-extractable NIZK proofs. In

Theorem D.1 we prove that each of the DLog extraction algorithms

in Figure 12 is PPT, with all but negligible correctness error.

Lemma D.1 (DLog extraction functions). The Sim algorithms
(ExtCreateGroup, ExtInitCount, ExtRegister, ExtJoinGroup) are PPT
with negligible correctness error, assuming the non-interactive simu-
lation extractability of DLog.

Proof. In each case, the same logic applies, so we will consider

the case of ExtJoinGroup without loss of generality. The simula-

tor receives (𝑧 𝑗̂ ,G = 𝑔
−𝑠G𝑣 𝑗̂ , 𝜋 𝑗̂ ,G) when AU

𝑗̂
runs JoinGroup to

join G. As long as the proof verifies (DLog.Verify(𝑧 𝑗̂ ,G, 𝜋 𝑗̂ ,G)) then,
by the simulation-extractability of DLog (Theorem 4.5), there is

a polynomial-time extraction algorithm Extract that extracts the
witness (discrete log) 𝑣 𝑗̂ from the known pair (𝑔𝑠G , (𝑔𝑠G )−𝑣 𝑗̂ ) with
all but non-negligible error. In particular, it is trivial to construct

a winning adversary against ExpNISEDLog, based on an algorithm that

does not output correctly with all but negligible probability. □
Finally, we prove the following short lemma (Theorem D.2) re-

garding adversarial vote extraction (ExtVote(𝑔,𝑤,𝑦)) returns 𝑥 ∈ 𝐷 ,

such that𝑤 = 𝑔𝑥 · 𝑦−1.
Lemma D.2 (Vote extraction). Assuming that |𝐷 | = poly(𝜆),

Sim.ExtVote(𝑔,𝑤,𝑦) returns 𝑥 ∈ 𝐷 such that𝑤 = 𝑔𝑥 ·𝑦−1 in PPT, or
returns ⊥ otherwise.

Proof. The proof is trivial based on the construction of ExtVote
in Figure 12. Note that the possibility of two different values 𝑥 and

SimU𝑖
.SRegister()

(upk𝑢𝑖 , 𝜋upk𝑖 ) ← ΓVE .SGen(𝑔)

(upk𝑖 , 𝜋upk𝑖 )
send−−−→ A

SimU𝑖
.SJoinGroup(spkG)

(𝑧𝑖,G, 𝜋𝑖,G ) ← ΓVE .SGen(spkG )

(𝑧𝑖,G, 𝜋𝑖,G )
send−−−→ A

SimS .SCreateGroup(V|G)
(spkG, 𝜋S,G ) ← ΓVE .SGen(𝑔)

idG ←$ {0, 1}𝜆

(spkG, 𝜋spkG )
send−−−→ A

SimS .SInitCount(𝑖∗, idG)
// Sim check: U𝑖∗ ∈ V

��
G

(spk𝑖∗,G, 𝜋𝑖∗,G ) ← ΓVE .SGen(𝑔)
(spk𝑖∗,G, 𝜋𝑖∗,G ) ← ΓVE .SGen(𝑔)

( (spk𝑖∗,G, 𝜋𝑖∗,G ), (spk𝑖∗,G, 𝜋𝑖∗,G ) )
send−−−→ A

SimS .SShuffleExp(𝑇, spk𝑖∗,G)
// Sim check: 𝑇 = 𝑍𝛼

(𝑇 ′, 𝜋 (S)VEP ) ← ΓVEP .SEval(spkΔ,𝑖∗,G,𝑇 )

(𝑇 ′, 𝜋 (S)VEP )
send−−−→ G

SimS .SSendVotes(𝑣 𝑗̂ , {𝑥 𝑗̂ ,𝑖∗ }U 𝑗̂
∈C|G , spk𝑖∗,G,𝑇

′′′)
// Recall: 𝛾 =

��V��
𝑖∗
��, ℓ =

��V��
G

��
𝑊 ← Votes𝑖∗

𝑋 ← F(𝑥
𝑗̂ ,𝑖∗ , idG )

𝐼 , 𝐽 ′, 𝐽 ′′ = [ ]
for 𝑥

𝑗̂ ,𝑖∗ ∈ {𝑥 𝑗̂ ,𝑖∗ }U 𝑗̂
∈C|G :

Find 𝑡
𝑗̂
∈ [𝛾 ] s.t.𝑊 [𝑡

𝑗̂
] = upk

𝑣
𝑗̂

𝑖∗ · 𝑔
𝑥
𝑗̂ ,𝑖

𝐽 ′′ .push(𝑡
𝑗̂
)

for 𝑥 ∈ 𝑋 \ {𝑥
𝑗̂ ,𝑖∗ }U 𝑗̂

∈C|G :

𝑖 ←$ [ℓ ] \ 𝐽 ′

𝑡 ←$ [𝛾 ] \ 𝐽 ′′

𝐽 ′ .push(𝑖 )
𝐽 ′′ .push(𝑡 )

𝐼 .push( (𝑡,𝑇 ′′′ [𝑖 ]−1 · (spk𝑖∗,G )𝑥 ) )
for 𝑥

𝑗̂ ,𝑖∗ ∈ {𝑥 𝑗̂ ,𝑖∗ }U 𝑗̂
∈C|G :

if 𝑥
𝑗̂ ,𝑖∗ ≠ ⊥ :

𝑖
𝑗̂
←$ [ℓ ] \ 𝐽 ′

𝐼 .push( (𝑡
𝑗̂
,𝑇 ′′ [𝑖

𝑗̂
] · (spk𝑖∗,G )

𝑥
𝑗̂ ,𝑖∗ ) )

(𝑊 (𝑠 ) , 𝜋 (S)VE ) ← ΓVE .PEval(spk𝑖∗,G,𝑊 , 𝐼 )

(𝑊,𝑊 (𝑠 ) , 𝜋 (S)VE )
send−−−→ AG

Figure 13: Simulated algorithms for A = (AG,AU
𝑗̂
∈

C|G,U𝑖∗ ).

𝑥 ′ satisfying the algorithm is 0, and therefore returning the first

satisfying 𝑥 ∈ 𝐷 is correct. □

D.2 Corruption of G, U𝑖∗ , and C|G ⊂ V|G
In the (G,U𝑖∗ , C|G) corruption model, we consider a PPT malicious

adversary A = (AG,AU𝑖∗ ,AU
𝑗̂
) that corrupts the group admin

conducting the tally (G), the target user (U𝑖∗ ), along with a subset

(C|G ⊂ V|G) of groupmembers (whomay ormay not have voted on

the target user). This means that some number of group members

(voters) and the facilitation server S remain honest. In order to

prove security of the protocol, we demonstrate a simulator Sim
that provides a view to A that is indistinguishable from that of the

real protocol, while only interacting with the ideal functionality F
demonstrated in Figure 6.

Given this corruption model, the simulator must simulate the

algorithms shown in Figure 13, since these algorithms all modify

or impact the view of the corrupted parties. Note that simulation

of the vote algorithm (Vote) is not necessary in this setting, since

ballots are only held by the server, which is played by an honest

party. Note that ballots cast by corrupted entities are simply held

by the simulator, and used only if needed during the IntersectVotes
procedure.

Our security argument is given and proven in Theorem D.6.

First, we prove a number of lemmas that are useful for the eventual

security proof. In particular, each lemma proves that the simulated

equivalents of functions typically run by either the honest S or an

honest U𝑖 (either in the group, or out), are indistinguishable from

their real-world counterparts.

Lemma D.3. AdvxD (𝜆) < AdvNIZKB (𝜆) for PPT B, and for x ∈
{SCreateGroup, SRegister, SJoinGroup}.

Proof. Since the simulation of each of the functions in the set

{SCreateGroup, SRegister, SJoinGroup} are essentially identical, we
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give a proof for the case of SCreateGroup, without loss of generality,
that covers all of them.

An algorithm B attempting to violate the non-interactive zero-

knowledge property of DLog receives a challenge of the form

(spk, 𝜋spk), where when 𝑏 = 0, we have that (𝑠, spk = 𝑔𝑠 , 𝜋) ←
ΓVE .Gen(𝑔), and when 𝑏 = 1, (spk, 𝜋) ← ΓVE .SGen(𝑔). In both

cases, it is assumed that 𝜋 verifies correctly. To simulate the distin-

guishing game in ExpSCreateGroupD , B simply samples idG ←$ {0, 1}𝜆 ,
and then sends (idG, spk, 𝜋) to D. If D can distinguish the two

cases with non-negligible advantage, then this transitively implies

a non-negligible winning strategy for B. □
The case of SInitCount is slightly more involved, and the proof

argument is given in Theorem D.4, below.

Lemma D.4. AdvSInitCountD (𝜆) < AdvddhG,B′ (𝜆) + 2 · Adv
NIZK
B (𝜆) for

any algorithms (B,B′).

Proof. In the case of SInitCount, we note that we instantiate a two-
step hybrid argument to cover the pair of proven public keys that the

adversary receives. In the first step, we replace sampling of 𝜋𝑖∗,G ←
DLog.Prove(Δ𝑖∗,G, 𝑔, spk𝑖∗,G) with (spk𝑖∗,G, 𝜋𝑖∗,G) ← ΓVE .SGen(𝑔),
by the same argument as in the proof of Theorem D.3. The second

step involves noting that the steps that construct Δ𝑖∗,G ← 𝑠𝑖∗,G/𝑠G
and results in the following set of public keys:

(𝑔, spk𝑖∗,G = 𝑔𝑠𝑖∗,G , spkG = 𝑔𝑠G , 𝑔Δ𝑖∗,G ),
that mirror a Decisional Diffie-Hellman (DDH) challenge (Theo-

rem 4.1). Clearly, we can transition to a world where we replace

𝑔Δ𝑖∗,G with 𝑢 ←$ G (where Δ𝑖∗,G is unknown) via an adversary B′
against DDH.

The final step involves simulating the keypair (spk𝑖∗,G, 𝜋𝑖∗,G),
via the argument used in Theorem D.3. □

We now prove the cases of ShuffleExp, when S and/or U𝑖∗ are

honest.

Lemma D.5 (Simulation of SShuffleExp). AdvSShuffleExpD (𝜆) <
AdvVEPΓVEP,B (𝜆) for any PPT algorithm B.

Proof. Note that the ShuffleExp is a simple wrapper around the

ΓVEP .eval algorithm, the only difference being that there is a check

on the input 𝑇 (in the case of S.ShuffleExp, or 𝑇 ′ in the case of

U𝑖∗ ). These checks are performed by honest voters U𝑗 ∈ V|G, who
observe the transcript of communications initiated by G. As noted
in Section 3, we make the assumption that the material sent and

received by G is written directly to the internal tape of all voters in

the group. When G is honest, these checks always pass. In the case

where it is not, anyone with knowledge of the set 𝑍 can check that

𝑇 = 𝑍𝛼
, since 𝛼 ← RO(𝑍, upk𝑖∗ ).

Let B be an adversary attempting to break the security of ΓVEP,
then as long as B is given access to 𝑍 , they simply forward the

response they get from the VEP experiment to the function caller.

Any caller than can distinguish with non-negligible probability

translates directly to a non-negligible attack on the underlying VEP
scheme. □

We now proceed to proving the main security guarantee.

Lemma D.6 (Security against malicious group). Assume the
existence of a secure VEP protocol (Theorem 5.2), the hardness of
solving DDH (Theorem 4.1), and a NIZK proof of knowledge system

for discrete log relations (Section 4.3). Then the protocol in Figure 9
is secure against corruption of G, U𝑖∗ and a subset C|G ⊂ V|G, by a
malicious adversary A.

Proof. We detail the hybrid argument below proving that the

real-world protocol and simulation are indistinguishable, where

the final step (H10) is equivalent to the simulation. After, follows

a series of proven claims relating to each of the individual hybrid

steps, ensuring (at least) computational indistinguishability.

Hybrid transitions

H0: This is the real protocol.

H1: For all U 𝑗̂ ∈ C|G: runs 𝑣 𝑗̂ ← Sim.ExtJoinGroup(𝑧 𝑗̂ ,G, 𝜋 𝑗̂ ,G) to
extract the voter exponent used by AU

𝑗̂
.

H2: For all U 𝑗̂ ∈ C|G: runs𝑢 𝑗̂ ← Sim.ExtRegister(upk 𝑗̂ , 𝜋upk 𝑗̂ ) to
extract the user exponent used by AU

𝑗̂
. Furthermore, runs

𝑢𝑖∗ ← Sim.ExtRegister(upk𝑖∗ , 𝜋upk𝑖∗ ) to extract the user ex-

ponent used by AU𝑖∗ .

H3: For all U 𝑗̂ ∈ C|G: runs the extraction algorithm 𝑥 𝑗̂ ,𝑖 ←
Sim.ExtVote(𝑦𝑖, 𝑗̂ , spk𝑖,G, upk𝑖 , 𝑣 𝑗̂ ) to extract the vote made by

AU
𝑗̂
on any user U𝑖 ∈ U (including U𝑖∗ ), (or 𝑥 𝑗̂ ,𝑖 = ⊥ if U 𝑗̂

didn’t vote on U𝑖 ).

H4: Construct the set {𝑥 𝑗̂ ,𝑖∗ }U 𝑗̂
∈C|G of votes cast on U𝑖∗ by a cor-

rupted group member, and send it to F , and then receive the

total (shuffled) set of votes 𝑋 made on U𝑖∗ (including votes

by honest voters).

H5: Replace calls to S.SendVotes with SimS .SSendVotes.
H6: Replace calls to S.ShuffleExp with SimS .SShuffleExp.
H7: Replace S.InitCount with SimS .SInitCount.
H8: Replace S.CreateGroup with SimS .SCreateGroup.
H9: Replace calls to U𝑖 .Register with SimU𝑖

.SRegister.
H10: Replace calls to U𝑖 .JoinGroup with SimU𝑖

.SJoinGroup.

In the following, we write Adv𝜄D (𝜆) to indicate the advantage of
a PPT distinguishing algorithm D in distinguishing betweenH𝜄−1
andH𝜄 . Furthermore, let 𝑁 = |V|G | and 𝑁C = |C|G |, be the total
number of voters and corrupted voters, respectively. We write U 𝑗̂

when referring to a member of C|G, where 𝑗 ∈ [𝑁 ].

Claim 5.

∑
2

𝜄=1 Adv
𝜄
D (𝜆) < 2(𝑁C + 1) · AdvNISEDLog,B (𝜆) for any PPT

algorithm B.
Proof. [Proof of Claim 5] For any U 𝑗̂ ∈ C|G, both the JoinGroup
and Register function outputs are sent to all voters in the group

and therefore written internally to the immutable transcript seen

by honest voters. Thus, crucially, these outputs are observed by

the simulator, which allows Sim to run the extraction algorithms

on these outputs. More formally, for each U 𝑗̂ ∈ C|G, the indistin-
guishability of both hybrid steps follows from Theorem D.1. Note

that the actual view of the adversary does not change in either

case — unless simulation-extractability of DLog is violated — since

the results of the extraction are not exposed. If this is violated, the

simulation fails further down the line.

In the case of the transition betweenH1 andH2, we must also

take into account extracting the secret exponents of U𝑖∗ in Register,
and in JoinGroup (if they are admitted to the group in the end of
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the protocol). The explicit extraction steps are exactly the same as

in the case of U 𝑗̂ . □

Claim 6. Adv3D (𝜆) = 0.

Proof. [Proof of Claim 6] Firstly, as in Claim 5, Sim observes all

calls to Vote since all votes are sent via the (honest) server. Secondly,
since the server has already extracted 𝑣 𝑗̂ for each U 𝑗̂ ∈ C|G, it
can The simulator Sim extracts 𝑥 𝑗̂ ,𝑖 ∈ 𝐷 (or 𝑥 𝑗̂ ,𝑖 = ⊥, if the vote
is malformed) using the argument given in Theorem D.2, for all

U𝑖 ∈ U. □
Claim 7. Adv4D (𝜆) = 0.

Proof. [Proof of Claim 7] Sim constructs the set {𝑥 𝑗̂ ,𝑖∗ } supplies
𝑥 𝑗̂ ,𝑖∗ to F , and learns the set 𝑋 of shuffled plaintext votes via the

weak formulation of F (Figure 6). Note that this happens in the

background, and thus does not change the view of the adversary

(this will be handled explicitly in Claim 8). □
Claim 8. Adv5D (𝜆) < AdvVEΓVE,B (𝜆) + 𝛿 · Adv

NISE
DLEQ,B (𝜆) for any PPT

algorithm B.
Proof. [Proof of Claim 8] We show that𝑊 (𝑠 )

, as computed in

Sim.SSendVotes, is computationally indistinguishable from𝑊 (𝑠 )

calculated inH4. Recall that, inH4, we compute:

(𝑊 (𝑠 ) , 𝜋 (𝑠 )VE ) ← ΓVE .Eval((𝑠𝑖∗,G, spk𝑖∗,G),𝑊 ),

where𝑊 = Votes𝑖∗ . InH5, we compute:

(𝑊 (𝑠 ) , 𝜋 (𝑠 )VE ) ← ΓVE .PEval(spk𝑖∗,G,𝑊 , 𝐼 ),

where 𝐼 = {(𝑡,𝑇 ′′ [𝑖] · (spk𝑖∗,G)𝑥 )}, for each 𝑥 ∈ 𝑋 . We note that,

since the simulator has 𝑣 𝑗̂ and 𝑥 𝑗̂ ,𝑖∗ , they are able to locate the

anonymised vote,𝑤 𝑗̂ ,𝑖∗ , in position 𝑖 𝑗̂ of𝑊 that wasmade byAU
𝑗̂
on

U𝑖∗ . Analysing the set 𝐼 , we sample random entries (𝑖, 𝑡) from𝑊 and

𝑇 ′′′, respectively, and then program VE to output𝑇 ′′′ [𝑡]−1 ·spk𝑖∗,G
𝑥

for𝑊 [𝑖]. The output on𝑊 [𝑖 𝑗̂ ], is programmed also. Note that𝑊

is never observed by the adversary, and so we are free to sample

random entries from the set for simulating votes.

Firstly, note that 𝑇 ′′′ [𝑡] = 𝑔−𝑠𝑖∗,G𝑢𝑖∗ 𝑣𝜎𝜌 ( 𝑗 )
for some V𝑗 ∈ V|G,

as long as A is unable to subvert the protocol. The probability

of subversion (Pr[Subvert]) is calculated based on the actions of

AG .InitExp, the inputs𝑇,𝑇 ′ sent byAG to both instances of ShuffleExp,
and the response of U𝑖∗ in ShuffleExp. In the first case, any group

member that has access to 𝑍 can check that AG calculates 𝑇 = 𝑍𝛼

properly, where 𝛼 ← RO(𝑍, upk𝑖∗ ). In the case of the Sim, since all

calls to RO are managed by the simulator themselves, this is also

checkable. In the cases of sending 𝑇 and 𝑇 ′ we rely on the assump-

tion that all inputs to function calls made by G are written to the

internal group transcript, which means that the simulator can check

that the group provides the correct inputs to both ShuffleExp invo-

cations. This happens since all calls are routed via the server, which

is run internally by Sim. In the case of the response of U𝑖∗ , the sim-

ulator can check explicitly that 𝑇 ′′ = (𝑇 ′)𝑢𝑖∗ for some polynomial-

time checkable shuffle of 𝑇 ′, since it already extracted the target

user exponent. Note that, however, if U𝑖∗ can violate the simulation-

extractability of 𝜋
(𝑢 )
VEP, it could go undetected inH4. In essence, this

would allow U𝑖∗ to use a different exponent when exponentiating

the votes. Finally, 𝑇 ′′′ is simply calculated by Sim as (𝑇 ′′)1/𝑜 . All
things considered, Pr[Subvert] = 𝛿 · AdvNISEDLEQ,B (𝜆). Therefore, we

note that:

𝑇 ′′′ [𝑡]−1 · (spk𝑖∗,G)𝑥 = 𝑔𝑠𝑖∗,G𝑢𝑖∗ 𝑣𝜎𝜌 ( 𝑗 ) · 𝑔𝑠𝑖∗,G𝑥

= (𝑔𝑢𝑖∗ 𝑣𝜎𝜌 ( 𝑗 )+𝑥 )𝑠𝑖∗,G

= ΓVE .Eval((𝑠𝑖∗,G, spk𝑖∗,G),𝑊 ) .

Therefore, we conclude that for intersecting votes, we are calcu-

lating the corresponding entries in𝑊 (𝑠 )
inH5 identically. Finally,

we must address the usage of PEval, as opposed to SEval. Finally,
by Theorem C.2, the outputs of ΓVE .eval and ΓVE .PEval are also in-

distinguishable. In summary, we conclude that the distinguishing

advantage between H4 and H5 is bounded by AdvVEΓVE,B (𝜆) + 𝛿 ·
AdvNISEDLEQ,B (𝜆). □

Claim 9. Adv6D (𝜆) < AdvVEPΓVEP,B (𝜆)
Proof. [Proof of Claim 9] This step admits a distinguishing advan-

tage bounded by the statement of Theorem D.5. Note that Sim has

access to 𝑍 , as highlighted in Claim 8, and thus they can carry out

the checks necessary to ensure that the VEP protocol is carried out

correctlt. Notice that, after this change, the VEP interaction with S
is simulated without using the secret exponents of S. □
Claim 10. Adv7D (𝜆) < AdvddhG,B′ (𝜆) + 2 · AdvNIZKB (𝜆) for any PPT

algorithms (B,B′).
Proof. [Proof of Claim 10] Follows directly from Theorem D.4. Af-

ter this step, the server’s ephemeral exponents are no longer known

to the simulator. Note that they are already not used anywhere,

due to the simulation of the VE and VEP interactions inH5 andH6,

respectively. □
Claim 11.

∑
10

𝜄=8 Adv
𝜄
D (𝜆) < 3 · AdvNIZKB (𝜆) for PPT B.

Proof. [Proof of Claim 11] The distinguishing advantage in each

step is bounded by Theorem D.3. Afterwards, all secret exponents

of S are unknown. Moreover, all honest users joining the group will

send random group elements, and thus their voter tag is unknown.

Intuitively, this follows because the voter tags are computed as

spk
−𝑣𝑗
G for each V𝑗 ∈ G. The only other place the tags arise is in

the computation of votes by V𝑗 on any U 𝑗̂ ∈ C|G. However, since
the base of the votes is the generator 𝑔, the tags are independently

distributed. Therefore, the argument from Theorem D.3 applies. □
As noted previously, sinceH10 is identical to the simulation, we

can consider the proof of Theorem D.6 complete, given that each

of the distinguishing advantages for the hybrid steps is at most

negl(𝜆). □

D.3 Server (S) Corruption
In this corruption model, we consider an adversary A =AS that

corrupts the server. Recall from the discussion in Section 3 that

modelling corruptions of the server is much more difficult, and

thus we are unable to prove security for S + A for A ∈ {U𝑖∗ ,U 𝑗̂ ,G}
with respect to the base protocol. In Appendix A.1, we give an

adapted protocol that ensures security in such scenarios. In the base

protocol, however, where there is a single group admin, we can

still prove security against a malicious server, as long as no further

collaboration occurs with any entity associated with the group in

question. This means that all internal group members U 𝑗̂ ∈ V|G,
the group admin itself G, and the target user U𝑖∗ remain honest. As

before, Figure 14 details the simulated functions. In Theorem D.7,

we summarise the security argument for this corruption model.
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Sim(AS)
ExtCreateGroup

ExtInitCount

ExtRegister

SimU𝑖 .SRegister

SimU𝑖 .SJoinGroup

SimU𝑖 .SVote

SimU𝑖
.SVote(U𝑗 )

𝑤𝑖,𝑗 ←$ G

𝑤𝑖,𝑗
send−−−→ A

SimG .STallyVotes()
𝑋 ← F(idG )
𝑏𝑖∗,G ← Tally(𝑋 )
SimU𝑖∗ .SShuffleExp(𝑇

′, upk𝑖∗ )
// Sim check: 𝑇 ′ ← S.ShuffleExp

(𝑇 ′′, 𝜋 (U𝑖∗ )VEP ) ← ΓVEP .SEval(upk𝑖∗ ,𝑇 ′ )

(𝑇 ′′, 𝜋 (U𝑖∗ )VEP )
send−−−→ A

Figure 14: Algorithms to simulate, and additional simulations
for A =AS.

Lemma D.7. Assume the existence of a secure VEP protocol (Theo-
rem 5.2), the hardness of solving DDH (Theorem 4.1), and a NIZK proof
of knowledge system for discrete log relations (Section 4.3). Then the
protocol in Figure 9 is secure against corruption of S, by a malicious
adversary A.

Proof. The proof follows the hybrid argument below.

Hybrid transitions

H0: This is the real protocol.

H1: Run 𝑠G ← Sim.ExtCreateGroup(spkG, 𝜋spkG ) to extract the

group exponent used by AS.

H2: Run Sim.ExtInitCount(spk𝑖∗,G, 𝜋𝑖∗,G, spk𝑖∗,G, 𝜋𝑖∗,G) to extract
the secret exponents used by AS.

H3: Replace the call toG.TallyVoteswith calls to SimG .STallyVotes.
H4: Replace U𝑖∗ .ShuffleExp with SimU𝑖∗ .SShuffleExp.
H5: Replace U𝑖 .Register with SimU𝑖

.SRegister.
H6: Replace U𝑖 .JoinGroup with SimU𝑖

.SJoinGroup.
H7: Replace U𝑖 .Vote with SimU𝑖

.SVote.
H8: Replace 𝑇 sent by G in S.ShuffleExp with 𝑇 ←$ G𝛿

.

We focus on the indistinguishability ofH2 andH3, which is the

only step that differs significantly from those proven in Lemma D.6.

Once we reachH8, this is identical to the ideal-world simulation,

and the proof is complete.

Claim 12.

∑
2

𝜄=1 Adv
𝜄
D (𝜆) < 3 · AdvNISEDLog,B (𝜆) + Adv

ddh

G,B′ (𝜆) for any
PPT (B,B′).
Proof. [Proof of Claim 12] Indistinguishability of each step follows

from Theorem D.1. □
Claim 13. Adv3D (𝜆) < 3 · AdvNISEDLEQ,B (𝜆) for PPT B.
Proof. [Proof of Claim 13] In SimG .STallyVotes, the main differ-

ence is that the votes considered in 𝑋 are output directly from

the ideal functionality 𝑋 , whereas in H3 they are output by the

G.IntersectVotes function. An algorithm can distinguish between

the hybrids if they can force G.IntersectVotes to output an incor-

rect set 𝑋 ′. To analyse whether such subversion can occur (i.e.

Pr[Subvert]), we consider the structure of the sets𝑇 ′′,𝑊 ,𝑊 (𝑠 )
pro-

vided to the function.

Firstly, in the case of 𝑇 ′′, note that the simulator can check that

AS and AU𝑖∗ are carrying out the VEP interaction properly, via

verification of the proofs 𝜋
(S)
VEP, respectively. In particular, by ex-

tracting Δ𝑖∗,G and 𝑢𝑖∗ the simulator can check that the returned

exponentiated values correspond to a shuffling of the sets 𝑇 Δ𝑖∗,G

and (𝑇 Δ𝑖∗,G )𝑢𝑖∗ , respectively. Therefore, we conclude that the prob-
ability of subversion relative to 𝑇 ′′ is bounded by AdvNISEDLEQ,B (𝜆),
corresponding the proof issued by AS during the VEP interaction.

Secondly, in the case of𝑊 , each of the individual honest voters

in the group (and thus Sim as well) can check that their vote on U𝑖∗

is included. If it is not, they can trigger an abort if it is not included

in𝑊 received from G.
Thirdly, in the case of𝑊 (𝑠 )

, the propensity for A to subvert

the protocol amounts to violating the proof 𝜋
(S)
VE output by ΓVE on

𝑊 and spk𝑖∗,G. Note that this can be verified and checked by the

simulator, who has already extracted the secret exponent 𝑠𝑖∗,G.

Following this analysis, we conclude that the probability of sub-

version is:

Pr[Subvert] < 3 · AdvNISEDLEQ,B (𝜆) .
Finally, assuming that no subversion has occurred, then 𝑇 ′′′ =

{𝑔−𝑠𝑖∗,G𝑢𝑖∗ 𝑣𝑗 }U𝑗 ∈V |G , while𝑊
(𝑠 ) = {𝑔𝑠𝑖∗,G (𝑣𝑗 ′𝑢𝑖∗+𝑥 𝑗 ′,𝑖∗ ) }U′

𝑗
∈V |𝑖∗ . Let

𝑤 𝑗 ∈ 𝑇 ′′′, when conputing the intersection, we have that:

𝑤 𝑗 · 𝑦 = 𝑔−𝑠𝑖∗,G𝑢𝑖∗ 𝑣𝑗 · 𝑔𝑠𝑖∗,G (𝑣𝑗 ′𝑢𝑖∗+𝑥 𝑗 ′,𝑖∗ )

= 𝑔𝑠𝑖∗,G ( (𝑣𝑗 −𝑣𝑗 ′ )𝑢𝑖∗+𝑥 𝑗 ′,𝑖∗ ) .

Therefore, 𝑤 𝑗 · 𝑦 · 𝑔−𝑠𝑖∗,G𝑥 = 0 for any 𝑥 ∈ 𝐷 if 𝑣 𝑗 − 𝑣 𝑗 ′ = 0 and

𝑥 = 𝑥 𝑗̂ ,𝑖∗ , or 𝑥 ≠ 𝑥 = 𝑥 𝑗̂ ,𝑖∗ and 𝑔
𝑠𝑖∗,G𝑥 =𝑤 𝑗 ·𝑦. The latter case occurs

with negligible probability, since the value is essentially distributed

independently in G. Therefore, this only occurs if both V𝑗 ∈ V|G
and V𝑗 ∈ V|𝑖∗ .

This condition guarantees that the correct votes are counted, it is

then clear that by the fact that each of (𝑇 ′′,𝑊 ,𝑊 (𝑠 )
) are computed

correctly, and the fact that IntersectVotes loops through each ele-

ment in sequence, this exhaustively counts all such voters satisfying

the condition. By the construction of F therefore, the methods in

H4 and H5 give equivalent results except for the occurrence of

event Subvert, where Pr[Subvert] < 3 · AdvNISEDLEQ,B (𝜆). □

Claim 14. Adv4D (𝜆) < AdvVEPΓVEP,B (𝜆)
Proof. [Proof of Claim 14] Noting that all entities in the group are

honest, it is trivial to see that this follows immediately from the

proof of Theorem D.5. □
Claim 15.

∑
6

𝜄=5 Adv
𝜄
D (𝜆) < 2 · AdvNIZKB (𝜆) for any PPT algorithm

B.
Proof. [Proof of Claim 15] This argument follows from the proof

of Claim 11. □
Claim 16. AdvSVoteD (𝜆) = 0 for any algorithm B.
Proof. To prove the valid simulation of the Vote function, we

consider an honestU𝑖 voting on a userU𝑗 . Such a vote is constructed

as 𝑤𝑖, 𝑗 ← upk𝑣𝑖
𝑗
· 𝑔𝑥𝑖,𝑗 , where 𝑥𝑖, 𝑗 ∈ 𝐷 . Since upk𝑗 is generated

honestly, then 𝑔𝑣𝑖 is distributed uniformly in G, since 𝑣𝑖 ←$ F(G).
As a result it is clear to see that𝑤𝑖, 𝑗 is indistinguishable from being

sampled at random from G. □
Claim 17. Adv8D (𝜆) = 0

Proof. We conclude by showing that the set𝑇 sent byG to S can be
iteratively (𝛿 times) replaced with fresh samples fromG. The reason
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for this is because 𝑇 = 𝑍𝛼
, where 𝛼 ← RO(𝑍, upk𝑖∗ ), where 𝑍 =

{𝑧𝑠G
𝑗
} for 𝑧 𝑗 never revealed to S. As such,𝛼 is a uniformly distributed

element of F(G) from the perspective of AS, and therefore so is

the set 𝑇 . In other words, we can replace it with 𝑇 ←$ G𝛿
. Notice

now that none of the voter tags are ever exposed to the server. □
As noted previously, sinceH8 is identical to the simulation. We

can consider the proof of Theorem D.7 complete, given that each

of the distinguishing advantages for the hybrid steps is at most

negl(𝜆). □
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