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Abstract
Video data has become central in many modern systems, from
public surveillance to autonomous vehicles, but its widespread use
raises serious concerns about exposing people’s identities and be-
haviors. This survey takes a structured look at how recent research
has tried to address these concerns through video anonymization.
We conduct a systematic review of the literature and organize exist-
ing work into a taxonomy that separates different anonymization
strategies, the visual regions they target, and the assumptions they
make about the video setting. By examining these categories, we
highlight how current methods approach privacy protection and
where they tend to fall short.

A consistent pattern across the field is that most studies are de-
signed for single-view videos, even though many real environments
involve multiple synchronized cameras. Only a handful of works
consider this multi-perspective setting, revealing a clear discon-
nect between research and real-world needs. We also review the
datasets and evaluation metrics commonly used in anonymization
studies and show that they rarely capture multi-view complexity,
underscoring the need for more representative benchmarks. Finally,
we discuss the utility goals that anonymization methods aim to
preserve and outline key gaps that future work must address to
support practical, multi-camera video applications.
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1 Introduction
Video data collection has become integral to our daily lives, ranging
from surveillance systems to smartphone recordings. These record-
ings are frequently employed in a variety of applications, including
face detection [164], face recognition [40, 154], human pose esti-
mation [11, 19], and human segmentation [17, 55]. As the number
of cameras continues to increase, there is an increasing number of
applications for multi-perspective videos. Possible applications in-
clude multi-view action recognition in operation rooms for surgery
guidance [133], tracking people through supermarkets to under-
stand customer behavior [119, 165], or action recognition in public
spaces to detect violent behavior [82]. Besides static setups, multi-
view videos are also used by autonomous systems like robots [98]
and autonomous cars [45] to allow for a better understanding of
their surroundings. All these applications rely on fusing the input
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of multiple cameras, which record the same scene from different
perspectives. The fusing allows for a richer scene understanding,
mitigation of occlusion effects, and better tracking of subjects.

While these represent impressive improvements for the respec-
tive applications, they also further increase the already existing
privacy problems of video data. Video recordings contain sensitive
personal information such as the biometric traits of people like fa-
cial features [21], expressions [134], eye gaze [14], gait [167], body
shape [134], or actions [122]. With multi-view videos, the capture
quality and quantity are further increased, and as such, privacy is
again increasingly threatened.

Recent incidents have shown that video recordings can lead to
serious privacy breaches. During the COVID-19 pandemic, mis-
configured cloud storage left Zoom meeting recordings publicly
accessible, exposing faces, voices, and private surroundings [79]. In
2021, hackers breached Verkada Inc.’s cloud-based security systems,
gaining access to live and archived feeds from over 150,000 surveil-
lance cameras in hospitals, factories, and prisons1. Similarly, in
2023, former Tesla employees were reported to have shared private
in-vehicle camera footage captured from customers’ cars, including
recordings inside garages, driveways, and within the car interior,
exposing personal living spaces and sensitive situations2.

Given the growing privacy risks associatedwith large-scale video
collection, there is an increasing demand for anonymization tech-
niques that aim to help protect individuals’ privacy in published or
shared video data. The intention is to protect individuals appearing
in the video against both identity and attribute disclosure, ensur-
ing that no observer–human or algorithmic–can recognize them
or infer sensitive characteristics, such as gender, age, health sta-
tus, or emotional state. While such anonymized data is commonly
not truly anonymous, anonymization aims to reduce identification
risks by removing or suppressing biometric cues that reveal identity,
including facial appearance, body shape, and behavioral signals.

However, removing or altering these identity-revealing elements
inevitably reduces the amount of information contained in the data,
which may also diminish its usefulness for downstream tasks. Many
applications, such as action recognition, behavior analysis, surgi-
cal training, or sports analytics, rely on fine-grained visual and
temporal cues to extract meaningful insights. Therefore, anonym-
ization must balance privacy protection with the preservation of
task-relevant information.

When individuals are recorded from multiple perspectives, ano-
nymization is more challenging. Due to richer scene capturing, bio-
metric traits of individuals are available in higher quality, allowing
for easier identification. Inconsistencies in anonymized appearance,
1https://www.msspalert.com/news/verkada-video-surveillance-camera-breach
2https://www.reuters.com/technology/tesla-workers-shared-sensitive-images-
recorded-by-customer-cars-2023-04-06/
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motion cues, or behavioral signals across viewpoints can expose
identity through cross-perspective aggregation. To prevent such
identity leaks while retaining utility for multi-perspective analysis,
anonymization must ensure consistent, privacy-preserving, and
utility-maintaining representations across all views.

The research community has developed a wide spectrum of ano-
nymization techniques aimed at mitigating the described threats.
Early efforts relied on masking- and coarsening-based obfuscation
methods such as blurring, pixelation, and masking [85, 126, 127],
which concealed identity but also degraded the overall utility of
data for tasks that rely on fine-grained visual or behavioral cues.
While these methods can be applied consistently over time, they
suppress fine-grained facial and body cues that are essential for
many downstream tasks, such as emotion recognition, gaze es-
timation, focus of attention, social interaction understanding, or
behavioral analysis, thereby limiting utility of the protected video.

These limitations havemotivated a shift towards identity-replacing,
utility-preserving visual anonymization, with the goal not to ob-
scure identifiable information, but to substitute identity-bearing
signals with privacy-safe alternatives while retaining the original
scene’s structure, semantics, and utility. Unlike classical obfuscation
methods such as pixelation, blurring, or masking, which reduce
information through distortion, these approaches leverage learning-
based generative models in their aim to produce anonymous yet
realistic visual content aligned with the original appearance and
context. This emerging class of methods includes generative re-
placement techniques, adversarial approaches that modify visual
representations to confound identification models, and diffusion-
based generative frameworks capable of delivering semantically
consistent, context-aware, and temporally coherent streams, that
supposedly are anonymous, thereby achieving stronger privacy
without sacrificing downstream utility.

In this paper, we review existing methods related to video ano-
nymization in general, with particular emphasis on multi-view
video anonymization. This focus is motivated by the growing num-
ber of real-world applications that rely on multi-camera setups,
including autonomous driving, smart cities, and operating rooms.
Given that only few approaches for simultaneous multi-view video
anonymization exist, so far, we include those single-view approaches
that potentially provide foundations for consistent multi-view ano-
nymization. The main contributions of this survey can be summa-
rized as follows:
• We performed the first survey that systematically analyzed
video anonymization under a multi-perspective evaluation
framework, explicitly addressing the challenges that arise in
the synchronized multi-camera environments.
• We propose a taxonomy that classifies anonymization meth-
ods by transformation type, targeted visual content, and
intended utility goals.
• We identify and analyze privacy risks specific tomulti-camera
setups, including multi-perspective vulnerabilities.
• We highlight the current lack of multi-view anonymization
benchmarks for evaluating cross-camera consistency.

2 Related Surveys
Privacy in visual data has been studied through facial de-identification,
visual content protection, and privacy-enhancing biometric systems.
Corresponding surveys provide useful foundations, but largely fo-
cus on image-based or face-specific methods, or situate anonym-
ization within broader biometric contexts. None offers a compre-
hensive treatment of video anonymization for emerging challenges
in multi-view and multi-perspective settings, where temporal and
cross-camera consistency are critical.

Several surveys examine privacy-enhancing techniques for facial
biometrics, exploring how identity can be concealed while retaining
utility. Meden et al. [110] offer a comprehensive review of Biometric
Privacy-Enhancing Techniques (B-PETs) for facial data, covering de-
identification, adversarial perturbations, and template protection.
Likewise, recentwork surveys facial privacy protection in the digital
era, outlining modern threats, legal considerations, and generative
AI–based de-identification methods [148].

While these efforts offer systematic coverage of facial privacy,
they remain face-centric and primarily image-focused. When video
is considered, it is treated as a temporal extension of images, without
addressing how anonymization must preserve motion continuity
or prevent identity leakage across frames or camera viewpoints. As
a result, these surveys do not account for full-body identity cues,
nor do they analyze anonymization beyond facial regions.

A second survey line focuses on privacy protection in visual con-
tent, typically focusing on images.Wen et al. [151] provide a system-
atic review of image privacy techniques, introducing a multi-level
framework spanning data-, content-, and feature-level protection.
Similarly, recent work surveys visual content privacy protection,
examining threats, protection goals, and privacy-preserving trans-
formations for images shared on digital platforms [162].

These surveys offer valuable foundations on privacy objectives,
threat models, and content-level protection, but their scope remains
largely image-centric. Video appears only marginally or as an ex-
tension of image use cases, with no treatment of video-specific
requirements such as temporal smoothness, identity persistence,
or multi-view consistency—crucial factors for anonymizing video
streams in real-world settings.

Another relevant stream covers behavioral and soft-biometric
anonymization. Hanisch et al. [58] survey anonymization tech-
niques for behavioral data, including voice, gait, gestures, and eye
movements, comparing methods by privacy goals and anonymi-
zation concepts. As behavioral biometric data is inherently a time
series, it especially prevalent in videos. Hence, behavioral biometric
anonymizations are also often targeted at anonymizing videos to
remove specific behavioral biometric traits (gait, eye movements,
gestures, etc.). Earlier work on soft biometrics analyzes how at-
tributes such as age, gender, and body shape can be inferred from
images and videos, highlighting that identity leakage extends be-
yond facial appearance [36]. These surveys highlight the need for
full-body and behavioral anonymization, as motion and body dy-
namics can reveal identity beyond the face. Yet they treat behavioral
anonymization only abstractly or per modality and overlook the in-
creased identity leakage that arises in multi-camera environments.

Across these survey lines, three gaps become evident:
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(1) No existing survey systematically addresses anonymization
for multi-view video, where identities can be reconstructed
from cross-camera aggregation. This remains unexamined
despite the growing deployment of multi-camera systems in
smart-city surveillance, transportation, sports, and clinical
environments.

(2) Existing reviews are either face-only or image-centric, over-
looking the need for full-body, behavioral, and scene-level
anonymization in video.

(3) There is no unified taxonomy for video anonymization that
links anonymization paradigms (obfuscation vs. generative
replacement) to privacy, utility, and crucially, temporal and
cross-view consistency—core requirements for effective video
anonymization.

To address these shortcomings, we present the first survey dedi-
cated to video anonymization, with a particular focus on multi-view
video settings. We review anonymization methods beyond the facial
region, covering full-body, behavioral, and contextual cues, and an-
alyze how approaches balance privacy, utility for downstream tasks,
visual realism, and temporal/cross-view consistency. Furthermore,
we consolidate relevant datasets and evaluation methodologies,
offering a structured foundation for advancing research on reliable
anonymization in multi-camera video environments.

Table 2 provides a comparative summary of these related sur-
veys, outlining their main scope, data modality, target applications,
datasets, and existing limitations.

3 Background
In this section, we review the relevant terminology used in this
work and the existing surveys on video anonymization.

3.1 Terminology
In the context of visual data, particularly image and video ano-
nymization, it is important to first clarify the key concepts and
terminology that form the foundation of this survey.

Privacy concerns naturally arise because identifiable biometric
traits are captured the moment individuals are recorded. These
traits can be broadly categorized into physical and behavioral types.
Physical traits include facial features, body shape, or full-body ap-
pearance, while behavioral traits involve motion dynamics such
as gait [127, 144]. Both categories can be exploited by human ob-
servers as well as automated recognition systems, making them
significant sources of privacy risk.

A central part of this risk relates to information disclosure. It is
helpful to distinguish between identity disclosure, which occurs
when a person can be directly recognized from visual data, and
attribute disclosure, where sensitive personal attributes, such as
gender, emotional state, or health conditions can still be inferred,
independent of direct identification [20, 58].

Anonymization in visual data refers to altering or removing
identifiable cues so that individuals cannot be linked to their bio-
metric signatures, including those that may still be retained in
the processed data, with the primary goal of preventing identity
disclosure [48, 115]. In image-based anonymization, this typically
involves protecting specific regions of interest, most commonly the

face, the full body, or contextual elements that may reveal identity
depending on the intended level of privacy protection.

In the case of videos, anonymization must account for additional
identity cues available beyond static appearance, as identity leakage
can occur not only within individual frames but also through mo-
tion patterns, gestures, gait, and temporal correlations across time
and viewpoints. Moreover, even if information is obfuscated in indi-
vidual frames, identity can potentially still be recovered over time
through temporal accumulation or reconstruction. Therefore, effec-
tive video anonymizationmust perturb or remove thesemulti-frame
identity signals by ensuring temporal coherence across consecutive
frames and maintaining consistent anonymized appearances across
different perspectives to prevent re-identification through temporal
or cross-perspective aggregation.

Another essential property of anonymization is utility, which
denotes the degree to which data that underwent anonymization
remains suitable for their intended applications. In the context of
image and video anonymization, utility refers to the preservation of
task-relevant visual cues such as facial expressions, gaze direction,
motion dynamics, or scene structure

that are necessary for tasks like action recognition, behavioral
analysis, or medical training, while minimizing the risk that these
cues reveal personal identity.

3.2 Assumptions and Models
In this survey, we assume a scenario where visual data follow a
structured anonymization pipeline designed to protect identity
information prior to any release or external use. The data flow
consists of three main stages: acquisition, anonymization, and pub-
lication or processing. During the acquisition stage, multi-view or
single-view image and video streams are captured, often containing
identifiable biometric cues such as facial features, body shape, or
gait. In the anonymization stage, identity-revealing information is
modified or removed to prevent re-identification while maintaining
task-relevant utility.

In the publication or processing stage, the protected data are
shared, stored, or employed for downstream analytical tasks such
as activity recognition, behavioral understanding, or training.

This is the operational setting considered in this survey, where
anonymization is performed after data capture but before dissemina-
tion or model training. We use this pipeline as a guiding perspective
and discuss existing approaches in terms of how well they align
with and support such a workflow.

Note that we explicitly exclude cryptographic approaches that
target input privacy. While cryptographic methods such as se-
cure multiparty computation and homomorphic encryption provide
strong input privacy guarantees, they cannot provide convincing
output privacy guarantees, which is the necessary focus to ensure
privacy of the captured individuals in videos for downstream tasks.

To improve clarity, we introduce a simplified notation of video
anonymization. Note, that the complete formalization is in the ap-
pendix B. For this purpose we define a video 𝑉 as a sequence of
images/frames 𝐼𝑡 ∈ I as: 𝑉 = (𝐼𝑡 )𝑡𝑚𝑎𝑥

𝑡=1 , where 𝑡𝑚𝑎𝑥 denotes the last
frame of the stream. Note, that for multi-perspective video there are
sets of (commonly synchronized streams) V = {𝑉 (𝑐 ) }𝑐𝑚𝑎𝑥

𝑐=1 from
cameras 𝑐 ∈ 𝐶 . De-identifying a video, or an image, requires a
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segmentation function 𝑆 that outputs the region containing an in-
dividual, or their identifying parts: 𝑆 : 𝑉 → 𝑟𝑡,𝑖 with 𝑟𝑡,𝑖 ∈ R the
contiguous pixel region 𝑖 in frame 𝑡 and 𝑆 (𝑉 ) = (𝑟𝑡,𝑖 )𝑡𝑚𝑎𝑥

𝑡=1 . Where
𝑆 may correspond to a face detector, full body detector, or human
segmentation, depending whether the mechanism targets facial
regions, full bodies, or behavioral sequences. Note, that modify-
ing facial or body-level identity cues does not necessarily guaran-
tee strict anonymity, as other visual or contextual attributes (e.g.,
clothing, background, gait, or scene context) may still facilitate
re-identification. Some de-identification attempts will extract a
feature representation of identifying traits, first, to then modify and
render the altered versions back into the video stream. This requires
a feature extraction function that takes as an input a video stream
𝑉 and regions 𝑟𝑡,𝑖 containing information that is, acoording to the
model of the respective mechanism, considered identifying and
outputs those features: 𝐹 : 𝑉 × R → Z, (𝑉 ,R) → 𝑧, where 𝑧 ∈ Z
are latent space representations of semantic or biometric features
of the person visible in region 𝑟𝑡,𝑖 . A de-identification, or anonym-
ization mechanismM then takes as an input a raw video stream
𝑉 , identifying regions 𝑟𝑖 , and potentially feature representations 𝑧𝑖
and outputs a privacy protected stream 𝑉 ,M : 𝑉 × R ×Z → 𝑉 .

3.2.1 Attacker Model. We assume an attacker whose goal is to iden-
tify persons in protected video data. Formally, the attacker is given
access to a protected video stream 𝑉 , or in the multi-perspective
case to a set of synchronized anonymized streams Ṽ = {𝑉 (𝑐 ) }𝑐𝑚𝑎𝑥

𝑐=1 ,

where each 𝑉 (𝑐 ) denotes the privacy-protected output of camera
𝑐 . In addition to the anonymized stream(s), the attacker has access
to auxiliary information 𝑎aux ∈ A, where A denotes the space of
auxiliary data. Such auxiliary information may include publicly
available video data, background datasets for training biometric
models, or direct reference samples of specific target individuals.
The attacker further has knowledge of the anonymization mech-
anismM and its parameters. Given this knowledge, the attacker
may attempt to adapt her recognition system to the transformation
applied byM. For identification, the attacker employs a biomet-
ric recognition function B : 𝑉 × A → Y, where Y denotes the
identity space. The recognition system B may be trained using the
auxiliary dataset 𝑎aux, and can exploit all observable biometric cues
present in𝑉 , including but not limited to facial features, body shape,
or motion dynamics. Due to knowledge ofM, the attacker may
either: (i) retrain B directly on anonymized data, or (ii) attempt
to construct a reversal operator R that approximates the inverse
ofM, i.e., 𝑉 = R(𝑉 ). As we consider multi-view videos in this
paper, we extend the attacker model to the case where access is
given to multiple anonymized camera streams Ṽ = {𝑉 (𝑐 ) }𝑐𝑚𝑎𝑥

𝑐=1 ,

Given this capability, the attacker can aggregate information across
views to construct a joint embedding for identification. Formally,
this corresponds to applying a multi-view aggregation function
Ψ : {𝑉 (𝑐 ) }𝑐𝑚𝑎𝑥

𝑐=1 × A → Z, which produces a combined repre-
sentation that may contain richer biometric information than any
single-view embedding. The biometric recognition functions B can
then operate on the aggregated representation, enabling stronger
identification attacks compared to single-view scenarios. A more
detailed formalization of these assumptions, adversarial capabilities,
and temporal aggregation is provided in the Appendix B.

3.3 Fundamental Concepts: Deep Learning in
Visual Anonymization

Utility-preserving generative anonymization methods demand ca-
pabilities that go beyond the limitations of traditional obfusca-
tion techniques such as blurring, pixelation, or masking. These
approaches are expected to maintain syntactic and semantic con-
sistency [43], produce realistic visual content [129], preserve task-
relevant information [108], and ensure temporal and cross-perspective
coherence [105]. This survey focuses on anonymization approaches
that are capable of achieving these properties in visual data.

To achieve these capabilities, recent anonymization techniques
are built on three major families of deep generative models. Genera-
tive Adversarial Networks (GANs) [53] are widely used for identity
replacement and inpainting [18, 62], synthesizing realistic surro-
gate appearances while preserving scene structure. They operate
through an adversarial training process between a generator and a
discriminator, enabling the model to learn how to produce visually
plausible identity-altered outputs that remain consistent with the
original scene.

Variational Autoencoders (VAEs) [84] enable identity disentan-
glement by encoding images into structured latent spaces where
identity-related and identity-neutral attributes can be separated [28,
95]. The fundamental idea is to train an encoder that compresses
the input to a distribution, preferably with disentangled latent rep-
resentations that correspond to interpretable attributes, on which
the parameters for decoding can be varied, or randomly sampled.
This allows anonymization systems to selectively modify or re-
place identity components while keeping non-identifying visual
characteristics intact.

Diffusion models [68] have recently become state-of-the-art for
photorealistic anonymization [90, 104] by gradually transform-
ing random noise into an identity-free image through iterative
denoising steps. These models operate by learning two complemen-
tary processes: a forward diffusion that incrementally adds noise
to destroy identifiable content, and a reverse generative process
that learns to invert this corruption, reconstructing clean samples
while selectively omitting identity-specific details. In anonymiza-
tion pipelines, this process is typically guided by conditioning sig-
nals (e.g., pose, segmentation maps, or textual prompts) so that the
model removes identity-specific features while reconstructing a re-
alistic surrogate that matches the original scene context. Their step-
wise refinement process allows precise control over which visual
attributes are removed, altered, or preserved, enabling targeted sup-
pression of facial or body identity while retaining non-identifying
appearance, motion, and scene cues. This makes diffusion models
well-suited for high-fidelity anonymization. In addition to gener-
ative models, discriminative architectures such as CNNs [88] and
transformers [39] are often employed for tasks like detection, seg-
mentation, or pose estimation [61], providing structural or semantic
guidance to the anonymization pipeline.

3.4 Evaluation Metrics
Evaluating visual anonymization requires measuring both howwell
a method conceals sensitive information (privacy) and how much
useful content it preserves for downstream tasks (utility). Effective
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anonymization must balance these often competing goals—the pri-
vacy–utility trade-off [60, 104]. Excessive modification destroys the
data’s usefulness for downstream tasks, but prioritizing utility risks
privacy leakage. Consequently, research relies on a combination
of privacy and utility metrics, supplemented by human-centered
evaluations and robustness tests [1].

Privacy metrics quantify how effectively identifiable or sensitive
information is suppressed in data that has been modified towards
anonymity. A common measure is re-identification risk, typically
assessed by testing whether recognition models can still identify in-
dividuals. However, as Hanisch et al. [60] note, many studies report
overly optimistic results as they rely on weak adversaries-models,
trained only on unprotected data, thus creating a false sense of pri-
vacy. They advocate using stronger, adaptation-aware adversaries
(“parrot recognition”), which better approximate worst-case condi-
tions. Additional metrics include attribute leakage (whether demo-
graphic or biometric traits remain inferable), adversarial robustness
(resistance to inversion or linkage attacks), and human-perception
studies that ask participants to match anonymized identities to
originals.

Utility metrics assess whether anonymized images or videos re-
main suitable for downstream tasks such as classification, detection,
segmentation, and pose estimation. Commonmeasures include stan-
dard task performance indicators—accuracy, precision, recall [121],
and Mean Per Joint Position Error (MPJPE) [76], computed on ano-
nymized data. Perceptual quality metrics such as Structural Simi-
larity Index (SSIM) [149], Peak Signal-to-Noise Ratio (PSNR) [70],
Learned Perceptual Image Patch Similarity (LPIPS) [161], and Fréchet
Inception Distance (FID) [64] further evaluate visual realism and
structural fidelity, which are especially important for generative
replacement methods. Together, these metrics capture complemen-
tary aspects of utility: task-oriented performance reflects how well
anonymized data supports machine perception, while perceptual
metrics quantify the preservation of structure and visual plausibil-
ity in the generated output. Human-centered utility evaluations
are also used, with participants rating the realism, expressiveness,
or interpretability of anonymized outputs, particularly in video
settings [22, 65, 153]. However, current utility metrics often fail to
capture task-specific behavioral cues essential for real-world usabil-
ity. Tasks such as emotion recognition, gaze estimation, attention
analysis, social interaction understanding, and activity recognition
depend on subtle signals—micro-expressions, eye dynamics, and
body language that anonymization may distort [27, 62, 65]. This
highlights a gap in current practice: dedicated utility metrics that
explicitly capture the preservation of such subtle yet task-critical
cues are still missing and should be developed and integrated into
video anonymization studies.

Detailed descriptions of these metrics, including mathematical
definitions and implementation examples, are provided in Appen-
dix A.

4 Scope and Surveying Strategy
We conducted a systematic review of anonymization techniques
for video that aim to achieve syntactic and semantic consistency,
photo-realistic appearance, and preservation of task-relevant infor-
mation. Our review aims to provide a rigorous categorization and

comparative analysis of existing literature in this field. To ensure
methodological transparency and replicability, we incorporated key
elements of the Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) guidelines by Moher et al. [111]. The
overall workflow of our study collection strategy is illustrated in
Figure 2 in the Appendix C, where each step of the search and
refinement pipeline is explicitly shown.

A structured literature review was performed across multiple
databases, including IEEE Xplore, ACM Digital Library, Springer-
Link, ScienceDirect, and Google Scholar. The initial seed set of
studies was identified using the following search string within
2011–2025: "video anonymization" OR "video de-identification"

This formulation ensured alignment with our focus on video ano-
nymization methods and restricted the search to studies explicitly
addressing anonymization or de-identification in video data.

We removed duplicates, including pre-prints followed by their
peer-reviewed versions and workshop or conference papers fol-
lowed by journal articles for the corresponding, more comprehen-
sive versions. An initial manual screening of titles and abstracts
was conducted to ensure topical relevance. Subsequently, the full
text was recovered through an in-depth eligibility assessment using
the following inclusion criteria: 1) studies published in English. 2)
studies published in peer-reviewed venues. 3) studies explicitly de-
scribing anonymization methods for video or image data. 4) studies
that report evaluationmetrics for privacy and/or utility. Tomaintain
focus and ensure compatibility, we applied the following exclusion
criteria: 1) studies without an available English full text. 2) Studies
that provide only input privacy (e.g., encryption, secure multiparty
computation, or homomorphic cryptography) but do not output
protected images or video streams suitable for downstream use.

3) studies that describe anonymization at a purely conceptual
level without implementations or experimental validation. 4) works
addressing unrelated domains, e.g., textual anonymization or medi-
cal record redaction.

This search produced our initial seed set of studies, as illustrated
in Figure 2. In addition to adhering to PRISMA guidelines, we
employed three supplementary iterative steps to broaden coverage
and ensure completeness. These steps are depicted as steps 2, 3, and
4 in Figure 2. We applied the Connected Papers tool to each included
work, and we systematically screened all suggested studies against
our predefined criteria. Step 3 consisted of manually inspecting
citation networks using the “Cited by” function in Google Scholar,
both backward (references) and forward (subsequent citing works).

These steps were repeated iteratively until no new relevant stud-
ies were identified.

Through this combined strategy, we obtained an initial corpus of
414 studies, fromwhich 41 publications were retained after applying
inclusion and exclusion criteria.

5 Taxonomy and Classification
To establish a clear conceptual foundation for analyzing visual
anonymization methods, we propose a taxonomy, as depicted in
Figure 1, which categorizes existing approaches according to how
they manipulate the original biometric data encoding personally
identifiable information. From this perspective, two overarching
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Anonymization (§6)

Obfuscation (§5.1)

Pixel-Level Signal
Degradation (§5.1.1)

Blurring (§6.1)

Noise (§6.1)

Adversarial
Perturbation (§6.1.3)

Identity-Aware
Isolation (§5.1.2)

Substitution-based
Anonymization (§6.3)

Face-Level Identity
Substitution (§6.3.1)

Full-Body Identity
Substitution (§6.3.2)

Figure 1: Taxonomy of approaches for video de-identification
and anonymization.

paradigms emerge: Obfuscation-based approaches that modify ex-
isting identifying traits, and Substitution-based approaches, that
mask and subsequently replace areas containing such traits. A quick
comparison of the concepts is shown in Table 4. To further illus-
trate the practical differences between these paradigms, Figure 3
in Appendix C provides a visual comparison of representative ano-
nymization mechanisms.

This division offers a unified perspective that connects classical
pixel-level manipulations with contemporary generative anonym-
ization methods, providing a conceptual framework grounded in
the degree of dependency on the original biometric signal.

5.1 Obfuscation
Obfuscation refers to a class of anonymization techniques that
alter the original biometric data to make it non-identifiable. Unlike
replacement or generation-based approaches, obfuscation methods
operate directly on raw video 𝑉 , given the segmented regions 𝑟𝑡,𝑖
containing identifying information, to ensure that all modifications
remain derived from the input data itself. Formally, obfuscation
corresponds to a de-identification mechanismM that transforms
regions of identifying information within a set of video streams and
outputs anonymized video streams 𝑉̃ (𝑐 ) = Mobf (𝑉 (𝑐 ) , 𝑟 (𝑐 )𝑡,𝑖

) with
the aim of being anonymous.

The goal is to suppress or distort identifiable features while
retaining, to varying degrees, the overall structure or semantic
information of the scene. Depending on the method and transfor-
mation intensity, obfuscation may preserve global context or, in
stronger forms, heavily degrade local details to maximize privacy.
Obfuscation techniques can be grouped into two main subcate-
gories: (1) pixel-level signal degradation, and (2) identity-aware
isolation and manipulation.

5.1.1 Pixel-Level Signal Degradation. Pixel-level signal degrada-
tion methods anonymize visual data by directly modifying the
image or video at the pixel level, without analyzing or isolating
identity-specific features. In the formal framework introduced
earlier, identity-bearing regions are obtained via 𝑆 : 𝑉 → 𝑟𝑡,𝑖
with 𝑟𝑡,𝑖 ∈ R. Pixel-level methods apply transformations directly
to these regions without extracting a latent representation via
𝐹 : 𝑉 × R → Z. More formally, this class corresponds to de-
identification mechanismsM𝑃𝑆𝐷 : 𝑉 × R → 𝑉 such that, for each
camera stream 𝑉 (𝑐 ) and segmented region 𝑟

(𝑐 )
𝑡,𝑖

, the anonymized

region satisfies 𝑟 (𝑐 )
𝑡,𝑖

= Tpixel (𝑟 (𝑐 )𝑡,𝑖
) where Tpixel operates directly in

pixel space and does not rely on latent identity decomposition.
These approaches suppress or corrupt high-frequency informa-

tion, the fine-grained appearance cues that make individuals rec-
ognizable, while preserving the broader scene structure. Typical
transformations satisfy Tpixel ∈ {Blur, Pixelate,Noise,AdvPerturb }.
Common techniques in this category include resolution-reducing
transformations such as pixelation and blurring, statistical per-
turbations such as random noise injection, and model-targeted
alterations such as adversarial perturbations. As a result, pixel-level
methods offer simple and computationally efficient anonymization
but often at the cost of degrading utility for tasks that depend on
detailed visual information.

Pixelation and blurring represent resolution-degrading obfusca-
tion techniques that conceal identity by reducing the spatial detail
of visual data. Both approaches operate on the principle of sup-
pressing high-frequency information that encodes individual traits,
thereby generalizing the underlying content while preserving the
overall scene structure. Pixelation achieves this effect by dividing
the image into coarse square blocks and replacing each block with
its mean color value, producing a characteristic mosaic pattern that
hides fine textures and facial features. Blurring, in turn, performs
continuous smoothing through spatial filtering—typically using a
Gaussian kernel—that spreads intensity values across neighboring
pixels, reducing local contrast and eliminating sharp boundaries.
These methods obscure identifiable cues for both human and ma-
chine recognition, but at the cost of losing fine-grained information
important for downstream analysis

Noise-based anonymization (or noising) conceals identity by in-
jecting random or structured perturbations into the original data.
These perturbations are typically sampled from predefined proba-
bility distributions such as Gaussian, Laplacian, or Poisson noise.
Unlike identity-aware approaches, noise-based methods do not iso-
late identity features but instead globally corrupt the visual signal,
often degrading both privacy and utility.

Adversarial perturbation anonymizes by introducing precisely
optimized, datapoint-level changes that deceive recognition or re-
identification models. Unlike random noise, adversarial perturba-
tions are computed via gradient-based optimization to shift the
model’s feature representation away from the true identity while
retaining the utility.

5.1.2 Identity-Aware Isolation and Manipulation. Identity-aware
anonymization methods target the specific components of visual
data that encode a person’s identity (see Figure 4 for examples).
These approaches isolate identity-bearing features, such as facial
geometry, texture, or characteristic motion, and then remove, neu-
tralize, or transform them within a learned latent space. Such meth-
ods rely on extracting a latent representation 𝑧 (𝑐 )

𝑡,𝑖
= 𝐸 (𝑟 (𝑐 )

𝑡,𝑖
), where

𝑧
(𝑐 )
𝑡,𝑖
∈ Z encodes semantic or biometric attributes of the individual

visible in region 𝑟
(𝑐 )
𝑡,𝑖

. The representation is decomposed into iden-
tity and non-identity components, 𝑧 (𝑐 )

𝑡,𝑖
= (𝑧id𝑡,𝑖 , 𝑧non-id𝑡,𝑖 ), where 𝑧id𝑡,𝑖

captures identity-related features (e.g., facial structure, body shape,
gait cues), and 𝑧non-id𝑡,𝑖 captures task-relevant attributes such as pose,
motion, illumination, or scene context. Anonymization modifies
the identity component, yielding 𝑧 (𝑐 )

𝑡,𝑖
= (𝑧id𝑡,𝑖 , 𝑧non-id𝑡,𝑖 ), where 𝑧id𝑡,𝑖
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denotes a transformed or synthetic identity representation. The
anonymized region is reconstructed as 𝑟 (𝑐 )

𝑡,𝑖
= 𝐷 (𝑧 (𝑐 )

𝑡,𝑖
), and inte-

grated into the output stream via the mechanismM, where 𝐷 (·)
denotes a decoder or generator network that maps the modified
latent representation back to pixel space.

The goal is to create output that is identity-agnostic yet seman-
tically coherent, as it retains structural and contextual information
derived from the same individual. By manipulating only identity-
related factors while preserving non-identity attributes like pose,
illumination, context, or temporal dynamics, identity-aware meth-
ods aim to improve utility at the cost of privacy, and to provide
controls for the privacy–utility trade-off. They hence aim to pro-
duce coherent, realistic anonymized outputs.

5.2 Substitution-based Anonymization
Substitution-based anonymization refers to techniques that elim-
inate the original biometric information either by erasing it or
by substituting it with new content not derived from the input
identity. Substitution can target either the face or the full body.
Face substitution replaces only the facial region to remove the
appearance-based cues that contribute to identity leakage. While
full-body substitution replaces the entire person, including body
shape and other structural cues to suppress additional biometric sig-
nals. Unlike obfuscation methods, which merely alter the existing
data, substitution-based approaches aim to break the identifiable
connection between the anonymized and original representations.

Formally, substitution mechanismsM𝑠𝑢𝑏 aim to reduce identifi-
ability by replacing identity-bearing regions 𝑟 (𝑐 )

𝑡,𝑖
with anonymized

regions 𝑟 (𝑐 )
𝑡,𝑖

, thereby producing modified video streams 𝑉̃ (𝑐 ) . This
can be written as 𝑉̃ (𝑐 ) =Msub (𝑉 (𝑐 ) , 𝑟 (𝑐 )𝑡,𝑖

, 𝑧), where 𝑧 denotes iden-
tity features of the individual in the raw video, that are derived
from the input region. For anonymization the mechanism samples
new 𝑧 ←Z.

Masking and swapping share the same fundamental privacy prin-
ciple of removing identifiable information from an image or video.
Masking will simply delete any area within the content that may
carry identifying information, whereas swapping will replace the
content from those specific regions with generated, or copied con-
tent from other individuals.

Masking removes identity information by replacing the region
with non-informative content, 𝑟 (𝑐 )

𝑡,𝑖
= 𝑀 ⊙ 𝐵, where 𝑀 is a bi-

nary mask and 𝐵 denotes background or constant fill. Here, ⊙
denotes element-wise multiplication between the mask and the
background. Masking therefore eliminates the original visual sig-
nal in the affected region, removing physiological and (to a large
extent) behavioral biometric cues. Swapping replaces the original
identity with external or synthetic identity content while preserving
scene and behavioral consistency. In generative substitution meth-
ods, anonymization may be implemented using a generator model,
𝑟
(𝑐 )
𝑡,𝑖

=𝐺 (𝑧target, 𝑐 (𝑐 )𝑡,𝑖
), where𝐺 (·) denotes a generative model (e.g.,

GAN-based or diffusion-based), 𝑧target ∼ Pid is an external identity
representation sampled from a distribution of identities, and 𝑐 (𝑐 )

𝑡,𝑖
de-

notes conditioning information extracted from the original region.
The conditioning signal is typically obtained as 𝑐 (𝑐 )

𝑡,𝑖
= 𝜙cond (𝑟 (𝑐 )𝑡,𝑖

),

where 𝜙cond (·) extracts non-identity attributes such as pose, expres-
sion, illumination, or temporal motion cues.

Their effect on the achieved privacy is not strictly equivalent:
Masking ensures the complete removal of the original visual signal,
eliminating both physiological and (to a large extent) behavioral bio-
metric cues from the affected area. In contrast, swapping may still
retain certain residual behavioral or dynamic signals, such as gaze
direction, facial muscle movements, or characteristic expression
patterns, which can indirectly reveal identity.

The distinction becomes significant primarily from a utility per-
spective. Masking erases the region entirely using a binary mask
or abstract shapes, which may disrupt visual consistency or down-
stream task performance. In contrast, swapping replaces it with
realistic content that can be either obtained from a database of
existing individuals or synthetically generated by a model such as
a GAN or diffusion network. Swapping can be regarded as a more
utility-preserving alternative to masking, but one that requires
careful design to avoid leaking behavioral biometric information.

5.3 Utility Goals
While anonymization primarily aims to suppress or remove per-
sonally identifiable information, its practical deployment across
real-world domains is guided by an equally important objective,
the preservation of data utility. In practice, utility spans several
dimensions, including visual realism, semantic and attribute preser-
vation, machine-useful utility for downstream model performance,
and the retention of behavioral and motion cues.

Utility, in our context, refers to the degree to which anonymized
visual data remains informative, interpretable, and functionally
valuable for subsequent machine or human analysis.

In surveillance and public safety, utility means for instance en-
abling object detection, multi-target tracking, and activity recogni-
tion without revealing identities. This requires preserving machine-
relevant features and motion patterns; methods such as conditional
GAN-based replacement or 3D mesh substitution maintain pose,
dynamics, and spatial consistency while rendering individuals un-
recognizable. A related safety goal is selective identification, where
a secret key allows identity recovery when necessary, for example
by law enforcement.

Within medical and healthcare domains, the notion of utility
extends to the retention of diagnostic or clinical features. This re-
flects a stronger emphasis on semantic and attribute preservation,
where anonymization must protect patient identity while keeping
pathology-relevant information—such as retinal lesions, anatom-
ical landmarks, or facial expressions—intact for accurate disease
assessment or behavioral analysis. However, this creates an inher-
ent tension: the same behavioral or physiological signals that are
clinically informative may also serve as biometric identifiers, mean-
ing that preserving utility can unintentionally reintroduce identity
leakage.

In behavioral and interaction-based contexts, utility empha-
sizes preserving communicative and motion-related information.
This corresponds to behavioral and motion preservation, where
anonymizing sign language videos or mixed-reality motion data,
systems must maintain gesture trajectories, body articulation, and
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temporal smoothness to ensure that human communication or im-
mersive interaction remains natural. However, this also reveals
a deeper challenge: even when visual identity is removed by re-
placing the signer with an avatar, behavioral or linguistic identity
cues may persist. One more privacy-preserving alternative would
be to interpret the signed content into a semantic representation
and then generate an avatar to perform the extracted meaning. Yet,
even in such cases, individuals may remain identifiable through
characteristic signing styles, phrasing, or communication patterns.
This illustrates that privacy and utility exist on multiple levels of
abstraction from raw visual appearance to motion dynamics and se-
mantic content, and effective anonymization fundamentally should
consider how identity may leak across these layers.

For multi-view camera anonymization, a new utility goal is
cross-view appearance consistency. This refers to the anonymi-
zed representation of a person to remain visually consistent across
camera views. It is important for applications such as tracking peo-
ple through multiple camera views, for example, to understand
consumer behavior in supermarkets [119, 165]. High perceptual
realism achieved through harmonization networks or illumination-
aware blending ensures that anonymized datasets remain suitable
for training and evaluating downstream computer vision models.
Evaluation includes embedding similarity across views, perceptual
similarity metrics (LPIPS), and appearance drift scores.

In machine learning and data sharing, utility relates to the statis-
tical and algorithmic usability of anonymized data. Anonymization
should not disrupt feature distributions or degrade performance in
classification, detection, or segmentation tasks. Task-aware meth-
ods, such as adaptive obfuscation or differential privacy frameworks,
explicitly optimize this trade-off by maintaining model accuracy
and decision invariance under anonymization. These utility dimen-
sions are interdependent; improving one (e.g., realism or behavioral
fidelity) can elevate privacy risks, while stronger privacy mecha-
nisms may reduce model or human interpretability. Thus, while
privacy mechanisms eliminate identity information, they simulta-
neously preserve the representational fidelity necessary for reliable,
reproducible, and ethically compliant computer vision research.

6 Classification and Overview of Video
Anonymization Methods

We now describe the literature on video anonymization methods
according to the proposed taxonomy. Table 1 provides a compara-
tive overview of the surveyed studies across key methodological
and evaluation axes.

6.1 Pixel Level Signal Degradation Obfuscation
Pixel-level signal degradation methods aim to anonymize videos
by degrading visual fidelity through blurring or noise perturbation,
thereby suppressing identifiable cues. Unlike image-based obfusca-
tion, which only affects static frames, video protection must main-
tain temporal consistency and cross-frame coherence, ensuring that
identity is not reassembled from motion continuity or multi-view
overlap. As a result, modern video approaches typically integrate
object detection or segmentation networks with spatio-temporal
filtering or learnable degradation modules to preserve both privacy
and visual utility.

6.1.1 Blurring-based Obfuscation. The earliest video anonymiza-
tion mechanisms relied on spatio-temporal blurring to suppress
identifiable details while maintaining action visibility. For instance,
Agrawal and Narayanan [4] applied T : voxel-space exponential
blur and line integral convolution on segmented human volumes
(𝑆), achieving full-body de-identification that preserved movement
cues but introduced ghost-like distortions. Building on this, Ivašić-
Kos et al. [77] used Gaussian filters (Tblur) over multi-view silhou-
ettes (𝑟 ) to conceal gait and clothing patterns while retaining global
motion, providing early insights into privacy–utility trade-offs for
action recognition.

With deep learning, these concepts evolved into real-time blur-
ring (T ) pipelines that first detect sensitive regions and then modify
them to remove identifying signal. Angus et al. [13] implemented
a YOLOv4-based detector to locate faces (𝑆) and license plates in
city surveillance footage and applied Gaussian blur (Tblur) at over
60 FPS.

Similarly, Grosselfinger et al. [54] extended this idea to multi-
modal settings by improving detection across RGB, IR, and grayscale
video, using YOLOv3 and OpenPose to detect faces (𝑆) and license
plates across panoramic sensors.

Recent implementations, such as Ahmed et al. [7], adapted YOLOv9
architectures for child face (𝑆) anonymization in real time, focusing
on social media protection and ethical data publication. However,
despite its high detection accuracy, the approach still suffers from
limitations in complex scenarios, such as low lighting, motion blur,
and occlusions, where the model may fail to detect (𝑆) or correctly
blur faces (Tblur).

FaceOff [49] presents an obfuscation-based anonymizationmethod
for surgical operating-room videos that detects faces (𝑆) and con-
ceals identity with blur (Tblur). It employs a region-proposal two-
stage detector (e.g., Faster R-CNN) to generate candidate regions
(R), classify faces, and refine bounding boxes via shared convolu-
tional features; temporal smoothing aggregates detections across
neighboring frames to recover missed faces under occlusion or
rapid motion.

MedVidDeID [112] introduces an obfuscation-based anonymiza-
tion pipeline for clinical encounter videos that removes text, audio,
and visual Protected Health Information (PHI) within a unified
workflow. It combines speech-to-text transcription, textual PHI fil-
tering, voice transformation, and pose-guided video anonymization
using selective or full-frame face (𝑆) blurring (Tblur). The system
has notable limitations due to the complexity of clinical environ-
ments: rapid movements, partial occlusions, and reflections in glass
surfaces or mirrors frequently disrupted detection.

6.1.2 Noise-based and Perturbation-based Obfuscation. To over-
come the limitations of static blur, noise-based anonymization intro-
duces controlled perturbations or learned degradations to obscure
identity while maintaining temporal and structural realism.

For gait anonymization, Tieu et al. [141] introduced a Spatio-
Temporal GAN (ST-GAN) that injects Gaussian noise (Tnoise) into
gait representations (𝐹 ) to produce anonymized silhouettes inwhich
recognition-relevant gait cues are intentionally degraded while
using spatial and temporal discriminators to maintain visual realism
and smooth motion. The method alters contour shape but leaves
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Table 1: Video Anonymization Studies

Study TC MC RL R Model Architecture Dataset PM UM UG

Agrawal [4] • □ ▲ B Line Integral Convolution CAVIAR [33], BEHAVE [24] HCPE HCUE ■

Ivašić-Kos [77] • ■ ▲ G Gaussian silhouette i3DPost [51] RID TP ■

Angus [13] • □ ▲ F YOLOv4 + Gaussian COSMOS [13] RID TP ●

Grosselfinger [54] • ■ ▲ F YOLOv3 + OpenPose MODISSA (custom) [54] RID TP ●

Ahmed [7] • □ ▲ F YOLOv9 detection Custom (296 images) [7] RID TP ●

FaceOff [49] • □ ▲ F Faster R-CNN WIDER Face [158], FaceOff [49] RID TP ●

MedVidDeID [112] • □ ▲ F, B YOLOv11+Kalman-filter clinical Audio-Video(AV) RID NA ★

Tieu [141] ♦ □ ▲ G GAN CASIA-B [166] RID HCUE, TP ■

Tieu [139] ♦ □ ▲ G GAN CASIA-B [166] RID HCUE,PQ ■

Parashar [120] ♦ □ ▲ G Random perturbation CASIA-B [166] HCPE PQ ★, ■
Ahmad [5, 6] ♦ ■ ▲ B Autoencoder Event-ReId [5] RID TP ●

Adra [2] ♦ □ ▲ F U-Net (E2VID) VETEX [3], FES [23] RID PQ,TP ●

Yalçın [157] ♦ □ ♦ F Stylization (CNN) Custom Dataset [157] HCPE HCUE ◆

Tieu [140] ▼ □ ♦ G CNN encoder-decoder CASIA-B [166] RID HCUE ■

Hirose [66] ▼ □ ♦ G VAE-based gait OU-ISIR [103] RID HCUE ■

Hirose [67] ▼ □ ♦ G CNN + texture OU-ISIR [103] + Custom Data [67] RID TP ■

Thapar [138] ▼ □ ♦ G Attention-based CNN EPIC-KITCHENS [34], FPSI [137],
IITMD [47]

RID TP ●

SPAct [37] ▼ □ ♦ B Self-sup. adversarial UCF101 [135], HMDB51 [89], VISPR [118] RID TP ●

De Coninck [38] ▼ □ ♦ B Lightweight CNN Avenues [102], ShanghaiTech [99], WILD-
TRACK [30]

RID TP ●

RiDDLE [93] × □ • F StyleGAN2 + trans. CelebA-HQ [80], FFHQ [81], LFW [71] RID TP ★

Color Transfer [142] × □ ♦ G Encoder-decoder CASIA-B [166] RID PQ ▲, ■

CIAGAN [105] ■ □ • F GAN-based CelebA [101], MOTS [146], LFW [71] RID PQ, TP ■, ▲
Decoupling [106] ■ □ • F GAN CelebA [101], FF++ [130], LFW [71] RID TP ▲

SimSwap [31] ■ □ • F Encoder-Decoder GAN VGGFace2 [29], FF++ [130], CelebA [101] NA TP ◆

E4S [100] ■ □ • F Encoder + GAN CelebAMask-HQ [91], FFHQ [81] NA TP,PQ ◆

FaceDancer [128] ■ □ • F GAN-based VGGFace2 [29], LS3D-W [25], FF++ [130] NA TP,PQ ◆

Wen [152] ■ □ • F Face synthesis net VoxCeleb [113] RID TP,PQ ▲

FIVA [129] ■ □ • F GAN-based VGGFace2 [29], LFW [71], FF++ [130] RID TP ▲

XimSwap [10] ■ □ • F GAN-based VGGFace [29] RID TP ◆

SafeTriage [26] ■ □ • F GAN-based Clinical dataset [26], FFHQ [81] RID HCUE, TP ●

3PFS [163] ■ □ • F GAN-based VGGFace2 [29], JAAD [123] RID TP,PQ ◆

DisguisOR [18] ★ ■ ♦ B VoxelPose + SMPL COCO [97], Panoptic [78] NA HCUE, TP ●, ■
Huh [72] ★ □ ♦ B OpenPose + SMPL SIAT [72] NA TP ●

Cartoonized [145] ★ □ ♦ B MediaPipe Sign language custom Data [145] NA NA ■

DiffSign [87] ★ □ • B Diffusion + pose Custom Sign [87], FFHQ [81] NA PQ, TP ■

DiffSLVA [156] ★ □ • B Diffusion + ControlNet ASLLRP [114], ASL [156], VoxCeleb [113] RID NA ■

Zhang [160] ★ □ • B U-Net + LLM How2Sign [41], ASLLRP [114] NA PQ ■

GTNet [57] ★ □ ♦ G GAN CASIA-B [166], TUM-GAID [69] RID HCUE, TP ■

TC (Taxonomy): MC (Multi-Cam): RL (Realism): R (Regions): PM (Privacy Metrics): UM (Utility Metrics): UG (Utility):
• Blurring-based □ NO ▲ Low F: Face RID: Re-identification Risk PQ: Perceptual Quality ■ Behavioral/Motion
♦ Noise-based ■ YES ♦Med B: Full-body HCPE: Human-Centric Privacy Evaluation HCUE: Human-Centric Utility Evaluation ● Machine-Understandable
▼ Adv. Perturbation • High G: Gait NA: Not Available NA: Not Available ★ Selective Identification
× ID-Aware Isolation TP: Task-Specific Performance ◆ Semantic/Attribute
■ Sub. (Face) ▲ Visual Quality
★ Sub. (Body)

deeper temporal cues such as gait speed and cycle timing largely
unchanged, which may still carry identity information.

To mitigate these issues, the authors later proposed an RGB re-
construction framework [139] combining aDCGAN-based anonymizer
(A-NET) that removes identifiable gait cues (𝐹 ) with a Siamese
colorization network (C-NET) that restores appearance, enabling
realistic anonymized RGB gaits even from low-quality silhouettes.

Parashar et al. [120] present a reversible gait anonymization
framework that applies controlled geometric and textural perturba-
tions to gait silhouettes, enabling privacy-preserving data sharing
with identity restoration through stored transformation parameters.
Geometric anonymization slightly scales and morphs silhouette
shapes—modifying limb proportions. Textural anonymization re-
places each silhouette’s pixel texture with an averagedmulti-subject
template. Combined, these transformations produce visually plau-
sible yet identity-free silhouettes that can later be reconstructed

from the saved parameters. The authors assess utility in terms of
preserving natural movement.

A parallel research line integrates learned noise and blurring into
event-based vision. Ahmad et al. [5, 6] proposed an autoencoder-
based anonymization framework that processes event voxels—spatio-
temporal volumes of brightness changes captured by event cameras
to conceal identity before video reconstruction. The anonymizer is
jointly trained with an attacker network (E2VID) that attempts to
reconstruct gray-scale images and with downstream task networks
for person re-identification (ReID) and human pose estimation
(HPE).

Adra and Dugelay [2] introduced E2PRIV, that embeds anonymi-
zation directly into the event-to-video reconstruction model rather
than adding it as a post-processing step, where data from event
cameras, sensors capturing only brightness changes rather than
full frames, are converted into videos. Built upon the E2VID model,
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which employs a U-Net (encoder–decoder) architecture for image
reconstruction, the system integrates dynamic Gaussian blur (Tblur)
and noise injection (Tnoise) layers to obscure facial details (𝑆) during
reconstruction. While the approach reduces identifiable details, the
authors show that face verification accuracy drops substantially for
VGG-Face and DeepFace but remains high for ArcFace, indicating
that some identity cues survive anonymization, and the resulting
videos appear visually degraded to human observers.

Yalçın et al. [157] proposed a novel AI-driven stylization method
for video-based anonymization that replaces traditional blurring
(Tblur) or pixelation (Tpixelate) with artistic transformations. Their
approach modifies facial geometry (𝑆) and applies aesthetic ren-
dering models that both anonymize appearance and preserve emo-
tional expressiveness in interview videos. Through two user studies,
they demonstrated that stylized anonymization not only conceals
identity but also enhances empathic engagement and emotional
understanding among viewers.

6.1.3 Obfuscation–Adversarial Perturbation-Based Video Anonymi-
zation. This class of methods follows the principle of concealing
identity by injecting optimized, task-aware perturbations, in pixels,
motion fields, or latent features, to suppress re-identification while
preserving downstream utility.

Video-based perturbation must preserve temporal consistency,
ensuring coherence across frames and robustness against sequence-
level aggregation. Consequently, these methods operate in spatio-
temporal or feature spaces, generating motion-consistent adversar-
ial signals that conceal identity while maintaining realism, continu-
ity, and analytical usability.

Early approaches focused on gait anonymization through struc-
tural perturbation. Tieu et al. [140] employed a convolutional en-
coder–decoder to merge original and “noise gait” contours (Tnoise),
producing anonymized silhouettes that disrupt identity-specific
motion while preserving natural walking patterns.

Building on this, Hirose et al. [66] proposed a (VAE) framework
that disentangles shape and phase components of gait and ap-
plies targeted perturbations to each, achieving identity suppression
without destroying temporal smoothness. Their later extension
integrates a CNN-based encoder–decoder with a texture transfer
module, allowing realistic RGB reconstruction while maintaining
anonymization of static and dynamic gait cues[67].

Beyond silhouette representations, Thapar et al. [138] intro-
duced an adversarial motion perturbation framework for egocentric
videos, where wearer identity is embedded in optical flow and cam-
era egomotion. Using a deep attention-based recognition network
(EgoIdNet) that learns wearer-specific motion patterns, and an Arc-
Face loss function that enforces strong separation between different
identities in the feature space, they backpropagate identity gradi-
ents into small homography-basedmotion perturbations, effectively
anonymizing the wearer while keeping activity recognition intact.

Adversarial learning expanded perturbation to feature-level ano-
nymization. SPAct [37] is a self-supervised framework to remove
privacy cues from video without requiring privacy annotations. The
system has three components: an anonymizer that transforms video
frames (𝑉 ) to hide identity, a privacy discriminator that detects re-
maining identity cues, and an action recognition branch to preserve
task utility. They are trained adversarially and contrastively: the

anonymizer removes private information while retaining motion
cues for activity understanding. However, SPAct relies on basic
self-supervised frameworks designed mainly for action recognition,
limiting its extension to tasks like detection or anticipation.

Similarly, De Coninck et al. [38] developed a lightweight adver-
sarial framework for privacy-preserving video analytics on edge
devices. Their approach trains a compact obfuscator that transforms
input frames (𝑉 ) into privacy-protected representations, while a
competing deobfuscator attempts to reconstruct the original image;
this adversarial pairing forces the obfuscator to remove identity-
related details.

6.2 Identity-Aware Isolation and Manipulation
This class of methods conceals identity by separating identity-
related factors from other semantic or temporal representations
in visual or motion data. Unlike image anonymization, which dis-
entangles identity (𝑧id) from appearance attributes (𝑧non-id) (e.g.,
pose, lighting, texture), video-based approaches must additionally
decouple temporal dynamics such as gait, motion trajectories, and
behavioral patterns. Models typically employ encoder–decoder or
variational architectures that learn structured latent spaces (Z),
using adversarial or contrastive objectives to isolate and suppress
identity components (𝑧id) while retaining non-identifying motion
and appearance information (𝑧non-id). Operating in spatio-temporal
latent spaces, these methods obfuscate identity cues while preserv-
ing realism and continuity. Compared with pixel-level obfuscation,
they offer a better privacy–utility trade-off but remain constrained
by high computational cost and modality-specific design.

Early latent disentanglement frameworks such as RiDDLE [93]
introduced the idea of identity encryption in latent space (Z), where
facial (𝑆) identity embeddings are separated from expression and
appearance features within a StyleGAN2 generator. Through a
transformer-based encryptor conditioned on passwords, the model
obfuscates the identity component (𝑧id) while preserving photo-
realistic texture and motion coherence (𝑧non-id), enabling reversible
and diverse anonymized faces. This work established the feasibil-
ity of latent-level obfuscation but remained limited to face-level
anonymization and computationally expensive inversion.

Building on this foundation, Color Transfer Gait Anonymiza-
tion [142] extends disentanglement from appearance to the spatio-
temporal motion domain. Rather than encrypting identity embed-
dings, it separates appearance from motion by using anonymized
silhouettes to encode gait structure and an encoder–decoder color-
transfer network to reconstruct natural color and texture. This
restores a realistic appearance while maintaining privacy.

6.3 Substitution-Based Video Anonymization
This class of methods conceals identity by replacing the original
face or body with a newly generated surrogate, rather than de-
grading or masking it. While image-based swapping operates on
individual frames, video anonymization requires temporal stabil-
ity, consistent surrogate identities across time and viewpoints, and
seamless blending into complex backgrounds. Accordingly, these
approaches integrate identity-guided generative models, tracking
modules, or 3D reasoning to maintain visual realism, continuity,
and control over the anonymization process. In this section, we
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categorize substitution-based video anonymization methods by the
identity replacement region: face-level substitution (Sec 6.3.1) and
full-body-level substitution approaches (Sec 6.3.2).

6.3.1 Face-Level Identity Substitution. We review face-level substi-
tution, in which anonymization is achieved by replacing faces in
the video with surrogates. Early frameworks such as CIAGAN [105]
established the foundation for controlled replacement through a
conditional GAN architecture. CIAGAN receives pose landmarks
as input and synthesizes realistic surrogate identities (𝜉) using a
U-Net (encoder-decoder) generator guided by a Siamese identity
discriminator, which enforces both pose preservation and identity
independence. A key advancement lies in its ability to generate
new, unseen identities while maintaining expression and tempo-
ral coherence through landmark smoothing. However, CIAGAN
still depends heavily on accurate landmark detection and strug-
gles under occlusions or extreme poses, limiting its robustness in
unconstrained video environments.

To overcome the entanglement between visual realism and iden-
tity synthesis, Decoupling Identity and Visual Quality [106] pro-
posed a two-stage GAN framework with an AnonymizationNet for
generating diverse identities and a HarmonizationNet for blending
them naturally into the scene. This separation allows training on
high-quality datasets without identity labels, improving photore-
alism while maintaining privacy. Its recurrent extension with a
temporal discriminator ensures smoother transitions across frames.
Nevertheless, this dual-network design increases computational
cost, and blending errors occasionally appear in cluttered or dy-
namic scenes. Moreover, temporal consistency is enforced only in
the blending stage, not in the core anonymization module, allowing
frame-wise identity drift.

Amajor direction in identity-replacement focuses on high-fidelity
face swapping, where identity cues are fully substituted while pre-
serving target pose, expression, and illumination. SimSwap [31]
accomplishes this using a shared encoder, feature-level identity-
injection module, and decoder that reconstructs a surrogate face
alignedwith the target’s appearance factors. E4S [100] advances this
through region-wise disentanglement, pairing a pose-alignment

module with a regional encoder–decoder and a mask-guided
generator that injects surrogate identity features (𝜉) into local fa-
cial components. FaceDancer [128] further improves robustness
via adaptive feature-fusion attention and identity-feature regular-
ization to better handle occlusion, extreme poses, and illumina-
tion changes. Across these methods, anonymization is achieved by
replacing identity-bearing geometry and texture with surrogate
identity vectors while preserving non-identity attributes needed
for downstream tasks.

Wen et al. [152] propose a generative identity-replacement ap-
proach that leverages temporal redundancy in face videos to achieve
high-quality anonymization with minimal flicker. The system uses
a dense motion-flow generator (𝐺) to estimate relative motion be-
tween consecutive frames. Anonymization occurs by creating a
synthetic face (𝜉) for the first frame and then propagating this
anonymized frame through the entire sequence using motion-flow
warping. Privacy is supported by large reductions in identity simi-
larity, while utility is preserved through high face-detection rates
and minimal flickering compared to per-frame generative methods.

FIVA [129] extended face replacement toward identity track-
ing and adversarial defense. The architecture integrates an Iden-
tity Tracking Module (ITM) that assigns stable pseudo-identities
throughout a video, combined with anchor-based sampling to gen-
erate embeddings far from both the source and reconstructed iden-
tities. Moreover, FIVA introduces defensive noise layers to resist
reconstruction or inversion attacks, making it one of the first mod-
els to explicitly address anonymization reversal. While it achieves
temporal consistency, its reliance on adversarial perturbations and
high-complexity modules makes real-time deployment challeng-
ing. XimSwap [10] presents a lightweight encoder–decoder face-
swapping system for real-time video anonymization on edge de-
vices. It employs a compact face-detection (𝑆) and feature-extraction
(𝐹 ) pipeline together with an identity-injection module that re-
constructs each face using a surrogate identity (𝜉) while preserv-
ing the original pose and expression. Anonymization replaces all
appearance-based identity cues so only anonymized frames are
transmitted off-device, while utility is maintained through stable
pose tracking and low landmark error that supports downstream
analysis.

SafeTriage [26] introduces a generative identity-replacement
method for clinical facial videos that preserves patient motion while
removing appearance-based identity cues. The system integrates a
conditional generator that creates a surrogate face (𝜉) aligned to
the patient’s pose and structure with a motion-transfer network
that retargets facial dynamics—such as asymmetry, lip motion, and
head pose—onto this synthetic identity. Privacy is validated through
reduced face-embedding similarity, and utility is supported by clin-
ical expert evaluations and stable stroke-triage performance on
synthetic data.

3PFS [163] proposes an identity-replacement anonymization
method for pedestrian videos that uses real surrogate faces (𝜉)
rather than synthetic ones, preserving natural appearance and soft
attributes such as age and gender. The pipeline combines a pedes-
trian detector, face detector (𝑆), and pre-processing modules (deblur-
ring and facial refinement) with an attribute-aware face-selection
algorithm and an encoder–decoder face-swapping network guided
by a pose-preservation loss. Anonymization proceeds by detect-
ing each pedestrian’s face, enhancing it, selecting a surrogate with
matching soft attributes but maximal identity distance, and blend-
ing the swapped face into the frame; tracking ensures temporal
consistency.

Complementing generative methods, Lee et al. [92] propose face-
transformation–based anonymization for ASL with three variants:
(1) a mask-overlay filter that replaces the face with a cartoon 3D
mask (𝜉), and (2–3) two face-swap pipelines that detect facial re-
gions, transfer expressions, and generate a composite face via latent-
space (Z) editing while preserving the signer’s motion. One variant
further removes the torso and background to suppress clothing
and scene cues. A user study shows that replacing facial identity
while retaining non-manual markers preserves intelligibility and
perceived message accuracy. Finally, BLANKET [56] adapts swap-
ping for infant video anonymization by coupling diffusion-based
inpainting (for surrogate identity (𝜉) generation) with temporal face
swapping (FaceFusion). This hybrid pipeline maintains expression,
gaze, and head-pose consistency, achieving realistic anonymization
suitable for developmental and psychological studies. Its limitation
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lies in diffusion’s computational cost and reduced distinctiveness
among infant faces.

6.3.2 Full-Body Identity Substitution. Here we review full-body
substitution techniques that replace person’s visual with a surrogate
ones. Beyond 2D replacement, DisguisOR [18] extends anonymi-
zation to the 3D domain for complex multi-camera environments
such as operating rooms. Rather than altering faces in individual
frames, the method reconstructs a 3D digital body model from syn-
chronized color–depth recordings and aligns it to each person’s
position and orientation in the scene. The facial region is then sub-
stituted with a generic identity-free template, and the anonymized
model is rendered back into all camera views to generate realistic,
view-consistent results. However, the approach depends on depth
sensors and multi-stage alignment and rendering pipelines, which
introduce high computational cost and currently hinder real-time
or large-scale deployment.

A recent line of work integrates anonymization with data mini-
mization by reducing the sensitive visual information transmitted
across systems. In this direction, Huh et al. [72] propose a scene-
preserving framework that replaces each person in a video with a
3D digital avatar (𝜉) whose body structure and facial expressions
replicate the original. Instead of sending full video streams, the sys-
tem transmits compact numerical representations of these avatars
from low-power edge hardware to a central processor, limiting
exposure to raw imagery while retaining the spatial and behavioral
cues needed for action and interaction analysis.

In the communication domain, anonymization methods increas-
ingly aim to preserve the linguistic integrity of signing while con-
cealing the signer’s(people performing sign language) identity. Car-
toonized Anonymization [145] replaces real signers with stylized
animated avatars (𝜉) by tracking body and hand motion through
pose-estimation models and retargeting these motions to a cartoon
character. This maintains essential communicative cues, hand ar-
ticulation, head movement, and gesture timing, while removing
visual identity, and its non-photorealistic rendering helps avoid the
uncanny-valley issues often observed in neural synthesis.

Building on this, DiffSign [87] introduces a diffusion-based signer-
replacement pipeline that extracts 2D keypoints, retargets them
to a 3D parametric avatar (𝜉) for stable pose trajectories, and then
conditions a generative diffusion model using edge maps and pose
controls, with an appearance adapter injecting features from a ref-
erence image to define the surrogate signer. This produces photo-
realistic identity-free videos while retaining expressive hand–body
articulation and temporal smoothness.

Further advancing diffusion-based anonymization, DiffSLVA [156]
proposes a text-guided framework that avoids pose-estimation en-
tirely by using low-level edge features (HED) through Control-
Net to guide large pre-trained diffusion models. The system inte-
grates cross-frame attention for temporal coherence and a special-
ized facial-expression enhancement module to preserve linguis-
tically crucial non-manual markers such as brow movement and
mouth shapes. Anonymization is achieved by generating a fully
synthetic signer (𝜉) that follows the original motion but appears as
a computer-generated individual defined by a text prompt.

Zhang et al. [160] present a modular ASL video generation sys-
tem that produces photorealistic signing from English by jointly

modeling manual and non-manual cues. It has three stages: an LLM
module predicting glosses and facial grammar, a motion synthesis
stage using Motion Matching for coherent poses, and an image-
to-image module rendering photorealistic frames conditioned on
signer identity. While not built for anonymization, it can serve
as one by replacing real signers with synthetic, identity-agnostic
avatars (𝜉) that preserve linguistic structure, yielding privacy gains
with minimal utility loss. A study with 30 DHH participants shows
high understandability, but notes facial quality and motion smooth-
ness issues that may reduce realism and comfort.

Across these methods, privacy arises from comprehensive iden-
tity removal, while utility is preserved through accurate motion
transfer and retention of linguistic cues. However, they still rely
on reliable motion cues or edge extraction, and diffusion-based
generation remains computationally demanding. Additionally, they
lack explicit mechanisms for multi-view consistency or protection
against strong re-identification attacks, meaning some behavioral
signatures, such as signing style, may remain traceable. User studies
also highlight that mismatched facial attributes, removal of torso
context, or residual visual artifacts may reduce naturalness and
comfort for viewers, particularly in face-swap.

In parallel, a smaller line of work focuses on substitution-based
gait anonymization, which targets motion-based identity signals
rather than appearance. GTNet [57] employs a conditional GAN
with dense-pose fusion and attention-based discriminators to trans-
form gait sequences into new identity-free versions while retaining
pose and texture. It effectively reduces gait recognition accuracy
while maintaining motion naturalness, yet still struggles under
real-world occlusions or varied clothing.

7 Datasets
There is a clear benchmark-to-application gap in the video ano-
nymization domain. Most evaluation datasets are built from still
images or short clips from single scenes. In reality, deployed sys-
tems operate on multi-view surveillance cameras, wearable devices,
or medical recordings, where identity must be continuously sup-
pressed despite long temporal persistence and camera view shifts.
This section discusses benchmark misalignment and its impact on
temporal evaluation reliability. We report only the top 10 most uti-
lized for these tasks, as identified in this survey. A comprehensive
overview is provided in Table 3 in the Appendix C .

We would like to note, first, that there is a broad range of datasets
with facial images (also included in the appendix), with varying
perspectives and diversity. Some video anonymization approaches
indeed are evaluated on such data, which raises concerns regarding
the level of protection these approaches actually achieve.

Video datasets remain misaligned with anonymization goals
despite containing person labels. Considering face datasets, Face-
Forensics++ [130] and MEAD [147] provide videos of talking identi-
ties, with the latter recording faces under 7 view shifts, yet both are
captured in strictly controlled, single-identity settings. Considering
gait, CASIA-B [166] and TUM-GAID [69] provide walking videos
from multiple viewpoints; the latter includes a depth modality be-
yond RGB, as well. Still, these datasets mainly contain single-person
walks or short talking segments with minimal crowds, occlusion, or
interaction, which limits real temporal testing. Large-scale person
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frames sourced from Pexels [104] improve scale and appearance
variety but remain identity-unlabeled and temporally unlinked,
with no continuous identity tracks across camera transitions. Over-
all, only a minimal number of datasets allow real measurement
of temporal identity anonymization at scale. It would hence be a
big service to the community if datasets covering long, continuous
tracks, multi-view video, and identity labels where made available,
preferably with labelled activity or other features for downstream
tasks, for a convincing privacy—and utility—evaluation.

8 Discussion & Takeaways
Visual anonymization has progressed rapidly from classical pixel-
level transformations to advanced deep learning–based generative
methods. Early techniques—blurring, pixelation, masking—offered
basic privacy but substantially degraded utility and realism. Mod-
ern approaches built on GANs, VAEs, and diffusion models can
synthesize realistic, identity-free imagery while preserving expres-
sions, motion, and contextual structure. This shift enables more
controllable, task-aware anonymization that selectively removes
identity cues while maintaining downstream usability for detection,
pose estimation, and behavioral analysis.

Despite substantial progress, key structural limitations remain.
Most methods assume single-view facial settings and anonymize
frames independently, without modeling cross-view geometry or
enforcing temporal consistency—an inherent constraint of 2D ar-
chitectures lacking multi-view correspondence. As a result, few
approaches address full-body, gait, or multi-view video anonymi-
zation. We argue that combining visual anonymization (e.g., face
or body) with behavioral anonymization (e.g., gait or gaze) is the
next step toward holistic video protection; for instance, integrating
motion anonymization with inpainting could provide stronger com-
bined safeguards. This single-view focus conflicts with real-world
deployments in smart cities and medical settings, where synchro-
nized multi-view capture requires view-consistent anonymization
to preserve both privacy and downstream utility.

Across the literature, obfuscation-based methods show clear
limitations. They preserve coarse layout and context but degrade
the fine-grained visual features needed for downstream analysis.
Blurring, pixelation, and noise distort body articulation, facial ge-
ometry, and motion cues, reducing structural and temporal fidelity.
Moreover, obfuscation does not fully remove identity information:
residual biometric signals such as gait, body proportions, and low-
frequency facial patterns often persist and re-emerge across time
or viewpoints, making these methods unsuitable for multi-view or
long-term video anonymization.

Removal-based approaches, including GAN- and diffusion-based
replacement, address these limits by generating new surrogate
identities that break structural and semantic ties to the original,
strengthening resistance to cross-view linking and temporal ag-
gregation. However, they rely on accurate segmentation, tracking,
and 3D/pose estimation, so errors in these stages cause temporal
or view inconsistencies. They are also computationally intensive,
limiting real-time use and large-scale evaluation.

Another challenge is the reliability of reported results. Many
studies test privacy against weak adversaries, often using recog-
nition models trained only on original data, which overestimates

protection. As Hanisch et al. [60] note, such protocols ignore ad-
versaries who adapt to anonymized data. Evaluations are also fre-
quently limited to small datasets, restricting assessment of cross-
view consistency and long-term temporal coherence.

From an evaluation perspective, privacy and utility do not follow
a simple trade-off; the relationship varies widely across anonym-
ization families and methods. Some approaches, such as blurring
and pixel-level degradation, achieve privacy by suppressing fine-
grained facial and body cues, but this significantly reduces utility
for downstream tasks. Others, particularly identity-replacement
and latent-space methods, maintain high realism yet may still leak
residual identity cues by preserving behavioral or dynamic signals
that enable re-identification across frames or viewpoints.

In summary, despite advances in realism, controllability, and
methodological rigor, significant gaps remain in achieving multi-
view consistency, developing lightweight architectures, and estab-
lishing standardized evaluation protocols for fair comparison and re-
producibility [18]. These limitations highlight multi-view andmulti-
perspective anonymization as central open research challenges.
Future research should explore geometry-aware or 3D-consistent
generative anonymization frameworks capable of maintaining tem-
poral and spatial coherence across multiple cameras, a necessary
step towards effective and scalable anonymization solutions that
can operate securely in real-world environments such as smart-city
CCTV networks, autonomous systems, and medical data pipelines.

9 Conclusion
This survey aims to clarify the expanding landscape of video ano-
nymization. We reviewed the field systematically and organized
existing methods into a taxonomy that highlights how approaches
relate, what identity cues they protect, how they operate, and the
trade-offs they entail, rather than presenting techniques in isolation.
A clear pattern in the literature is the continued focus on single-
view videos, despite real environments rarely operating that way.
In public spaces, hospitals, and transportation hubs, individuals
are routinely captured by multiple cameras, yet only a few studies
consider such settings, creating a significant gap between current
research and practical deployment.

Our analysis of datasets and evaluation metrics shows that most
benchmarks are limited and fail to reflect multi-camera conditions,
underscoring the need for stronger datasets and clearer evalua-
tion standards, especially for methods intended to operate across
multiple viewpoints. Lastly, we emphasized that anonymization
must balance privacy with the utility required for downstream
tasks. Taken together, these insights point toward future research
that treats multi-perspective data as a core requirement, develops
techniques suited to the complexity of real-world video systems,
and finally improves methodology towards more rigorous, and
convincing privacy evaluations.
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A Evaluation Metrics
This section explores the evaluation metrics in detail, providing
both mathematical definitions and real-world context.

A.1 Privacy Metrics
Privacy metrics quantify the extent to which identifiable or sen-
sitive information has been suppressed in the anonymized im-
age or video. These are typically categorized into four groups: re-
identification risk, attribute leakage, adversarial robustness, and
human perception-based evaluation.

A.1.1 Re-identification Risk. This metric directly assesses whether
anonymized data can still be matched back to an individual using
automated systems. For instance, a pre-trained face recognition
model 𝑓 (·) might be used to predict the identity of anonymized
input 𝑥𝑖 . The recognition accuracy is defined as:

ReIDacc =
1
𝑁

𝑁∑︁
𝑖=1

1 [𝑓 (𝑥𝑖 ) = 𝑦𝑖 ] (1)

where 𝑦𝑖 is the ground-truth identity and 1[·] is the indicator
function. A lower ReID accuracy implies better anonymization.
For example, in anonymized surveillance footage, a ReID accuracy
below 10% would be considered successful if the original model
scored above 95%.

In retrieval scenarios (e.g., using anonymized queries to find
identities from a gallery), mean Average Precision (mAP) is used:

mAP =
1
𝑄

𝑄∑︁
𝑞=1

AP(𝑞) (2)

Here, 𝑄 is the number of queries, and AP(𝑞) is the average
precision for query 𝑞. Lower mAP indicates greater privacy. This
is crucial in applications like smart city surveillance, where re-
identification of individuals must be minimized even if the system
uses query-based analytics.

Verification scenarios (e.g., matching faces across frames) use the
verification rate, measuring the percentage of correctly identified
positive pairs from anonymized inputs. A lower verification rate
reflects reduced identity exposure.

A.1.2 Attribute Leakage. Even if identity is hidden, residual cues
may allow classifiers to infer demographic traits like gender, age,
or ethnicity. This is known as attribute leakage. Suppose 𝑔(·) is a
classifier trained to predict attribute 𝑎𝑖 from anonymized sample
𝑥𝑖 . The classification accuracy becomes:

Attracc =
1
𝑁

𝑁∑︁
𝑖=1

1 [𝑔(𝑥𝑖 ) = 𝑎𝑖 ] (3)

A lower attribute classification accuracy implies better anonym-
ization. For example, an anonymized facial dataset where gender
is classified with only 55% accuracy (versus 98% on the original)
demonstrates effective leakage suppression.
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To go beyond classifier performance, Mutual Information (MI) is
used to assess statistical dependence:

𝐼 (𝑋 ; 𝑋̃ ) =
∑︁
𝑥,𝑥̃

𝑝 (𝑥, 𝑥) log
(
𝑝 (𝑥, 𝑥)
𝑝 (𝑥)𝑝 (𝑥)

)
(4)

A lower MI indicates that the transformation disrupts depen-
dency between the original and anonymized data — useful for data
publishing or dataset release policies.

A.1.3 Adversarial Robustness. Privacy risks often arise not from
legitimate users but from adversaries trying to recover identity or
attributes. Therefore, anonymization systems must be evaluated
for robustness against attacks. Three key metrics are:
• Attack Success Rate (ASR): The proportion of samples
where an attacker can reverse the anonymization process
(e.g., using a GAN to deblur faces).
• Membership Inference Accuracy: Measures how well an
attacker can determine whether a specific sample was part of
the anonymizer’s training set — a common threat in machine
learning privacy.
• Model Inversion Fidelity: If the attacker reconstructs an
image 𝑥𝑖 from an anonymized version 𝑥𝑖 , we use:

Fidelity =
1
𝑁

𝑁∑︁
𝑖=1

SSIM(𝑥𝑖 , 𝑥𝑖 ) (5)

where SSIM is a perceptual similarity score (explained later).
High fidelity = high privacy risk.

A.1.4 Human-Centric Privacy Evaluation. Humans are perceptu-
ally sensitive and can often detect identity leakage missed by au-
tomated systems. User studies are therefore essential. The Human
Re-identification Rate measures the success rate of human partici-
pants in matching anonymized images to their originals. A low rate
suggests strong anonymization. Additionally, subjective privacy
scores, typically gathered via Likert-scale surveys (e.g., 1–5 or 1–10),
reflect how well anonymization is perceived. For example, users
may rate anonymized faces based on "recognizability" or "visual
identity retention."

A.2 Utility Metrics
Utility metrics evaluate whether anonymized images or videos
remain usable for downstream vision tasks, including detection,
classification, segmentation, or pose estimation.

A.2.1 Task-Specific Performance. This class of metrics checks how
well anonymized content supports practical AI tasks. For classifica-
tion tasks (e.g., action recognition), we compute:

Accuracy =
1
𝑁

𝑁∑︁
𝑖=1

1 [ℎ(𝑥𝑖 ) = 𝑡𝑖 ] (6)

where ℎ(·) is the downstream task model and 𝑡𝑖 is the ground-
truth label.

For object detection or segmentation, we use Precision, Recall,
and F1-score:

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 , Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁 , (7)

F1 =
2 · Precision · Recall
Precision + Recall (8)

These are especially important in medical video anonymization
or surveillance, where detection of actions or objects must remain
accurate after anonymization.

In semantic segmentation, Mean Intersection over Union (mIoU)
is widely used:

mIoU =
1
𝐶

𝐶∑︁
𝑐=1

|𝑆𝑐 ∩ 𝑆𝑐 |
|𝑆𝑐 ∪ 𝑆𝑐 |

(9)

where 𝑆𝑐 and 𝑆𝑐 are the predicted and ground truth regions for
class 𝑐 .

In human pose estimation, PCK (Percentage of Correct Key-
points) and MPJPE (Mean Per Joint Position Error) are key:

PCK@r =
1
𝑁

𝑁∑︁
𝑖=1

⊮
[
∥𝑝𝑖 − 𝑝𝑖 ∥2

𝑠𝑖
≤ 𝑟

]
, MPJPE =

1
𝑁

𝑁∑︁
𝑖=1
∥𝑝𝑖 −𝑝𝑖 ∥2

(10)
These determine whether body structure remains intact post-

anonymization — essential in sports, clinical gait analysis, or be-
havior understanding.

A.2.2 Perceptual Quality. Even if task performance is preserved,
the visual plausibility of anonymized content matters. Four key
metrics are used:
• SSIM (Structural Similarity Index): Measures image degra-
dation using structural features:

SSIM(𝑥, 𝑥) = (2𝜇𝑥 𝜇𝑥̃ +𝐶1) (2𝜎𝑥,𝑥̃ +𝐶2)
(𝜇2𝑥 + 𝜇2𝑥̃ +𝐶1) (𝜎2

𝑥 + 𝜎2
𝑥̃
+𝐶2)

(11)

Higher SSIM suggests greater visual similarity.
• PSNR (Peak Signal-to-Noise Ratio): Compares pixel in-
tensities. Higher PSNR implies lower distortion:

PSNR = 10 · log10

(
𝑀2

AX
MSE

)
(12)

• LPIPS (Learned Perceptual Image Patch Similarity):
Measures perceptual similarity using deep features. Lower
LPIPS = higher quality.
• FID (Fréchet Inception Distance): Measures how close
the anonymized data distribution is to real data:

FID = ∥𝜇𝑟 − 𝜇𝑔 ∥22 + Tr(Σ𝑟 + Σ𝑔 − 2(Σ𝑟Σ𝑔)1/2) (13)

Lower FID values (e.g., <20) indicate strong realism, which
is critical in synthetic face anonymization or GAN-based
replacement.

A.2.3 Human-Centric Utility Evaluation. Beyond numbers, humans
evaluate realism, usefulness, and emotional expression. This in-
cludes:
• Perceived Task Relevance: Can humans still recognize
emotion, action, or scene content?
• Realism Ratings: Participants rate how plausible or “real”
anonymized visuals appear (Likert-scale).
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• Preference Testing: When multiple anonymization out-
puts are available, participants select the most effective one,
providing insights into the privacy–realism trade-off.

A.3 Privacy–Utility Trade-off
Anonymization inevitably introduces tension between privacy and
utility. To evaluate this balance, researchers often plot Privacy–Utility
Curves, where increasing privacy (e.g., lowering ReID accuracy)
may degrade task performance (e.g., classification accuracy). To
make this relationship quantifiable, composite metrics like Pri-
vacy–Utility Product (PUP) are used:

PUP = 𝑃 ·𝑈 , where 𝑃 = 1 − ReIDacc, 𝑈 = Task Accuracy
(14)

Higher PUP values represent better trade-offs. For example, a
method yielding 95% anonymization success (5% ReID accuracy)
while preserving 85% task utility would be preferred over one with
99% anonymization but only 50% utility.

More advanced formulations like Adjusted FID aim to embed
both realism and privacy leakage into a unified score. Such metrics
are increasingly used in benchmark studies to rank anonymization
algorithms under practical deployment conditions.

A.4 Robustness Evaluation
A crucial dimension in assessing privacy-enhancing techniques is
their reliance on attempts to undo or bypass the anonymization
process. Many existing evaluations rely on simplified settings in
which recognition models, originally trained on non-anonymized
data, are tested directly on anonymized outputs. While this baseline
approach is informative for common applications such as social
media tagging or advertising, it doesn’t fully capture adversarial
conditions. Robustness must therefore also be examined under more
challenging attack models.

The literature discusses several types of adversarial strategies:
Imitation (parrot) attacks: here the adversary has full knowledge

of the anynimization process and applies it to their own training
data. By learning in the transformed space, the attacker builds recog-
nition or attribute classifiers that operate effectively on anonymized
inputs [107, 109, 132].

Reconstruction attacks: In this scenario, the attacker seeks to
reverse the anonymization process itself. With access to the under-
lying mechanism (white-box), the goal, it approximate the original
appearance by solving the inverse problem. A more constrained
version(grey, or black box) attempts recovery with only partial or
no information about the transformation, yet may still succeed in
revealing sensitive cues.

linkage attacks: even without direct inversion, adversaries may
combine anonymized data with auxiliary sources, such as back-
ground context, clothing, hairstyle, or repeated instances of the
same subject. Such side information can be exploited to re-associate
anonymized data with the original individual [32, 50, 63, 117].

While the first two attack types are relatively straightforward
to simulate and commonly used in robustness testing, linkage at-
tacks remain difficult to evaluate, as they often rely on contextual
elements not deliberately anonymized. Overall, these evaluations
aim to quantify the likelihood that concealed attributes, identity, or

otherwise, could be reconstructed or inferred, a risk of sometimes
referred to as attribute recovery.

A.5 Evaluation Frameworks and Performance
Studies

The evaluation of biometric privacy-enhancing technologies has
steadily progressed from early face recognition, based tests toward
comprehensive, adversary-aware methodologies. initial studies by
Dufaux and Ebrahimi [42] relied on standardized face recognition
benchmarks (FERET, CSU FIES) to assess pixelation, blurring, and
scrambling, finding scrambling more effective than naive obfus-
cation. Korshunov et al. [86] advanced this approach by balanc-
ing privacy (via recognition accuracy) with utility (via detection
accuracy) across multiple datasets, while Badii et al. [15, 16] in-
troduced holistic criteria, efficacy, consistency, disambiguity, in-
telligibility, and aesthetics, tailored to surveillance contexts. Erdé-
lyi et al. [44] further formalized protocols for frame-by-frame
and aggregated video evaluation, and Terhörst et al. [136] ex-
panded the scope to soft-biometric PETs, proposing training-free
and learning-based protocols inspired by Kerckhoffs’s principle and
recognition, attribute visualization plots. Recent works reflect a
shift toward strong adversary models and practical deployment.
Hanisch et al. [59] emphasized the weakness of “naive” adversary
assumptions and introduced reliable methodologies with worst-
case attacker models, while Gómez-Barrero et al. [52]focused on
unlinkability evaluation in biometrics template protection. Comple-
mentary tools such as PrivacyProber [131] stress-test soft-biometric
PETs through attribute recovery, and SEBA [143] consolidate state-
of-the-art evaluation into an extensible, open-source toolkit for
privacy-utility analysis. The trend continues in 2025 with frame-
works like FaceAnonyMixer [9] enabling recoverable and replace-
able face anonymization. and PRISM [83]benchmarking biometric
leakage inmultimodal large languagemodels. Terhörst et al. [8] pro-
posed a large-scale re-evaluation of biometric modalities using em-
pirical and expert-driven assessments, while broader frameworks
now consider behavioral biometrics(voice, gait, gaze) [58] and risk
assessments in digital ID systems [155]. Standardization efforts
through ISO/IEC JTC 1/SC 37 further complement academic initia-
tives by providing globally recognized protocols. Collectively, these
developments show a clear evolution of evaluation frameworks that
have matured from narrow recognition-based metrics into holistic,
adversary-aware, multimodal, and deployment-oriented protocols,
capturing both privacy guarantees and utility preservation across
increasingly diverse application domains. Capturing both privacy
guarantees and utility preservation across increasingly diverse ap-
plication domains.

B Assumption, Anonymization & Attacker
Formalization

Video Representation. We model a video stream as a sequence of
frames:

𝑉 = {𝐼𝑡 }𝑡𝑚𝑎𝑥

𝑡=1 (15)
where:
• 𝐹𝑡 ∈ Rℎ×𝑤×3 is the RGB frame captured at time 𝑡
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• 𝑇 is the number of frames
• ℎ,𝑤 denote frame height and width

Multi-Perspective Video Setup. In multi-camera environments,
synchronized video streams are captured from multiple viewpoints:

V = {𝑉 (𝑐 ) }𝑐𝑚𝑎𝑥

𝑐=1 (16)
where:
• 𝑉 (𝑐 ) is the video captured by camera 𝑐
• 𝐶 is the number of cameras

Each stream is:

𝑉 (𝑐 ) = {𝐼 (𝑐 )𝑡 }
𝑡𝑚𝑎𝑥

𝑡=1 (17)

Video Anonymization Transformation. An anonymizationmethod
is modeled as a transformation:

M : 𝑉 × R ×Z → 𝑉 (18)
where:
• 𝑉 is the raw video stream,
• R is the identifying regions,
• Z is the potential feature representations
• Ṽ is the protected video stream

Obfuscation-Based Manipulation : Obfuscation methods directly
modify the original biometric signal without replacing it. Formally,
obfuscation transformations satisfy:

𝑉̃ (𝑐 ) =Mobf (𝑉 (𝑐 ) , 𝑟 (𝑐 )𝑡,𝑖
) (19)

where 𝑉̃ (𝑐 ) remains a transformed version of the original biomet-
ric signal contained in 𝑟 (𝑐 )

𝑡,𝑖
, and no external identity information is

introduced.

Pixel-Level Signal Degradation. Pixel-level degradation methods
suppress identity by directly altering pixel statistics without isolat-
ing identity features:

𝑟
(𝑐 )
𝑡,𝑖

= Tpixel (𝑟 (𝑐 )𝑡,𝑖
) (20)

where Tpixel denotes transformations such as:

Tpixel ∈ {Blur, Pixelate,Noise,AdvPerturb} (21)

Identity-Aware Isolation and Manipulation. identity-ware ano-
nymization isolates identity and no-identity factors in a latent rep-
resentation:

𝑧
(𝑐 )
𝑡,𝑖

= 𝐸 (𝑟 (𝑐 )
𝑡,𝑖
) (22)

where
• 𝑟
(𝑐 )
𝑡,𝑖

is the image region corresponding to person 𝑖 at the time
𝑡 in camera 𝑐 ,
• 𝐸 (·) is an encoder network that maps image regions into a
latent representation,
• 𝑧
(𝑐 )
𝑡,𝑖

is the latent representation encoding visual attributes
of person 𝑖 .

The latent representation is decomposed into identity and non-
identity components :

𝑧
(𝑐 )
𝑡,𝑖

= (𝑧id𝑡,𝑖 , 𝑧non-id𝑡,𝑖 ) (23)
where:
• 𝑧id𝑡,𝑖 encodes identity-related features(e.g., facial structure,
body shape, gait cues),
• 𝑧non-id𝑡,𝑖 encodes task-relevant attributes (e.g., pose , motion,
illumination, context).

Anonymization removes or modifies identity components:

𝑧
(𝑐 )
𝑡,𝑖

= (0, 𝑧non-id𝑡,𝑖 ) or (𝑧id𝑡,𝑖 , 𝑧non-id𝑡,𝑖 ) (24)
where:
• 0 denotes identity suppression,
• 𝑧id𝑡,𝑖 denotes a transformed or synthetic identity representa-
tion.

The anonymized region is reconstructed as:

𝑟
(𝑐 )
𝑡,𝑖

= 𝐷 (𝑧 (𝑐 )
𝑡,𝑖
) (25)

where:
• 𝐷 (·) is a decoder or generator that reconstructs the anonym-
ized image region.

Substitution-Based Manipulation: Substitution methods remove
the original biometric signal and replace it with new content not
derived from the input identity:

𝑉̃ (𝑐 ) =Msub (𝑉 (𝑐 ) , 𝑟 (𝑐 )𝑡,𝑖
, 𝑧), (26)

where:
• 𝑟
(𝑐 )
𝑡,𝑖

is the image region corresponding to person 𝑖 at time 𝑡
in camera 𝑐 ,
• Msub (·) is a substitution-based anonymization operator,
• 𝑉̃ (𝑐 ) is the anonymized output video stream after substitu-
tion,
• 𝑧 denotes identity features of the individual in the raw video.

External identity content 𝑧 may be generated or selected from
external sources:

𝑧 ∼ Pext (27)
where Pext denotes an external identity distribution (e.g., syn-

thetic indeitties generated by a generative model or identities sam-
ples from a database).

In generative susbistution methods, anonymization meybe im-
plemented using a geneator model:

𝑟
(𝑐 )
𝑡,𝑖

=𝐺 (𝑧, 𝑐 (𝑐 )
𝑡,𝑖
) (28)

where:
• 𝐺 (·) is a generative model (e.g., GAN or diffusion model),
• 𝑐
(𝑐 )
𝑡,𝑖

denotes conditioning information such as pose, illumi-
nation, or scene context.
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Masking: Masking removes identity information by replacing
the region with non-informative content:

𝑟
(𝑐 )
𝑡,𝑖

=𝑀 ⊙ 𝐵 (29)
where𝑀 is a binary mask and 𝐵 is background or constant fill.

Swapping / Generative Substitution: Swapping replaces the origi-
nal identity with external or synthetic identity content while pre-
serving scene and behavioral consistency.

𝑟
(𝑐 )
𝑡,𝑖

=𝐺 (𝑧target, 𝑐 (𝑐 )𝑡,𝑖
) (30)

where:
• 𝑟
(𝑐 )
𝑡,𝑖

is the anonymized output region after substitution,
• 𝐺 (·) is a generative model (e.g., GAN-based or diffusion-
based generator),
• 𝑐
(𝑐 )
𝑡,𝑖

is conditioning information derived from the original
input , such as pose , motion, illumination , or scene context.

The target identity representation may be obtained from external
identity sources:

𝑧target ∼ Pid (31)
where Pid denotes a distribution of external identity representa-

tions (e.g., identities from a database or synthetic identities gener-
ated by a model).

The conditioning signal is typically extracted from the original
input region :

𝑐
(𝑐 )
𝑡,𝑖

= 𝜙cond (𝑟 (𝑐 )𝑡,𝑖
) (32)

where 𝜙cond (·) extracts non-identity attributes such as pose, ex-
pression, or temporal motion cues.

This formulation generalizes face swapping, full-body replace-
ment, and diffusion-based identity substitution methods.

Adversary Scenarios and Multi-View Evaluation Formulation.

Cross-View Re-Identification Attack: This scenario evaluateswhether
an adversary can recover identity by aggregating anonymized ob-
servations across cameras.

Let the adversary extract identity embeddings:

𝑒
(𝑐 )
𝑡,𝑖

= 𝜙ReID (𝑟 (𝑐 )𝑡,𝑖
) (33)

where:
• 𝑟
(𝑐 )
𝑡,𝑖

is the anonymized region of person 𝑖 at time 𝑡 in camera
𝑐 ,
• 𝜙ReID (·) is a re-identification feature extractor,
• 𝑒
(𝑐 )
𝑡,𝑖

is the identity embedding extracted from anonymized
data.

Cross-view identity aggregation is modeled as:

𝑒
agg
𝑖

= Fagg
(
{𝑒 (𝑐 )

𝑡,𝑖
}𝑐,𝑡

)
(34)

where:
• Fagg (·) is an aggregation function combining embeddings
across cameras and time.

Identity recovery is then modeled as:

𝑦𝑖 = argmax
𝑦∈Y

sim(𝑒agg
𝑖

, 𝑒𝑦) (35)

where:
• 𝑦𝑖 is the predicted identity label,
• Y is the set of candidate identities,
• 𝑒𝑦 is the reference embedding for identity 𝑦,
• sim(·, ·) is a similarity function (e.g., cosine similarity).

Temporal Aggregation Attack: This scenario evaluates whether
identity information accumulates across times.

𝑒
temp
𝑖

= Ftemp

(
{𝑒𝑡,𝑖 }𝑇𝑡=1

)
(36)

where:
• 𝑒𝑡,𝑖 is the identity embedding of person 𝑖 at time 𝑡 ,
• Ftemp (·) is a temporal aggregation function across frames,
• 𝑒

temp
𝑖

is the aggregated temporal identity representation.
Temporal identity leakage can be measured as:

Ltemp-privacy = sim(𝑒 temp
𝑖

, 𝑒 true𝑖 ) (37)
where:
• 𝑒 true𝑖 is the ground-truth identity embedding,
• Ltemp-privacy measures temporal identity leakage.

C Additional Tables & Figures
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Table 2: Comparison of related surveys on visual anonymization (image and video).

Survey Scope and Focus Image/Video Applications Datasets Limitations

Rempe et al.(2022) [125] Survey of privacy-preserving techniques in medi-
cal imaging (MRI, CT, X-ray)

Image (medical) Medical anonymization ✓ Limited to healthcare domain

Zhao et al.(2025) [162] Visual privacy protection survey with adversarial
taxonomy (CV and HV threats)

Image/Video Visual content privacy
threats

✓ High-level coverage, limited technical depth

Hanisch
et al.(2025) [58]

Comprehensive survey of anonymization for be-
havioral biometrics (e.g., gait, EEG); includes video

Multi-modal (incl. video) Behavioral biometrics,
privacy-utility trade-off

✓ Focuses only on behavioral biometrics (voice, gait,
EEG, etc.); does not address video-based anonym-
ization

Wen et al.(2024) [151] Survey on image privacy protection with three-
level taxonomy (data-, content-, and feature-level)

Image Social media, cloud,
general imaging

✓ Does not address temporal or multi-view video
anonymization

Ravi et al.(2024) [124] Review of visual privacy preservation techniques
for Active and Assisted Living (AAL)

Image/Video Smart homes, health-
care monitoring, AAL

✓ Domain-specific to AAL, limited coverage of gen-
eral anonymization methods

wang et al.(2025) [148] Comprehensive survey on facial privacy methods
(appearance-, identity-, reversible-, and system-
level)

Image/Video Face privacy, recogni-
tion systems, digital
platforms

✓ Focused on face; limited discussion of full-scene
or multi-camera video anonymization

Meden et al.(2021) [110] Comprehensive survey on privacy–enhancing
techniques for face biometrics (B–PETs), includ-
ing image- and video-based deidentification, ad-
versarial, and template-level methods; introduces
multi-level taxonomy and evaluation framework

Image/Video Facial biometrics ✓ Focuses on the facial domain; includes video stud-
ies limited to face-level anonymization, not full-
scene or multi-camera video anonymization

Ours Unifiedmulti-dimensional taxonomy of image and
video anonymization; covering GAN, diffusion,
task utility, and realism

Video Visual privacy, task
preservation, realism

✓ Covers full spectrum of visual anonymization
techniques

Table 3: Summary of commonly used datasets for human-related visual data.

Dataset Year Participants/ identities # Images / Frames

(1) Face Datasets

CelebA [101] 2015 10,177 202,599
LFW [71] 2007 5,749 13,233
CelebA-HQ [80] 2017 6,217 30,000
FFHQ [81] 2019 70,000 70,000
VGGFace2 [29] 2018 9,131 3.31M
CASIA-WebFace [159] 2014 10,575 494,414
CelebAMask-HQ [91] 2020 6,217 30,000
FDF [74] 2019 74,054 1,080,000
FaceScrub [116] 2014 530 106,863
FaceForensics++ [130] 2019 – 1,000 Video

(2) Full Body Datasets

Market1501 [116] 2015 1,501 23000
MPII Human Pose (MPII) [12] 2014 40, 522 24, 920
Flickr Diverse Humans (FDH) [73] 2023 - 1.5 milion
Pexel-Humans [104] 2023 - 500
COCO-Body [75] 2023 - 53830
DeepFashion-CSE [75] 2023 - 50900
MSMT17 [150] 2018 4,101 -
CUHK03 [96] 2018 1,360 13, 164

(3) Gait Datasets

CASIA-B [166] 2005 124 13,640 video sequences
BEHAVE [24] 2010 125 4 video clips /90,000 frames in total
OU-ISIR [103] 2012 200 5000
EPIC-Kitchens [35] 2020 32 11.5M frames
IITMD-WFP [137] 2021 31 Gait
TUM-GAID [69] 2012 305 3370 video sequences
i3DPost [51] 2009 8 832
GaitLU-1M [46] 2023 1 million 1 million
GREW [167] 2021 26,345 128,671
GREW [165] 2022 4,000 25,309
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Timeframe: 2011 - 2025

KEYWORDS Video Anonymization Video de-identification+

1 2

34

Search for studies with KEYWORDS from 2011 - 2025

Seed Studies

Scan studies with “Connected Papers” + add relevant papers 

Iterate over all studies in the current stack: 

1. Add all relevant studies in the citations.

2. Add all relevant studies that have cited the study.

Examine studies in the found conferences &

journals within the timeframe. Use KEYWORDS to

filter relevant studies.

Final Stack

No new studies 
from step 2 - 4?

Figure 2: Search strategy adopted in our systematic review for selecting relevant studies on video, image, and face anonymization.
The diagram illustrates the iterative process, starting from keyword-based search (2011–2025), expansion via Connected Papers,
citation network screening, and venue-specific filtering, leading to the final stack of systematically reviewed works.

(a) Original (b) Blur (c) Pixelation (d) Noise (e) Mask (f) Swapping

Figure 3: Visual comparison between the original image and different privacy-preserving transformations, including classical
obfuscation, and identity replacement via face swapping. Note, that for Swapping we show an example of RAD [104].

339



Proceedings on Privacy Enhancing Technologies 2026(3) Amar et al.

(a) Original image

(b) Identity-Aware Isolation and Manipulation Anonymized samples

Figure 4: Comparison between the original image and multiple anonymized face images generated using the Identity-Aware
Isolation and Manipulation method [94].

Table 4: Overview of anonymization taxonomy categories, summarizing their core principles along with key advantages,
limitations, and privacy protection levels.

Category Core Principle Advantages Disadvantages Privacy
Level

CATEGORY: OBFUSCATION

1. Pixel-level degradation Directly modifies pixels to
suppress identity cues without
explicitly isolating factors.

• Simple and computationally
efficient

• Preserves coarse scene structure

• Degrades utility for fine details
• Global corruption harms
privacy/utility

Low

Blurring / Pixelation Smoothing or block averaging to
hide facial/texture details.

• Fast and widely used
• Consistent across frames

• Loses fine-grained info
• Requires reliable region detection
• Identity remains recognizable

Low

Noise-based Injecting random or structured
perturbations (Gaussian/Poisson).

• Straightforward implementation
• Tunable by noise level

• Globally corrupts the signal
• Sensitive to parameter choice
• Recognizers remain effective

Low

Adversarial Add optimized gradient-based
perturbations to push identity away.

• More targeted than random noise
• Better utility preservation

• Model and attack dependent
• Brittle under some recognizers

Moderate

2. Identity-aware isolation Isolate identity factors
(geometry/texture) and reconstruct
via latent space.

• Better privacy–utility control
• Coherent, realistic outputs

• Residual identity may remain
• Higher complexity and
dependency on good factorization

Moderate–
High

CATEGORY: SUBSTITUTION-BASED ANONYMIZATION

Masking Delete identity regions using a
binary or abstract mask to remove
original signal.

• Complete removal of original
signal

• Strong privacy intuition

• Disrupts visual continuity
• Visually conspicuous
• Original identity removed

High

Swapping / Replacement Replace identity regions with
surrogate content (GAN/diffusion).

• Utility-preserving structure
• Visually coherent content

• Leakage via behavioral cues
• Needs temporal stability
• Behavioral leakage possible

Moderate

340


	Abstract
	1 Introduction
	2 Related Surveys
	3 Background
	3.1 Terminology
	3.2 Assumptions and Models
	3.3 Fundamental Concepts: Deep Learning in Visual Anonymization
	3.4 Evaluation Metrics

	4 Scope and Surveying Strategy
	5 Taxonomy and Classification
	5.1 Obfuscation
	5.2 Substitution-based Anonymization
	5.3 Utility Goals

	6 Classification and Overview of Video Anonymization Methods
	6.1 Pixel Level Signal Degradation Obfuscation
	6.2 Identity-Aware Isolation and Manipulation
	6.3 Substitution-Based Video Anonymization

	7 Datasets
	8 Discussion & Takeaways
	9 Conclusion
	References
	Acknowledgments
	A Evaluation Metrics
	A.1 Privacy Metrics
	A.2 Utility Metrics
	A.3 Privacy–Utility Trade-off
	A.4 Robustness Evaluation
	A.5 Evaluation Frameworks and Performance Studies

	B Assumption, Anonymization & Attacker Formalization
	C Additional Tables & Figures

