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Abstract

Systems managing Verifiable Credentials are becoming increasingly
popular. Unfortunately, their support for revoking previously issued
credentials allows verifiers to effectively monitor the validity of the
credentials, which is sensitive information. While the issue started
to gain recognition, no adequate solution has been proposed so far.

In this work, we propose a novel framework for time-limited
continuous verification. The holder is able to individually configure
the verification period when sharing information with the verifier,
and the system guarantees proven untraceability of the revoca-
tion status after the verification period expires. Differently from
existing systems, the implementation adopts a more scalable black-
list approach where tokens corresponding to revoked credentials
are stored in the registry. The approach employs Zero-Knowledge
Proofs that allow holders to prove non-membership in the black-
list. In addition to theoretically proving security, we evaluate the
approach analytically and experimentally and show that it signifi-
cantly improves bandwidth consumption on the holder while being
on par with state-of-the-art solutions with respect to the other
performance metrics.
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1 Introduction
Verifiable Credentials (VCs) [1-6] represent conventional creden-
tials, such as passports and driving licenses, in a digital format.
Similar to how individuals store and share conventional credentials,
digital identity holders store VCs and share them with verifiers. VC
management systems [7, 8] are increasingly adopted in the indus-
try, including both public [9, 10] and private [11-14] sector orga-
nizations. This adoption is further fuelled by commonly accepted
standards such as the W3C Verifiable Credentials Specification [1].
A VC can be revoked for reasons such as misuse or invalidation.
For example, an employee ID issued in the form of a VC will be
revoked when the corresponding employee leaves the organization.
Therefore, it is critical for verifiers to ascertain that the VC has not
been revoked prior to granting services. Support for revocation is
provided by many systems, including IRMA [7, 15], Anoncreds [8],
and IOTA Identity [16, 17].
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Unfortunately, revocation introduces a new issue: the verifier
may now be able to repeatedly probe the revocation status and thus,
effectively monitor the validity of the VC. A VC may pertain to
sensitive information, such as employee’s position with the current
employer, credit score, or healthcare-related situation. A holder
may want the verifier to perform the verification within a limited
time after sharing the VC rather than indefinitely. This issue is
widely recognized by the state-of-the-art [17-20]; it is considered
one of the key privacy challenges by the IETF Standard of [21]
and by EBSI [9, 22], an initiative of the European Commission and
the European Blockchain Partnership. IRMA, Anoncreds, and the
academic works of [18] and [23] allow the verification period to
be shorter than the VC expiration period, see Table 1. Unfortu-
nately, they do not let the holder configure the verification period,
thereby lending themselves only to specific use cases. Adding this
configurability to existing approaches is challenging for two rea-
sons: (a) the main responsibility of cryptographic computations
in existing approaches falls on the issuer creating the VC rather
than on the holder sharing it, and (b) existing approaches rely on
state compaction techniques such as accumulators [24] to achieve
good performance. Alas, these techniques prevent implementation
of configurable verification period.

The main contribution of our work is that we propose a novel
framework for time-limited continuous verification. The holder is
able to individually configure the verification period when sharing
information with the verifier, and the system guarantees proven
untraceability of the revocation status after the verification period
expires. The framework includes two additional requirements: (a)
one-time sharing for a continuous verification: the verifier does not
need to contact the holder after the initial sharing is completed, and
(b) unobservable verification: the issuer should not be able to learn
anything about the verification. We provide a scalable solution
for this framework, and we demonstrate that all cryptographic
operations take practically acceptable times.

Our solution is a radical departure from existing schemes: all
previously known solutions for VC revocation that provide untrace-
ability are based on a whitelist of tokens corresponding to issued
unrevoked VCs. In contrast, we employ a blacklist of previously
revoked VCs combined with ZK proofs that allow holders to prove
non-membership in the blacklist. Since in practice, the number of
revoked VCs during a period of time is several times smaller than
the number of issued VCs during the same period, the blacklist
approach is inherently more efficient in terms of the bandwidth
consumption and storage. For example, only 1% of certificates are
revoked in the domain of Web’s PKI [30, 31]. To compensate, many
systems based on the whitelist approach employ state compaction
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Table 1: Representative solutions proposed in the state-of-the-art (v - covered; x- not covered;)

Separation between Configurable One-time VP Unobservable
Related Work o . . . . . .
expiration and verification Period sharing verification
IRMA [7, 15], Anoncreds [8], Sitouah et al. [18], % . . %
zk-creds [23], Xu et al. [25]
EVOKE [26] x < . %
Prevoke [27] x x x v
Schumm et al. [28], IOTA Identity: Revocation . . Y Y
Bitmap 2022 [16]

IOTA Identity: Revocation Timeframe 2024 [17] x x x v
Papathanasiou et al. [29] x x v x
This work v v v v

techniques, such as accumulators. Accumulators are even better
than blacklist in terms of required storage space: they achieve con-
stant complexity compared to the linear complexity of blacklist or
whitelist without accumulators. However, state compaction tech-
niques do not mitigate bandwidth consumption and besides, they
prevent implementation of configurable verification period.

In summary, our contributions are as follows:

e We introduce a novel framework for time-limited continuous
verification, with formally defined requirements. For example, this
is the first work to define a formal security game for the concept of
untraceable revocation status.

e We propose a blacklist-based solution as a departure from
commonly used whitelist-based schemes.

e We prove the correctness of our protocol under standard cryp-
tographic assumptions.

e We evaluate the proposed solution both analytically and ex-
perimentally. We conclude that it significantly improves bandwidth
consumption on the holder while providing a nuanced comparison
with state-of-the-art solutions wrt. the other performance metrics.

2 Verifiable Credentials and the System Model

Verifiable Credentials (VCs) are digital representations of conven-
tional credentials, which are designed to be privacy-preserving,
secure, and machine-verifiable. VCs and the conceptual system
model were originally introduced in the W3C Verifiable Creden-
tials Specification [1]. The system model is consistent across other
state-of-the-art systems [7, 8, 16, 17, 32] and literature [23, 26, 27]
based on VCs. It consists of the following entities: a set of issuers, a
set of holders, a set of verifiers, and a registry:

Issuer - An issuer issues VCs to holders. It also revokes previ-
ously issued VCs.

Holder - A holder receives a VC from an issuer. Once the VC is
received, the holder would store it. The holder also constructs one
or more Verifiable Presentations (VPs) from the VC.

Verifier - A verifier receives VPs from holders. It verifies au-
thenticity, integrity, and revocation status of the VPs.

Registry - The registry stores metadata such as issuers’ public
keys and proofs to assist the verification of VPs. Some of the possible
implementations for a registry are DLTs, centralized servers, etc.
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Similar to conventional credentials, a typical VC consists of infor-
mation about the issuer (e.g., issuer’s name), claims (such as hoder’s
name and age), and proofs (such as digital signatures). While VCs
are produced by issuers, Verifiable Presentations (VPs) are con-
structed by holders and passed to the verifiers for verification. VPs
are constructs atop VCs and provide privacy advantages such as
selective disclosure of a subset of claims from a VC, as well as
aggregation of data from multiple VCs.

3 Related Work

In this section, we show how zkRevoke differs from other systems
that support revocation of verifiable credentials. Our description
focuses on the coverage of requirements as summarized in Table 1
and the reasons explaining why it is not trivial for the systems
to satisfy the missing requirements. First, we present the systems
that separate expiration period of VCs and verification period of
VPs. Subsequently, we discuss other implementations supporting
VC revocation. We do not cover protocols designed specifically for
X.509 certificates such as Certificate Revocation List (CRL) [33]
and Online Certificate Status Protocol (OCSP) [34]. These protocols
are not suitable for systems based on verifiable credentials due to
differences in design goals and functionalities.

All works except Papathanasiou et al. [29] satisfy unobservable
verification since they implement registry using DLTs with public
read-access. Essentially, proofs needed for verification are stored in
DLTs and accessed by verifiers. Therefore, issuers do not observe
anything about the verification process.

The following systems in the related work have separate verifi-
cation period for VPs: (a) IRMA [7, 15, 35], (b) Anoncreds [8, 36],
(c) Sitouah et al. [18], (d) zk-creds [23], and (e) Xu et al. [25]. These
systems utilize accumulators [24] and ZKPs [37-39] for the pur-
pose of revocation check. At a high level, all these systems follow a
whitelist approach, where identifiers corresponding to valid VCs are
inserted in the accumulator during issuance and removed during
revocation. To prove non-revocation, a holder generates a witness
and computes a ZK proof. The ZK proof proves the inclusion of iden-
tifiers in the accumulator. In these systems, the verification period
for VPs corresponds to the duration between accumulator updates.
Therefore, the verification period is derived rather than controlled.
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Due to the witness update problem [36] in accumulators, a holder
needs to update the witness to account for the removed identifiers
during presentation. Thus, it is not possible for the holder (a) to
configure the verification period since a holder needs to update
the witness every time the accumulator changes, and (b) to share
witnesses that are valid in the future since new witnesses need to
be recomputed every time the accumulator changes. Hence, these
systems do not satisfy configurable period or one-time VP sharing.

Dynamic Status List [32] is a protocol by EBSI [9] designed to
perform untraceable revocation status check. It offers separation
between expiration and verification periods. However, it has a
confirmed security issue where verifiers can accept fake tokens. It
is nontrivial to fix without significant changes to the protocol [40].
Due to this, we do not include the protocol in Table 1.

The work-in-progress paper of [19] introduces a number of re-
quirements overlapping with ours, albeit in a more informal way.
Their solution is currently under development.

Next, we discuss the works that do not offer separation between
expiration period and verification period. EVOKE [26] proposes a
revocation protocol that is based on accumulators. EVOKE does not
use ZKPs unlike the other-based accumulator-based works. Holders
directly share accumulator witnesses in plain-text. Once a verifier
gets access to a VP consisting of a witness, the verifier itself can
update the witness and continously monitor the revocation status.
Due to the witness update issue [36] in accumulators, this protocol
does not satisfy the one-time VP sharing requirement.

Schumm et al. [28] and Revocation Bitmap 2022 [16] uses bloom
filters to store revoked VCs. A holder shares bloom filter index
encoded in its VC with a verifier. The verifier checks index inclusion
in the bloom filter to verify non-revocation. The protocol addresess
one-time VP sharing since holders are not required to provide any
proofs after bloom filter indexes have been shared.

Prevoke [27] proposes a protocol that combines a bloom filter and
a merkle tree accumulator [24] to store and verify the revocation
status of VCs. A holder shares the bloom filter index and merkle
witness with the verifier. This protocol does not address one-time
VP sharing since holders need to present updated Merkle witnesses.

To address the problem of untraceability, Revocation Timeframe
2024 [17] extends Revocation Bitmap 2022 [16]. The extension
consists of an issuer periodically re-issuing a VC. The issuer is
responsible for setting the expiry period, which impacts how long a
verifier can track the revocation and how often the issuer needs to
re-issue VCs. This technique neither separates the expiration period
and verification period nor addresses the configurable period and
one-time VP sharing requirements.

Papathanasiou et al. [29] uses a hashtable to store revoked VCs.
For each VC, a unique identifier based on VRF proofs are inserted in
the hashtable. Holders share the identifiers with verifiers. The proto-
col addresses one-time VP sharing since no other proofs are needed
once a VP is shared. It does not address unobservable verification
since hashtables are managed by issuers rather than DLTs.

Use of blacklists for revocation has been explored in areas other
than verifiable credentials, e.g., for revocable group signatures [41].
It is suggested in [42] that this scheme might be extended to support
verifiable credentials. However, neither the original scheme of [41]
nor its extension proposal in [42] aim to provide untraceability.
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4 Time-limited continuous verification

In existing systems, verifiers use VPs received from the holders to
ascertain the status of underlying VCs. For example, in the Work-
force Identity [12, 43, 44] use case, VCs prove employment status
(refer to Appendix C). When Bob applies for a job, he shares a VP
with a potential employer. The latter verifies the revocation status
and expiration period to ascertain the validity of Bob’s VC.

The main issue in this scenario is that the verfication can be
performed at any point in time. This is especially problematic be-
cause the verification does not invalidate the VP; it can be repeated
indefinitely until the underlying VC expires. Since many VCs are
issued for months or even years, while certain cerfiticates such as
diploma may not expire at all, this allows the verifier to effectively
monitor the revocation status of a VC. For example, in the Work-
force Identity use case, the potential employer can continuously
monitor whether Bob remains employed in his current position.

To address the problem, we introduce the notion of a verification
period for VPs. While a verifier can still perform the verification
repeatedly, it can only do it within the verification period, which is
typically much shorter than the expiration period of the underlying
VC. The core requirement is that after a VP expires, the status of
the underlying VC has to be untraceable for the verifier.

In order to make time-limited continuous verification practical,
the proposed framework includes three additional requirements
besides the basic requirement of untraceability:

Configurable verification period: The holder must be able
to configure the verification period individually for each VP, even
when different VPs are based on the same underlying VC. For
example, when Bob applies for a job at two different companies,
the verification period might be tailored for each company.

One-time VP sharing: Once shared, the VP contains sufficient
information for the verifier to continuously monitor the VC status
during the verification period without any repeated interaction with
the holder. The initial sharing may take multiple communication
rounds so that the requirement is different from non-interactive
proof. A realistic deployment scale would include thousands of
holders and verifiers, making lack of repeated interaction very
desirable from the standpoint of bandwidth consumption, especially
because a holder may use a mobile device. Besides, one-time sharing
eliminates the need for the holder’s device to be always online.

Unobservable verification: An issuer should not be able to

observe anything about the verification process. This includes the
identity of the holder, the identity of the verifier, or even the fact
that verification related to some VC produced by the issuer is taking
place. At a basic level, it means that the verifier does not need to
contact the issuer for the verification. However, the issuer may
potentially be able to learn sensitive information by colluding with
the registry, depending on the registry implementation. This is
further discussed in Sections 5.3 and 5.5.
The requirement of unobservable verification is important for the
privacy of any identity management scheme, not just for continuous
verification. Note, however, that it is not entirely orthogonal to the
proper requirements of time-limited continuous verification. For
example, the requirement of one-time VP sharing may lead to more
frequent interactions between verifiers and the registry, thereby
imposing further constraints on the registry implementation.
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Table 2: Notations

Symbol Description

ve aVC

vp a VP

m verification period of a VP

RevListe, a list of seed values .corresPonding to revoked
VCs managed by an issuer iss

blacklistjss a list of tokens corr. to revoked VCs

tso intial timestamp

e current epoch’s counter

€; the i’th epoch’s counter

token; a token corresponding to epoch i

dur the duration of a single epoch

w private inputs in the ZK circuit

x public inputs in the ZK circuit

T a ZK proof

crs a common reference string of a ZK circuit

It is important to note that the typical challenges of VC man-
agement are further compounded by the above requirements. For
instance, the requirements imply that the solution would use a
variety of cryptographic primitives, yet their overhead must remain
practical, even at a large scale of holders and verifiers.

5 The zkRevoke system

The goal of zkRevoke is to address the requirements presented in
Section 4. We follow the blacklist approach, storing tokens corre-
sponding to revoked VCs in a public ledger. The main motivation is
providing configurable verification period. However, the blacklist
approach also achieves lower bandwidth consumption because the
revocation rate tends to be smaller than the total number of issued
VCs. In most domains, the revocation rate is very low. For exam-
ple, in the Web’s PKI, only 1% of certificates are revoked [30, 31].
Section 8 discusses the performance aspects in detail.

In our construction, time is divided into a sequence of epochs.
All time windows such as the expiration and verification periods
are expressed in the number of epochs. The verification period is
set by the holder for a VP of an underlying VC.

Each entity performs periodic maintenance at the start of every
epoch. The duration of epoch is configured as a global system
parameter. In practice, it should be in the order of minutes or hours:
significantly longer than communication delays and sufficiently
long so as to amortize the cost of periodic maintenance, yet not too
long in order to allow for shorter verification periods.

5.1 Scheme

Definition 5.1 (zkRevoke Scheme): The zkRevoke scheme is a tuple
of algorithms: I1 = (Setup, Issuance, Revocation, Refresh, Presentation,
Verification):
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e Setup (1) — (sk, pk, crs, tso, dur, RevListig, blacklistiss): Given
a security parameter, generate and output (a) a secret parameter
sk, (b) global public parameters pk and crs, (c) the initial timestamp
tso, (d) epoch duration dur (e) an empty list RevList;ss of revoked
VCs, and (f) global state blacklist;ss.

e Issuance (sk, claims) — vc: Given (a) a secret parameter sk,
and (b) a set claims of claims, output vc, a new VC.

e Revocation (vc, RevList;ss) — RevListiss’: Given vc as well as
RevList;ss, output RevList;ss” that appends the seed value encoded
in vc to the RevList;s.

e Refresh (e, RevListiss) — blacklistiss: Given (a) the current
epoch counter value e, and (b) RevListiss, output blacklistjss, a list
of tokens corresponding to seed values in RevList;ss.

e Presentation (pk, crs, e, ve, m, challenge) — vp: Given (a) pk
and crs, (b) e, (c) vc, (d) verification period m in number of epochs,
and (e) challenge, which is a random number € {0, 1}*, output vp.

e Verification (pk, crs, e, blacklistiss, m, vp, challenge) — {0, 1}:
Given these parameters, output 1 if vp is valid in e and the cor-
responding VC is neither revoked nor expired. The vp is valid in
e if it is correctly formed and e is within the verification period.
Otherwise output 0.

zkRevoke extends the standard operations on VCs in the follow-
ing ways: First, zkRevoke includes parameters that affect the validity
period of VPs. Second, zkRevoke introduces the Refresh operation,
which is used to support time-limited verification. Note also that,
in zkRevoke, the Verification operation may be called in a different
epoch e than the epoch e’ in which the VP was generated. The veri-
fier may even decide to perform Verification repeatedly in different
epochs within the verification period of the VP.

The implementation presented in Section 5.6 does not include
details of advanced functionality such as selective disclosure, as
the primary focus is on untraceability-related features. Instead,
selective disclosure is presented as an extension in Section 5.7.

Table 2 lists down notation used throughout the paper.

5.2 Formal requirements

A VC scheme should satisfy the three properties of Completness,
Soundness, and Untraceability. We now provide a formal definition
of these properties. To the best of our knowledge, this is the first
such definition in the literature.

Definition 5.2 (Completeness): Given a VP valid in epoch e gen-
erated from a non-revoked VC that is not expired in epoch e, the
verification of VP in epoch e should result in success.

Let (sk, pk, crs, tsg, dur, RevListss, blacklistiss) « Setup(l’l). Let
claims be any valid set of claims, e be any valid epoch, and challenge
be any valid challenge. Let e’ and m be such thate’ < e < (e’ + m).
Let blacklist! _ be the set of revoked tokens at e. Let C, be the set of
non-expired and non-revoked VCs at e. A VC scheme satisfies Com-
pleteness if the following equality holds for any vc € C,, and a VP
generated from vc as vp < Presentation(pk, crs, €', ve, m, challenge):

Pr[Verification(pk, crs, e, blacklist;

iss» M, vp, challenge) = 1]
> 1 - negl(A)

Definition 5.3 (Soundness): Given a VP which is either not valid
in epoch e or created using a revoked or expired VC in epoch e, the
verification of VP in epoch e should returns 0.
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Let (sk, pk, crs, tsg, dur, RevListss, blacklistiss) « Setup(l’l), Let
claims be any valid set of claims, e be any valid epoch, and challenge
be any valid challenge. Let ¢’ and m be such thate’ < e < (¢’ + m).
Let C, be the set of non-expired and non-revoked VCs at e. Let
blacklist!  be the set of revoked tokens at e. Let V, be the set of
VPs valid in epoch e generated from VCs in C, with the use of
pk, crs, m, challenge. A VC scheme satisfies Soundness if for any
vp ¢ V. or vp « Presentation(pk, crs,e’, ve, m, challenge) where
ve ¢ C, the following equality holds:

’
iss’

Pr[Verification(pk, crs, e, blacklist
> 1-negl(})

m, vp, challenge) = 0]

Definition 5.4 (Untraceability): Given a VP with verification
period m, the verifier should not be able to learn the revocation status
of VC corresponding to the VP once m is over.

We formalize untraceability as a game where an adversary A tries
to guess the revocation status of a VC. The advantage of A in the
game (Game'sy""°) (refer to Appendix D) should be negligible:

| Pr[Game " (11) = 1] — 1/2| < negl(2)

5.3 Adversarial model

We assume that issuers generate VCs according to the protocol, but
may attempt to glean information about the verification process as
an attack on unobservable verification. In other words, issuers are
honest but curious. They do not leak information about holders to
verifiers.

Similarly, the registry follows the protocol. For the sake of un-
observable verification, we assume that the information stored in
the registry is public and read accesses to the registry are not au-
thenticated. Furthermore, the registry should not be able to discern
which VC is being verified. We briefly describe the implementation
of such registry in Section 5.5.

We assume that holders follow the protocol with the exception
that they may generate fake VPs and proofs during presentation
in order to pass the verification by verifiers. For example, the fake
VPs may be based on expired, revoked or non-existent VCs.

Regarding verifiers, we assume that they are trusted to perform
the verification operation correctly, but not to preserve the privacy
of holders. Not only can they attempt to passively extract infor-
mation from the VPs and the registry, but they can also actively
perform a replay attack.

To summarize, we consider the entities follow the protocol with
the following exceptions: (a) an issuer may try to break unobservable
verification, (b) a holder might share fake proofs, (c) a verifier may
violate the privacy of holders, and (d) a verifier might also imperson-
ate holders. This model is similar to, but less benign than the one
in W3C Verifiable Credentials Specification [1], which considers
registry and issuers to be fully trusted entities.

5.4 Additional assumptions

Expiration periods for VCs are set by issuers, whereas verification
periods for VPs are set by holders. Since verification is performed
by verifiers, this requires clock syncronization. Every entity in the
system maintains an epoch counter, which is incremented when the
entity transitions to the next epoch. In practice, every entity syn-
chronizes its clock with synchronization servers such as NTP. This
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Table 3: ZK circuit inputs

Private inputs (w)  sig, seed, nonce

pk, H(claims), h, challenge, e, exp,

Public inputs (x) token

way, deviations are within seconds, and are thus much smaller than
the epoch duration. We assume that permanent clock failures are
detected and repaired. However, transient lack of synchronization
or communication delays may result in a discrepancy of one epoch
between the counters maintained by different entities, leading to
a failed verification for a valid VP. The protocols presented in our
solution do not explicitly show how to handle such a situation for
the sake of more focused presentation. Note that it is easy for hold-
ers to overcome such scenarios by creating a new VP and sharing
it with the verifier again, because the clocks and epoch counters
are likely to get synchronized in the meantime.

For the sake of simplified presentation, we assume an issuer uses
only one pair (pk, sk) of public/secret keys for signing VCs, in line
with how it is done in the state-of-the-art [26, 27, 45]. It is trivial
to extend the presented protocol to support multiple key pairs. For
example, a public key can be encoded in the VC and shared in the
VP. The set of public keys would be published in the registry.

5.5 Building Blocks

Before presenting our zkRevoke construction, we describe tokens
and ZK circuit, the integral building blocks of the system.

Tokens: The system produces tokens to identify a VC within a
given epoch. The tokens are refreshed at the beginning of each
epoch. A token for an epoch with counter e is produced by comput-
ing a hash digest token « H (seed, e) of two inputs, where seed
is a secret value assigned to each VC by the issuer. This way, with
knowledge of the secret seed, it is easy to compute future tokens. If
a verifier knows a VC token for a specific epoch, it will not be able
to calculate the next epoch token corresponding to the same VC,
which lays the foundation for untraceability. Collision resistance of
the hash function ensures uniqueness of tokens within one epoch.
A holder will be able to prove validity and ownership of a token by
employing a ZK circuit that proves knowledge of the seed without
disclosing it.

ZK circuit: The specific ZK circuit we use in our construction al-
lows each holder to prove the correctness of his/her tokens without
revealing the seed. The private and public inputs to our ZK circuit
are presented in Table 3.

The ZK circuit asserts the following three conditions:

(1) Verify(pk, sig, H(seed, H(claims), exp)) =1

(2) H(seed, e) = token

(3) H(challenge, nonce) = h

The first condition verifies the signature (sig) on (a) seed, (b) H
(claims), and (c) exp. These fields are included in a VC. Since sig
and seed are private inputs, they are never shared with verifiers.
Therefore, this condition enables holders to prove correctness of
signature without revealing the signature or any of the underlying
fields. Thus, this condition binds the tokens with claims.
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Algorithm 1 zkRevoke: Setup

Algorithm 2 zkRevoke: Issuance

1: procedure SETUP (11)

2 tsg « time() > initial timestamp
3 choose epoch duration (dur)

4 (sk, pk) < KeyGen (1%)

5: Let circuit be a ZK circuit asserting:

6 Verify (pk, sig, H(seed, H(claims),exp)) =1 A

7 H(seed, e) = token A

8 H(challenge, nonce) = h

9 crs « G16.Setup (1%, circuit)

10: RevlListijss < ¢

11: blacklistiss < ¢

12: output (sk, pk, crs, tsg, dur, RevListss, blacklistiss)

> stores revoked VCs

The second condition verifies that the token is computed cor-
rectly. Since seed is a private input, holders prove correctness of
the token without revealing the seed.

The third condition is used to bind each VP to both the holder
and the verifier. The value for challenge is provided by the verifier,
whereas the holder generates a random nonce and computes a hash
digest. If this condition is not included, then a malicious verifier
could reuse a VP to impersonate the holder elsewhere, e.g., by
presenting it to another service (replay attack). To prevent this, the
VP must be bound to both the holder and the verifier.

Our zkRevoke construction uses ZK circuit to create a ZK proof
for tokens during the creation of a VP by a holder. Later, the verifier
uses the ZK circuit to verify the ZK proof.

Registry: The registry is implemented via a DLT, as in [8] or [46].
Since this is a standard off-the-shelf component, we only describe
what information is stored in the registry at what granularity and
we elaborate on the interactions between the registry and the other
entities, i.e., read and write accesses. In particular, it is used to store a
record for every issuer that can be retrieved using an issuer’s index,
e.g., the public key. To this end, the registry allows for authenticated
writes. In addition, the registry provides public unauthenticated
read access, as mentioned in Section 5.3. Furthermore, the DLT
nodes and other entities should not be able to monitor what data a
verifier reads from the registry. This can be achieved, for example,
when the verifier runs its own DLT node.

5.6 Algorithms

There are six algorithms in zkRevoke: 1) setup, 2) issuance, 3) revoca-
tion, 4) refresh, 5) presentation, and 6) verification. The pseudo-code
is presented in Algorithms 1 to 6.

Setup. This procedure is used by each issuer to bootstrap the
required structures. The input A is the security parameter in our
protocol.

First, in L.2-3, the issuer records the initial timestemp ts, and
initiates epoch duration dur. The issuer also generates a crypto-
graphic key pair (sk, pk) for the digital signature scheme to be used
in the ZK circuit (L.4).

Subsequently, the issuer defines a ZK circuit to verify the owner-
ship of tokens and computes a common reference string crs for the
circuit. Our construction employs the Groth16 [38] ZKP scheme
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1: procedure IsSUANCE (sk, claims)

2 seed « {0,1}4 > cryptographically secure value
3: choose exp

4: sig «— Sign (sk, H(seed, H(claims), exp))
5 ve « (seed, claims, exp, sig)

6 output vc

Algorithm 3 zkRevoke: Revocation

1: procedure REVOCATION (vc, RevListiss)
2: RevListjss” < RevList;ss U vc.seed
3: output RevlListjss”

(L.5-9), which requires a trusted setup phase to generate the com-
mon reference string (crs). Trusting the issuer to perform the setup
aligns with the trust model of the W3C Verifiable Credentials Spec-
ification and related work on VCs. While transparent ZKP schemes
without trusted setup exist, they impose significant performance
penalties in proof size and verification time [47]. Given that our
primary design goal is practical deployability and that the trusted
setup is a one-time operation per issuer, we find this trade-off justi-
fied for current deployments.

Then, the issuer initializes two empty lists, RevListiss to locally
store revoked VCs, and blacklistjss, the global blacklist (L.10-11).

All chosen parameters, keys, and data structures are stored by the
issuer. blacklistiss, crs, tso, dur, and pk are published to the registry.
These values are used by verifiers for verification of VPs.

Issuance. This procedure is used by an issuer to generate a new
VC for a holder. It takes the issuer’s secret key sk and a set claims
of claims as inputs. Depending on the use case, the set of claims
can be provided either by the issuer or by the holder or collectively
by both of them.

To issue a new VC, first, the issuer samples a A-bit seed uniformly.
Then, the issuer determines the expiration period denoted as exp for
the new VC. The issuer encodes these values in the VC. In addition,
the issuer can include a unique identifier id for the VC. We do not
mandate including id in a VC since this field is optional in the W3C
Verifiable Credentials Specification.

Signing raw data would increase the size of the ZK circuit leading
to reduced performance. Therefore, the signature is performed on
a hash digest to keep the size of the messages fixed. The issuer
computes a hash digest of the following data fields and generates a
digital signature (sig): (a) seed, (b) H(claims), and (c) exp. Finally,
anew VC vc is created; it consists of the signed data fields along
with the signature. Finally, the procedure outputs the vc.

Once the new VC vc is generated, the issuer sends vc to the corre-
sponding holder along with crs, pk, tsg, and dur. The holder will use
these values to generate proofs while creating a VP (Algorithm 5).

Revocation. This procedure is used by an issuer to revoke a previ-
ously issued VC. When revoking a given VC, the issuer appends the
corresponding seed to RevList;g, a list that stores the seeds of re-
voked VCs. The procedure then outputs the updated list RevList;ss’.
The issuer stores the updated list locally.
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Algorithm 4 zkRevoke: Refresh

Algorithm 5 zkRevoke: Presentation

1: procedure REFRESH (e, RevList;ss)
2 blacklistiss < ¢

3 for seed € RevlListiss do

4: token « H(seed, e) > updates global state
5 blacklist;ss < blacklist;ss U token

6

output blacklistjss

While revocation is most commonly used when the holder’s
status changes, there could be additional technical reasons. In prac-
tice, it is essential to revoke a VC if the underlying seed is leaked
because adversaries may impersonate the holder by generating ZK
proofs using the seed.

Refresh. This procedure is used by an issuer to periodically re-
fresh tokens corresponding to revoked VCs. It is executed every
time a new epoch starts. At the start of a new epoch, assuming the
local time of current_time, the issuer first computes the current
epoch value (e) as follows:

1

Then, the issuer uses the Refresh procedure to compute tokens
corresponding to revoked VCs. After that, the issuer sends the
tokens to the registry, updating the global blacklist blacklist;ss.

Before starting the procedure, the issuer is expected to clean up
seeds corresponding to expired VCs from RevListiss.

We note that revocation of VCs take effect only after a Refresh
operation is performed, since during Refresh, tokens corresponding
to seeds added to RevListiss are published in the blacklistiss. The
issuer must perform Refresh at the start of each epoch.

e < (current_time — tsg)/dur

Presentation. A holder uses this procedure to generate a VP that
will be sent to a verifier. The procedure takes the following inputs:
(a) pk, (b) crs, (c) e, (d) vc, (€) m, and (f) challenge. Parameter vc
denotes the holder’s VC issued by the issuer. The holder receives
pk and crs from the issuer alongside the vc.

Parameter m specifies the verification period of the new VP
vp in terms of the number of epochs starting from the current e.
It translates into the number of tokens that the holder wants to
include in vp.

Before generating vp, the holder receives challenge from the
verifier. The parameter challenge is used to prevent replay attacks
on the proofs in vp.

The Presentation procedure is shown in Algorithm 5. First, the
holder computes the current epoch value using Equation 1. Subse-
quently, the holder generates a random nonce. Then, it computes a
hash digest h of two inputs: challenge provided by the verifier and
nonce.

The holder generates m tokens, which act as pseudonyms rep-
resenting the holder for m consecutive epochs starting from the
current one. Since e acts as a counter, the holder can simply incre-
ment e by 1 to compute the next epoch index. In addition to tokens,
the holder generates ZK proofs 7, to prove the correctness of
tokens. For each token;, the holder generates a Zero-Knowledge
Proof 7; using private and public inputs. The private (w) and public
() inputs are described in Table 3. 7; proves that “The VC encodes
a signed seed using which the provided token; is generated.” We
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1: procedure PRESENTATION (pk, crs, e, vc, m, challenge)
2 nonce «— {0,1}4

3 h « H(challenge, nonce)

4 epochs « ¢

5: tokens « ¢

6 Tlzkp € ¢

7 foriel,---,mdo

8 e «—e

9 token; « H(vc.seed, €;)

10: w « (vc.seed, ve.sig, nonce)

11: x « (pk, token;, e;, challenge, h, vc.exp, ve.claims)
12: 7; « G16.Prove (x, crs, w)

13: Tlzkp €= Tzkp Y TTi

14: epochs « epochs U e;

15: tokens « tokens U token;

16: e—e+l1
17: vp « (tokens, epochs, m, h, vc.claims, vc.exp, szp)

18: output vp

Algorithm 6 zkRevoke: Verification

1: procedure VERIFICATION (pk, crs, e, blacklistiss, m, vp, challenge)
2: if VerwryProors(pk, crs, m, vp, challenge) # 0 then

3: output VeriryRevocarionStarus(e, vp, blacklistiss)

4: output 0

5: procedure VERIFYPROOFS (pk, crs, m, vp, challenge)

6: foriel,---,mdo

7: e; « extract the counter from vp.epochs corr. to i

8: token; « extract the token from vp.tokens corr. to i

9: 7; « extract the 7 from vp.sy, corr. to i
10: x « (pk, token;, e;, challenge, vp.h, vp.vc.exp, H(vp.vc.claims))
11: if G16.Verify (x, crs, ;) = 0 then
12: output 0

13: output 1

14: procedure VERIFYREVOCATIONSTATUS (e, vp, blacklistiss)
15: if e ¢ vp.epochs A e > vp.vc.exp then

16: output 0

17: token « extract the token from vp.tokens corr. to e
18: if token € blacklist;ss then

19: output 0

20: output 1

use 7; to bind vp to both the holder and the verifier, see the third
condition for the ZK circuit in Section 5.5. The proofs are accu-
mulated into 7,,. Using ZK proofs allows the holder to prove the
ownership of tokens without revealing the underlying seed.

Finally, the holder constructs vp consisting of: (a) m tokens, (b)
m epochs, (c) m, (d) h, (e) ve.claims, (f) ve.exp, and (g) m,p. After
vp is generated, the holder may share it with a verifier. The holder
also shares identifying information of the issuer that allows the
verifier to extract the issuer’s record from the registry.

Verification. The input parameter challenge to the verification
procedure should have the same value that was previously sent by
the verifier to the holder. First, the verifier retrieves the issuer’s
record from the registry including the public key pk, the common
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reference string crs, and the global blacklist blacklistiss. Then, the
verifier computes the current epoch value using Equation 1.

Afterwards, the verifier performs the steps shown in Algorithm 6.
Verification includes two procedures: VerifyProofs and VerifyRevoca-
tionStatus. VerifyProofs checks the correctness of proofs included in
vp. The proofs are verified for all epochs included in vp. For each
proof, the verification checks that the claims and the secret seed
have been signed by the issuer, and that the token is computed
correctly. The procedure returns 1 if all proofs are valid, and 0
otherwise. VerifyProofs checks all proofs included in vp, not just
the proof belonging to the current epoch, to ensure they are not
malformed.

In contrast, VerifyRevocationStatus checks the revocation sta-
tus of vp only in the current epoch using the current blacklist
blacklistjss retrieved from the registry. The procedure also checks
that vc underlying shared vp is not expired.

To explain the assymetry between VerifyProofs and VerifyRevoca-
tionStatus, recall the verification semantics for VPs: the verification
fails, if vp contains a malformed or incorrect proof for any epoch,
or if vp is invalid in the current epoch. As an optimization, if the
verifier decides to call Verification on same vp repeatedly for differ-
ent epochs, it is sufficient to invoke VerifyProofs only the first time,
whereas VerifyRevocationStatus needs to be called each time using
the current values of e and blacklistjs.

5.7 Extensions

So far, we have been presented the core functionality of zkRevoke
that focuses on implementing untraceability. In this section, we
provide five extensions to the core functionality: (a) provision for
selective trust in issuers, (b) support for selective disclosure of
claims, (c) support for unlinkability, (d) a single ZK proof covering
multiple tokens, and (e) support for list commitment.

5.7.1 Selective Trust in Issuers. In practice, verifiers have the flex-
ibility to choose which issuers to trust based on their individual
credibility [1, 48]. The Verification function may reject a VP based
on a VC from an untrusted issuer. This trust is determined at a
policy-level. For example, a potential employer (verifier) might
decide to accept workforce identity VCs issued by organizations
(issuers) known only to the employer. This is orthogonal to the core
functionality of time-limited verification, though it requires specific
straightforward adjustments to the scheme interface and definitions
in Section 5.1, as well as to the implementation of Verification.

5.7.2  Selective Disclosure. Selective disclosure means that only a
subset of claims included into a VC is transferred into a VP. While
not directly related to our objectives, it is one of the key require-
ments in many VC management systems, as observed in [49]. Our
approach employs a mechanism similar to the one used in IOTA
Identity: Revocation Bitmap 2022 [16]. Each holder can choose
which claims to reveal and which to hide. It hides a claim by only
revealing the hash digest of that claim. For example, if a VC includes
a name and a date-of-birth, a VP can include the date-of-birth and
the hash digest of the name.

Thus, VPs include hash digest of claims instead of claims them-
selves. Similarly, the signature is computed on the hash digest
of individual claims rather than on all claims collectively. When
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sharing the digest with a verifier, the holder additionally sends
the claims selected for disclosure and the index of those claims in
the hash digest. The verifier can verify the correctness of a claim
by computing its hash digest and matching the computed digest
against the provided one.

Since digital signatures are verified on the ZK circuit, the ver-
ification function is updated to verify the signature of the hash
digest of claims instead of the claims themselves. The public input
of H(claims) should be replaced with the hash digest of individual
claims.

5.7.3 Unlinkability. A number of systems [7, 8] and papers [23]
have considered an auxiliary design goal of unlinkability. Unlinka-
bility is defined in W3C Verifiable Credentials Specification [50] as
the property ensuring that colluding verifiers cannot correlate the
VPs they receive.

While unlikability is not a design goal of our work, zkRevoke can
be extended to provide a limited form of unlinkability. In particular,
we extend the threat model described in Section 5.3 and allow
verifiers receiving VPs from holders to collude with each other in
order to link VPs. We consider two scenarios: (a) VPs are generated
from the same VC without any overlapping verification period,
and (b) VPs are generated from the same VC with overlapping
verification period.

To address the scenario of non-overlapping verification period,
the selective disclosure extension described above should be up-
dated so that no identifying information is shared with verifiers.
In the current extension, hash digests of all claims are shared with
verifiers, which could be used to correlate multiple VPs. This could
be addressed by randomizing the hash digests shared with the veri-
fiers by a nonce, and proving the correctness of these digests in the
ZKP. Once no correlatable information is shared, zkRevoke would
provide unlinkability when multiple VPs from the same VC do not
contain overlapping verification period.

This approach can be further extended to address the scenario of
overlapping verification period. To this end, multiple seed values
should be assigned to a VC in order to create different time-bound
tokens for that VC within an epoch. A holder would share a distinct
token with each verifier such that the corresponding VPs will be
unlinkable. The cost of this approach is that the blacklist size would
increase proportionally to the number of seeds per VC.

5.7.4  Proving Multiple Tokens using a Single ZK Proof. In the al-
gorithmic description above, a separate ZK proof is used for each
token. Below, we provide an optimization that allows a holder to
prove multiple tokens using a single ZK proof. During the setup
procedure, before generating the circuit, an issuer has to choose k
that specifies the number of tokens that can be verified in the ZK
circuit. The issuer needs to store k in the registry so that verifiers
can fetch it during verification.

The ZK circuit should be updated as follows: the condition of
H(seed, e) = token in the ZK circuit defined in Section 5.5 is re-
placed with the following condition: H (seed, e;) = token; | Vi €
1---k. The public input e in the ZK circuit is replaced with e; | Vi €
1---k. The public input token is replaced with token; |Vie 1---k.

The holder generates tokens in blocks of k because the ZK circuit
requires exactly k tokens. If m is not a multiple of k, then the last
token (tokeny,) is duplicated to fill the remaining spaces in the
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last block. For each block of k tokens, the holder generates a Zero-
Knowledge Proof ; using private and public inputs. The latter
proves the following statement: The VC encodes a signed seed
using which the provided tokens are generated.

However, this optimization has three challenges. First, before
generating a ZK circuit, the value of k needs to be fixed. Therefore,
an issuer needs to select a single value of k that would be used for
all VCs generated by that issuer. Second, increasing the value of k
directly results in increased ZK circuit size, which affects the band-
width of issuers, holders, and verifiers. Third, the circuit generation
time would also be affected by increasing the value of k. Section 8.5
experimentally evaluates the impact of k and discusses the results.

5.7.5 List Commitment. DLT technologies such as Ethereum are
known to have high storage cost. If used for implementing the
registry, it will affect the scalability of the system, since the size of
the blacklist grows linearly with the number of revoked VCs. To
avoid this limitation, an issuer can use a hash-based commitment
scheme [51] to create a commitment for the blacklist and store the
produced commitment in the registry, while storing the complete
list using a cheaper off-chain solution, such as a database. During
verification, verifiers need to fetch the list and ascertain its integrity
using the commitment for each epoch in addition to verifying
non-inclusion of tokens for VPs. We experimentally evaluate the
performance benefits of using a list commitment in Section 8.4.

6 Security Analysis

We prove that zkRevoke satisfies completeness, soundness and un-
traceability properties even in the presence of a computationally-
bounded adversary A. The proofs are given in Appendix E.

Theorem 6.1: If the ZKP system is Complete and the hash function
is collision-resistant, then II = (Setup, Issuance, Revocation, Refresh,
Presentation, Verification) satisfies the Completeness property.

Theorem 6.2: If the ZKP system is sound and Zero-Knowledge, the
digital signature scheme is Unforgeable, and the hash function is
pre-image resistant, then II = (Setup, Issuance, Revocation, Refresh,
Presentation, Verification) satisfies the Soundness property.

Theorem 6.3: If the ZKP system is Zero-Knowledge and the hash
function is pre-image resistant, then II = (Setup, Issuance, Revoca-
tion, Refresh, Presentation, Verification) satisfies the Untraceability

property.

7 Discussion

In this section, we discuss how zkRevoke satisfies additional require-
ments other than the three analyzed in Section 6.

Configurable Verification Period. Before sharing a VP with a veri-
fier, a holder and the verifier determine m, the verification period of
the VP expressed in the number of epochs. The holder generates a
VP consisting of m tokens corresponding to m epochs starting from
the current one. Therefore, configurability of verification period is
provided by the construction.

It is also possible for holders to include tokens for specific epochs
instead of including a sequence of m tokens starting from the cur-
rent epoch e. To do this, the Presentation and Verification algo-
rithms need to be modified. First, in the Presentation, the input

368

Praveensankar Manimaran et al.

parameter m should be replaced with specific e values. Then, the
corresponding tokens should be generated instead of generating
a sequence of m tokens. Finally, the VP should include e values
instead of m. In the Verification procedure, a verifier needs to verify
the correctness of the included e values.

One-time VP sharing. A holder includes one or more ZK proofs
(7zkp) in @ VP. 1y, is sufficient for a verifier to ascertain the validity
of tokens included in the VP. Therefore, further interactions are
not required for continuous verification in our protocol.

Unobservable Verification. We provide an informal intuition for
how zkRevoke achieves unobservable verification. An issuer pub-
lishes the revocation list and other public parameters in the registry,
as explained in Section 5.5. The verifier retrieves this information
from the registry prior to VP verification. The registry provides
public read access, and no permissions are required to access the
information. In addition, no VC identifiers are stored in the registry.
Therefore, the issuer does not learn about the verification process.

8 Evaluation

In this section, we evaluate zkRevoke against related work. We
implement issuer, holder, and verifier using Golang for the purpose
of experimental evaluation. The source code is available at https://
github.com/praveensankar/zkRevoke/. Additional implementation
details are provided in Appendix A.

Our main evaluation objectives are listed below; they reflect the
key differences between zkRevoke and related work.

o The impact of providing configurable period and one-time
VP sharing on performance is considered in Section 8.3.

o The performance tradeoffs of following a blacklist approach
are assessed in Section 8.4.

o The benefits and costs of using general-purpose ZKPs com-
pared to custom-built ones are evaluated in Section 8.5.

e The performance breakdown for our custom ZK curcuit is
presented in Section 8.6.

We measure bandwidth and computation requirements on dif-
ferent entities for sharing and verifying VPs, and for refreshing
the blacklist every epoch. These operations are most relevant to
revocation protocols. We also evaluate the storage requirements
at the registry and the impact of proving multiple tokens using a
single ZK proof, as presented in Section 5.7. For each objective, we
focus on the metrics and entities that are most impacted.

Hardware. The hardware choice only impacts computation times
in the experiments, without affecting storage and bandwidth con-
sumption. Regarding computation times, our main focus is on the
holder. Since holders are likely to use commodity machines, we
evaluate zkRevoke on a desktop computer running a 12-Core Apple
M4 Pro CPU with 24GB RAM. Using a more powerful server would
affect the absolute values, but would be unlikely to significantly
influence comparative evaluation relative to the baselines.

8.1 Workload

We consider the use case of Workforce Identity (refer to Appen-
dix C). We are not aware of any workload analysis for this use case.
Therefore, we adopt the scale and parameters from published works
on similar use cases, and complement it with sensitivity analysis.
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We consider the scale n of issued VCs to be one million in total,
similar to EVOKE [26]. The expiration period of VCs is set to 365
days: We assume an employer would update the identities of em-
ployees after each financial year for reasons such as salary increase,
promotion, etc. The epoch duration is set to one day. Such refresh
duration is common in existing systems, such as Anoncreds. In
IRMA [7], holders fetch updated witnesses from issuer every day.

Similarly to the evaluation in EVOKE [26] and Sitouah et al [18],
we only consider revocation of VCs in the workload, without expi-
ration. We evaluate revocation rate R from 1% to 15%. This range
is very close to the one considered by EVOKE [26], which is based
on studies that analyze PKI certificate revocation. In experiments,
we assume a fixed number r of VCs are revoked per epoch. For
example, with 1 million VCs, expiration period of 356 epochs (days),
and R = 1%, results in revoking r ~ 27 VCs each epoch.

For credentials shared during a hiring process, we assume that
verification periods between one day and two months are reason-
able, depending on the hiring process. Thus, we vary the verification
period m from 1 to 60 epochs.

When evaluating the extension of using a single ZK proof for k
tokens, we consider the values of k from 1 to 2°, since values of k
larger than m create overhead without benefits.

8.2 Baseline Solution

We opt for IRMA [7, 15] as a baseline due to the following reasons:
o The guarantees listed in Table 1 and Section 4 and provided
by zkRevoke come at a performance cost due to the use of complex
techniques. To allow for a fair comparison, a system with similar
guarantees needs to be selected as a baseline. Since no state-of-
the-art system provides all listed guarantees, we choose IRMA
that implements separation separation between expiration and
verification periods alongside a form of untraceability.

o IRMA is a popular system deployed in real-world use cases.
Furthermore, it provides well-documented open-source libraries.

e IRMA is a good match for our evaluation objectives. In contrast
to zkRevoke, it does not have one-time sharing (Objective 1), it is
based on a whitelist (Objective 2), and it uses custom-built ZKPs
(Objective 3).

To achieve similar performance configuration in IRMA compared
to zkRevoke, we let the issuer update the accumulator once every
epoch, removing factors from revoked VCs. In IRMA, when the
accumulator is updated, the issuer broadcasts all revoked factors to
the holders, including both newly and older revoked factors. This
allows holders to receive the factors also after offline periods. To ac-
count for different deployments, we also investigate two additional
settings, no repetition and registry. In IRMA-no repetition, every
revoked factor is broadcast once to all holders. In IRMA-registry, in-
stead of broadcasting, revoked factors are published in the registry,
making them available to holders. This variant significantly differs
from IRMA, which does not use DLTs, but is similar to approaches
in other accumulator-based protocols, such as Anoncreds [8], and
Sitouah et al [18].

8.3 One-time Sharing

Our first objective is to measure the benefits of the one-time sharing
feature. We compare the bandwidth and computation requirements
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of holders, since the one-time sharing feature requires holders to
compute and share tokens and proofs corresponding to m epochs
provided in the verification period. To understand the results, it is
important to note that we compare the overhead of sharing a single
VP with verification period m in zkRevoke with the overhead of
repeatedly sharing proofs in IRMA, during m consecutive epochs.
In addition to repeatedly computing and sharing the VP in IRMA,
the holder also needs to receive a witness update from an issuer,
and update the proof accordingly.

Metric 1: Holder’s Bandwidth. In zkRevoke, we measure the total
bytes for ZK proofs sent by the holder. In IRMA, we measure the
total bytes of witness update messages a holder receives from an
issuer during the validity period, in addition to the bytes for proofs
sent to the verifier.

Figure 1c illustrates the bandwidth requirements for holders. In
zkRevoke and IRMA-no repetition, the bandwidth requirement is
linear. zkRevoke outperforms IRMA by a huge margin. For example,
when m is configured to 26 epochs, the required bandwidth in
IRMA-no repetition is around 85 KB, whereas it is 4 KB in zkRevoke.
In IRMA with broadcast everything, the bandwidth is 415 KB. The
bandwidth is further increased when increasing the revocation rate
in IRMA. IRMA-registry variant is not shown, but values will be
the same as the ones used in IRMA-no repetition, since a holder can
fetch the same amount of proofs directly from the registry instead
of receiving it from an issuer.

Metric 2: Holder’s Computation. In zkRevoke, we evaluate the total
time a holder requires to generate ZK proofs. For IRMA, where the
holder performs witness updates and recomputes proofs at each
epoch, we report the total time required for m epochs.

Figure 1a shows that IRMA outperforms zkRevoke for small revo-
cation rate R. For example, when m = 1, a holder takes 8 millisec-
onds in IRMA, whereas in zkRevoke, a holder takes 32 milliseconds:
the computation time in IRMA is four times shorter. The results
for computing only proofs show that approximately 70% of the
computation done in IRMA is due to witness updates. The figure
also illustrates that the computation cost for holders in IRMA-no
repetition is the same as in IRMA, since the difference does not
impact the computation, only bandwidth.

Higher revocation rates increase computation time in IRMA
since the holder needs to incorporate more witness updates. The
revocation rate does not impact the holder computation in zkRevoke.
In addition, using the extension of proving k tokens using a single
ZK proof reduces the computation time in zkRevoke. Figure 1b
shows the impact of increasing k and R. For example, when k = 4
and R > 5, IRMA requires more computation from the holder.

Summary. Holders in zkRevoke require significantly less band-
width compared to IRMA since constructing VPs in zkRevoke does
not depend on the revocations of other VCs, unlike in IRMA. Sim-
ilarly, the computation for holders in zkRevoke does not depend
on the revocation of other VCs, in contrast to IRMA. When the
extension of proving multiple tokens is used, zkRevoke incurs com-
putation overhead for holders that is comparable to or better than
the one in IRMA.
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Figure 2: The performance impact of blacklist vs. accumulators on revocation

8.4 Blacklist approach repetition (IRMA-no repetition) this requires significant bandwidth
Our second objective is to quantify the benefits and costs of fol- ©(r - n) from the issuer.

lowing a blacklist approach compared to a whitelist. We compare In IRMA-registry, the issuer only publishes the new accumulator
computation and bandwidth requirements of issuers, since issuers and the new revoked factors to the registry. Thus, the issuer band-
are the ones who update the list and share the list periodically width requirement does not depend on the total number of revoked
irrespective of whether a blacklist or whitelist is used. In addition, VCs but only on the number of VCs revoked per epoch (r).

since storage in DLTs typically incurs high cost, we also evaluate Figure 2b shows that increased revocation rate leads to higher
the storage requirements at the registry. The overhead for holders bandwidth consumption in zkRevoke, but the difference from the
was already covered in Section 8.3, while the bandwidth overhead variants of IRMA stays the same.

for verifiers to download lists can be inferred from the storage over-
head at the registry. In addition, we benchmark the computation
cost of the list commitment extension for both issuers and verifiers.

In Figure 2, we show how the performance impact on the issuer
evolves over 365 epochs as more VCs are revoked.

Metric 4: Issuer’s Computation. In IRMA, we measure the time to
update accumulator in each epoch. In zkRevoke, we measure the
time to compute tokens in each epoch. Figure 2c plots the results.
In zkRevoke, the time to compute tokens increases linearly over the
period of time since revoked VCs are accumulating in the blacklist.
For example, zkRevoke requires more compuation than IRMA by a
factor of 3 in epoch 201 and by a factor of 5 in epoch 301. The figure
also shows that usage of the list commitment extension (described
in Section 5.7.5) in zkRevoke adds insignificant overhead to compute
a commitment of the list of tokens for issuers compared to the time
to compute the list of tokens each epoch.

Metric 3: Issuer’s Bandwidth. Figure 2a shows the bandwidth re-
quirements for issuers. In the experiment, every day r = 27 VCs
are revoked, eventually reaching 10000 revoked VCs (R = 1%).

In zkRevoke, the issuer publishes the blacklist every epoch, which
grows in size as more VCs are revoked. The blacklist eventually
reaches R x n x 32 bytes = (R - n).

In IRMA, the issuer publishes the accumulator every epoch, and Metric 5: Storage. We evaluate storage requirements at the reg-
sends all revoked factors to the holders of valid VCs. Even without istry. We provide only theoretical analysis since it mostly depends
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Figure 3: Time to verify commitment of list of tokens

on the number of hash values stored, not on the implementation. In
IRMA, accumulators require a constant amount ©(1) of storage. In
zkRevoke, the blacklist requires linear amount (R - n) of storage.
The extension of list commitment requires a constant amount of
storage since only a hash digest is stored each epoch. The variant
IRMA-registry requires the same amount of storage as zkRevoke,
since the revoked factors are stored in the registry.

Metric 6: Verification Cost for Commitment. When using the list
commitment extension described in Section 5.7, verifiers need to
check the blacklist against a commitment stored at the registry.
Figure 3 illustrates the cost of this verification. The results show that
the time to verify the commitment is on the order of microseconds
even for higher revocation rates, which is insignificant compared
to the computation requirements for verification of proofs in the
VP (Figure 4c).

Summary. Our evaluation shows that issuers need to perform
more computation in zkRevoke compared to IRMA, since the issuer
has to recompute tokens for all revoked VCs after each epoch. zkRe-
voke avoids significant bandwidth consumption required in IRMA to
broadcast factors, but requires more bandwidth than IRMA-registry
since the blacklist is replaced every epoch, not just appended to.

8.5 General-purpose vs. custom-built ZKPs

In our construction, we use general-purpose ZKPs based on the
Groth16 ZKP scheme, whereas in IRMA, custom-built ZKPs are used.
The objective is to analyze the trade-offs between these approaches
and identify the benefits and costs.

The theoretical analysis of proof size, proof generation time, and
proof verification time is discussed, along with the definition of
the Groth16 scheme in [38]. We directly use the scheme as it is,
without any modification. Therefore, the analysis also applies to
our protocol. The theoretical analysis of these metrics along with
the definition of the ZKP scheme used in IRMA is defined in [35].

We benchmark the performance of the IRMA and Groth16 schemes
here and compare the results. The protocols are benchmarked on
the same machine to ensure fair comparison.

Metric 7: ZK Proof Size. The size of a ZK proof in zkRevoke is 164
bytes, whereas the size of a non-revocation proof in IRMA is 1831
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bytes, as shown in Figure 4a. zkRevoke requires 11x less bandwidth
for proofs, compared to IRMA.

Metric 8: ZK Proof Generation Time. Figure 4b illustrates the
differences in the time required to compute proofs in IRMA and
zkRevoke. The results show that the proof generation time in IRMA
is 10x faster than the proof generation time in zkRevoke.

Metric 9: ZK Proof Verification Time. Figure 4c illustrates the
differences in the time required to verify all proofs for m epochs in
IRMA and zkRevoke. The results show that the proof verification
time in zkRevoke is 6x faster than the proof generation time in
IRMA.

Metric 10: ZK Circuit. To generate and verify proofs, ZK circuits
are one of the parameters in zkRevoke, whereas public keys are
sufficient in IRMA. In IRMA, the ZKP scheme is designed as a
digital signature scheme and enables holders and verifiers to use
public keys to generate and verify proofs. The size of the circuit is
impacted only by the extension of proving multiple tokens using
a single ZK proof. Figure 5a and Figure 5b compare the size of
the circuits and time to generate them during setup in zkRevoke
with key generation time and key size in IRMA. The results show
that IRMA outperforms zkRevoke since public keys are shorter in
size and take a significantly smaller amount of time to generate
compared to ZK circuits.

Summary. zkRevoke provides shorter proofs (11x smaller) and
shorter verification times (6x faster) compared to IRMA, reducing
bandwidth requirements for holders and computation requirements
for verifiers. However, IRMA provides shorter proof generation
times (10X faster) affecting holders’ computation.

Another relevant difference is that circuits generated in zkRevoke
have a significant size (> 88 KB). In IRMA, public keys (2.5 KB)
serve a similar role as circuits in zkRevoke. In zkRevoke, verifiers
need to retrieve circuits from registry, and holders receive them
from issuers and store them. Even though the circuit size is larger
than public keys used in IRMA, the circuit size is still practical for
many use cases since it is in the order of few KB.

8.6 ZK Circuit Breakdown

In this section, we evaluate the performance of our ZK circuit,
which is defined in Section 5.5. First, Table 4 presents the perfor-
mance breakdown of the circuit components by benchmarking the
number of constraints induced by the individual conditions in the
ZK circuit. The results show that hash-related conditions require
661 constraints, whereas signature verification requires 7993 con-
straints. This indicates that signature verification is a dominant
part (85.8%) of the circuit.

Secondly, we evaluate the overhead of the Groth16 scheme by
considering the performance of the “empty” circuit instantiated
without any conditions. Table 5 compares the performance of the
complete and empty circuits. The results show that witness and
proof generation for the empty circuit add 5% and 1.5% overhead re-
spectively, whereas proof verification for the empty circuit requires
almost the same amount of time as for the complete circuit.
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Table 4: Circuit Constraints Breakdown

after each epoch and inserts those tokens in a list. A holder gen-
erates (a) tokens corresponding to current and future epochs and

Constraint Signature Token  Challenge Complete ) 4
Ver. Ver. Ver. Circuit corresponding ZK proofs. Afterwards, the holder shares those
proofs with a verifier to prove the correctness of the tokens.
No. of Con- 7993 661 661 9315 zkRevoke solves the problem of untraceability since verifiers
straints can check the revocation status of each token only during the
corresponding epoch. In addition, zkRevoke satisfies our auxiliary
goals: (a) each holder configures how long a verifier can verify
Table 5: Groth16 Overhead revocation status corresponding to the holder’s VP, (b) a holder
- shares a ZK proof only once rather than periodically, and (c) an
Wltnes‘s P.roof Gen. P?OOf Ver. issuer is not able to learn anything about the verification of VPs.
Gen. Time _ Time Time Transitioning to post-quantum secure primitives is essential for
g to post-q p
Empty Circuit 5 us 461 ps 710 ps long-term deployability of zkRevoke. Current post-quantum ZKP
Complete Circuit 97 pis 30428 pis 734 s schemes and signature algorithms (e.g., lattice-based or hash-based

9 Conclusion

In this work, we have proposed zkRevoke, a revocation technique
for Verifiable Credentials that prevents verifiers from monitoring
the revocation status indefinitely. zkRevoke follows a blacklist ap-
proach utilizing time-bound tokens and Zero-Knowledge Proofs
(ZKPs). An issuer computes tokens corresponding to revoked VCs
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constructions) would require replacing our Groth16 proofs and Ed-
DSA signatures, introducing larger proof sizes and computational
overhead. However, the modular design of our system facilitates
such transitions: the ZK circuit definition and protocol logic remain
largely unchanged, requiring only the substitution of underlying

cryptographic primitives. As post-quantum ZKP schemes mature,
future implementations can adopt these primitives while maintain-
ing the core privacy properties of configurable untraceability and

one-time VP sharing.
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A Additonal Setup Details

Code. We use Ethereum for implementing the registry, though
this choice is mostly orthogonal to the rest of the design. In order
to interact with the registry, each issuer deploys a dedicated smart
contract, which allows the issuer to publish and update parameters
and a blacklist. Our choice for deploying a separate contract for
each issuer is in line with related work [8], [27]. The contract is
implemented in the Solidity programming language. It is deployed
on a private Ethereum DLT using Ganache v7.9 [52].

Zero-Knowledge Proofs, random numbers, and the SHA-256
hash are produced using the gnark-crypto [53], rand [54], and
sha256 [55] libraries, respectively. IRMA implementation is based
on the Gabi [56] library.

Instantiating Cryptographic Primitives. We instantiate the Groth16
ZKP scheme with the BN254 curve [57].

The MIMC [58] hash function is used in the ZK circuit. For
digital signatures, we use the Edwards-curve Digital Signature Al-
gorithm [59] with Twisted Edwards Curve BN254 [60]. We employ
MIMC hash functions and Twisted Edwards Curve BN254 because
they are compatible with ZK circuits. The seed and hash parame-
ters are chosen by the libraries so as to match the target preimage
resistance and security level.

B Cryptographic Preliminaries

B.1 Zero-Knowlege Proofs

Zero-Knowledge Proof (ZKP) schemes [37-39] allow a prover to
convince a verifier of a statement’s validity without revealing any
additional information.

Formally, a ZKP system consists of a prover P and a verifier V.
Given an efficiently computable binary relation R(x, w), where x
is a statement and w is a witness, the corresponding language is
L ={x | 3w s.t. R(x,w) = 1}. A ZKP scheme ensures that P can
prove x € L without disclosing w.

Properties. A Zero-Knowledge Proof system satisfies the following
three properties:
o Completeness: If x € L, Prover P can convince the verifier V
that P has the correct input.
o Soundness: If x ¢ L, the statement x cannot be proven.
o Zero-Knowledge: Verifier V learns nothing beyond the truth
of statement x.
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Proof of Employment
= [p—

“

Figure 6: Example of VC: an employee identification.

Bob

We use Groth16 [38] ZKP scheme in our solution. Groth16 ZKP
scheme consists of the following algorithms:
e G16.Setup (1%, C) — crs: Given a security parameter A and
a circuit C, output a common reference string (CRS) crs.
e G16.Prove (x,crs,w) — m: Given a statement x, crs, and
witness w, output a ZK proof 7 .
e G16.Verify (x, crs, r) — {0, 1}: Given a statement x, crs, and
a ZK proof =, output accept or reject.
The notations used in the algorithms are described in zk-creds [23].

Zero-Knowledge Circuit. A ZK circuit is a mathematical abstrac-
tion that encodes a computer program as a set of constraints suitable
for Zero-Knowledge Proofs (ZKPs). The execution of the program
is represented as a constraint system comprising two types of con-
straints:

(1) Private constraints, which capture relationships involving pri-
vate inputs (known only to the prover) and internal variables
of the circuit.

(2) Public constraints, which involve public inputs (known to
both the prover and the verifier) and internal variables.

A valid witness set of input values satisfying all constraints
serves as evidence of correct program execution. The prover uses
this witness to construct a proof asserting the correctness of the
computation without revealing any private input.

In the Groth16 ZKP scheme, once the ZK circuit is defined, a
common reference string, crs, is generated based on a given security
parameter. This crs is subsequently used in both the proof genera-
tion and verification phases, ensuring soundness and succinctness
of the proof system.

C Additional Details on Verifiable Credentials

An example of a VC is depicted in Fig. 6, showcasing details about
an employee covering the name of an employer who issued the VC
and claims about the employee, covering the employee’s identifier,
name, age, role, and picture.

Use Case: Workforce Identity. Workforce Identity [12, 43, 44] is
one of the popular use cases of VCs. In Workforce Identity, VCs
are used for the purpose of proving employment status. Figure 7
illustrates a scenario where Employer 1 issues a VC signifying
employee ID to Bob who is employed by Employer 1. After some
time, when Bob applies for a job at Employer 2, Bob generates a VP
from the VC and shares the VP with Employer 2 to prove that he
is currently working at Employer 1. When Bob leaves Employer 1,
Employer 1 revokes Bob’s Employee ID VC and stores a proof in
the registry. We refer to and extend this use case throughout this
work to motivate the problem and other functional requirements.
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Employer 2

Registry

Relationship between events:
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Event 2:
Bob applies
for a job

Shares a VP from the VC
PR LU0 S
Event 3: Check whether | Checks revocation status

Bob is working
at Employer 1

Checks revocation status
—

, After time T2 Employer 2 should not be
Event 4: Bob left Revokes Bob's VC able to monitor the revocation
Employer 1 X status of Bob indefinitely
After time Tn Checks revocation status

Figure 7: The untraceability requirement

Operations on VCs. A system for managing VCs consists of the
following main operations:

e Issuance An issuer performs this operation to issue VCs
to a holder based on the claims (attributes) provided by the
holder.

e Revocation An issuer performs this operation to revoke a
VC.

o Presentation A holder executes this operation to generate
a VP for the underlying VC, in order to share the generated
VP with a verifier.

o Verification A verifier performs this operation to check the
validity of the VP received from the holder.

VCs may include an expiration period, as specified in the W3C
Verifiable Credentials Specification [1]. However, expiration is op-
tional and depends on the use case. For example, passports usually
expire after a certain period, while diplomas often remain valid
indefinitely.

D Untraceability: Security Game

The game (Game’;‘" ac€) is played between a challenger and an

adversary A = (A;, Az) and consists of four phases: (a) Setup
Phase, (b) Query Phase, (c) Challenge Phase, and (d) Guess Phase.
The phases are defined below:

Setup Phase

(1) Challenger runs Setup (11 — (sk, pk, crs, tsg, dur, RevList;ss,
blacklistjss)

(2) Challenger keeps a set Qp of honest holder’s VCs

(3) Challenger initializes query sets Q. «— ¢, O, « ¢, and
Qp — ¢

(4) Challenger provides (pk, crs, RevListss) and the following
oracles to Adversary A;: a) 0%"VC — vc; b) ORevoke;
RevListiss” or L; c) ORefresh s placklistiss; d) 09e"VP — vp

Oracle O%e"V¢

e claims « {0,1}

e vc « Issuance(sk, claims)
® Q; — Q¢ U {vc}
[ ]

return vc
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Oracle ORvoKe(vc, RevListigs)
o if vce Q. then
— Revlistiss” < Revocation(vc, RevList;ss)
- Qr — Qr U {VC}
- return RevListjs’
e else return L

Oracle ORefresh (e RevListiss)
o blacklistiss «— Refresh(e, RevListiss”)
e return blacklistjss

Oracle O%"VP(pk, crs, e, m, challenge)
e Fetch a valid v, s.t., ve € O, U Q.
e vpy < Presentation (pk, crs, e, vc, m, challenge)
© Qp—QpU {vp}

e return vp

Query Phase

Adversary A; adaptively queries the oracles QCenVC, QRevoke QRefresh,
and O%"V? polynomial many times.

Challenge Phase

(1) Adversary A; outputs (challenge,, challenge,, state#,)
(2) Challenger selects two VCs vcy, vey where veg, vey € Qp; veo,
ver € Qc U Qy, and vey # vey, and computes:
o Verification periods mg, m;
e The current epoch value: e « (time() — tso)/dur.
e vpy < Presentation (pk, crs, e, vcg, mg, challengeg)
e vp; < Presentation (pk, crs, e, vcq, my, challenge;)
(3) After verification period max(mg, m;) expires, Challenger
samples b € {0,1}
(4)
and runs the following:
e Revlistjss” « Revocation (vcy, RevList;ss)
e blacklist . < Refresh (e, RevListiss")
Challenger gives (vpo, vp1, pk, crs, blacklist
adversary A,

’

s> Statea,) to

Challenger computes the current epoch value: e « (time() — tsq)/dur
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Guess Phase

(1) Adversary A, outputs guess b’ € {0, 1}

(2) Game returns 1 if b = b’, otherwise returns 0

We consider a hybrid adversary model in which the adversary
can act both as a credential holder and as a verifier during the query
phase. As a holder, the adversary can request VCs using the Q®enV¢
oracle, which returns the full credential, including metadata and
signature. As a verifier, it can interact with the Q%*"VP
obtain VPs from honest holders based on arbitrary queries. How-
ever, in the challenge phase, the VPs are derived from credentials
never revealed to the adversary, reflecting a setting in which honest
holders generate proofs using unseen VCs. This models a malicious
verifier who has significant observational knowledge, but cannot
correlate challenge VPs with previously seen credentials.

oracle to

E Security Analysis

We prove that zkRevoke satisfies completeness, soundness and un-
traceability properties.

E.1 Completeness

Our construction satisfies completeness if, for a VP valid in epoch
e generated from a non-revoked VC that is not expired in epoch e,
the verification of VP in epoch e always succeeds.

PRrROOF SKETCH. We prove completeness of zkRevoke as follows:
Let vp be a valid VP generated using the Presentation procedure in
epoch e’ from a non-revoked vc that is not expired in epoch e such
that e’ < e < (e’ + m). The verification of vp in epoch e consists of
two main components:

ZK Proof Verification. For m tokens, the holder generates m ZK
proofs 7. Pr{All ZK proofs Succeed] = (1 — €)™, where € =
negl(1) due to Groth16 ZKP completeness.

Revocation Status Verification. For any valid epoch e in the veri-
fication period m, the VerifyRevocationStatus algorithm checks if
token € blacklist! . Due to the collision resistance of H, for epoch
e and unique seed values, H(seeds, e) # H(seed,, ), meaning it is
not possible for any revoked vc to result in the same token value.
Therefore, for epoch e: token = H(vc.seed, e) ¢ blacklist/_: Pr[token
¢ blacklist/ ] = 1 — €;, where €; = negl(4) due to the collision-
resistance property of hash function. Hence, for all m epochs: Pr[All
revocation checks pass] = (1 — &)™

Hence, combined probability of verification of vp:
Pr[Verification(pk, crs, e, blacklisti’ss, m, vp, challenge) = 1] =Pr[All

ZK proofs Succeed] - Pr[All revocation checks pass]
Pr[Verification(vp,---) =1] = (1 — €)™ (1 — )™
> 1 - negl(1)

E.2 Soundness

Our scheme satisfies soundness if for a VP which is either invalid or
created using a revoked or expired VC in epoch e, the verification
of VP in epoch e results in failure.

Proor SKETCH. We prove soundness of zkRevoke as follows:
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Regarding the invalid VPs, a VP can be formed in many ways.
Nevertheless, if the VP does not include correct information, if the
ZKP system is sound and the digital signature scheme is unforgeable,
then the verification of the ZK proof included in the VP would result
in failure.

Regarding a VP generated from revoked or expired VC using the
presentation procedure, the VerifyRevocationStatus algorithm deter-
ministically captures the revocation status of tokens corresponding
to the VP in epoch e and checks for expiry.

We justify the soundness property of II by analyzing two attack
scenarios. Let A be a malicious holder of a VC vc, and let vp be a
VP generated from vc by presentation. The goal for (A is to create
a VP vp’ that differs vp by one of the following: (a) vp’ includes a
different token than vp, avoiding revocation checks, (b) vp’ includes
different claims than vp, or (c) vp’ includes a different expiration
period than vp, avoiding expiration checks.

Scenario 1: Generating a proof. The ZK circuit verifies the gen-
eration of token from seed and e. A may attempt to generate vp’
by selecting a different seed, changing the claims or the expiration
period. However, the ZK circuit verifies that these values are signed
by the issuer. The adversary A can try to forge the signature and
proof. However,

Signature Forgery: Pr[A forges valid signature ons’] < negl(A)
due to signature unforgeability.

ZK Proof Forgery: Pr[A generates valid 7, without proper
signature] < negl(1) due to ZKP Soundness.

Combined: Pr[Scenario 1 succeeds] < negl(1)

Scenario 2: Reusing a proof. Suppose A obtains a valid VP vp’,
that includes the token, and the ZK proof 7,y,. A may try to either
reuse the proofs instead of generating new ones or recover private
inputs used in the proofs such as digital signatures and seed values.
However, the reused proof will not verify with different claims,
expiration period, or most importantly, a different challenge. In
addition, recovery of private inputs is not computationally feasible.

ZK Proof Soundness: Pr[r,, verifies with different public
values] < negl(1) due to ZKP Soundness.

Recovery from ZK Proofs: Pr[A learns signature and other
private inputs from 7, < negl(4) due to ZKP zero-knowledge.

Therefore, A’s best strategy has success probability: Pr[A con-
structs passing vg < max(negl(4), negl(1)) = negl(1). Hence;

’
iss’

Pr[Verification(pk, crs, e, blacklist
=1 — Pr[Verification(vp,---) = 1]
> 1 — Pr[A constructs passing vp]|
> 1 —negl(})

m, vp, challenge) = 0]

E.3 Untraceability

PRrRoOF SKETCH. We prove untraceability by showing that an ad-
versary A = (Ay, A;) has at most negligible advantage in the un-
traceability game defined in Definition 5.4. In the challenge phase of
the game, the adversary Aj; receives (vpo, vp1, pk, crs, blacklisti’ss,
stateg, ). Tokens for revoked vcy, appear in blacklist] . The goal of
A, is to distinguish whether vcg or ve; was revoked. In other words,
A3 needs to track the revocation status of the vc;, corresponding
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to vpy after its verification period is over. Below we show that this
is not feasible, since A, cannot extract the seed from the tokens
or ZK proofs in the VPs, and therefore cannot link tokens from
different epochs.

Scenario 1 : Recovering the seed from tokens. A; might attempt
to recover the seed from tokens in the VPs, then compute the
current epoch token to check against blacklist! . For any token; €
vpp.tokens, we have token; = H(vcy.seed, e;) for epoch e;. By the
pre-image resistance of H: Pr[A; recovers vcy.seed from token; ]
< negl(1)

Scenario 2 : Extracting the seed from ZK proofs. A, might attempt
to extract the seed from the ZK proofs 7k, in the VPs. Each 7 €
T-kp Proves knowledge of vcy.seed without revealing it. By the zero-
knowledge property of the ZKP system: Pr[A; learns vc;.seed from

Tokp] < negl()

Scenario 3 : Linking tokens across epochs. A, might try to link
tokens from the VPs to tokens in blacklist{  through correlation
attacks. However, tokens for different epochs are computationally
independent: (a) tokens in VPs: H(vcy.seed, €;) for epochs e; € {e,
e +1,...,e + my —1}, and (b) tokens in blacklist!_: H(vcy.seed, e’)
for current epoch €’ > e + max(mg, m;) —1.

Since the verification periods have expired (e’ > e + max(m, m;)

—1), there is a “gap” between the epochs covered by VP tokens and
the current epoch. By pre-image resistance and the pseudorandom
properties of H, these tokens appear independent. Therefore, Pr[A;
links tokens across epochs] < negl(A).
Combining all attack vectors, Pr[A; succeeds] < Pr[A; recovers
vep.seed from token; | + Pr[A; learns vcy.seed from 7y, ] + Pr[A;
links tokens across epochs] < negl(1)+negl(1)+negl(1) < negl(4).
Therefore;

| Pr[Game'q"* (1*) = 1] — 1/2| < negl(2)

F zkRevoke: Microbenchmarks

Table 6: The Cost of Storing Tokens in Smart Contract

Number of Tokens Size Gas

1 32B 21993

10 320B 26591
100 3200 B 72443
1000 32 KB 553240
10000 320 KB 5339501
100000 3200 KB 53201326

Table 6 presents the cost of storing tokens in the Ethereum
Blockchain. Ethereum blockchain network limits the maximum gas
used by a transaction to 30 million [61] units. Due to this limitation,
it is possible to store only 1200 tokens per block in the smart contract
since it requires close to 30 million units of gas, the allowed gas
limit per block. Thus, storing more than 1200 tokens would require
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sending multiple transactions, each requiring a new block. Storing
a single token (32 bytes) consumes 21993 units of gas.

Our ZK circuit consists of 9315 constraints when k = 1. The size
of our circuit is 89667 bytes. Similar to the limit on the number
of tokens stored, storing the complete ZK circuit would require
multiple transactions.
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