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Abstract

Ensuring that privacy policies accurately reflect the real-world
behavior of software systems is a complex socio-technical chal-
lenge. Despite the importance of privacy policies for user trust
and regulatory compliance, prior research has paid limited atten-
tion to how software developers perceive their own activities in
achieving alignment between privacy policies and actual software
behavior and which organizational factors they identify as lead-
ing to misalignment. This perspective is particularly important
because developers’ implementation practices directly shape how
software handles personal data. To address this research gap, we
conducted 15 semi-structured interviews with software developers
directly involved in implementing privacy-relevant functionality.
Our findings identify several alignment activities performed by
developers and highlight symbolic compliance as an important
organizational factor contributing to gaps between documented
privacy commitments and actual software behavior. Our study of-
fers implications for researchers investigating privacy challenges
in software development and provides valuable insights for organi-
zations and developers seeking to better align privacy policies with
actual software behavior.
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1 Introduction

Software developers’ foundational coding efforts make it possible
that we use digital products every day. These products often collect,
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process, and share personal data [19]. When personal data is in-
volved, laws require that data handling practices are communicated
transparently and in accordance with regulatory standards (e.g.,
[29]). Regulations such as the California Consumer Privacy Act
(CCPA) or the General Data Protection Regulation (GDPR) impose
strict requirements for transparency, accountability, and faithful
representation of data practices under the threat of substantial fines
[7, 11]. However, many organizations struggle to disclose their
data handling practices transparently and truthfully to users and
regulators. Nearly all studies investigating whether actual data
collection and processing practices align with stated privacy poli-
cies have revealed misalignments between policy and practice (e.g.,
[2, 8, 19, 26, 42, 45]).

In organizations, software developers are often responsible for
implementing privacy-related tasks within their coding activities
[37, 39]. During development, non-compliance can occur, for exam-
ple, when new third-party components are integrated or when parts
of a privacy-compliant system or workflow are reused [1, 14, 39].
The developer’s technical implementation in the code can either
protect personal data or unintentionally expose it. For example,
in one case in Poland, a technical mistake at the implementation
layer during a platform migration led to the exposure of students’
personal data on the internet [24]. In another case, developers unin-
tentionally stored passwords in plain text instead of securing them,
which resulted in the passwords being stolen [24]. These examples
illustrate how privacy protections can fail at the implementation
layer, where decisions are made directly in the code base. Devel-
opers’ decisions and practices at this stage can determine whether
software behavior complies with privacy requirements and aligns
with stated privacy claims, and whether coding practices introduce
risks of privacy breaches [9, 12].

Current research has begun to examine the challenges soft-
ware developers face when performing privacy-related tasks (e.g.,
[17, 27, 34, 39]). Studies show that developers often struggle to ful-
fill privacy requirements, and many technical solutions fail to meet
compliance standards such as the GDPR [17, 18]. For example, a
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majority of professional software developers produced non-GDPR-
compliant solutions even when specifically tasked with privacy-
sensitive programming [18]. Similarly, another study highlights that
developers are under increased scrutiny due to new regulations but
often have limited privacy expertise or access to legal resources,
which complicates the implementation of privacy concepts through-
out the software development lifecycle [28]. Organizational climate
also influences how engineers interpret and prioritize privacy con-
cerns, contributing to differences between legal privacy norms and
developers’ practical interpretations [15, 41].

Despite this growing body of knowledge, there remains a re-
search gap how software developers themselves understand their
role in in shaping the relationship between privacy policies and
the behavior of the software they implement. This perspective is
important because the implementation layer represents the point
at which abstract privacy requirements become executable system
behavior. Examining developers’ own accounts of their work can
reveal which activities they associate with creating and maintaining
alignment and how organizational conditions shape these practices.
To examine these issues, this study addresses the following research
questions:

RQ1: What activities do software developers perceive in their own
work as contributing to the alignment between privacy policies
and the software’s actual behavior?

RQ2: How do software developers describe organizational influences
that lead to symbolic rather than substantive alignment be-
tween privacy policies and the software’s actual behavior?

To address these research questions, we conducted 15 semi-structured
interviews with software developers who are directly involved in
implementing software code. The study focuses on developers who
implement data-related functionality, as this role translates privacy
requirements into executable system behavior and vice versa. While
other roles in development teams, such as product owners or release
engineers, may oversee requirements or release processes, devel-
opers are responsible for implementing the technical mechanisms
that determine how software handles personal data.

This study offers two significant contributions. First, it provides
an in-depth qualitative exploration of software developers’ percep-
tions of privacy policy-data practice alignment, grounded in their
direct coding experiences. Second, it identifies symbolic compli-
ance as a significant factor contributing to misalignment between
a software’s privacy policy and its actual data practices from the
developer’s vantage point. Our findings offer practical implications
for organizations seeking to bridge the gap between their stated
privacy commitments and the actual data handling practices of their
software, emphasizing the need for targeted support and resources
for developers who are at the heart of this critical implementation
process.

2 Background and Related Work

2.1 Misalignment Between Privacy Policies and

Software Behavior

Privacy policy—software behavior misalignment are widely docu-
mented across software platforms. Research indicates that many
software applications do not accurately disclose their actual data

427

Proceedings on Privacy Enhancing Technologies 2026(3)

collection and data handling practices in their privacy policies (e.g.,
[6,31, 42, 46]). Automated analyses reveal broad inconsistencies be-
tween declared and implemented data practices across web services
(e.g.,[6]), mobile applications (e.g., [8, 42, 46]), and other digital
systems (e.g., [3, 26, 45]).

A central source of these mismatches is the involvement of third-
party services, such as advertising and analytics providers, which
frequently collect user data without being explicitly mentioned
in the corresponding privacy policies [25, 31]. In mobile ecosys-
tems, third-party SDKs have been identified as a frequent cause of
misalignment, as they often collect privacy-sensitive data beyond
what is disclosed in the application’s privacy policy [25, 42]. Similar
patterns have been documented in the web domain, where many
privacy policies fail to accurately disclose third-party data flows
[6, 22].

Research further shows that privacy policies may be vague, in-
complete, or internally contradictory, which obscures the software’s
actual data practices [21, 45]. In some cases, policies claim that no
personal data is collected while simultaneously permitting third-
party services or affiliated entities to collect and share user data
[21, 46]. Additionally, some applications do not provide a privacy
policy at all, which makes any data collection or sharing practices
potentially inconsistent with stated disclosures [6, 46].

In conclusion, while stated privacy policies aim to inform users
and ensure compliance, documented privacy disclosures often fail
to reflect the software’s actual behavior due to a complex interplay
of factors centered on software developers.

2.2 Software Developers’ Role in Privacy Policy
Compliance

Software developers play a central role in privacy compliance be-
cause they translate abstract policy requirements into the code that
governs data handling. Their interpretations determine whether
software behavior aligns with stated privacy commitments. How-
ever, many developers lack formal training in core privacy prin-
ciples such as Privacy by Design, data minimization, or Fair In-
formation Practices [17, 34]. This limited expertise can hinder the
correct implementation of privacy requirements and may lead to
non-compliant solutions, even when developers receive instruc-
tions or expert support [1, 18]. These challenges are particularly
evident in smaller development teams, where access to privacy
expertise and legal resources is limited [28, 39].

One contributing factor is the “language barrier” between legal
and technical domains [17]. Privacy policies and legal requirements
are typically written in legal terminology that developers find diffi-
cult to translate into concrete technical specifications [5, 17]. Devel-
opers report a need for clear, technically oriented guidance, which
is often unavailable [10]. As a result, privacy is frequently framed
as a legal issue rather than a technical responsibility, which can
create gaps in implementation practices [18].

Organizational context further shapes these challenges. When
privacy is not embedded in organizational priorities or is secondary
to functionality, speed, or innovation, it is often addressed only after
core development decisions have been made [18]. Inconsistent man-
agerial signals can reinforce this pattern and lead to discrepancies
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between formal privacy expectations and actual implementation
practices [4, 15].

Technical complexity also complicates privacy implementation.
Modern software systems frequently depend on third-party com-
ponents, dynamic APIs, and continuous updates, which make it
difficult to maintain oversight of data flows [37]. As systems evolve
or new services are integrated, developers may struggle to maintain
accurate privacy policies and consistent data handling practices
[38]. Even when privacy protection is intended, technical mistakes
during updates, code reuse, data migration, or third-party integra-
tion can unintentionally expose or mishandle personal data [24].

Research also identifies factors that support more consistent
privacy practices. Informal discussions within teams, support from
management and stakeholders, clear documentation, and practices
such as code reviews and privacy training can strengthen privacy
awareness during development [5, 10, 39]. Together, these findings
indicate that routine development decisions play a critical role in de-
termining whether privacy protections are effectively implemented
in practice.

2.3 Research Gap

Software developers are formally responsible for implementing
privacy policies in code but often fail to achieve alignment between
documented commitments and actual software behavior. Prior re-
search attributes these gaps to organizational deprioritization of
privacy, insufficient technical guidance, and conceptual confusion
between privacy and security. Studies have examined communi-
cation barriers between developers and legal experts [17], organi-
zational privacy strategies [4], or development teams as collective
units [28]. Less attention has been given to the individual devel-
opers who directly implement privacy requirements in software
systems.

This focus is important because developers translate legal and
organizational privacy expectations into concrete technical imple-
mentations. Through routine coding tasks, integration decisions,
and system modifications, they determine how data is collected,
processed, and shared within the software. While managerial roles
such as product owners or software architects may define priorities
or system structures, developers operationalize these requirements
at the level of code, where privacy-relevant behavior ultimately
emerges.

Studying developers’ interpretations therefore provides insight
into how abstract privacy requirements are translated into technical
actions and how organizational norms influence implementation
decisions. This perspective helps explain how alignment between
privacy policies and software behavior is produced in practice and
why discrepancies between documented commitments and imple-
mented data practices occur.

3 Method
3.1 Study Design and Ethical Considerations

To address our research questions, we conducted 15 semi-structured
interviews with software developers. We adopted this qualitative
approach in light of the limited body of existing research on how
developers perceive and interpret their activities related to the

428

Saha, et al.

alignment between privacy policies and actual software behav-
ior in the handling of personal data (see section 1 and section 2).
Semi-structured interviews enabled us to explore developers’ per-
spectives in a nuanced, open-ended, and context-sensitive manner,
while maintaining a clear focus on the research questions [32].

Ethical Considerations. This study was approved by the Institu-
tional Review Board of our university’s ethics committee (approval
number: EK 12/2025). Prior to participation, we informed partic-
ipants about the purpose of the study, their rights, and our data
handling and storage practices. Participation was entirely voluntary,
and participants were free to withdraw at any time without facing
any negative consequences. In cases of withdrawal, no data was
retained, and any data already collected was immediately discarded.
Additionally, participants had the right to request the correction or
deletion of their data even after completing the study. All collected
data was stored in a secure environment in accordance with our
institution’s data security policies. Participants were required to
read the study information sheet and privacy policy carefully, and
informed consent was obtained before data collection started.

3.2 Recruitment of Participants and Sample
Characteristics

This study explores software developers’ perceptions and interpre-
tations of their own activities as they relate to the completeness and
accuracy of the privacy policies of the software they contributed
to developing. To this end, purposive sampling was employed to
recruit developers who had a basic awareness of the requirement
for a privacy policy for the software they worked on. This selection
criterion was intended to facilitate the examination of developers’
understandings of potential causes of (mis)alignment between pri-
vacy policies and the actual privacy-relevant behavior of software
systems. In addition, participants were required to have hands-
on operational experience in software development and not be
exclusively engaged in administrative or managerial roles. This
criterion was adopted because developers with substantial opera-
tional involvement can directly influence both the software’s im-
plementation and its compliance with the stated privacy policy—a
perspective that has received limited attention in prior research
(see section 1 and section 2).

The first eleven interview participants (P01 to P11 in Table 1)
were recruited via the crowdsourcing platform Prolific!, which
is widely used in usable security and privacy research [23, 30],
including studies involving software developers [38, 40, 44]. For
recruitment via Prolific, a study description was provided to inform
potential participants about the core objectives and conditions of
the study, including that we explicitly sought software developers
to discuss activities related to the completeness and accuracy of
software privacy policies. Since Prolific does not support direct
filtering for developers with experience in privacy policy-related
software development projects, proxy criteria were applied, includ-
ing current full-time or part-time employment in engineering, IT,
information networking, or information security, as well as select-
ing “coding” as an employment role on Prolific. Furthermore, we
restricted recruitment to developers based in the EU or UK in order

!https://www.prolific.com/
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Table 1: Overview of interview participants. “Participant-ID. **We consider companies as small with < 50, medium

with < 250 and large with > 250 employees [36].

P-ID* Job Role Work Exp.  Age Industry Software Focus Country ~ Company
(Years) Size™™
Po1 Sr software developer 15 30-34 Real Estate Web app Germany Large
P02 DevOps engineer 5 30—-34 Information Technology Embedded system UK Small
P03 Software engineer 20 45-49 Healthcare Healthcare system Germany Small
Po4 Software engineer 10 35-39 Media & Entertainment Web app UK Medium
P05 Full-stack developer 8 30-34 E-Commerce E-commerce platform  Germany  Medium
P06 Back-end developer 7 30—34 Media & Entertainment Web app Portugal Small
Po7 Sr software architect 28 50—-54 Media & Entertainment Web app UK Large
P08 Jr software developer <1 25-29 Finance Cloud-based system Italy Large
P09 Software architect 14 30—-34 Information Technology HR software UK Medium
P10 Software developer 9 25—29 Information Technology =~ Web and mobile app Poland Medium
P11 Software developer 7 34—-39 Information Technology Enterprise system UK Large
P12 Software developer 15 40—-44 Education Web app Germany Large
P13 Front-end developer 24 50 —54 Education Web app Germany Large
P14 Application developer 6 25—29 Information Technology Web app Germany Large
P15 Software developer 8 35—39 Research & Development Healthcare system Germany Large

to delimit and manage in particular the regulatory context of the
study. Based on these criteria, 80 users were invited via Prolific
to complete a short screening questionnaire administered using
SoSciSurvey? (see Appendix A). The purpose of the screening sur-
vey was to identify interview candidates who met the selection
criteria.

As part of the screening survey, participants first completed an
informed consent form outlining the study’s purpose, duration,
withdrawal rights, and data protection procedures. They then pro-
vided demographic information (e.g., gender, country, and age) as
well as professional background data (e.g., company size, sector, job
role, and involvement in projects requiring a privacy policy). Eli-
gibility for participation in the interview study required informed
consent, proficiency in English or German, current involvement
in a software project subject to a privacy policy, and complete dis-
closure of country and company size. Based on these criteria, 29
individuals were invited to participate in the interviews, of whom
11 took part. All 11 interviewees indicated in the questionnaire that
“software developer” best described their current professional role
among the available options.

Participants recruited via Prolific received financial compensa-
tion for both the screening survey and the interviews. Compen-
sation was based on Prolific’s standard rates and met at least the
respective statutory minimum wage in the software developers’
countries. Participation in the screening survey, which took approxi-
mately one to two minutes, was compensated with a fixed payment
of £0.50. Interviews were compensated with a fixed amount of
£12.00 regardless of their duration. All participants were informed
about the compensation prior to taking part in the screening survey
and the interviews.

After coding the first eleven interviews (see Section 3.4 for details
on the coding procedure), we recruited four additional participants

Zhttps://www.soscisurvey.de/

429

(P12 to P15) to further explore emerging themes and address re-
maining open questions. These participants were recruited through
referrals within the authors’ professional networks and did not
receive financial compensation. The same selection criteria applied
to the Prolific group were used for these interviewees and were
verified through communication prior to and during the interviews.
After conducting and coding a total of fifteen interviews, we de-
termined that theoretical saturation had been reached because no
new relevant aspects were identified and therefore concluded data
collection [16].

Table 1 provides an overview of the final interview sample. The
participants’ mean age was 30 years, and the average professional
experience was 12 years. Two participants (P08 and P12) identified
as female, while all others identified as male. The 15 interviewees
came from five countries and were employed in organizations rang-
ing from small to large in size and across eight different industries,
allowing us to capture software developers’ experiences from a
broad range of organizational contexts.

3.3 Interview Guide Design and Interview
Procedure

Qualitative interviews are characterized by an inherent tension
between prior structuring and openness to the phenomenon un-
der investigation [20]. For the interviews conducted in this study,
we employed a semi-structured interview guide consisting pre-
dominantly of open-ended questions. These questions served as
narrative-generating prompts aligned with our research focus. The
development of the interview guide began with a brainstorming
session within the research team, during which typical activities
and procedural steps related to the creation and maintenance of
software privacy policies in organizational contexts were identi-
fied. Building on the shared understanding established during this
session, we compiled an initial set of interview questions. These
questions were subsequently reviewed, refined, and thematically
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organized based on their relevance to the research objectives and
their potential to elicit new insights rather than merely reaffirm
established knowledge [20]. The guiding principle was to formulate
questions that maintained a clear focus on the study’s core research
aims while allowing for unexpected or emergent perspectives. Ex-
ample questions included “Please recall a recent situation where a
privacy policy was created or changed: What triggered it?” and “How
do you keep the privacy policy up to date as the software changes?”.
Appendix B provides an overview of the final interview guide.

The interviews were conducted with the aim of providing partic-
ipants with a great degree of openness, enabling them to articulate
their subjective perspectives and systems of relevance [20]. In this
spirit, the prepared interview guide was used as a tool to introduce
narrative-generating prompts related to the research topic, rather
than as a rigid script to pre-structure the conversations in detail.
The interviews followed the principle of allowing the interview par-
ticipants to guide the flow of the conversation [20]. Accordingly, the
sequence of questions was not predetermined but instead adapted
to how each participant expressed their views. Interviewees were
granted extended monologic speaking time and were encouraged
to elaborate on topics beyond the scope of the interview guide.

Fourteen interviews were conducted remotely using videocon-
ferencing software, and one interview was conducted in person.
For the remote interviews, participants joined a virtual meeting
room at the scheduled time and were informed that activating their
camera was optional; some participants nevertheless chose to use
video. Prior to all interviews, participants were asked to provide
consent for audio recording, and all agreed. The interviews were
then conducted and recorded. The average interview duration was
approximately 55 minutes; the shortest interview lasted 24 minutes,
and the longest 83 minutes.

3.4 Data Analysis

To prepare the data for analysis, all interviews were transcribed.
Transcription was carried out using the software noScribe®, which
runs locally on users’ machines, thereby maintaining the confiden-
tiality of the interview recordings. The automatically generated
transcripts were subsequently reviewed and corrected by members
of the author team, using the original recordings to ensure accuracy
and address potential quality issues.

An inductive coding approach was employed for the analysis
[13]. In the initial phase, interviews were coded on a sentence- or
paragraph-level basis. The analysis focused on identifying activities
undertaken by software developers related to aligning the privacy
policy with the software’s actual behavior. In addition, we looked
for organizational factors that complicate or undermine these align-
ment activities. For example, the statement of P03 ‘T had to let the
others know like what data about the customer I was storing. So, it
is like for example, the application allows, especially when I built it
on the cloud, I had to actually build the actual registration form for
customers to actually register as well. So, I am actually aware of like
what data we have collected. So, I did made the relevant people, like,
aware, like the rest of my team aware what data I am collecting from
the customers.” was assigned the first-order code “SD informs devel-
opment team when software task involves collecting or storing new

3https://github.com/kaixxx/noScribe
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data”. During the coding process, individual text passages could be
associated with multiple first-order codes, while each first-order
code could also be derived from multiple text passages.

Similar activities were subsequently grouped into broader pat-
terns of activities (second-order themes). For example, the first-
order codes “Software developer (SD) raises within team when new
system is integrated that hands over customer data to a third party’,
“SD informs development team when software task involved collecting
or storing new data”, and “SD proactively informs legal team when
new system is integrated“ were grouped into the second-order theme
“Informing relevant stakeholders when privacy-relevant substantive
software changes have been established".

In the final step, the identified second-order themes were aggre-
gated into broader dimensions, representing the highest level of
abstraction in our coding hierarchy. For example, the aggregated
dimension “Software developers’ privacy-related alignment activities
primarily influencing the privacy policy” encompasses second-order
themes such as “Discussing privacy-relevant behavior of software
with relevant stakeholders before deployment and changes”, "Ask-
ing relevant stakeholders for approval before privacy-relevant sub-
stantive software changes have been established", and "Documenting
planned or implemented software’s data handling practices for rele-
vant stakeholders". Figure 1 provides an overview of the resulting
data structure [13].

Throughout the entire analysis period, four members of the au-
thor team were involved in the coding process, with two researchers
working in parallel at all times. They engaged in regular discussions
to critically reflect on the emerging findings and to iteratively and
consistently refine the coding [33]. The software MAXQDA* (ver-
sion 2025) was used to support and document the coding process.

4 Results

The findings derived from our analysis are structured into three

main sections. First, Section 4.1 presents Software developers’ privacy-
related alignment activities primarily influencing the privacy policy.
Second, Section 4.2 describes Software developers’ privacy-related
alignment activities primarily influencing software behavior. Third,
Section 4.3 presents Software developers’ perceptions of symbolic com-
pliance. Within each section, second-order themes are presented and

elaborated in individual subsections (e.g., 4.3.2, 4.3.3). Exemplary

first-order codes are highlighted in bold. To illustrate developers’

perceived alignment activities as well as perceived organizational

challenges and constraints contributing to symbolic compliance,
we provide exemplary excerpts from the interview data.

4.1 Software developers’ privacy-related
alignment activities primarily influencing
the privacy policy (RQ1)

Software developers’ privacy-related alignment activities that pri-

marily influence the privacy policy occur when changes to the

software affect personal data processing and therefore require up-
dates or changes to the privacy policy. Developers describe sev-
eral activities in their daily work that contribute to this alignment
which are presented below. These activities include, for example,

*https://www.maxqda.com/
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Second-Order Themes

* SD discusses if certain data should be collected or stored with development team
* SD discusses data handling practices in panel with compliance team
* SD talks to Product Owner who decides about data handling practices

Discussing privacy-relevant behavior of software with
relevant stakeholders before deployment and changes

* SD asks legal team for approval for what information can be collected or stored

* SD requests legal team for assessment of new tool to be integrated

* SD pre-filters and pre-assesses tools before forwarding a shortlist to the legal team to review
* SD proactively triggers legal team with data handling issues of new system

Asking relevant stakeholders for approval before
privacy-relevant substantive software changes have
been established

* SD proactively prepares documentation of tools to be integrated for legal team

* SD documents data handling practices of new third-party provider for legal team
* SD documents the software’s data flow in a tree-structured form

* SD defines and documents data handling practices for regular audits

Documenting planned or implemented software’s data
handling practices for relevant stakeholders

* SD creates glossary with technical terminology for compliance team
* SD translates data handling practices of software for compliance team
* SD gives technical input to the compliance team to assess the need for privacy policy updates

Translating privacy-related technical implementations
and developments into legal-relevant descriptions for
the legal team

—0 -0 —0 0O

* SD raises within team when new system is integrated that hands over customer data to a third party
* SD informs development team when software task involves collecting or storing new data
* SD proactively informs legal team when new system is integrated

Informing relevant stakeholders when privacy-relevant
substantive software changes have been established

* SD evaluates whether new tracking solution is still compliant or if privacy policy needs to be updated in
consultation with compliance team

* SD evaluates data handling practices of new system to be integrated in coordination with the compliance team

* SD checks privacy policy of new tool to be integrated with ChatGPT

Evaluating new systems or solutions for integration in
consultation with the compliance team

* SD updates or adjusts the privacy policy based on a Jira ticket issued by the Product Owner
* SD removes privacy policy content independently following tool removal from the code base
* SD adjusts privacy policy with text passage from legal team for new integrated tool

Modifying the privacy policy independently or
initiating its modification process

* SD translates privacy requirements from Data Protection Officer into software development tasks
* SD breaks down privacy requirements into smaller tasks in software terms
* SD turns legal requirements into software requirements

Translating privacy requirements into
software-related terms and tasks

—©-0 —0 =0

* SD implements new tools but awaits approval from legal team for new integrated tool before final deployment
* SD integrates new tool after getting approval from legal team

Waiting for approval from legal team for
privacy-related software changes

* SD learns within development team about the software’s privacy policy
* SD learns which basic data types are collected within development team
* SD learns in training when to involve compliance team

Learning in training about privacy
compliance and dynamics

* SD deletes privacy-relevant code content if requested by the legal team
* SD implements privacy requirements from Data Protection Officer into software
* SD implements privacy requirements from Product Owner who prepared them in collaboration with legal team

Implementing privacy requirements in software code

* SD creates test cases for privacy requirements from Data Protection Officer
* SD tests and verifies privacy requirements
* SD proves through testing that privacy requirements are met for customer

Testing privacy requirements

* Protecting business instead of user

* Organizations see privacy as an afterthought rather than a prerequisite
* Privacy as a task is not being taken seriously within organization

* Not prioritizing privacy unless there is something to lose

Organization prioritizes business interests over privacy

* Privacy-related procedures and guidelines are not (clearly) specified
* Not equipping the legal team with technically skilled employees

* Limiting financial resources for the procurement of security tools

* Short time frames to implement privacy requirements

Resources for ensuring privacy are insufficient

* Identification of real privacy issues being left solely to software developers

* Lawyers not engaging with software developers to obtain specific technical input
* Legal team verifying absence of legal risk rather than privacy effectiveness
Addressing privacy during initial development but less during changes

8 N S S U S N IR IR I I

Specific practices discourage addressing privacy issues

Aggregated Dimensions

Software developers’ privacy-related alignment
activities primarily influencing the privacy policy

Figure 1: Data Structure.
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Software developers’ privacy-related alignment
activities primarily influencing software behavior

Software developers’ perceptions
of symbolic compliance
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discussing privacy-relevant behavior of software and requesting
approval from relevant stakeholders.

4.1.1  Discussing privacy-relevant behavior of software with relevant
stakeholders before deployment and changes. Software developers
reported discussing whether specific data should be collected
or stored within the software development team prior to de-
ployment or the implementation of changes. For example, when
collecting or storing additional customer data, it is communicated
within the team rather than implemented independently. P02, who
works in a tech startup, explains:

"If I am going to gather more customer data, I will put it
through the others, put it through the team. I wouldn’t
sort of just do it myself without telling anyone.” (P02)

Developers further reported discussing data handling prac-
tices in consultation with the compliance team or legal team.
In addition, developers consult the Product Owner, who is re-
ported to decide on data handling practices of the software they
are working on:

"We are talking to the product owner and then he or
several people will decide what we should provide. It is
important to make it understandable how the data is
flowing or how the processes go to the product owner. For
example, you have a feature that relies on a third-party
and then you go back and forth with the third-party,
because there are several steps involved. The product
owner has to be aware of what we are doing and what
we are sending, so he can communicate this then to the
lawyers, for example. So that they can check if they have
to adjust something or if everything’s alright." (P05)

4.1.2  Asking relevant stakeholders for approval before privacy-relevant
substantive software changes have been established. Software devel-
opers reported asking for approval from relevant stakeholders
such as the legal team, compliance team or within their develop-
ment team prior to implementing substantive software changes that
affect current data handling practices. This includes, for example,
consulting the legal team and getting approval on what information
may be collected or stored:

"Whenever we want to collect more information for our
telemetry or audience analytics, mostly just those two,
then we obviously have to go through [legal team] to
get the approvals for what information we can collect.”
(P07)

Moreover, developers described activities such as requesting
legal assessment of new tools considered for integration. In an-
other instance, developers already pre-filtered and pre-assessed
tools for theoretical feasibility before a shortlist of tools is
submitted to the legal team for them to review. Developers also
reported proactively involving the legal team when data han-
dling issues related to new systems are identified. P01 describes the
activity as follows:

"In that specific case, we again collected the information
about the tool that I mentioned earlier and documented
it in the Excel table. We then passed this relevant data
on to the [legal team] and asked them to use it for the
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specific passage in our privacy policy. In our case, this
is point 3, Cookies and similar technologies. External
tools are also listed there as a subcategory. We needed a
new section for this particular tool and, of course, asked
for an assessment of whether this was even possible.”
(Po1)

4.1.3 Documenting planned or implemented software’s data han-
dling practices for relevant stakeholders. Developers emphasized the
importance of rigorous documentation as a foundation for
privacy-aware development and saw documentation not only
as a compliance requirement but also as a necessary condition for
enabling transparency, maintaining consistency between system
behavior and privacy statements:

"Especially when you process a lot of data, you simply
have to document very well: 'What kind of data are we
processing? Are new data types being collected? How
are they further processed? Are there new processing
sources?’ That, that has to be an ongoing process and
it always has to be kept up-to-date. And really, I think
the most important thing is simply to make developers
aware of keeping an eye on this documentation and to
permanently see it as part of software development and
not as "Ok, this is something we still have to do’, but
rather that if this documentation does not exist, then
the software is not finished and then we are not allowed
to put it live." (P03)

Software developers also described when they need to docu-
ment planned or implemented software data handling practices
for stakeholders such as the legal team. This included proactively
preparing documentation of tools that are planned for integra-
tion and submitting these to the legal team for them to review:

"We proactively provided this during development. We
weren’t asked to do so. We simply created this list and
gave it to them, asking them to review it and determine
whether it was even possible for us to use these tools.
Exactly. It should actually be the other way around, but
in our case, it was proactive on our part, simply based
on our experience.”" (P01)

Developers further reported documenting the data handling
practices of new third-party providers for the legal team when
sensitive data is collected. In addition, developers, for example,
document the software’s data flow in a tree-structured form
and define and document data handling practices for regular
audits.

4.1.4  Translating privacy-related technical implementations and de-
velopments into legal-relevant descriptions for the legal team. From
the interviews, we observed that software developers are tasked
with translating privacy-related technical implementations and
developments into legal-relevant descriptions for the legal or com-
pliance team. This includes creating shared artefacts such as
glossaries that explain technical terminology and data handling
practices to support mutual understanding. For example, P03 de-
scribes the joint development of a glossary to clarify technical
concepts, data flows, associated risks, and potential attack vectors,
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as well as challenges arising from differences between compliance
requirements and agile software development processes.

"You have to somehow find a common language there. ...
We then also started, for example, to develop a glossary
together, where certain technical terminology is simply
explained again: What does that mean in detail? So
what does something like encryption at rest or in trans-
fer mean, and then really showing with examples how,
data flows, where it is stored, what the risks are here,
what possible attack vectors are, what can go wrong?
That, there you also have to, I think, simply spend a
lot of time together to somehow manage that well in
the long run. And you also have to move very close to
each other when it comes to certain processes. From a
compliance perspective, of course, there is always an
attempt to keep the processes watertight, which then, I
would say, in agile software development often leads to
processes being very slow and very sluggish and that
you actually do not work as fast as you would like to
work." (P03)

Developers further report translating the software’s data han-
dling practices for the compliance team and providing technical
input to assess whether updates to the privacy policy are required.
Developers describe the need to explain technical data-processing
practices in simplified terms so that legal or compliance teams can
understand how personal data is handled in the system and deter-
mine whether the privacy policy requires revision. Developers also
report communication difficulties and a lack of shared understand-
ing between legal or compliance roles and software developers,
which makes these translation activities necessary.

4.1.5 Informing relevant stakeholders when privacy-relevant sub-
stantive software changes have been established. Our data revealed
that developers inform relevant stakeholders after privacy-
relevant substantive software changes have been established. This
includes raising within the software development team when
new systems are integrated that transfer customer data to third
parties, such as in the case of new payment systems or inform the
software development team when software tasks involve the collec-
tion or storage of new customer data and making team members
aware of what customer data is being collected. Moreover, develop-
ers inform the legal team when new systems are integrated and
contact legal stakeholders when using new services:

"We are using a new service for earning money, like
AdSense, or starting new cooperations with direct part-
ners. Or we are using a new service, like a third-party
provider. Then we also go to the lawyers, tell them what
we are doing, what we are sending, if at all, how recog-
nizable is it on the third-party or not. For example, do
we use customer data or do we use more arbitrary data,
like numbers instead of names on their side." (P05)

Developers also noted that legal teams struggled with technical
aspects of updating privacy documentation. They outlined that legal
teams focused mainly on legal compliance and risk minimization,
rather than ensuring the privacy policy accurately reflected the
technical handling of user data. According to the developers, this
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focus limited the extent to which privacy documentation captured
technical realities.

4.1.6  Evaluating new systems or solutions for integration in consulta-
tion with the compliance team. Our data reveals that the evaluation
of new systems or solutions for integration happens often in con-
sultation with the compliance team. Software developers also assess
the data handling practices of new systems to be integrated and
evaluate whether new tracking solutions collect additional
user data. In addition, developers report evaluating whether the in-
tegration of new tracking solutions requires updates to the privacy
policy, user consent, or involves a new provider in coordination
with the compliance team:

"And then we introduced a new tracking solution, and
we really had to take a close look: ’Is this a new provider?
To what extent are we compliant?’" (P11)

Moreover, developers describe how they check the privacy policy
of new tools to be integrated for potential issues using Large
Language Models such as ChatGPT:

"We sometimes use AI, ChatGPT for example, to sum-
marise things for us. So, now that we have a privacy
policy or something like that, I ask ChatGPT, ‘Can you
summarise this for me briefly in terms of GDPR aspects,
whether you see any problems anywhere or anything
like that?’ Just to save ourselves some work. Yes. That
might be a verification process." (P01)

4.1.7 Modifying the privacy policy independently or initiating its
modification process. Software developers report modifying the
privacy policy independently or initiating its modification process
including updating or adjusting the privacy policy based on
Jira tickets issued by the Product Owner. Developers further report
removing or adjusting relevant sections of the privacy policy
within the software development team when tools are removed
from or added to the code base. For example, P13 reports:

"That’s usually easier because we simply take a proac-
tive approach: when we no longer use a tool, we simply
delete the entire passage from the privacy policy. Yes,
we do that proactively and then just send it to Legal
and say, for your information, we no longer use the tool,
we have deleted the passages, and yes. So I don’t think
we even wait for approval." (P13)

In addition, developers highlighted the importance of updating
documentation and the privacy policy in tandem for end users.
Adjusted privacy policy content is also reported to be based on
text passages provided by the in-house legal department and subse-
quently submitted for legal review.

4.2 Software developers’ privacy-related
alignment activities primarily influencing
software behavior (RQ1)

Software developers’ privacy-related alignment activities that pri-
marily influence software behavior capture situations in which
changes to the privacy policy necessitate modifications to the soft-
ware. Revisions to the policy require developers to adapt the sys-
tem’s behavior to ensure consistency with the updated descriptions
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of data processing specified in the privacy policy. Typical alignment
activities include, for example, translating privacy requirements
into software-related terms and development tasks, and waiting for
approval from the legal team before implementing privacy-related
software changes.

4.2.1 Translating privacy requirements into software related terms
and tasks. Privacy requirements are reported to be translated by
software developers into software-related terms and imple-
mentation tasks. This includes, for example, converting privacy
requirements received from the Data Protection Officer into devel-
opment tasks and breaking these down into smaller, action-
able units in software terms. For instance, P09, who works in a
medium-sized company, explains:

"They will put requirements into writing, I might have

to break those up into, into smaller tasks to make them

make more sense into software terms, but that would

be then the job of me to turn that into tangible work-

able things that we can implement in the system, and

basically go back and forth to work out if it’s possible

or, you know, work out the time required for that, the

actual effort required, no matter how big or small it

looks on the surface." (P09)

Further, P09 described that when legal stakeholders revised the
privacy policies, it was then his responsibility, together with another
architect, to develop an implementation plan to operationalize these
requirements in the software system and ensure that the specified
legal requirements are aligned with the resulting software changes:

"They essentially knocked heads together and changed
our policies. And that was down to me and another ar-
chitect to put into a plan of action in order to implement.
So I was kind of the second level of that. Although I was
required to review certain things and what was possi-
ble on a database level, on a backup level, that kind of
stuff. So I kind of turned real world legal requirements
into software requirements and ensured that they were
implemented." (P09)

4.2.2  Waiting for approval from legal team for privacy-related soft-
ware changes. As described in Section 4.1.2, software developers
request approval from relevant stakeholders for privacy-related
software changes and wait for this approval before implemen-
tation. This includes seeking approval for new tools to be inte-
grated prior to going live and proceeding with integration only
after approval has been granted. But it can also occur that the
legal team advices against a tool, as P01 explains:

"Sometimes we also receive feedback from Legal regard-
ing tools where we have not identified any issues, stating,
Yes, the privacy policy reserves so many rights to do
something differently, to process the data elsewhere, to
pass on data to third parties over which we have no
control” So then we get a clear message saying, ‘We
strongly advise against using this tool.” And then we
look for alternatives." (P01)
The interviewed software developers stated that privacy-related
feedback from legal teams can occur late in the development process,
rather than during implementation. Collaboration was described
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as infrequent and not regularly integrated into development work-
flows.

4.2.3 Learning in training about privacy compliance and dynamics.
In companies operating in sensitive contexts, such as healthcare,
developers reported that privacy compliance receives particular
attention. Software developers described that organizations provide
trainings and internal guidance to ensure that developers under-
stand how personal data must be handled within the software
system and that developers learn about privacy compliance
and related dynamics through training and internal knowl-
edge exchange. Through these trainings and internal knowledge
exchanges, developers learn about the software’s privacy policy,
the basic types of data collected, and the associated compliance
requirements. The trainings also clarify organizational boundaries
by indicating in which areas developers can make implementation
decisions independently and in which situations the compliance
team must be involved:

"So there were very many trainings with us, so that re-
ally every developer understands what, what does such
a privacy policy actually mean? What do we promise
the users there? What, what are the legal requirements?
And of course really the technical responsible persons
must then be trained and of course also the product
responsible persons, so that from the beginning it is
actually very clear, ok, these are the areas in which
we can move freely, and here we have to again keep
consultation with the compliance team." (P03)

4.2.4 Implementing privacy requirements in software code. We ob-
served that privacy requirements are implemented by software
developers in the software code based on inputs from relevant
stakeholders. For example, activities include deleting privacy-
relevant code content upon request from the legal team:

"We only had it more often, that we had to remove con-
tent as quickly as possible. So, there we then also get
information from Legal. "Here please remove everything
about this project from our website or something like
that.” Because they then suspect, that it can come to it
soon. So, but concretely I have not experienced that yet.
But I also do not know whether, whether they would
tell us that. To be honest. So maybe behind these emails
please remove everything about it. Maybe there is al-
ready a warning letter behind it." (P01)

Developers further implement privacy requirements pro-
vided by the Data Protection Officer as well as requirements commu-
nicated by the Product Owner that were prepared in collaboration
with the legal team:

"We have a task where all the main things are provided,
so it was prepared beforehand by the product owner in
collaboration with the lawyers. And then we as devel-
opers implement the changes." (P05)

4.2.5
velopers reported testing if privacy requirements are met through
the creation of test cases based on privacy requirements. P08

Testing privacy requirements. Our interviewed software de-
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describes implementing and verifying access restrictions in soft-
ware to ensure that specific functionalities are only available to
authorized user groups. Moreover, P09 describes testing whether im-
plemented software changes meet specified privacy or data protec-
tion requirements. This involves examining how data flows across
different system components, to verify that data is processed in
accordance with the defined requirements. The testing process also
includes demonstrating to the client that the implemented changes
meet the specified privacy requirements before deployment:

"Essentially pull that right down to, to the lowest of
possible levels where that data is no longer accessible
in a way that could identify certain people. And it was
a slightly, slightly higher echelon of requirements that
our client would typically require. So that was a long,
laborious task to, to look at where the data went. Ob-
viously that touches every aspect of the system, be it
back end, front end reporting, every sort of microser-
vice, every sort of micro database, every sort of data
transposition process. Everything was basically had to
be investigated and, pulled apart in order to work out if
we could really meet ... [the] requirement. ... And find
ways to prove to the client that in testing, I'd actually
met those requirements." (P09)

4.3 Software Developers’ Perceptions of

Symbolic Compliance (RQ2)

The analysis of the interviews revealed various organizational fac-
tors that complicate or undermine the alignment activities described
in Sections 4.1 and 4.2. The findings suggest that, from the perspec-
tive of the interviewed software developers, organizations often
place strong emphasis on having a privacy policy that appears ex-
ternally consistent and compliant, while it may be decoupled to
varying degrees from the software’s actual behavior. This constel-
lation can be interpreted as a form of symbolic compliance. The
subcategories of symbolic compliance identified in the analysis are
presented below.

4.3.1 Organization prioritizes business interests over privacy. In
several interviews, a general perception emerged among software
developers that their organizations prioritize business interests over
privacy. This includes the impression that organizations tend to see
privacy as an afterthought rather than a prerequisite and do
not treat it as a serious concern. Accordingly, privacy is often
prioritized only once serious consequences become likely or
potential harms become more salient. In this context, reputational
risks resulting from privacy violations were mentioned in partic-
ular, as their prevention was described as a key priority because
reputational damage could significantly harm business interests.
Furthermore, the impression was raised that teams responsible
for privacy lack interest in understanding actual data han-
dling practices. Instead, the primary focus was perceived to be on
ensuring that the privacy policy appears flawless externally, rather
than on accurately reflecting data practices. P07 explained that
the business is not interested in having an accurate privacy
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policy, as the primary goal is protecting the business rather
than the user:

“I think the main thing would be to get the lawyers and
the privacy team to care most about privacy and not
Jjust about protecting the business. I feel like their main
motivation is protecting the business, not protecting
the user. It’s all about making sure the business can’t
get criticized, not about making sure that the user is
protected from any privacy risks.” (P07)

P09 expressed a similar perception. Drawing on his interactions
with software-as-a-service (SaaS) clients of an HR software, he
reported that clients tend to push back when privacy require-
ments may reduce software functionality and that they do
not always perceive value in privacy compliance:

“And it’s extremely boring and it’s stuff that they [clients]
just don’t care about. It doesn’t make them money. If
anything, it saves them from lawsuits, yes, but it doesn’t
make them money. So it’s really hard to put a price tag
on them for how important that understanding is and
how important it is to be extremely compliant at all
times. ... The hardest part is trying to make the client
understand the value of this stuff over just profit.” (P09)

4.3.2  Resources for ensuring privacy are insufficient. The analysis
of the interviews revealed not only a general perception among
some software developers that organizations prioritize business
interests over privacy, but also statements indicating that resources
for ensuring privacy are insufficient. Among the aspects raised were
limited financial resources for procuring security tools and
short time frames for implementing privacy requirements.
In addition, several references pointed to missing expertise, in-
cluding low levels of privacy expertise among developers, limited
privacy knowledge among B2B clients of an HR SaaS$ solution, and
a lack of technically skilled employees within legal teams. P02
described the situation regarding limited privacy expertise in the
startup he works for as follows:

“But, I guess, if we do get like an expert in, a specialist,
they might just come in and rip everything up telling us
that we done it all wrong. I won’t be surprised if that’s
what happens to a lot of startups.” (P02)

In addition, several software developers noted that privacy-
related procedures and guidelines are not clearly specified
within their organizations. These statements referred both to the
lack of concrete guidance for the operational implementation work
of developers and to missing specifications during the requirements
engineering process. In this context, P01 described feeling left alone
with the responsibility for addressing privacy-related issues:

“Things are a bit unstructured here. You know, the clas-
sic flat hierarchies and working with a lot of personal
responsibility. So, you often feel a bit left alone and
think to yourself: well, if I hadn’t pointed this out now,
we probably would have just gone online with it, even
though it’s totally vulnerable’. So, I basically have to ac-
tively pass this on to Legal. And if I hadn’t done that and
had just said, ‘yeah, the change just slipped through
for us and goes online like this, then—bam—€10,000
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warning notice. ... In the end, you’d probably still some-
how be held responsible for it. ... The processes are not
clearly structured. So, management says, we would like
this and that feature, then it kind of passes through
middle management like that and eventually ends up
with us. Like, ‘yeah, just do it.” And then we have to
take care that the whole thing basically goes back up the
ladder again and that the corresponding approvals are
obtained, instead of clarifying something like that be-
forehand. ... It also just costs time. If at that earlier stage
on this ladder from top to bottom it had already been
determined, because Legal had already been brought
in, that the tool is generally not an option for us, then
we wouldn’t have had to deal with it in the first place.”
(Po1)

4.3.3  Specific practices discourage addressing privacy issues. The
findings indicate not only a general perception among several soft-
ware developers that privacy is subordinated to business interests
(Section 4.3.1) and that resources for effectively addressing privacy
tasks are often insufficient (Section 4.3.2), but also numerous spe-
cific practices that discourage addressing privacy issues. One such
practice is that the identification of real privacy issues is often
left solely to software developers, as illustrated by P01’s quote at
the end of Section 4.3.2. Related statements referred to situations in
which legal teams are not involved early in the development
process or where no direct contact between developers and
lawyers exists. Furthermore, it was noted that lawyers do not
actively engage with software developers to obtain specific
technical input and that legal teams tend to focus on verify-
ing the absence of legal risks rather than ensuring privacy
effectiveness, consistent with privacy policies formulated in
deliberately broad and non-specific terms. In addition, teams
responsible for privacy were described as responding slowly,
which can hinder the development process. P15 noted that software
development can be significantly slowed down when privacy issues
are raised, as they may be routed through multiple stakehold-
ers:

"Otherwise it’s always difficult, to follow up on it or
to find the right people, and then they say, well, there
are other people you need to talk to. So, if something
comes up regarding data or the use of data, then it’s
immediately like this, this huge chain, and it just takes
time." (P15)

However, the absence of a direct communication channel be-
tween software developers and stakeholders with overarching re-
sponsibility for privacy within an organization (e.g., legal or compli-
ance teams) does not necessarily mean that developers are left alone
in dealing with privacy-related issues. The findings also include
situations in which developers were largely excluded from actively
engaging with privacy matters by product owners or responsible
managers who effectively abstracted privacy responsibilities
away from software developers. In these situations, commu-
nication with privacy stakeholders was handled by the product
owner or other managers, while developers were largely limited to
implementing predefined requirements.
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Finally, one developer noted that privacy tends to be addressed
primarily during the initial development phase but receives
less attention during later changes. In addition, the following pas-
sage of P03 suggests that software developers may actively con-
tribute to limiting privacy-related requirements for documen-
tation and testing in order to work more flexibly:

"And you also have to move closer to each other when
it comes to certain processes. From a compliance per-
spective, there is of course always an attempt to keep
processes watertight, which then, I'd say, in agile soft-
ware development often leads to processes becoming
very slow and rather cumbersome, and you’re basically
not working as quickly as you would like to. So, in that
respect we've gradually moved closer to each other and
said, okay, in certain areas we can, for example, relax
the required documentation a bit, and we don’t have to
completely test the entire app just to release a small fix
when there was some minor vulnerability somewhere.
Instead, we can also find ways to get there faster so that
we ultimately deliver value to the users again." (P03)

5 Discussion

Significant discrepancies between the statements made in a soft-
ware’s privacy policy and its actual data practices are a well-docu-
mented phenomenon in prior research (e.g., [2, 8, 42, 45, 46]), yet
they have been insufficiently examined from the perspective of
software developers. The present study addresses this research
gap based on 15 semi-structured interviews with software develop-
ers. Figure 2 integrates our findings into an overarching framework.
The outer part of Figure 2 relates to RQ1 and highlights the necessity
of alignment activities undertaken by software developers to keep
the privacy policy and a software system’s data practices consistent.
Specifically, these alignment activities may primarily involve either
adapting the privacy policy to the software’s behavior (illustrated
by the arrow from “software behavior” to “privacy policy”) or, con-
versely, aligning the software with the privacy policy (illustrated by
the arrow from “privacy policy” to “software behavior”). The inner
part of the figure relates to RQ2 and identifies symbolic compli-
ance as an important factor that can shape alignment activities and
hinder or undermine their implementation and effectiveness. The
theoretical contributions, practical implications, and limitations of
our work are discussed in the following subsections.

5.1 Theoretical Contributions

Our developers reported that in the absence of formal privacy
policy-related processes, responsibilities are often handled infor-
mally within development teams. Developers relied on team discus-
sions, personal judgment, and individual initiative to manage tasks
such as identifying when a privacy policy might need updating
or flagging inconsistencies. This was especially prevalent in small
and medium-sized organizations, where flat hierarchies and limited
resources make the establishment of structured privacy workflows
challenging. These findings align with the study of Tahaei et al.
[39] on Privacy Champions, which highlighted that, in the face of
organizational and technical barriers, privacy-conscious developers
often turn to informal strategies such as internal communication,
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Software developers’ privacy-related
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Specific practices discourage
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Software behavior

Software developers’ privacy-related

alignment activities primarily influencing
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Figure 2: Developers’ activities and perceived symbolic compliance in the privacy policy-software alignment cycle.

management support, and peer-driven documentation to foster
privacy-respecting practices. While our participants were not for-
mally designated as “Privacy Champions,” their reliance on similar
informal mechanisms underscores the extent to which developers
must navigate privacy concerns without institutionalized support,
especially in environments where privacy is not embedded as a first-
class priority. Our study extends this understanding by showing
how developers compensate for these shortcomings through infor-
mal routines and ad hoc practices. While such practices can help
detect issues, they also create uneven coverage and leave privacy
policy maintenance vulnerable to oversight.

Across interviews, developers reported that once a privacy pol-
icy is created—typically with legal input—there is no structured
mechanism to ensure it remains accurate over time. Changes in
software behavior are not routinely reflected in policy updates un-
less a developer takes personal initiative or an audit occurs. Even
developers who were aware of potential inconsistencies lacked the
time, resources, or authority to act on them. The absence of verifica-
tion practices during day-to-day development is a core reason why
these mismatches persist. Our findings also resonate with Bednar
et al. [5], who argued that the legal framing of privacy makes it
difficult to translate into technical controls. Here, we show that
this difficulty is not just conceptual—it is operationalized through
missing verification routines in software development.
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Our interviewed software developers also described communi-
cation with legal or compliance stakeholders as delayed, incon-
sistent, or entirely absent. Developers often had to translate legal
requirements on their own, while legal teams lacked visibility into
technical decisions. In some cases, developers were expected to con-
tribute privacy-relevant information but were not provided with
structured ways to do so; in others, privacy policies were created
without developer input altogether. This finding supports earlier
work by Horstmanm et al. [17], who pointed to gaps in privacy
knowledge and weak collaboration across roles. Our study refines
this by showing how communication breakdowns between devel-
opers and legal experts directly result in inaccurate or outdated
privacy documentation. It also complements findings by Sirur et al.
[35] and von Davier et al. [43], who emphasized the lack of privacy
integration within organizational workflows.

Taken together, developers can contribute to both the align-
ment and misalignment between privacy policies and actual data
practices. Their influence is shaped not only by technical implemen-
tation choices and decisions but also by their role in communication
and documentation. While developers are well positioned to en-
sure alignment, their efforts are undermined by informal processes,
missing verification infrastructure, and weak interdepartmental
collaboration.
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5.2 Practical Implications

Our findings point to a number of actionable recommendations
for both software developers and organizations seeking to reduce
misalignment between privacy policies and actual data handling
practices.

For software developers, the integration of privacy-related tasks
into routine development activities is essential. Developers should
embed privacy checks into agile workflows, for example, in sprint
planning and code reviews. Using tagging systems or checklists can
help flag privacy-relevant tasks early in the development process.
In addition, maintaining up-to-date documentation that maps data
handling logic to legal obligations is critical. Developers may bene-
fit from tools that support inline annotations or automated tracking
of data flows. To reduce gaps in legal-technical coordination, devel-
opers should also initiate communication with legal or compliance
teams when working on features involving personal data. Struc-
tured communication templates can help standardize information
exchange and ensure critical details are not lost. Finally, developers
can actively contribute to verification practices by writing or main-
taining test cases that validate privacy-related constraints, such as
access controls or logging behavior, and ensure the system remains
aligned with what is declared in privacy policies.

For organizations, our findings suggest the need to move beyond
informal responsibility sharing. Assigning clear privacy roles within
development teams—such as Privacy Champions or Liaisons—can
support continuous compliance and foster accountability. Organi-
zations should also implement structured workflows and review
mechanisms, such as formal privacy reviews integrated into devel-
opment pipelines or sign-off procedures from legal stakeholders
before deploying features that affect data processing. Improving
collaboration between legal and technical roles is also crucial. This
can be achieved through co-developed documentation frameworks
and joint training sessions that help translate legal language into
actionable technical terms. Encouraging legal teams to consult de-
velopers during the drafting or revision of privacy policies ensures
that policies better reflect system realities. In addition, fostering
a privacy-positive culture within the organization—by promoting
awareness, recognizing developer initiative, and framing privacy as
a core element of product quality—can help institutionalize privacy
as an ongoing shared responsibility, not merely a compliance task.

5.3 Limitations & Future Work

Our study is based on a purposive sample of 15 software develop-
ers, selected to cover a range of organizational contexts, domains,
and experience levels. This sampling approach supports depth and
diversity of insights but does not aim to produce a statistically rep-
resentative sample of the broader software developer population.
Therefore, the findings should be interpreted within the studied
regulatory context.

The qualitative design of our study prioritizes understanding
over measurement, which is suitable for exploring software develop-
ers’ individual perceptions and practices. However, this also means
that the conclusions reflect the experiences of a limited number of
developers and may not capture all relevant perspectives. Future
studies could incorporate larger samples from different regulatory
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contexts and cultures, including quantitative approaches, to fur-
ther assess generalizability and validate the identified perceived
alignment activities of software developers and their perception of
symbolic compliance.

6 Conclusion

This study investigated what activities software developers per-
ceived in their own work as contributing to the alignment between
privacy policies and the software’s actual behavior and how they
described organizational influences that lead to symbolic rather
than substantive alignment be- tween privacy policies and the soft-
ware’s actual behavior. Through 15 semi-structured interviews with
software developers, who are directly involved in implementing
privacy-relevant functionality, we aimed to uncover their perceived
alignment activities and their perception of symbolic compliance.
Our findings reveal several alignment activities and identify orga-
nizational decoupling as an important factor leading to symbolic
compliance. By centering the experiences of individual software
developers, this study offers a deeper understanding of the socio-
technical challenge that underlie privacy policy compliance.
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A Screening Survey

We are looking for software developer, who are developing software
on a daily basis. It does not matter, whether their software is sold
or provided to the end user by their company or by a third party.
With this questionnaire, we are screening for participants who
would like to take part in a remote semi-structured interview. The
interview’s topic will be the creation, maintenance, and verification
processes of the privacy policies of the software product you are
working on or have worked on in your company.

Q1 What gender do you identify most with?

o Female

« Male

« Non-binary

o Other

« Prefer not to say

Q2 Which country are you currently living in? [Dropdown-list]
Q3 How old are you?

o < 20 years

o 20 — 24 years
o 25— 29 years
o 30 — 34 years
e 35 -39 years
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o 40 — 44 years

e 45 — 49 years

e 50 — 54 years

e 55— 59 years

« >= 60 years

« Prefer not to say

Q4 Which professional orientations fit your company best? - You
may select more than one answer. [Dropdown-list]
Q5 How many employees are working in your company?

« < 5 employees

« 5 -9 employees

o 10 — 49 employees

¢ 50 — 99 employees
« 100 - 249 employees
o >= 250 employees

« I'am not sure

« Prefer not to say

Q6 Does your company provide Business-to-Business (B2B) or
Business-to-Consumer (B2C) solutions?

« Business-to-Business (B2B) solutions
« Business-to-Consumer (B2C) solutions
o I am not sure

Q7 Are you currently working on a software project, which needs
a privacy policy?

o Yes

« No

Q8 Which job description fits your current job position best? [Drop-
down-list]

B Interview Guide

Introduction

My name is XY and I am from the Research Group of XY. We
want to understand how privacy policies are managed in software
development. We want to gain insights into your experiences and
practices in creating, verifying, and maintaining privacy policies.
What roles are involved, what information is needed, and what
challenges arise when ensuring that privacy policies align with
the source code and actual behavior of the software. I will ask you
some open questions. Take as much time as you want for each. I
will not interrupt you. There are no right or wrong answers. 'm
interested in your daily work experiences and practices. With your
permission, I will start the audio recording.

Warm up

(1) Please describe your current role and typical responsibilities
in software development?

(2) What kind of software do you currently work on?

(3) How have you been involved with privacy-related tasks or
questions?

Creation of Privacy Policies

(1) In your current or past projects, how were you involved in
writing/ reviewing/ updating privacy policies?

(2) When do privacy policies usually come into play in your
development process?

(3) Who is typically responsible for creating/ updating privacy
policies in your team/ company?
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(4) Please recall a recent situation where a privacy policy was
created or changed: What triggered it?

(5) A rigid privacy policy describes exactly the behavior of the
code, with little room for deviation. A flexible policy may
contain placeholder phrases for future development. What
is your impression of how flexible or rigid your company’s
privacy policy is?

Maintenance of Privacy Policies

(1) What steps are taken in your company to keep the privacy
policy up to date?

(2) How do you keep the privacy policy up to date as the soft-
ware evolves?

(3) How do you communicate necessary updates to the policy?

(4) Please describe a recent situation where the policy needed
to be revised due to software changes?

(5) Who is responsible for reviewing the privacy policy after
code changes?

(6) Who is responsible for updating the privacy policy after code
changes?

(7) How is the need to update the privacy policy usually identi-
fied?

(8) What kinds of changes typically trigger a policy update (e.g.,
feature changes, data flows, third-party services)?

(9) What information is needed to assess whether the privacy
policy still matches the software?

Verification of Privacy Policies

(1) How do you check that your privacy policy accurately re-
flects what the software does?

(2) What steps do you follow to verify the match between the
policy and the software?

(3) What aspects of the software do you compare against the
privacy policy (e.g., data collection, storage, third-party shar-
ing)?

(4) Who is responsible for verifying policy accuracy?

(5) How do you document that the policy has been verified?

(6) In what ways, if any, does your team keep track of verifica-
tion steps or decisions?

(7) How do you ensure nothing is missed during verification?

(8) Please recall a situation where the privacy policy did not
reflect software behavior? How was this identified and fixed?

(9) What makes verification difficult/ time-consuming?

(10) Who is involved in this verification process (e.g., QA, legal,
product)?
(11) What challenges do you face in verifying policy accuracy?
Closing Questions

(1) What do you see as the biggest challenges when dealing with
privacy policies as a software developer?

(2) What do you think would help you better manage the align-
ment of privacy policies with software behavior in your
work?

(3) Who else do you think we should speak with to better un-
derstand these processes?

(4) What else would you like to share regarding the alignment
between privacy policies and software behavior in software
development?
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