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Abstract

Activists engage in highly public and collaborative work, and their
social movement groups have long been targeted by the surveillance
state. Many consider the adoption of secure and privacy-enhancing
technologies to be the antidote. However, activists operate with
limited resources and elevated risk, making the adoption of these
technologies difficult and imperfect. We investigate how groups
navigate organizing using digital communication, and specifically
how groups make intentional (even if insecure) decisions around
privacy protections in their organizing.

We interviewed 40 activists belonging to 33 U.S.-based social
movement groups ranging in size, structure, and tactics. Responses
were analyzed qualitatively to uncover factors influencing digi-
tal security decisions for organizing work. We find that low-risk
hierarchical groups with a lack of training and little concern for
surveillance tended to not consider privacy as they navigate digital
technologies and horizontally-organized groups engaging in risky
activities took intentional strides to enhance their digital privacy
within the context of their activism. The availability and influence
of a technically-minded group member or advisor plays a strong
role in the adoption of PETs. A groups’ lack of knowledge in PET
use or concern with surveillance is a barrier to PET adoption and
highlights the importance of education. Finally, we find that fea-
ture availability and learnability is still an important factor in PET
adoption.

This work illustrates the nuanced factors and responses that
users aware of the threat of surveillance are taking into considera-
tion, including but not restricted to, the adoption of E2EE commu-
nication technology and the digital security culture necessary to
operationalize it.
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1 Introduction

It is no secret that social movement work is subject to surveillance-
enabled interference [21, 25]. Post-9/11 U.S. laws designed to ad-
dress terrorism have been applied to environmental, animal-rights,
and Black Lives Matter activists despite formal protections through
the First and Fourth Amendment that should protect dissent and

This work is licensed under the Creative Commons Attribu- @
tion 4.0 International License. To view a copy of this license
visit https://creativecommons.org/licenses/by/4.0/ or send a BY

letter to Creative Commons, PO Box 1866, Mountain View, CA 94042, USA.
Proceedings on Privacy Enhancing Technologies 2026(3), 484—504

© 2026 Copyright held by the owner/author(s).
https://doi.org/10.56553/popets-2026-0092

Glencora Borradaile
Oregon State University
glencora@oregonstate.edu

Kelsy Kretschmer
Oregon State University
kelsy.kretschmer@oregonstate.edu

public engagement through activism [49, 51]. With a shifting land-
scape of political acceptability of protest and groups operating as
non-profits that challenge the government at risk of losing legal
status [4], compromised information can decrease safety and in-
crease ramifications of social movement activity. In the current
U.S. political climate, these consequences are made explicit, such as
the labeling of anti-fascist ideology, often shortened to Antifa, as a
domestic terrorist organization [72]. In recent years, the U.S. gov-
ernment has sought private data on those engaged in dissent: web
traffic data on protesters of the 2017 presidential inauguration [39],
Facebook data on anti-fossil fuel protesters [20], private data of
student journalists covering protests [13], and social media data on
anti-ICE protesters [29], to name just a few examples.

Surveillance can be a repressive tactic unto itself, where the
threat of surveillance can deter dissent or otherwise chill behav-
ior. As theorized by Foucault, surveillance can induce populations
to conform to the social norms desired by those in power [28].
Disengaging from dissenting behavior and this chilling effect can
more greatly impact those who seek to challenge the entities that
perpetuate mass surveillance, namely governments and large corpo-
rations [50, 68]. One hope of privacy-enhancing technologies (PETs)
is to counter the chilling effect by protecting communications from
suspicionless surveillance. We investigate whether activists respond
to surveillance with protective behaviors such as the adoption of
PETs and sought to explore what factors influence robust digital
privacy in social movements.

Groups engaging in social movement work provide a rich con-
text for exploring privacy. The breadth of social movement organiz-
ing structures provides rich heterogeneity to uncover and explore
themes related to technology use. Social movement work requires
working with others, often in overlapping groups and groups work-
ing in coalition with each other that engage different tactics to
meet their goals. These collaborative aspects of social movement
work often requires coordination between different individuals,
institutions, and sectors with varying technological capabilities
and practices. Activists must also balance the need to exist in the
public sphere against concerns of being targeted by surveillance
infrastructure and online harassment [2]. Despite awareness within
activist communities of the presence of the surveillance state, ac-
tivists do not always uptake privacy-enhancing technologies in
their organizing [8] and may engage in non-technological solu-
tions or a mix of technical and non-technical solutions to achieve
privacy [3, 12, 19, 40].

We hypothesized that adoption (or not) of PETs by activists
would be more nuanced than any single factor (such as learnabil-
ity or stigma) and so we sought to uncover influencing factors
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through semi-structured interviews with members of social move-
ment groups. Initially, we sought to understand those factors that
correlate with the adoption of privacy-enhancing technologies.
However, once we began interviewing activists it became clear
that privacy decisions were more involved than simply choosing
whether to adopt an end-to-end encrypted (E2EE) tool. Activists
who were using PETs were doing so to different extents and groups
with the knowledge, motivation, and resources needed to adopt
PETs were still sometimes eschewing tool adoption, but doing so
with intentionality and incorporating the use of less private plat-
forms with security-culture-based, non-technical practices. So we
broaden our research question to:

What factors influence intentional decision-making
regarding digital privacy in social movement groups?

We interviewed 40 activists belonging to 33 U.S.-based social
movement groups that are left-of-center to far-left on the political
spectrum. These groups ranged from small to large, from hori-
zontally organized to bureaucratically led. The groups engaged in
differing levels of risk entailed by their activism, ranging from low-
risk reformist work to work that could mean loss of employment or
legal consequences for members. The groups we interviewed used
a combination of strategies to adapt both privacy-enhancing and
mainstream technologies into their organizing efforts and compli-
mented this with manual practices and protocols as part of estab-
lishing a security culture to increase group privacy. Using inductive
thematic coding, we identified factors across these groups that re-
lated to their navigation of technology choices and decisions around
privacy. We used qualitative comparative analysis to structure our
findings and tease out themes that explain the presence and absence
of intentional privacy decisions.

We find that group structure, activism risk-level, particular so-
cial movement context, access to technical help, and establishing
a security culture all influence how, and whether, a group consid-
ers privacy in their technology choices and that intentionality is
an important step toward PET adoption. Participants were able to
demonstrate a basic understanding of the concept of encryption
and general digital security practices, and some were even trained
specifically in the use of PETs for social movement work. However,
awareness and knowledge alone were not sufficient in explaining
why a group was or was not using privacy-enhancing communica-
tion technology or doing so intentionally. Social movement groups
were weighing privacy against multiple factors such as usability,
functionality, and public perceptions. Hierarchical groups with a
lack of security training, little concern for surveillance, and a low
level of risk tended to choose technologies without considering
privacy implications. Conversely, horizontally organized groups
with a high degree of concern or risk were intentional about their
technology choices and considering privacy in their technology
choices with feature limitations, difficulty of use, and stigma arising
as barriers to adoption.

2 Related work

Research more generally on social movement use of digital technol-
ogy has evolved from early skepticism about the Internet’s ability
to sustain meaningful activism to a rich, interdisciplinary field ex-
amining how Internet technologies shape every stage of movement
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activity [24]. As communication technology has evolved from pa-
per, to telephone, to digital, activists have adapted to make use of
these tools to their advantage [14]. However, members of social
movements are often also members of groups who are marginalized
by modern technology. Mainstream digital technology already fails
to meet all the needs of users of historically marginalized groups,
and this holds true for activists as well [65]. We see this general
technology gap extend to activists in recent research. We compare
our findings to the recent work in this area in Section 6.

2.1 Barriers to adoption of PETs

Early research into the uptake of PETs focuses on the general public
and has largely examined the usability and learnability of these
technologies. PETs use has historically been difficult for average
computer users to navigate in even a controlled setting [27]. Studies
seeking to understand the barriers to adopting PETs have largely
focused on difficult-to-adopt tools, focusing explanations on us-
ability and learnability, and generic populations or convenience
samples, and unfortunately not addressing the heterogeneity of
privacy needs that would echo that found in privacy risk assess-
ments [52].

The first usability studies of PETs examined E2EE email using
the PGP protocol. PGP email requires some degree of manual set
up and management of encryption keys, PGP provides robust E2EE
and was the first PET available to the general public, notably de-
veloped with the use-case of anti-nuclear activism in mind [75].
These initial studies, starting in 1999, focused on usability in a con-
trolled lab environment with first-time users and have repeatedly
found the technology difficulty to learn. Whitten and Tygar were
the first in several examinations of PGP email interfaces, seeking
to understand what about the interface design impedes users from
being able to successfully send and receive PGP email [74]. E2EE
email has evolved since this initial evaluation, and while similar
analyses through 2015 have found some improvement, the tools are
ultimately still difficult for users to learn how to use [30, 64, 67].

There has been less research into the practical adoption of PETs
by communities of users in the wild, though a few factors beyond
usability have been identified as playing a role, including network
effects [22] stigma of use [31]. and contextual privacy [43]. In recent
years we have seen more usable PETs such as Signal and Proton
come to market, changing how users install and use E2EE and
privacy enhancing communication tools.

2.2 Building PETs for high-need users

Development of more usable PETs followed studies identifying
learnability challenges with PGP and considered the needs of users
with higher privacy needs. In 2017, Lerner, Zeng, and Roesner cre-
ated an E2EE email platform ‘Confidante’ and evaluated its use
amongst journalists and lawyers [42]. Participants were more suc-
cessful with Confidante than with previously evaluated PGP tools,
but even within the scope of this more specific population of users,
their varied needs proved difficult to meet with a one-size-fits-all
solution. In the same year, McGregor et al. retrospectively studied
the team responsible for the Panama Papers reporting [46]. The
Panama Papers investigative journalists were supported by a few
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technical experts who provided ongoing support for E2EE commu-
nication and file sharing, including customizing tools to suit the
needs of the various contributors.

Both studies highlight the challenges arising from specific users’
needs but the solution presented is to tailor technology for a specific
action. Many high-needs individuals, and in particular, activists, do
not have the resources to develop and support bespoke tools. Most
users must adapt to the technology available in an ever-changing
landscape of available privacy information and advice.

2.3 Activist response to surveillance and privacy

There are notable studies over the last half decade that have exam-
ined the use of PETs by activists. In this era, we see activists moti-
vated to utilize privacy-enhancing technology but falling back on
manual privacy strategies over non-private communication chan-
nels when the technology is inaccessible or onerous. Borradaile et
al. found that in order to adopt privacy enhancing communication
channels, members of social movements groups must make a col-
lective decision to do so, usually encouraged by a few motivated
individual members willing to support the groups’ adoption [9].
Dafalla et al. found that among activists in Sudan, when the private
communication channel of choice was made unavailable, activists
were forced to rely on low-tech and manual defense strategies over
non-private channels [19]. Albrecht et al. found that activists in
Hong Kong tried to maintain pseudo-anonymity and secrecy by
carefully isolating communication across different channels and
devices [3]. During the George Floyd protests of 2020 Rosenbloom
et al. found that novice protestors relied heavily on personal net-
works to find information, used PETs to feel safer in participating
in protests, relied on word of mouth for guidance, and showed con-
cern for the reliability of information available online [63]. Even
when a PET would be preferred, activists cannot always rely solely
on technology and have adapted manual and analog alternatives.

Activists must balance the material realities of implementing
PET adoption with the social dynamics and perceptions of private
communication practice. In 2006, Gaw et al. published a study of
an activism-focused organization to understand how users were
interacting with private and secure communication [31]. Some
participants felt the need to use secure channels for most organiza-
tional needs, but expressed an aversion to do so for fear of seeming
paranoid by their colleagues; other participants expressed doubt
their communication would warrant targeted surveillance at all. In
2022, Kapoor et al. show that labor organizers balance the practical
realities of organizing under employer surveillance and the need to
choose familiar communication channels. Participants described
privacy as both an individual and a collective operation, framing
the two as interlinked concepts in achieving protections from work-
place surveillance [40]. Brough, Jensen and Albrecht observe that
UK climate activists’ adoption and perception of PETs are deeply
shaped by the social, organizational, and moral dynamics of their
movement [12]. All three studies find that activists grapple with the
tensions between recruitment and protection, with the adoption of
PETs posing as a barrier to participation.

There is an abundance of advice aimed at activists about privacy,
but said advice is often difficult for users to sift through. There is
little guidance from, or even consensus among, security and privacy
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experts on how users should prioritize the actions they can take to
protect themselves [58]. Even when activists understand what the
advice is telling them to do, they are not sure why they are being told
to do it [11]. Activists have differing goals and mental models from
the security and privacy professionals disseminating information,
resulting in a divide between how experts recommend priorities and
what privacy-conscious users end up prioritizing [37]. While the
available privacy and security advice for activists is not necessarily
inaccurate, the number of actions suggested are numerous and
overwhelmingly wide-ranging.

3 Methods

We conducted 40 semi-structured interviews with participants be-
longing to 33 social movement groups between December 2019
and January 2022. See Table 1 for a timeline of interviews. Inter-
view questions focused on group, rather than individual, activities
and perceptions. Likewise, analysis is performed at the level of
groups rather than individuals, resulting in 33 cases to analyze.
Some groups are local chapters of national groups, but we consider
each chapter a separate case.

All interviewees were “key informants” within their groups [5].
For hierarchical groups, this might be an elected position or an ad-
ministrative position. For non-hierarchical groups, this was usually
a person referred to colloquially as a “core” organizer, a member that
did not have formal authority but was still considered an essential
coordinator for the group.

Interviewing started prior to the COVID-19 pandemic, with 3
interviews being conducted in person prior to April 2020 and the
remainder conducted remotely via Signal (E2EE) call, phone call,
or Zoom to comply with social distancing guidelines. The semi-
structured format of the interview allowed participants to set the
pace resulting in interviews varying in length from 23 to 91 minutes
and averaging 51 minutes. Semi-structured interviews are useful
for adjusting expectations as data is collected, allowing new infor-
mation and directions to emerge [5].

3.1 Recruitment

We recruited social movement groups across the spectrum of or-
ganizing structures and tactics. We recruited direct-action groups
initially through convenience sampling of our pre-established good
standing in activist trust networks and snowballed from these an ap-
proximately equal number of additional participants. This stage of
recruitment included many typically difficult-to reach direct-action
groups and was limited to politically left-of-center groups in the
United States. We then expanded our recruitment to include cold-
emailing additional public-facing and largely bureaucratic groups
to intentionally diversify our sample across modes of organizing.
We limited this phase of recruitment to left-of-center organizing to
avoid potentially introducing a conflating factor of political stance
and artificially biasing our findings. Likewise, we limited the ex-
panded recruitment to the United States for similar reasons. Our
recruitment practices follow the diverse case selection practices
described by Seawright and Gerring [66].

The groups recruited (described in Table 2) varied in the scope
of their work. In order to preserve their anonymity we categorize
them under the following general missions:
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Table 1: Interview timeline

Numbers were assigned to groups in the order that the group was recruited. Chapters that share a parent organization are denoted with the
same number for the shared parent, and individual chapters with a letter (e.g. groups 1a and 1b). Note that groups without a letter may still
be chapters of a parent organization in cases where we did not interview another chapter.

2019 2020 2021 2022
[9) ] & 2 &0 ~ S & 2 *~ i
o v v A~ K] S 13 ) ] & 13} S g
Q S ¢ 5T & 3 <5 4 o = S & S = 3
4 3 la 2 6 9 10 13 14a 15a 1b 18 16b 16c 14b 19-22
5 7 11 8 16a 15b-e

17 16d-f

Community Groups revolved around providing resources to a
specific local community. These groups may host informa-
tional events, distribute resources, or connect local residents
in their area to services and resources. This is distinct from
Direct Action as it focuses on fostering local relationships
and services.

Direct Action Groups focused on demonstrations for specific po-
litical and social movements. This is distinct from Commu-
nity groups as these groups were more interested in partici-
pating in wider social movements, and not solely on provid-
ing local services.

Labor Groups involved in worker rights and union organizing.
This may be workers unionizing their workplace, or larger
umbrella groups providing resources for workers who were
looking to, or had already, organized their workplace.

Legal Groups focused on legal services and resources. Often these
groups provided counsel to other groups or to individual
activists, but this could also include organizations whose
practice was focused on aspects of the law relevant to various
social movements.

Policy Groups organized around a specific policy issue. These
groups often employ a number of different methods, and may
have the same goals or scope as direct action, but operate in
more ‘official’ channels towards influencing policy.

The scope of work for groups we interviewed were usually cov-
ering one part of a broader social movement, and the categorization
is meant to reflect these general roles without leaking identifying
information. The above categories are not exclusionary. A group
may engage in activities that could be considered under more than
one category, but we attempt here to best reflect the primary scope
of their activism.

3.2 Ethical principles

The research protocols were approved by our Institutional Review
Board under study number 8537. Informed consent was obtained at
the start of interviews and additional data protections were taken
in order to meet the privacy needs of our population. Participants
were informed of how their data would be used and that they could
opt-out of participation at any point, including retroactively.
Interviews were recorded on an offline memo voice recorder, and
stored offline on a designated computer with an encrypted hard
drive. Audio was transcribed manually by one member of the re-
search team. All of the audio files were deleted after they had been
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Table 2: Attributes of Groups Interviewed

GROUP MISSION STRUCTURE # of Members
la Direct Action Elected <100
1b Direct Action Elected <100
2 Direct Action Non-Hierarchical <100
3 Labor Non-Hierarchical >1000
4 Legal Elected <100
5 Labor Elected >1000
6 Legal Elected 100-1000
7 Legal Elected <100
8 Community  Non-Hierarchical <100
9 Direct Action Non-Hierarchical <100
10 Direct Action Non-Hierarchical <100
11 Community  Non-Hierarchical <100
12 Direct Action Non-Hierarchical <100
13 Labor Elected >1000
14a Policy Elected 100-1000
14b Policy Elected >1000
15a Policy Elected >1000
15b Policy Elected >1000
15¢ Policy Elected >1000
15d Policy Elected >1000
15e Policy Elected >1000
16a Policy Elected 100-1000
16b Policy Elected >1000
16¢ Policy Elected 100-1000
16d Policy Elected 100-1000
16e Policy Elected >1000
16f Policy Elected 100-1000
17 Policy Elected 100-1000
18 Policy Elected <100
19 Direct Action Non-Hierarchical <100
20 Direct Action Non-Hierarchical <100
21 Direct Action Non-Hierarchical <100
22 Legal Non-Hierarchical <100

transcribed and anonymized. Participants were informed prior to
being recorded that they could request audio recording be stopped
at any point. One participant requested not to be audio recorded
at all, and their interview was conducted with the interviewer tak-
ing notes while conducting the interview, and then filling in with
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more details immediately after the interview had concluded, as
is best practice. Research communication and all data containing
identifiers including contact data for recruitment, transcripts, in-
dividual and group demographic data, were relayed via E2EE chat
and file transfer. Participants were informed of data practices prior
to recording for all interviews.

After March 2020, to enable social distancing, the research pro-
tocol was adapted in order to conduct interviews remotely. Partic-
ipants were given their choice of telecommunication: Signal [15]
app for E2EE voice call, normal phone call, or Zoom call. Signal was
strongly recommended to participants in order to preserve their pri-
vacy, but interviews were ultimately conducted on the technology
that the participant was most comfortable using.

3.3 Thematic coding

Our interview instrument (Appendix C) covers a range of factors
we hypothesized would influence privacy decisions. Interviews
were semi-structured, with conversation guided by the topics in the
script but allowing for open discussion and follow-up questions. The
interview transcripts were hand-coded using MAXQDA software by
two authors over three rounds, with the third round being applied
to all transcripts. An open coding scheme was used to inductively
uncover themes. We formalized themes relevant to the technology
decisions and privacy choices and encoded these as a set of binary
conditions; we describe these conditions in detail in Section 4.2.
Some conditions were coded in a straightforward way based on
participant responses (e.g., TRAIN) while others were determined
via qualitative coding by two authors (e.g., RISK). We coded whether
a group was intentional as 0 or 1. This was done qualitatively
through two researchers independently coding the groups with this
outcome with little disagreement and a reconciling process. We
describe the coding of this in detail in Section 4.1.

We thus summarize each group in our sample as a set of binary
conditions, one binary outcome, alongside the underlying more
nuanced themes from the interviews. For some groups, multiple
members were interviewed. While these members may have dif-
fered in opinions on interpersonal dynamics of their group, they did
not dispute each other on the specific, attribute-related conditions
analyzed here.

3.4 Comparative case analysis

We employ qualitative comparative analysis (QCA), a programmatic
method that finds associations between characteristics as they re-
late to an outcome of interest. QCA uses Boolean minimization to
identify combinations of Boolean conditions in disjunctive normal
form that separate the groups with positive outcomes from those
resulting in negative outcomes. We explain the mechanics of QCA
in more detail in Appendix A. We chose to use QCA because it
allows in-depth cross-case comparisons without losing focus on
relevant complexity within observed cases. QCA as a methodology
augments traditional qualitative approaches by providing a system-
atic and reproducible organization of themes [59]. The thematic
organization that QCA provides is valuable in its ability to iden-
tify the relevance of certain measured conditions in a way that is
more structured than evaluation by human researchers alone. We
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organize our findings using the QCA-identified combinations of
conditions in Section 5.

The sample of activist groups for this study share many at-
tributes, but the specific nature of their work is varied and context-
dependent, and the interviews conducted were open-ended. This
study intentionally focuses on the experiences and opinions of the
activists engaged in this work, and the open-ended design was
employed to capture to the real experiences of these individuals in
the field. A rigid quantitative design would be more restrictive in
this sense, and this work aims to account for observations which
may lay outside the scope of what statistical hypotheses tradition-
ally consider. QCA allows for richer examination of conditions in
context, and considers those conditions in combination, not just
individually. Unlike statistical analysis, QCA is more conducive to
identifying conditions that may be necessary to result in an out-
come, but may not be sufficient to do so in isolation. Necessary
conditions may need other supporting conditions to be present in
order to produce the measured result.

QCA was developed for understanding richly detailed cases such
as the groups in our study [54, 55, 59] and is used to compare
and evaluate data sets with the number of cases we have [16, 60].
While QCA is often used to study cases whose characteristics are
derived via external measurement (such as economic, trade and
census data), it has also been used to explore characteristics derived
from interview data following an inductive coding process as we
do [26, 57, 61]. QCA is widely used across social movement studies
and political sociology to understand how case characteristics and
attributes interact to produce outcomes of interest, which was our
study’s primary goal [7, 10, 18, 38, 44]. More specifically, QCA
has been used in similar research that seeks to understand factors
related to success in social movement settings [9, 34, 45].

4 Interview data

At the end of the interview each participant was asked to define,
in their own words, terms such as encryption and security. Asking
for these definitions at the end of the conversation allowed us to
understand how participants were thinking about these definitions
(which have varying interpretations depending on domain) in the
context that was most relevant to them and their organizing work,
without being primed to frame the whole conversation around
privacy and security.

Most participants were able to describe encryption at an abstract
level. This included participants who were not currently and had
not previously engaged in risky activism, and participants who were
not formally trained on the use of privacy-enhancing technology.
For instance, a member of Group 16e (an elected group that was
less involved in direct action) explains:

To me encryption is something that protects the data
while it’s in transit, understanding that the source of
the data and whoever’s receiving it at the other end
should be able to see it, in it’s full form, but while it’s
in transit somebody else isn’t able to access it.

- Group 16e

All groups interviewed maintained at least one digital communi-
cation channel within their group, though the number of different
tools varied by group (see Table 3). We label Signal, Keybase, Proton
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Table 3: Tools Used By Groups

Select tools in use by our interviewed groups. A full table is in Appendix D.

«——— Privacy-enhancing ————

Group Signal Keybase Crypt- Proton  Jitsi Zoom Social Database Email Excel Google Phone  SMS
pad Media Drive
la - - - - - - ° - ° - ° ° -
1b . - - - - - - ° .
2 . - - . . - - - - -
3 - - - - - ° - ° - - - -
4 . ° . . - . - - - - - - -
5 - - - - - - . . . - . . .
6 ° - - - - - - - ° - - - °
7 . - - . - - - . ) - - - .
8 - - - - - . . - . - . - .
9 ° - ° - ° - - - ° - - - -
10 . . - - . - - - - - - - -
11 ° - . - - . - - . - . - -
12 - - - - - ° ° - - - ° - -
13 . - - - - . - - . - . . .
14a - - - - - . - - . - . -
14b - - - - - ° ° - ° - ° °
15a - - - - - . . - . - . - -
15b - - - - - . ° - . - ° - -
15¢ - - - - - ° - ° ° ° ° - -
15d - - - - - . - - ° - ° °
15e - - - - - . - - . . . -
16a - - - - - . - - - - . - -
16b - - - - - . . - ° - ° - .
16¢ - - - - - - . - . - - - -
16d - - - - - ° . - ° - ° - °
16e - - - - - ° . - o - - -
16f - - - - - ° ° - ° - ° - -
17 - - - - - . . - . - - - -
18 - - - - - . . - . - . - -
19 (] - - - - - . - - - - - -
20 . - . - - - . - - - - . .
21 (] - - - (] - - - - - - - -
22 ° ° ° ° ° - ° ° - - - - -
Count: 13 5 5 3 5 21 19 4 24 3 21 8 12

and Cryptpad as PETs for their use of E2EE. We include Jitsi as a
PET, as groups indicating their use also indicated use of the E2EE
option within Jitsi or use of the public meet.mayfirst Jitsi instance,
described as trusted by multiple interviewees.

Yeah, we use Jitsi, specifically, meet.mayfirst. There’s
some times when we use Zoom [...] but [Jitsi] for like
internal meetings and things for that. - Group 2

While some groups did not utilize PETs, only 2 groups restricted
themselves to PETs exclusively (groups 10 and 21). We note that the
interviews of the groups indicating use of both Signal and Zoom
(Groups 1b, 2, 4, 11, 13) occurred before the group calling feature
was available in Signal.
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4.1 Outcome of interest: INTENT

Our research sought to understand how to increase adoption of
PETs by social movement groups, such as indicated by the privacy-
enhancing columns of Table 3. However, as interviews progressed, it
became apparent that adopting PETs is not the only way to achieve
a positive outcome where privacy is concerned. Focusing solely on
use of technologies with privacy guarantees would flatten the rich,
nuanced, and informed decisions made by social movement groups
about technology use. Adoption of PETS by our groups varies, with
2 groups solely using PETS for communication, half our groups
abstaining from PETS and those groups using PETS doing so to
different degrees, and with different threat models. The way that
groups detailed how they considered security and privacy, how
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much training they had undergone, and their understanding of
surveillance was not directly represented by simply adopting a PET.
Adopting a PET was one vector of very complex sociotechnical
decisions that required many different considerations. What clearly
delineates our groups is whether they are making intentional and
informed decisions about technology with respect to privacy.

Our articulation of using INTENT as an outcome of interest arose
from our inductive process of analyzing the interviews. Two authors
independently coded for INTENT, based on a holistic consideration
of the entirety of the interview script, only disagreeing initially on
the code for Group 8 and coming to agreement through discussion.
Groups coded with the final measured outcome as INTENT = 1
were those groups that were choosing technologies intentionally
and considering privacy as they were making those choices. Groups
coded with INTENT=1 are correlated with those groups using PETs
as a strategy to protect their data from third parties. However,
the groups coded with INTENT=1 also include some groups that
forwent PETs, despite being aware of what PETS provide, but did
so as a calculated choice, noting that use of PETs would come at a
cost to their group’s work.

Groups coded with INTENT=0 made choices about communi-
cation technologies without reasoning about the privacy or lack
of privacy those choices would imply. These groups are highly
correlated with the groups that are not using PETs. However, it
also includes groups using PETs, such as a group opting for some
combination of PETs, non-private technologies, and in-person com-
munication for different operational needs, but making choices
between these options without reasoning about the privacy or
lack of privacy those choices would imply. It also includes a group
who accidentally adopted a PET without knowing it was privacy
enhancing.

INTENT is highly correlated with PET adoption. However, the
cases in which we don’t have perfect correlation allow us to better
understand when and why PETs are adopted or not and provide a
more consistent top-level organization of the underlying themes
regarding privacy behaviors. In Section 5.1 we analyze those groups
with INTENT = 1 and in Section 5.2 those with INTENT = 0.

4.2 Conditions influencing intentionality of
privacy decisions

Our inductive coding process identified a number of themes and

conditions that were relevant to how groups were making technol-

ogy choices. We describe those conditions here and use them to

organize our findings in the next section.

ELEC Based on response to the question: “Do you have formal lead-
ers, like elected positions?” Participants were also prompted
to discuss if and how the group selected leadership posi-
tions. If the process was formalized, such as through, but
not limited to, elections, we coded the group as ELEC=1.
Some groups had members that acted as leaders on certain
projects or on certain topics, but these were not formalized or
elected. These groups were coded ELEC=0 as their leadership
structure was not formalized.

RISK Coded as 1 if the research team determined that the group
engages in activism that could result in repercussions for
members. This could include, for instance, job loss or arrest.
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Table 4: Conditions and outcomes for all groups

Group la had INTENT=0 while groups 1b and 4 had INTENT=1,
but these three groups had the same set of conditions.

Conditions Outcome  Groups
)
= Z
S8 g2
M H M » B INTENT
0o 0 0 0 O 0 12
1 0 0 0 O 0 14a, 15a, 16a-d, 16f, 18
1 1 0 0 0 0 8, 12, 14b, 15b-e, 16e
0o 0 1 0 O 0 17
1 1 0 1 O 0 6
1 1 0 1 1 conflict  1la-b, 4
0o 1 0 1 O 1 7
1 0 1 1 O 1 3
0o 1 1 1 0 1 2,19, 20, 21
o 1 0 0 1 1 11
1 1 0 0 1 1 5
0o 1 1 1 1 1 9, 10, 22

TRAIN Coded as 1 if the group’s participants noted formal training
in response to the question: “Have you sought out informa-
tion about making your group information and/or commu-
nication secure? Can you tell me about that/those efforts?”
Such trainings were indicated as offered by legal organiza-
tions either through private training or through workshops
at community events and conferences.

TECHIE Coded as 1 if the participants noted a specific person in
response to the following questions: “If you were uncertain
about a technology your group uses, who or what would
you ask for help?” and “Does anyone else in your group con-
sistently worry about your group’s security?” These groups
discussed having direct access to a tech support person. This
may be a group member, a community member that acts as
IT support for the group, or an IT professional paid by the
group.

SURV Coded as 1 if the participant expressed that the group was
concerned about surveillance. This was inferred by how
the participant framed their answers and approached topics
around data privacy, rather than a specific question outright.
This was an intentional decision for the interview to avoid
the desirability effect. This is a measurement of the concern
expressed by the participants, without concluding whether
their concern is warranted, as we seek to explore how social
movements are defining and responding to their threat mod-
els and risks, rather than assessing how viable we believe
their actions are.

Other conditions that we interrogated but did not find useful for
organizing our results either through manual analysis or through
our use of QCA are described in Appendix B. Table 4 itemizes
all the groups by the above-described observed conditions, with
rows collapsed for those groups with identical combinations of
conditions.
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5 Results

We organize our findings by the combinations of conditions (path-
ways) that are associated with each outcome, as uncovered by QCA.
We first discuss groups with INTENT = 1, by way of three pathways,
and next groups with INTENT = 0, by way of two pathways. As
groups 1a, 1b and 4 had conflicting outcomes, they are not covered
by the pathways of the qualitative comparative analysis. We discuss
these cases in subsection 5.3.

5.1 Groups making intentional privacy
decisions

QCA identified 3 pathways that correlate with the positive outcome
of INTENT = 1:

Pathway 1: —ELEC A TECHIE 2,7, 9-11, 19-22
Pathway 2: RISK A SURV 2,3,9,10, 19-22
Pathway 3:  TRAIN A-SURV 5,11

Pathway 1 indicates that the groups coded as ELEC = 0 and
TECHIE = 1 will have INTENT coded as 1. These groups are listed
to the right of the pathway. We likewise interpret Pathways 2 and
3. All three pathways have perfect consistency, in QCA parlance.
That is, all groups coded ELEC = 0 and TECHIE = 1 were also coded
INTENT = 1.

We note that the pathways overlap. For example, the fact that
Group 2 is coded as INTENT = 1 is encompassed by both Pathways
1 and 2. And, had our number of cases been larger, we may have
uncovered additional or different pathways to explain Group 2.
However, these pathways provide a grouping of our cases to provide
focus for interpreting the qualitative data. We examine each of these
pathways in turn.

Intentionally encrypting: Able and capable. The groups with con-
ditions =ELEC A TECHIE were using privacy-enhancing technolo-
gies (albeit not exclusively) for communication and fit more tra-
ditional models of expected success in that they have access to
someone to help with adopting new technologies (TECHIE = 1). We
also find that their structure provides fewer barriers to changing
the way the group organizes itself.

These groups were structured without elected leaders (ELEC =
0), were smaller, more localized, and more focused on specific issues
or goals in their mission. For instance, a smaller nonhierarchical
group may be a few local activists who frequently attend or organize
protests on a specific civil rights issue. In contrast, a larger elected
group may have a broader focus, with sub-committees that tackle
specific issues. The non-hierarchical structure may be flexible in
responding to member concerns, if all members have equal say in
the decision-making process. Many non-hierarchical groups use
consensus (or similar) decision making. Consensus processes can
vary, but within our sample it is often described as follows: one
member proposes a motion to the group, the other members then
take a vote with the following options: approve and participate in
the execution, approve, abstain, oppose but open to persuasion, and
oppose.

It’s that long discussion, people chat, and air grievances,
and state their opinions and go through the whole,
typically several-day process. And by the end of it
we kind of wrap it up with a vote and the goal is to
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make sure that people are heard, and that their posi-
tions are taken into account. Because we don’t wanna
steam-roll over people who disagree. So, if there’s a
disagreement, like even if it’s just one person say-
ing one thing, then we try to take that with as much
weight as everything else. - Group 21

This reflects a culture where members are free to propose and
execute changes to the group so long as there is no strong oppo-
sition. This kind of buy-in process requires more work in a larger
group, particularly in the presence elected officers and by-laws that
may dictate decision-making. In our sample, RISK was correlated
strongly (but not perfectly, e.g., Group 3) with ~ELEC: groups with
non-hierarchical structure tend to be aligned with more grassroots
actions and organizing methods. Put another way, forgoing an
elected leadership may be correlated with work that involves more
risk.

This pathway requires that the group has a reliable tech person
to act as a resource. Having a trusted technical advisor is pivotal in
these groups that often run on limited time, financial, and human
resources. In a non-hierarchical structure, such a technical advisor
would have equal place at the table to propose the adoption of
secure and private technology.

I can think of a few other people who are very tech
savvy and are very interested in helping the whole
process to work better, and then if you got something
to say then you’re given the floor. And frequently they
have things to say. - Group 21

If the group has a technically minded member, that member may
have more influence in affecting the technology decisions of the
group, not only because of consensus decision making but because
there would be fewer challenges to overcome in implementing the
technology.

Group 10 noted that they had moved away from PGP email to
Signal because it was more fit to the type of work they engaged
in, and was more approachable to the members of their social
movement group:

To people who don’t utilize these technologies very
often, Signal is very straight forward. You open it.
You find the person that you want to text, or write
something to, and you click on them. It’s essentially
the same as an iMessage app or something. [...] So we
kind of look at it like lowest common denominator,
what’s the thing that provides security with the least
amount of skill for people. - Group 10

This group noted having access to a TECHIE who suggested they
try Signal for their organizing. Despite the group deciding to adopt
Signal it was still not without difficulty:

We have a number of people who are not in like, big
cities with high broadband, or whatever. So y’know,
things that take a higher level of connection, espe-
cially if I'm trying to talk to someone in the boonies
and they just wanna call me on a normal phone be-
cause that works. And they’re frustrated — and that’s
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not necessarily anybody’s fault, that’s like a broad-
band issue — but that has been an issue.
- Group 10

The group was choosing to use Signal despite the challenges, but
had to workaround difficulties in order to not be impeded in their
work. End-to-end encrypted chat applications like Signal and What-
sApp are not without usability complications [1, 36]. Activists may
be able to overcome some of the usability issues identified in these
chat applications if these tools can offer them protection they need,
but ultimately utilizing private technology is a means to an end.
These groups, while having an elevated tolerance for usability in
exchange for privacy, if necessary will forgo the secure option and
take on risk in exchange for limiting friction in their communica-
tion.

Intentionally encrypting: Risk-taking and concerned. The second
combination of conditions, RISK A SURYV, has a large overlap with
the first in terms of the number of groups covered, but provides an
alternate understanding for the adoption of PETs. All the groups
explained by this pathway were coded INTENT = 1 because they
were intentionally using privacy-enhancing technologies. This path-
way would likely align with what most privacy advocates would
hope: these groups have the motivation to protect their information
because they are engaging in risky activism (RISK = 1); they are
concerned about surveillance of their data (SURV = 1); and, they
are taking actions to protect that information. We also note that,
except for Group 3, the groups characterized by this pathway had
access to help in adopting PETs (TECHIE = 1).

I don’t think I would have organized with a group if
I knew that we were gonna be texting <laughs>. We
needed to communicate when we were at protests,
and so that was the initial reason [we used Signal]. -
Group 9

Intentionally public. The third combination of conditions, TRAIN
A-SURYV, only explains two groups, but these two groups are of par-
ticular interest for having intentionally decided not to protect their
information. In each of these groups, the founders and leadership
noted having both training and experience using E2EE software and
tools. And while only two groups were coded as having TRAIN =1
and SURV = 0 (groups 5 and 11), the idea of being intentionally pub-
lic arose among our other INTENT = 1 groups, particularly as they
navigate social media and when to use encrypted communications
internally versus mainstream applications for external communi-
cations. Most of these groups use a mix of privacy-enhancing and
non-privacy-enhancing platforms but are intentional about which
they use, when, and for what purpose. Even Group 11, for example,
noted limited use of some PETs (namely Signal and CryptPad), with
primary communication and shared document functions served
by more mainstream methods (namely email and Google Docs).
When groups, not just 5 and 11, were deciding to use technology
and communication channels they knew to not maintain privacy,
they did so for multiple reasons that are best illustrated from our
interviews with groups 5 and 11. Only Groups 19 and 20 used on
PETS except for social media outreach and only Group 21 even
abstained from social media for their organizing efforts.
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Interviewees for groups 5 and 11 noted having training when
affiliated with groups with different risk levels and threat models
than their current organizing project. Their current groups were
not concerned about being surveilled. While they were aware of the
potential risks of using technologies that do not maintain privacy,
they had determined a threat model for their current work that did
not necessitate the use of privacy-enhancing technologies.

I think one of our things is we want to be a public
organization. A public group that is an opportunity
for people, new people, to get involved, and an op-
portunity for new people to come in and kind of find
these spaces [...] The fact that we want to make it
easily accessible to more people that want to plug in
to this type of work, and that we have people come in
and out, we’re wanting [to not] have the technology
interfere with someone’s desire to engage the group.

~Group 11

Being intentionally public, does not mean disregarding privacy.
Several groups, including groups 5 and 11, made mention of security
culture, the proactive practices that group members take to keep
group activities, communication, and data safe from surveillance.

Digital security culture, the types of security culture related to
the use of digital communication technology, can include, but is
not limited to, the use of privacy-enhancing technologies. However,
other strategies may include avoiding technology, or being selective
about what is discussed, and how it is discussed, on digital channels.

We talk about and stress [the importance of] security
culture often. It’s part of our introductions throughout.
Kind of the way I think about it now; in some ways I
think it’s better. Because I think because we’re using
an unencrypted, corporate tool, people know to be
more careful on it. [...] It was better to have security
culture than an encrypted tool, and [to] have a tool
that was useful. - Group 11

Participants expressed a fear that members becoming ‘too comfort-
able’ with the assurances of privacy-enhancing technology could
leave the group more vulnerable to a leak, either from an infiltrating
adversary or from a technical failure (either due to the technology
security or user error). Instead, groups relied on self-imposed pro-
tocols on communication channels about what was being shared
and how to organize in ‘public’ view.

Careful selections are made about which members have access to
specific channels and data. Even if a privacy-enhancing technology
is adopted, security culture must still be nurtured in order to ensure
the groups’ data stays safe.

However, mainstream technologies, even if chosen mindfully
with intent, have other benefits. Groups 5 and 11 noted strategically
avoiding the introduction of PETs for the reasons above as well as
to benefit certain group members who faced barriers in using or
adopting the technology:

That’s more of a frustration with people insisting
on Cryptpad and like Keybase and things like that.
Because a lot of people, like older folks in particular,
like, can’t access that. I've had a hard time teaching
some of my older activists how to use Gmail. And like
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you're basically excluding so many people from these
procedures and you just don’t care. - Group 5

And that mainstream, non-secure applications have features that
are more useful as a tool for organizing:

We have conversations about, discussions about, what
technology to use for communication. There was a
tradeoff, or a wane that had to happen between more
secure and private which is preference in that sense,
but also functionality and having features that we felt
necessary for better more efficient communication.
— Group 11

5.2 Groups not making intentional privacy

decisions

QCA does not assume that pathways to an outcome are symmetric.
This means that simply because a set of conditions is associated
with an outcome, the negation of those same conditions may not be
associated with the opposite outcome. QCA identified two pathways
associated with the negative outcome of INTENT = 1:

Pathway 4: —TRAIN A =SURV
8,12, 13, 14a-b, 15a-e, 16a-f, 17, 18
Pathway 5: ELEC A —RISK A =TRAIN

6, 8, 13, 14a-b, 15a-e, 16a-f, 18

As with pathways 1-3, pathways 4 and 5 have perfect consistency.
That is (for example), all the groups coded SURV = 0 and TRAIN = 0
were also coded INTENT = 0, and these groups are listed under the
pathway. Also, as with Pathways 1 and 2, many groups fall under
both Pathways 4 and 5, but the two pathways provide different
ways of understanding why groups may not be thinking about
privacy when they are making decisions about digital technologies.

Groups in these pathways did not use PETs in their organizing
— with two exceptions. Group 6 used a PET for limited external
communications when required by the external partner (and so,
without internal consideration of privacy). Group 8 was using an
E2EE chat application for internal communications but was un-
aware of its privacy properties; we discuss this case separately at
the end of this section.

Unintentional and unconcerned. The groups with conditions =“TRAIN

A =SURYV, reported having not received privacy guidance and did
not have a concern with surveillance. These two conditions are
not as strongly correlated as one may suspect. In our sample of 33
groups, 7 reported concerns with surveillance despite no specific
privacy trainings and 2 groups having received privacy trainings
but not having concerns with surveillance.

All but one of the groups covered by this pathway engage in
low-risk activism, which may correlate with less concern regarding
surveillance and not seeking out privacy trainings or guidance.
Conversely, it could be that without the knowledge of surveillance
risks and privacy knowledge to create threat models and action
plans, the groups are not accurately assessing the risks of their
actions.

There is no state secrets on [Google Drive]. There
is nothing on there that would be compromising to
anyone. It’s not... it’s pretty much public information
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already. Well, I mean it would have emails and ad-
dresses which is almost public. I'd say that’s the most
sensitive, but, bylaws, articles, all those things are
public. We’re a non-profit, there’s nothing on there
that I wouldn’t happily share. I don’t think the infor-
mation is that big of a risk, we don’t have passwords
on there. - Group 8

Unintentional and unmotivated. The groups in pathway 5, ELEC
A —RISK A =TRAIN, have a formal leadership structure (ELEC = 1).
Elected groups are more bureaucratic, which may result in more
than one point of friction with the adoption of privacy enhanc-
ing practices. With a top-down approach to decision making, it
may be that technology enthusiasts have less of a seat in decision
making than in non-hierarchical groups. And so we may view this
pathway as a converse of pathway 1. There are also additional
steps to approve, onboard, and pay for secure technology for a
larger group of people. These groups also tend to be older, well-
established groups covering a wider geographical area than the
smaller, nonelected groups. This may be an obstacle to changing
long-entrenched communication practices, requiring coordination
across many individual affiliated chapters or groups. The introduc-
tion of the ever-changing software landscape required for secure
communication is harder for groups to invest in, especially if their
risk level does not warrant a high level of concern. In combination,
these groups were engaged in low-risk activism, and so would not
provide motivation to overcome the bureaucratic hurdles.

Groups covered under this pathway were largely non-profits
officially recognized by the U.S. government. These members may
feel that there is less threat from an adversary, as they are legally
recognized.

My attitude and our staff’s attitude [...] is that we
should be certainly thoughtful about who we share
information with and how we are sharing information,
but I think a lot of what we do is sort of already in the
public realm, where it doesn’t feel like high-risk to be
talking about it through these platforms - because so
much of it is already sort of public information.

- Group 15¢

Group mission and activities were also usually more well aligned
with actions protected by free speech than some of the smaller
grassroots groups we talked to, so they may have less motivation
to adopt secure technology.

Unintentional adoption. We revisit Group 8, the sole group that
did not subscribe to a security culture but had opted to use an
E2EE app, WhatsApp, for internal communications. This was not
motivated by a need for privacy or security, but rather as a func-
tional requirement so members could more easily communicate
cross-platform between Android and iOS.

[WhatsApp] looked like something most people al-
ready had, you could really use the naming feature
for the groups and the ability to add and take away
people was really user friendly, and that you could
easily get it on your desktop as well. That if you had
to type out a long message, you could get it on your
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computer and not have to type with just your fingers
on the phone. - Group 8

This was apparently suggested by a member who already used
the application for their other communications and was able to
assist others with installation and use. This is a microcosm of the
network effect, wherein one person is utilizing their buy-in to
an app to recruit others into the communication network. This
case also illustrates, to technology designers, that incorporating
encryption into widely used and functional apps, can result in great
leaps for privacy. In the case of Group 8, we do not consider this as a
complete success as participants in this group were not considering
privacy in their other technology choices nor marrying the use
of WhatsApp with security culture that would make the PET use
meaningful.

5.3 Conflicting cases

Three of the 33 groups survey shared common characteristics, but
had contradictory outcomes. The qualitative analysis performed
here provides a useful tool for organizing observations, but like all
methodology, it is not perfect. Interestingly, two of these groups
with conflicting outcomes (INTENT and —INTENT) are local chap-
ters of the same parent organization (1a and 1b). All other groups
that held a parent group in common in our sample shared the same
outcome, yet 1a and 1b are the only chapters that differ from each
other. Other groups that were affiliated chapters discussed inherit-
ing more infrastructure in the form of processes and procedures
from their parent organization. However, we note that compared
to the chapters of groups 14, 15, and 16, 1a and 1b hail from a less
involved parent organization that provided little more than a com-
mon name shared by the two groups. While these two groups share
a common name and mission, each group differs in the specifics of
approach, actions, and organization around addressing this mission.
It is possible that there are similar affiliated groups existing within
this space that have differing approaches to digital technology from
each other, despite being associated with a parent in common, thus
it is still interesting to consider these two groups and the conflict-
ing cases. When asked to elaborate, 1b noted that their group had
attempted to implement the use of some limited PETs for a few
specific events, but were unable to consistently make the switch for
all group communications and did not report continuing to do so.

6 Discussion

In an age of digital saturation and mass surveillance, perfect privacy
protections are not possible. So, what can be counted as a privacy
success and how do we get there? For technologists, success is often
defined as adopting PETs and using them correctly. However, the
journal to uptaking a PET can be long, and users can make nuanced
and interesting decisions about their data footprint that achieve
degrees of privacy short of PET adoption. We see this not only in
our own interviews but in related works, which we discuss in more
depth below. Adoption of PETs is still important for robust privacy,
but understanding the path from intent to adoption can be used
to identify barriers and needs of privacy-minded individuals. Like-
wise, understanding those without privacy-intentions sheds light
on those sociotechnical barriers that could be addressed through
improved features, usability and learnability.
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6.1 Intention and contextual integrity

In this work, we can interpret the technology choices that groups
make as influenced by and influencing the contextual integrity of
the digital flows that groups are navigating. While contextual in-
tegrity was developed to evaluate the potential privacy harms of
new technologies or practices [35], its application has been sug-
gested for the qualitative analysis of how users reason about pri-
vacy [41]. Among our interviewees from groups that are making
intentional decisions about privacy, we see a richness in how groups
are implicitly evaluating the contextual integrity of their digital
organizing. They reason about the key aspects of contextual in-
tegrity, namely data types, transmission principles and actors, and
making technology decisions based on this. And we see that this
intentionality is a starting point for meaningful adoption of PETs.

We see groups deciding to retain use of mainstream technology
choices and thus standard transmission principles, but engaging in
a security culture that controls the data types and senders in order
to maintain a level of privacy that was meaningful to their activities
(groups 5 and 11). Success in private communication should not
be measured only in terms of tool adoption: security culture as
a PET is necessary, whether employed on or off E2EE channels.
Groups combined a developed security culture with specific modes
of operation for different technologies that they needed to use. Like
the activists interviewed in Hong Kong and Sudan our participants’
concern with digital surveillance did not restrict them to purely
technological fixes [3, 19]. Activists often choose to (or are put
in the position where they must) use non-private communication
channels and supplement this with specific protocols in how mem-
bers safely communicate on these channels. For example, labor
organizers maintain secrecy from employers through security cul-
ture rather than technology choices before making their efforts
public [40]. They abstain from PETs so as to not increase the barrier
to participation, but are mindful about which platforms (work vs.
non-work) activist-employees are using to protect against employer
retaliation.

We have also found groups abstaining from most digital tech-
nologies (if only in part) for their organizing, or only using PETs
and only doing so for internal communications (groups 19-22). This
removes non-movement actors as intermediaries entirely or only
transmits meta-data. Forgoing digital technologies would be a very
conservative choice in terms of contextual integrity. However, some
participants in our study noted skepticism in the promises of PETs
and thus a tendency toward the most conservative evaluation for
some of their communications. While privacy advocates would
hope that users would be able to trust their systems, especially
when implementing cutting-edge security protocols and features,
the security of these platforms are effectively a black box to end
users, who must trust a tool can deliver on its privacy promises.
Their trust may be broken, either in the event of a security breach
or if the tool publisher changes their terms of agreement.

On the other hand, accidental PET use, such as Group 8’s adop-
tion of WhatsApp not knowing it’s privacy protections does not
necessarily imply meaningful privacy, particularly in the absence
of a developed security culture. Through the lens of contextual
integrity, such groups are not determining whether their group’s
information flow is appropriate for their work. While Group 8’s
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use of WhatsApp does provide some level of protection, they have
not considered other choices, such as Signal, that would provide
greater privacy through better protections of metadata (reducing
the amount of information flowing through a change to transmis-
sion principles) with similar usability.

6.2 The influence of risk

Borradaile et al.’s study of individual activist’s long-term adoption
of PGP email encryption focused on several classic barriers to pri-
vacy via a single tool, including motivation, the network effect, and
ease of use [9]. As in this study, they also considered the risk level
of surveyed activists. Unlike this study in which we found that
risk is correlated with intentional privacy choices (often includ-
ing PET adoption), they found that those who were engaging in
riskier activism were less likely to adopt PGP email in the long term.
However, our study is not limited to measuring the adoption of a
specific tool, but rather a wide array of strategies and approaches
that groups employ toward securing their digital communication.
If we examine the context of the earlier study which studies PET
use in the wild, we see that over the course of the study, ending in
early 2018, much easier to adopt E2EE communication platforms
(including Signal) were released and gained widespread use among
activists and may have supplanted the much more difficult to adopt
and maintain PGP. We would expect that risk of activists would,
in a less flat analysis of privacy, play a role in increasing one’s
contextual privacy.

Kapoor et al., in their study of labor activists, comment heavily
on the risks that activist employees face through potential job
loss and other employment retaliation (despite legal protections)
and that while participants do not strictly adhere to PETs, they do
calibrate their digital privacy behaviors as a protective strategy [40].
Such activists would be evaluated as making intentional privacy
decisions. With more usable or widely adopted PETs, they may opt
to increase their digital privacy through consistent PET adoption.

6.3 The importance of technical guidance

Help, through access to technical resources and guidance, is noted
as influential in our study and previous studies. Embedded “techies”
have domain knowledge and rapport with the activists with which
they organize and often provide counsel to multiple different groups
within their respective organizing circles. Interviews with Hong
Kong and Sudan activists also highlighted the importance of having
core organizers to influence, operationalize, and maintain group
communication practices [3, 19]. Our interviewees were such core
organizers, though not necessarily techies themselves, and were
able to reflect on any advice they may have received regarding
technology choices. In Boyd et al’s study, respondents were largely
novice Black Lives Matter protest attendees and while they were
receiving guidance, they were less likely to follow that advice than
our interviewees [11]. However, while these BLM protesters were
receiving advice, they were not benefiting from the true help that
is often available to central organizers who engage in long-term
movement planning.
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6.4 Sociotechnical factors

Two of our groups intentionally chose not to use PETs in part as
a way to signal their groups’ missions not needing to protect in-
formation. A similar theme is found in the group studied by Gaw
et al. [31] and the climate activists observed by Brough et al. [12]
where adoption of PETs brought up feelings of paranoia or concerns
suspicion that pushed against widespread adoption of PETs. Social
identity signals are known to be used by groups to tell a story of
that group (such as clothing and stickers) and these signals have
been shown to extend to technology choices by Smaldino and oth-
ers [69, 70]. Identity signals (including technology choices) inform
observers about group membership and guide social cooperation or
exclusion. They show that certain identity signals may be avoided
with groups delaying or suppressing adoption if a technology is
perceived as associated with an outgroup. In our setting, we may
interpret intentional avoidance of a PET in this light, and certainly
this sentiment was made explicit by Group 11. This adds to evidence
of the unfortunate stigma often associated with PETs, most notably
with Tor and its association with criminal use despite much broader
use [17, 32], and commented on by activists in Brough et al’s study
with an arrestee using the lack of Signal on their phone to denote
non-affiliation. On the other hand, the activists in Brough et al’s
study also comment on the need to use PETs to “avoid the judge-
ment” of their fellow activists, signaling belonging and Ghoshal
and Bruckman, in an ethnographic study of a grassroots organiza-
tion, find that activists are drawn to technology that reflects the
sociotechnical aspects of their groups’ ideological values even when
members struggled to use the technology [33].

For collaborative technology, obtaining buy-in from the entire
group is key to success in private communication. This does not
necessarily require buy in from the entire group on the efficacy of
a particular PET, but establishing agreement on adoption as well
as proper security culture is essential. Several of our participants,
similar to those studied by Gaw et al. [31], expressed doubt that
they would be targeted by either corporate or government law
enforcement and additionally had varying levels of trust in the
promises of PETs. This highlights that users are not only interacting
with the technical and usability limitations of a piece of technology,
but the sociotechnical as well. These sociotechnical obstacles may
leave a hole in a group’s threat model, leaving them vulnerable to
an adversary. How does a user determine which data is sensitive
enough to secure? Even if a threat assessment of current adversaries
is accurate, in that the group is not currently a target, allowing for
insecure practices of some communication and not others can either
leave the group open to human error or a misalignment in judgment,
and thus a loss of intentionality around their group’s privacy in the
context of their organizing.

6.5 Limitations

Like all research, this work is not without its limitations. This
work is first and foremost, exploratory. We sought to understand
how social movement groups frame their technology decisions in
regards to security and privacy, and doing so required an open-
ended approach. This, by nature of richer qualitative observations,
results in an exploration of a number of cases that is deeper than it is
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broad. Nonetheless, even within this framing there are constraints
worthy of discussion.

As indicated already, our recruitment was limited to groups that
are politically left-of-center. Direct-action activism often includes
civil disobedience and understandably groups who engage in these
activities may be less willing to discuss these activities with un-
trusted individuals, an additional complication on top of existing
challenges to social movement recruitment [48]. Maintaining our
trust with social movement groups (which takes time to establish
and nurture) is prohibitive to collecting data from “both sides.” Most
participants agreed to participate based on an existing level of trust
and that the research would be of use the social movement com-
munity. Our ability to speak to these often unreachable groups
is in large part a product of carefully managing our relationships
with activists to reassure them that we are engaging in good faith.
Including observation or participation from opposing groups may
betray this trust, and alienate the existing relationships with our
participating groups.

This sample is also restricted to those participating in social
movements based in the United States. The United States has spe-
cific political dynamics, including discourse specific to the coun-
tries” history and certain legal affordances (and restrictions) not
necessarily replicable in other countries. It was already difficult
with our resources to reach the groups highlighted here. The ability
to sample enough groups from a variety of different geographical
locations would require time and resources to understand political
dynamics, establish trust networks, and legal council to navigate
sensitive data collection. This is a common limitation of qualitative
work, and thankfully we are seeing some geographical breadth
in social movement privacy research with studies in the UK [12],
Hong Kong [3], and Sudan [19].

These limitations are common to qualitative research. However,
despite the limitations, we believe the themes that we find are
relevant to understanding the rich and nuanced ways that social
movement activism in similar political climates engage with infor-
mation and communications technologies with regards to privacy.
We took care to intentionally diversify our sample to include bu-
reaucratic and grassroots groups and groups of different scales,
missions and tactics. We are most confident in our findings apply-
ing to other left-wing social movements, though prior research has
found that activists on both sides of the political spectrum have
similar attitudes towards privacy and surveillance [2].

QCA, used to organize our findings, can be sensitive to case
choice, condition selection, and calibration thresholds for deter-
mining whether a condition is 0 or 1. To manage this, we included
many cases and intentionally sought variation among them. We
also carefully matched our conditions and calibration to the theo-
retical literatures in both sociology and computer science. However,
QCA treats all conditions as static in their relation to the outcome,
so there is a reasonable critique that it remains difficult to tease out
if there is a temporal order to conditions, where perhaps conditions
must come in a specific order to be associated with the outcome. It
is possible that some of our conditions have temporal dependency
and would be something to consider in future work [47].
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7 Conclusion and recommendations

We have identified that group structures that support adopting
privacy practices, namely an informal organization and access to
technical help, and an environment that warrant privacy protec-
tions, namely engaging in risky activism and having concern about
surveillance, both correlate with making intentional privacy deci-
sions. We also find these two situations to be correlated with one
another (in that many groups are described by both suitable group
structures and environment) and to be correlated strongly with
adoption of PETs.

Based on our examined themes, we have several recommenda-
tions for the PETs development and deployment community. Fea-
ture availability and ease-of-use or learnability is still important for
removing barriers to adopting PETs over mainstream applications.
Social movement participants adopt information flow practices
from school and work where privacy is not necessarily prioritized.
Activists adopt technologies that they use elsewhere in life (such as
collaborative editing and internet forms) to make their organizing
work more efficient. Replicating the features of these tools while
ensuring rigorous privacy of information while maintaining ease
of use, we expect, will be a constant task for the PETs community.

A technically-minded group member or advisor plays a strong
role in the adoption of PETs. This highlights the benefit that privacy
advocates could bring to movements by developing and supporting
trusted group “techies” Education is important. We find that a lack
of training in digital privacy is correlated with not making inten-
tional privacy decisions, and identify this as positive evidence to
justify the work of privacy trainers. We view this as complimentary
to development of “techies” as it may improve adoption and privacy
practices for larger or more hierarchical organizations by reaching
their decision-makers.

Groups see the adoption of particular technologies as a signal of
their mission. PETs need to be mindful of branding and how their
use is viewed by the public. We find that focusing on intention
opened the door to understanding privacy practices that users
adopt and adapt to, such as their organizational challenges and
practicing of security culture which may instruct how they use
technology rather than simply what technology they use. From
a practical perspective, focusing on intention also allowed us to
study the themes arising from a thirteen groups that engaged with
PETs along a highly varied spectrum. While we do not diminish the
importance of adoption to privacy, focusing on intent helps to open
the door to understanding the pathways to privacy before focusing
on the barriers of the technology. Further, with current technologies,
it is unreasonable to expect even those with privacy intentions to
forgo un-encrypted platforms altogether. For social movements in
particular, there are certain aspects of organizing that must be done
on public platforms, and there should be support for safely and
appropriately operating on these platforms. Recommending which
precautions should be taken on which communication channels
may be more useful to these users than simply suggesting that they
abstain from insecure platforms altogether.
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A Qualitative Comparative Analysis

Interview data was interpreted using Qualitative Comparative Anal-
ysis (QCA). As the name implies, QCA is a qualitative method
to organize themes identified in observed cases, not a statistical
method. Qualitative Comparative Analysis provides a structure
to qualitative observations that allows for better reproducibility
and a way to organize data interpretations. QCA as a method was
developed to infer causal factors linked to a targeted outcome. This
methodology was designed to be implemented on smaller sample
sizes, with individual observed cases being very detailed [55]. When
attempting to correlate factors related to a hypothesized outcome,
qualitative analysis, such as QCA, allows for a more nuanced and
holistic interpretation of the many factors that may interplay with
each other. The method was originally developed to analyze nation
states and their various attributes, but has since been generalized
to a number of different contexts [6, 56, 62, 73], including similar
research on social movements [9, 34, 45].

A.1 Crisp-Set and Fuzzy-Set QCA

QCA uses boolean minimization over observed cases to determine
which combinations of conditions correlate with an identified out-
come. A specific set of conditions is referred to as a combination,
with a pathway referring to specific combinations correlated with
an outcome. In this research, each social movement group is one
case. In Crisp-Set QCA, conditions are binarized and correlated with
a binary outcome. The minimization algorithm (Quine-McCluskey
as used here, or an equivalent [23]) can shed light on combinations
of factors that appear in correlation with a defined outcome for
each case observed. The end result being a disjunctive Boolean for-
mula of minimum size that correlates combinations of conditions
to the outcome, based upon the observed cases that were input.
Alternative forms, such as “Fuzzy-Set” QCA, defines values on a
spectrum between 0 and 1 [53]. This allows capture of conditions
that do not fit well into a strict binary category. For the analysis of
the data collected here, crisp-set QCA has been able to describe the
conditions identified without the need for the ambiguity granted
by Fuzzy-Set QCA.
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A.2 Pathways

QCA outputs formula(s) that combine observed conditions to deter-
mine which correlate with the positive outcome. Pathways are not
necessarily an exclusive explanation toward an outcome. The re-
sulting pathways provide a grouping of the cases: cases that satisfy
a given pathway all share a particular combination of conditions.
This provides more structured organization of recurring themes in
the recorded data. A case may possess more than one combination
of conditions that result in a pathway to the defined outcome. This
reflects traditional qualitative analysis, and leaves room for multiple
possible interpretations for an observed phenomena.

Causality vs Correlation. The original QCA methodology frames
the connection between the input factors and the outcome variable
as “causal”, we chose to represent this relationship as “correlational”
for a few reasons. First, we leave the interpretation of the QCA
pathways somewhat open-ended and leave room for multiple ex-
planations, making it difficult to truly narrow down “causality” in
a strict sense. We also thought correlational to be more accurate a
term for an audience familiar with quantitative methods in which
causality is usually an extremely strong claim, and the nuanced use
of causality may not translate as well for this audience. Instead, we
refer to the output as correlational pathways between conditions
and outcome.

Pathways are considered asymmetric between the positive and
negative outcome. Meaning it cannot be assumed that negating the
conditions in a pathway to the positive outcome will automatically
lead to the negative outcome. Instead, QCA must be run once to
determine the combination of conditions that infer the positive
outcome, and then repeat analysis on the negation of the outcome
to determine the unique pathways to the negative outcome [59].
Identical analysis is performed but with the binary outcome flipped.

A.2.1 Solution Types. There are different approaches in how QCA
determines a formula. As the method uses a binary truth table,
the total number of permutations in the table is 2%, where k is the
number of conditions being measured. For a table with more than a
small number of conditions, it becomes impractical and sometimes
impossible to find a case that fits every possible combination of
conditions. Not only because of the resources needed for such a
large sample, but also due to the fact that some combinations of
conditions may not logically occur in real life.

When viewing a complete 2¥ truth table of QCA cases, any com-
bination of conditions that is not represented by an observed case
is referred to as a remainder. Remainders are treated as unknowns,
lacking a recorded case for an observation. Any cases in which
identical combinations of conditions result in opposite outcomes
(one observation resulting in an outcome of 0/False and a different
observation resulting in a 1/True) are referred to as contradicting
cases. For instance, this study has measured a combination result-
ing a conflicting case, as shown in row 9 of Table 4. A conflicting
outcome can be treated as either positive or negative if at least
70% of the cases are positive. Depending on the selected method
of arriving at a QCA solution, remainders and conflicting cases
may be treated in three different ways [71]. The following solution
descriptions refer to inferring the positive outcome, but identical
processes are performed for the negative outcome.
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Conservative The conservative solution is the most strict: it re-
stricts itself to utilizing only cases which have been observed
in the data. Any remainders, as well as cases with a negative
outcome and conflicting cases are treated as though they
were negative (set to 0). This solution does not make any
assumptions about cases that have not been measured, and
thus the output is often complex and utilizes many very
specific combinations of conditions.

Parsimonious The parsimonious solution creates formula that are
based on the observed cases, but is flexible with the remain-
der cases. All of the combinations with negative outcomes,
as well as the conflicting outcomes, are treated as negative
but all remainders are allowed to be set to either true or false
during the minimization. The flexibility allows the creation
simpler solutions that are not bound to the exact conditions
sampled. Rather than restricting combinations of conditions
to only those in observed cases, we can infer which condi-
tions are most relevant. In practice, these formulas allow for
more intuitive interpretations because they must not satisfy
an explanation for all present conditions: we can extend our
qualitative analysis onto currently unobserved, but easily
imaginable, combinations of conditions.

Intermediate The intermediate solution allows the researcher to
assign weight to conditions, and pick and choose which re-
mainders to include in the analysis [55]. It is considered to
be a compromise between the conservative and parsimo-
nious solution, and relies heavily on the discretion of the
researcher.

This work uses the parsimonious solution. The conservative
solution can become too restrictive with a small number of cases
with many conditions, resulting in long and complex formulas.
The intermediate solution trades the aforementioned robustness in
favor of the researchers interpretations. We find the parsimonious
solution is the easiest to explain mathematically and lends more to
the reproducibility in the combinations of conditions.

A.3 Consistency & Coverage

Consistency and coverage are metrics that convey the fit of the
pathways to the cases observed in the sample. The fraction of the
total cases that satisfy a logical formula with a positive outcome is
referred to as the consistency. Pathways inferring a positive outcome
can be relaxed to include some small fraction of negative outcomes.
In this case, the consistency metric is used to convey how much
a pathway has been relaxed. Usually, consistency scores which
meet a threshold of 0.8 or higher are desired for analysis [55]. We
achieved perfect consistency (1.0) for the pathways returned in
this analysis. In simpler terms, all of the cases that are covered by
pathway found by QCA are consistent with the combination of
conditions necessary for the outcome.

The fraction of cases with a positive outcome whose conditions
satisfy the formula is referred to as the coverage. Unlike consistency,
there is not a widely used threshold for coverage scores. In general,
a logical formula with a higher coverage score is considered more
relevant to explaining the occurrence of an outcome. The pathways
for both positive and negative outcome coverage of 0.85 and 0.95,
respectively.
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B Full set of examined conditions

In addition to the conditions examined in Section 4.2, we included
two additional conditions, CHAP and HARM, for QCA to potentially
use.

CHAP Coded as 1 if the group is a chapter that has an affiliated
parent that has authority over the local chapter. This was
usually discussed by the participant in response to the ELEC
question. Some of the groups interviewed were large national
groups and it was easy to confirm from publicly available
information if they were a chapter of a larger group. Groups
sometimes affiliate or even adopt the same name, but do not
report directly to a parent. For example, groups 1a and 1b in
our sample operate as independent entities and thus CHAP
= 0. They share an affiliation but do not report to a higher
organizing authority.

HARM Coded as 1 if the research team determined that the group
engages in activism that could directly result in bodily harm
to themselves. This could be from confrontations with law
enforcement or opposing groups.

QCA did not use these conditions in the pathways for explaining

INTENT. Essentially, these conditions were not useful for organiz-

ing the themes we explore. We interrogated other factors, such

as group size, but these were found to be non-correlative to the

outcome. A full table of these values is provided in Table 5.
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Table 5: Truth Table of Observed Conditions

Conditions Outcome Groups
ELEC CHAP RISK HARM TRAIN TECHIE SURV INTENT
0 0 1 1 0 1 1 1 2,19,20
0 0 1 1 1 1 1 1 9,10
0 0 0 0 0 1 1 1 7
0 0 0 0 1 1 0 1 11
0 0 1 0 0 1 1 1 21
0 0 1 0 1 1 1 1 22
1 1 0 0 1 1 0 1 5
1 1 1 0 0 0 1 1 3
1 0 0 0 1 1 1 conflict la,1b,4
1 1 0 0 0 1 0 0 13,14b,15b,15¢,15d,15¢,16¢
1 1 0 0 0 0 0 0 14a,15a,16a,16b,16¢,16d,16f,18
0 0 0 0 0 0 0 0 12
0 1 1 1 0 0 0 0 17
1 0 0 0 0 1 0 0 8
1 0 0 0 0 1 1 0 6

C Instrument

The following script was used for all interviews conducted. The questions were used as starting points, with clarifying questions asked at
the discretion of both the interviewer and interviewee. Questions were skipped (as indicated by instructions in [square brackets]) based on
responses from the interviewee. The analysis reported above examines a subset of the questions outlined below.

Thank you for agreeing to be interviewed. We are interested in how social movement groups understand and make decisions about their
technology and security needs. We will ask questions about how your group is structured, how you decide which technologies to use, and
your concerns, if any, about digital security. The data collected will be used to inform best practices for security training for community
groups. Your participation is completely voluntary and you may skip any questions or stop at any time. Your personal identity and your
group’s identity will be kept confidential in any presentation or publication of our findings. In order to be in this study you must be of legal
age to consent, which is 18 in most states.

Before we proceed with the interview, we need you to confirm:

(1) Are you at least 18 years old, or of legal age to consent? YES NO
(If you are not yet 18 years, or of legal age to consent old, we will stop the interview here and delete any information collected up to
this point)
(2) Do you agree to have the interview audio recorded? YES NO
(If no, we will continue with the interview with a study staff member taking notes)
We are going to start with some basic information about you and [Primary Group].
(3) Other than [Primary Group], how many groups are you a part of?
(4) About how many people would you say are a part of [Primary Group]?
(5) How do new members join the group? [Just start showing up? Need to know someone? Other rules for joining?]
(6) Do you have formal leaders, like elected positions?
(a) If yes, what are the positions you elect?
(b) What is the process for selecting them? [Regular elections? Terms?]
(7) Do you have informal leaders, like people who regularly take the initiative in the group?
(a) If yes, why do you think they fill that role? [personal characteristics; specialized skills; founder; other reasons?]
(8) We’d like to know how work is divided up in your group. Is there one person or set of people who do most of the planning and
coordinating, or are the jobs all divided equally?
(9) How does your group make decisions? [If people disagreed about something, how would your group decide what to do?]
(10) How would you describe the demographics of your group’s leaders? [gender, race, age, education, other important characteristics?]
(11) How would you describe the membership’s demographics? [gender, race, age, education, other important characteristics?]
(12) Do you spend time together with people in your group socially, outside of movement work?
Now we are going to ask about the kinds of technology your group uses.
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(13) Would you say you are comfortable or uncomfortable talking about the technology that your group uses?
(a) [If uncomfortable] Are you uncomfortable because of privacy, because of lack of expertise, or because of something else?
(14) Do you meet in person? How often?
(15) Are your meetings ever held remotely or online, like video conferencing or conference calls?
(16) [If yes to meeting remotely] How often do you meet remotely?
(17) What technologies are your members of your group currently using for the following functions? It’s ok to answer “I don’t know”.
(a) Plan the group’s events
(b) Collaboratively edit group documents
(c) Schedule group meetings
(d) Communicate between meetings among group members
(e) Communicate or plan with other groups/public
(f) Store group information or documents
(g) Run programs or apps (Operating system) [e.g. Android, iPhone, Mac, Windows]
[If more than one in a category] Of those, which is the one you use the most frequently? [Circle the one they use most frequently
from the list above]

Now we’re going to go through the technologies that your group uses the most, and I will ask you some questions about these
technologies.

TECH:

(18) Why did your group started using ?
[easy for me to use, easy for others to use, free to use, secure, use at work, everyone uses it, no other choice, new functionality,
replacing, interacting with a new group]

(19) Who in the group initially introduced the idea of ?
(20) Did your group need help in getting started using ?
(21) Did you consider any other alternatives to ? (Other tech that has the same functionality?)

[have them name what they can remember]

[If yes] Why did you decided against those other possibilities?
(22) Do you or do you know of anyone in your group who makes sure these technologies are up to date? Or are they set to auto-update?
(23) Now we are going to ask you how secure you consider these technologies to be.

[Provide the list again to them]

(a) Very Secure Medium Secure Not Secure Don’t Know
[Why?]

(b) Very Secure Medium Secure Not Secure Don’t Know
[Why?]

(c) Very Secure Medium Secure Not Secure Don’t Know
[Why?]

(d) Very Secure Medium Secure Not Secure Don’t Know
(Why?]

(e) Very Secure Medium Secure Not Secure Don’t Know
[Why?]

(f) Very Secure Medium Secure Not Secure Don’t Know
[Why?]

(g Very Secure Medium Secure Not Secure Don’t Know
[Why?]

(24) Have you sought out information about making your group information and/or communication secure?
Can you tell me about that/those efforts?
[Prompts: Formal, informal, Internet, self-guided; May be multiple efforts, list as many as come up]
(25) [If formal training is mentioned]:
(a) Can you tell me what topics or technologies it covered?
(b) When did you get this training [dates/categories like this year, last year, etc.]
(c) During the training, how comfortable were you with the information?
(d) After the training, did you implement the information in your personal use?
(e) Did the group implement the information from the training?
[If yes, go to ‘f’.]
[If no, go to 28.]
(f) What changes did the group make?
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(g) What are some things you think helped the group embrace it?
[prompts: leaders/ key members insisted; everyone liked it]
(h) How did the people in the group respond to the new secure communication technology? Was it positively received, negatively
received? Why do you think this?
(i) Have any challenges with the technology/ies come up?
(j) Do you personally still use the technology? If not, why?
(k) Does your group still use it? If not, why?
(I) When did you stop?
(26) [If they did not implement the new technology:]
Why do you think your group decided against using it?
(27) Have you sought out any different secure technologies since you first received training on secure practices?
(28) If you were to increase your group’s digital security, do you think it would change any of the ways you currently organize?
[If yes] How?
Motivations for Technology Decisions
(29) On ascale of 1 to 5, with 1 being not at all worried and five being very worried, how worried are you about the security of your group?
(30) Does anyone else in your group consistently worry about your group’s security? If so, could you describe their demographic
characteristics? [gender, race, age, education, other characteristics they consider important]
(31) Can you think of an example or examples of how this concern affected your group’s decision-making?
Now we are going to ask about some basic information and definitions:

(32) In terms of the technology you use, how would you define security?

33) How would you define encryption?

34) Do you think of some kinds of encryption as better than others? Or all the same?

35) When you think about a new technology, how do you decide if it is secure enough to feel safe using it?
36) If you were uncertain about a technology your group uses, who or what would you ask for help?

(
(
(
(

We are going to close out the interview with some basic demographic information about you.

(37) What is your gender identity?
(38) What is your racial/ethnic identity?
(39) How old are you?
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D Technologies in use

Tools listed below are those in use by at least 3 groups.
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