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Abstract
Autonomous multi-agent systems increasingly operate in environ-

ments where privacy, anonymity, and operational security are crit-

ical. In such settings, drones must often determine which events

or locations have been independently confirmed by at least 𝑡 par-

ticipants, while revealing nothing about individual trajectories,

identities, or exploration patterns. Threshold Private Set Intersec-

tion (𝑡-PSI) naturally captures this requirement, but existing con-

structions rely on persistent identities, authenticated channels, or

linkable communication, making them unsuitable for high-risk de-

ployments where structural anonymity is essential. We introduce a

fully anonymous 𝑡-PSI protocol tailored for distributed exploration

tasks. Communication occurs in a You-Only-Speak-Once (YOSO)

architecture: each participant sends exactly one anonymous, un-

linkable message per round, ensuring confidentiality, integrity, and

sender anonymity without authenticated channels. The protocol

supports multi-agent exploration scenarios, such as drone-based

reconnaissance, where drones must collaboratively identify zones

explored by a minimum subset of units while preserving full op-

erational privacy. We formally prove security against semi-honest

participants and active man-in-the-middle adversaries interacting

with the network. Our analysis shows that the protocol achieves

threshold privacy, ciphertext unlinkability, sender anonymity, and

robustness against message tampering. This work demonstrates

that anonymous threshold-PSI can be realized efficiently in a YOSO

framework, enabling privacy-preserving coordination in adversar-

ial and strategically sensitive environments.

Keywords
Security and privacy → Mobile and wireless security; Security

Protocols

1 Introduction
In recent years, the growing digitalization of public and private

services has made the need for protocols that ensure strong pri-

vacy, anonymity, and data minimization increasingly evident. This
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requirement becomes even more pressing and fundamental in op-

erational environments where autonomous systems, such as aerial

drones, must explore or monitor areas that may contain critical

infrastructures, sensitive facilities or assets of strategic relevance. In

such contexts, the ability to coordinate distributed drones without

revealing their precise objectives, trajectories, or collected data, is

essential not only for privacy, but also for safety and resilience of

sensitive information.

High-risk civilian deployment settings increasingly reflect this

need.Modern unmanned systems are routinely employed in disaster

-response operations, critical-infrastructure inspection, and human-

itarian missions. Guidelines on the ethical and responsible use of

UAVs in humanitarian settings are provided by the Humanitarian

UAV Code of Conduct and Guidelines [47], the EASA U-Space reg-

ulatory framework for safe and coordinated drone operations [17],

and the EU Drone Strategy 2.0 [16]. All of them emphasize that

coordination mechanisms must preserve the confidentiality of op-

erational data, especially when exposure could reveal mission ob-

jectives, inspection patterns, or the location of critical assets.

A representative scenario is the cooperative monitoring of crit-

ical infrastructures, such as power plants, ports, or data centers,

where multiple drones must validate the status of specific zones.

Revealing which drone visited which area, or which zones were

explored by only a single drone, may expose sensitive operational

patterns, highlight unmonitored corridors, or reveal the location of

assets requiring protection. In such settings, information should be

disclosed only when corroborated by at least the threshold number

of independent agents, while all sub-threshold observations must

remain hidden.

These settings introduce two research questions that must be ad-

dressed to enable secure and anonymous multi-agent coordination:

• RQ1 - Anonymous and Privacy-Preserving Coordination. How
can autonomous drones coordinate distributed exploration

tasks without revealing trajectories, identities, operational

patterns, or sub-threshold information?

• RQ2 - Private one-shot communication. How do we efficiently

establish a non-interactive communication protocol while

maintaining full anonymity constraints, i.e., without relying

on persistent identities or authenticated channels?

Among the cryptographic primitives that address these needs,

Private Set Intersection (PSI) [20] has emerged as a central tool

thanks to its privacy-by-design paradigm. PSI enables multiple

parties, each holding a private set, to learn only the elements they
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have in common, without revealing any additional information

about their respective inputs. Operating within a secure multi-party

computation framework [21, 52], PSI has become a foundational

primitive in numerous privacy-sensitive applications, including the

secure sharing of indicators of compromise in cybersecurity [39],

the deduplication of medical databases [3, 53], privacy-preserving

audience measurement and advertising conversion [25, 32, 37], and

secure record linkage in financial and governmental settings [10].

However, classical PSI is insufficient in our setting: it reveals

all common elements, including those contributed by only a small

number of drones, thereby violating RQ1. Sub-threshold events may

correspond to rare observations, sensitive anomalies, or operational

outliers that must remain hidden to avoid leaking mission-critical

information. In contrast, threshold-PSI [33] reveals only elements

that appear in at least 𝑡 private sets, providing a more realistic

and secure semantics for distributed exploration, anomaly valida-

tion, and collaborative sensing. Yet, existing 𝑡-PSI constructions

typically assume persistent identities, authenticated channels, or

linkable communication patterns, making them incompatible with

the structural anonymity and one-shot communication require-

ments captured by RQ2.

We propose a surface-coverage algorithm that enables a group of

autonomous drones to determinewhich regions of a discretizedmap

remain unexplored, namely those that have not been validated by at

least 𝑡 drones, while simultaneously concealing the individual tra-

jectories of each drone and ensuring both maximal communication

anonymity and confidentiality of the transmitted data. To achieve

this, our protocol encodes exploration events through Shamir secret

sharing [44] and aggregates them via 𝑡-PSI mechanism, instantiated

within a You-Only-Speak-Once (YOSO) [6] communication frame-

work. YOSO is a communication framework designed to support

anonymous MPC by preventing persistent identities and ensuring

that actions cannot be linked across protocol runs. Each participant

sends exactly one message using a fresh, unlinkable key, and no

multi-round interaction is allowed. Authenticated or linkable chan-

nels are disallowed; only integrity mechanisms that do not reveal

the sender are permitted. Participants therefore contribute exactly

once in a non-linkable manner, without revealing trajectories, iden-

tities, or any information beyond the threshold output.

Based on these components, our work provides the following

contributions:

• A privacy-preserving 𝑡-PSI protocol.We design a Shamir

secret sharing-based protocol that achieves a thresholdmech-

anism:multiple dronesmust collaboratively determinewhich

zones have been explored by a minimum subset of size 𝑡 ,

without revealing trajectories, identities, or individual explo-

ration patterns.

• A YOSO-style MPC architecture for 𝑡-PSI. Our protocol
operates in a You-Only-Speak-Once framework, ensuring

one-shot, non-interactive communication and preventing

correlation across rounds or protocol executions, a crucial

property for anonymous 𝑡-PSI. This message protocol is

therefore designed to support the one-shot anonymity con-

straints described in RQ2.

• A practical design for fully anonymous multi-agent
exploration. We show how anonymous threshold-PSI nat-

urally models scenarios with structural anonymity require-

ments. Participants contribute exactly once, with no persis-

tent identities, no linkable communication patterns, and no

authenticated channels tied to long-term keys. Multi-round

message unlinkability allows us to satisfy the privacy re-

quirements outlined in RQ1.

The remainder of the paper is structured as follows. Section 2

reviews the related work in this field, while Section 3 introduces

the problem overview and the threat model we assume. Section 4

presents the preliminary building blocks and frameworks, includ-

ing the Shamir secret sharing primitive. Section 5 presents the

YOSO-based anonymous coordination protocol and shows how

threshold-only information is revealed while preserving partici-

pant anonymity and trajectory privacy, thus addressing RQ1 and

RQ2. In Section 6, we formally analyze the security of the protocol

and prove anonymity, unlinkability, and threshold privacy under

the YOSO communication model. Section 7 evaluates a practical

implementation of the protocol, while Section 8 delves into ethical

considerations. Lastly, Section 9 concludes the paper and outlines

future works.

2 Related Works
The literature includes numerous works about threshold variants of

private set intersection. Kissner and Song [28] introduce a general

framework for PSI and 𝑡-PSI based on homomorphic encryption

and polynomial representations of sets: each set is encoded as a

polynomial whose roots correspond to the elements, and the thresh-

old is enforced by homomorphically combining these polynomials

and performing threshold decryption. Their approach follows a fun-

damentally different paradigm from Shamir-based secret sharing:

instead of distributing input shares among participants, the protocol

relies on a shared homomorphic encryption key and on algebraic

manipulation of encrypted polynomials. This design naturally fits

a model with identifiable participants and shared decryption au-

thority, and does not aim to provide anonymity or unlinkability,

which distinguishes it from our setting and goals.

On the other hand, Bay et al. [4] present a 𝑡-PSI protocol based on

Paillier homomorphic encryption and threshold decryption, where

participants submit encrypted sets that are homomorphically aggre-

gated and decrypted only when a quorum of servers collaborates.

The protocol realizes an asymmetric multi-party 𝑡-PSI but requires

persistent identities and authenticated channels and provides nei-

ther anonymity nor YOSO-style properties; in contrast, our protocol

implements an anonymous YOSO-style multi-party threshold-PSI

based on Shamir secret sharing and per-round secret permutations.

Relatedly, Mahdavi et al. [33] present a private set intersection

protocol for contact tracing based on Paillier homomorphic encryp-

tion and threshold decryption, in which users submit encrypted

sets that are homomorphically aggregated and compared against

the servers’ set of infected tokens. The protocol realizes an asym-

metric multi-party PSI for contact tracing but does not address the

threshold-PSI over on the elements, nor does it provide anonymity

or YOSO-style properties.
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Chandran et al. [12] develop a highly efficient 𝑡-PSI protocol

that combines structured hashing with garbled circuits to verify,

within an MPC circuit, how many times each element appears.

Their protocol optimizes communication but, on the other hand,

requires an MPC infrastructure with fixed roles and authenticated

channels; so it does not offer either contributor anonymity, nor

YOSO-style mechanisms.

In a different vein, Hu et al. [23] present a delegated threshold-PSI

protocol in which most of the computational load is offloaded to a

server that assists in determining which elements appear in at least

𝑡 sets, without learning the participants’ full inputs. The model

assumes persistent identities and authenticated channels and in-

cludes mechanisms for tracing malicious participants; however, it

provides neither anonymity nor YOSO-style properties.

Beyond the works explicitly targeting threshold-PSI, it is also

important to consider research on multi-party PSI protocols that

focus on efficiency and robustness but still rely on traditional com-

munication assumptions: Ben-Efraim et al. [5] introduce PSimple,

a multiparty PSI protocol secure against malicious adversaries,

which significantly improves computational and communication

efficiency while maintaining a standard MPC model with persis-

tent identities, fixed roles, and authenticated channels. Similarly,

Rosulek and Trieu [41] propose a compact PSI construction opti-

mized for small sets, reducing message sizes and computational

overhead. However, these approaches remain grounded in classical

MPC assumptions and do not address structural anonymity, un-

linkability, or one-shot communication. They illustrate how the

literature has largely focused on performance and adversarial ro-

bustness without exploring architectures where participants are

anonymous, stateless, and allowed to speak only once.

A further body of literature relevant to our setting concerns

privacy-preserving coordination in autonomous drones and multi-

robot systems, where drones must collaborate without revealing

sensitive information such as trajectories, positions or mission

objectives. Brighente et al. [9] propose a privacy-preserving mech-

anism that enables drones to avoid critical infrastructures without

disclosing their precise locations. On the other hand, Tedeschi et

al. [45] develop a lightweight privacy-preserving proximity-discov-

ery protocol for remotely controlled drones, while Sciancalepore

and George [42] address privacy-preserving trajectory matching for

autonomous UAVs. More broadly, Castelló Ferrer et al. [11] investi-

gate secure and secret cooperation in robot swarms, and Majcher-

czyk et al. [34] study distributed data fusion in resource-constrained

robotic collectives. Although these works highlight the importance

of privacy in multi-agent exploration and coordination, none of

them employ PSI or threshold-PSI, nor do they provide anonymity

or adopt a YOSO-style communication model.

3 Problem Overview
The drone swarm operates over a shared area of operation that

is partitioned into smaller labeled regions to enable systematic

coordination and coverage tracking. In the considered scenario,

this is a simple grid subdivision, and we may refer to each element

as "coordinates", as each map section corresponds to one unique

coordinate pair in the resulting grid. The high-level goal of this

subdivision is to confirm the coverage of each area by multiple

independent, low-trust parties.

Our protocol is designed to perform secure multi-party computa-

tion between three main types of parties: participants, reconstructors,
and key holders.

The drones actively exploring the map are classified as partici-

pants. As the exploration progresses, each swarm member has the

goal of maximizing individual coverage, while minimizing the time

spent on areas already confirmed by other members. However, it

must do so without disclosing or receiving information regarding

the current location - or the location history - of other individual

members. Furthermore, participants are assumed to have very lim-

ited computing power and cannot be expected to perform complex

and power-consuming cryptographic calculations.

Reconstructors are network members which are tasked with

receiving securely encoded transmissions from the participants,

and calculating the resulting public information, that is the over-

threshold private set intersection for each map coordinate. Due

to the design of the protocol, reconstructors need to receive infor-

mation from each member and broadcast to as many members as

possible. They are also tasked with a number of calculations that are

both computationally expensive and highly parallelizable. For these

reasons, reconstructors are best modeled as servers on the ground,

with one or multiple antennas for direct wireless communication

with swarm members over the geographical area of the map.

Key holders are the trusted members responsible for comput-

ing the key pairs and secret shares. In order to participate in the

online protocol, each participant and reconstructor must interface

with the Key holder during the so-called offline initialization phase,

described in Section 5.2. Thus, they are the only swarm member

who has a high level of required trust. After the initial phase, the

Key holder can flush all temporary and potentially sensitive crypto-

graphic data, such as the original polynomials, as it is unnecessary

for the operation of the online phases of the protocol, and essen-

tially ceases to exist. Notice that the Key holder entity in our work

is not a Dealer in the most traditional sense (i.e., in secret sharing

primitive sense), as it operates entirely offline. Once its computation

is completed, all intermediate values and temporary data are se-

curely erased. This prevents any form of state-based leakage, since

all rounds are computationally independent by design. Finally, bear

in mind that online operations for each round are performed by

the Reconstructor, which cannot access any privileged information

and cannot extrapolate sensitive data during its operation.

To avoid collusion mechanisms that undermine the privacy goals

of the protocol, each member of the described network can only

be assigned one role. For instance, a Key holder cannot also be a

Participant or a Reconstructor. While it is possible to securely dis-

tribute and parallelize some of the tasks performed by key holders

and reconstructors, doing so introduces security challenges linked

to the transmission of partially decrypted data, which are out of

the scope of this work. Therefore, we will consider scenarios with

one key holder and one reconstructor, at least from an outside view

of the system.

In civilian multi-stakeholder deployments, autonomous drones

operated by civil-protection units, environmental agencies, NGOs,

or private operators often collaborate temporarily on shared moni-

toring or inspection tasks. In these settings, even partial leakage
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of coverage patterns or movement trajectories can reveal sensitive

operational information. Prior work in structural-health monitor-

ing [18], remote-sensing validation [50], and humanitarian UAV

operations [47] shows that single observations are frequently am-

biguous or noisy, and that independent corroboration frommultiple

agents is required to reliably confirm anomalies, damage indicators,

or environmental events. At the same time, revealing which specific

drone contributed an observation, or that only one drone visited

a given region, may expose organizational priorities, inspection

routines, or unmonitored corridors. For these reasons, only the fact

that a region has been validated by at least a threshold number of

independent agents should be disclosed, while all sub-threshold

information must remain strictly confidential.

Operational constraints in these domains also require threshold

values to remain small. In real-time surveillance, infrastructure

inspection, and environmental-monitoring missions, only a lim-

ited number of drones can observe the same area within the same

time window due to mobility constraints, battery limitations, and

restricted overlap in coverage [27, 35, 43]. Humanitarian UAV guide-

lines similarly emphasize timely coordination, rapid validation of

critical observations, and the minimization of operational delays,

consensus across, since delayed decision may compromise safety

or mission effectiveness [47]. From a statistical perspective, a small

number of independent observations is often sufficient to reach

high confidence: for instance, three independent detections at an

individual accuracy of 79% yield a combined accuracy of approx-

imately 99%. While real-world correlations reduce this idealized

gain, current research in computer vision supports the feasibility

of small-threshold validation, with individual classification accu-

racies ranging from 51% for general-purpose object detectors [49]

to over 80% for task-specific models [15, 26], and exceeding 95%

in specialized wildfire-detection systems [7]. Across these applica-

tions, fixed threshold values up to 𝑡 = 7 provide a practical balance

between operational feasibility and confidence in the aggregated

observations.

We now describe how the protocol enforces these privacy re-

quirements during its operation.

From a technical standpoint, the protocol is designed so that

participants share only the minimum information required for safe

coordination. Each drone transmits a single anonymous message

per round containing an encoded representation of the areas it

has explored, indistinguishable from random data for all other

areas. Crucially, the message does not reveal raw coordinates, tra-

jectories, or incremental differences between rounds: participants

include both newly explored regions and previously explored but

still unconfirmed ones, preventing the Reconstructor from inferring

movement patterns or correlating contributions across time. The

Reconstructor can therefore only determine which regions have

been independently confirmed by at least 𝑡 agents, while all sub-

threshold information-number of visits, contributor identities, and

cross-round variations-remains hidden, answering RQ2.

These requirements mandate the use of a YOSO communication

model: each message is encrypted with fresh, one-shot crypto-

graphic material, carries no persistent identifier, and cannot be

linked to messages from the same participant in previous rounds.

This prevents correlation attacks and ensures structural anonymity

even in the presence of a semi-honest Reconstructor, addressing

RQ1. The protocol also remains robust under partial information:

packet loss or replay attempts do not leak whether a region was

unexplored or simply not transmitted, as integrity checks and share

validation ensure that only fresh, valid contributions affect the

threshold computation.

3.1 Threat Model
We consider adversarial scenarios consistent with the Semi-Honest

model, where each member of the protocol may attempt to extract

additional information from what is publicly available to them, but

may not perform active attacks, i.e., craft malicious packets, disrupt

the intended protocol flow, or perform denial of service attacks.

Adversarial Capabilities and Goals. We consider two main at-

tacker scenarios. These scenarios vary significantly in attacker

capabilities and goal, as they model potential attack surfaces in the

network and endpoint layers, respectively.

In the Man-in-the-Middle scenario, the adversary can monitor

the wireless communication channel between the participants and

the reconstructor, and has the capability to interfere with normal

network operation by intercepting, replaying, adding, and removing

packets, but does not have access to the secret keys required to

encrypt, decrypt, and sign the coordinate vectors sent from each

participant to the reconstructor.

In the Semi-Honest attacker scenario, an attacker compromises

the reconstructor, or up to 𝑡 − 1 participants, and gains access

to the member’s personal secrets, such as its private exploration

set or any secret keys. Their main goal is to extract the private

information of other swarm members by manipulating the public

information that each member receives from the rest of the swarm.

However, a corrupted attacker cannot forge arbitrary coordinate

vectors in the case of the participants, or the final PSI in the case of

the reconstructor.

To prevent metadata-based linkability, we assume that the com-

munication layer provides ephemeral, unlinkable channels, so that

the reconstructor cannot access persistent identifiers (e.g., IP/MAC

addresses) or timing patterns that would allow correlating multiple

transmissions to the same participant. Such assumptions are stan-

dard in anonymous communication systems [13, 38, 48], and define

the limits of the adversary’s capabilities at the network layer.

Under these assumptions, a corrupted reconstructor should be

unable to determine the location of individual swarm members,

nor identify their communication between rounds. Conversely, cor-

rupted participants must not be able to extract information on

under-threshold coordinates or the location history of other partic-

ipants. We will see in Section 6 that, given standard assumptions

on the soundness of the chosen cryptographic primitives, these

conditions are satisfied by our proposed protocol.

4 Preliminaries
In this section, we introduce the fundamental cryptographic primi-

tives used to build our protocol and achieve the required security

properties.

Key Derivation Function (KDF). We rely on a standard KeyDeriva-

tion Function to derive pseudorandom and domain-separated keys

from different secret inputs used in the protocol. In particular, we
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instantiate the KDF with HKDF [30], built from HMAC [29] and

SHA-256 [2]. The KDF is used both to expand the shared secret

produced by the KEM into a symmetric encryption key bound to

a public context string, and to derive round-specific MAC keys

from the global master key 𝐾𝐺 . A formal specification of the KDF

interface and the properties we require is given in the protocol

description below.

Authenticated Encryption with Associated Data (AEAD). For mes-

sage protection, we rely on standard symmetric primitives: an

EUF-CMA-secure MAC scheme (instantiated via HMAC [29]) and

an AEAD scheme with standard IND-CCA and INT-CTXT guaran-

tees, following the syntax of Rogaway [40]. In practice, we adopt

widely deployedAEAD constructions such as ChaCha20-Poly1305 [36]

and AES-GCM [1].

Key Encapsulation Mechanism (KEM). We rely on a standard

IND-CCA secure Key Encapsulation Mechanism, instantiated with

X25519 [31]. A sender encapsulates a fresh shared secret under

the receiver’s public key; this shared secret is then expanded via

HKDF into the symmetric key used in our KEM+AEAD public-key

encryption construction, described in Section 5.1.

Shamir Secret Sharing. Shamir secret sharing, introduced by

Shamir [44], is a threshold secret-sharing scheme that allows any

authorized set of parties to reconstruct a secret via Lagrange interpo-

lation, while guaranteeing perfect privacy against any unauthorized

set. More precisely, a (𝑡, 𝑛)-Shamir secret-sharing scheme, where

𝑛 is the number of parties and 𝑡 is the reconstruction threshold,

allows a dealer (in our protocol performed by the Key-Holder) to

distribute a secret𝑀 ∈ F by sampling a random polynomial

𝑓 (𝑥) = 𝑎0 + 𝑎1𝑥 + 𝑎2𝑥2 + · · · + 𝑎𝑡−1𝑥𝑡−1,

of degree 𝑡−1, with coefficients 𝑎0, . . . , 𝑎𝑡−1 ∈ F such that 𝑓 (0) =𝑀 .

Each party 𝑖 = 1, . . . , 𝑛 receives the share 𝜎𝑖 = (𝑥𝑖 , 𝑓 (𝑥𝑖 )), where
𝑥1, . . . , 𝑥𝑛 are distinct non-zero field elements, and only sets of at

least 𝑡 parties can jointly reconstruct the secret by combining their

shares via Lagrange interpolation, while any other set of fewer than

𝑡 parties learns no information about 𝑀 . For any subset 𝑇 ⊆ [𝑛]
with |𝑇 | = 𝑡 , the secret is recovered as

𝑀 = 𝑓 (0) =
∑︁
𝑖∈𝑇

𝑓 (𝑥𝑖 )
∏
𝑘∈𝑇
𝑘≠𝑖

−𝑥𝑘
𝑥𝑖 − 𝑥𝑘

.

Furthermore, this scheme guarantees perfect privacy: any set of

fewer than 𝑡 shares is consistent with every possible value of 𝑀 ,

and therefore reveals no information about the secret.

YOSO framework. YOSO (You-Only-Speak-Once) is a communi-

cation framework designed to support anonymous MPC that forces

participants to have no persistent identities, i.e., to not maintain

long-term or stable identities within the system, preventing cor-

relation across rounds or protocol executions. It uses ephemeral

one-time and unlinkable keys for sending each message. It also

performs one-shot communication: each participant sends exactly

one message per protocol instance, with no interactive exchanges,

no multi-round communication, in order to prevent the system

from building behavioral or temporal profiles.

5 Proposed Exploration System
In this section, we formalize the YOSO-based 𝑡-PSI exploration

protocol. We first introduce the notation, roles, and cryptographic

assumptions shared across all phases (Section 5.1); next we de-

scribe the protocol itself (Section 5.2), structured into an offline

initialization and an online mission phase.

In accordance with the YOSO communication model, the pro-

tocol operates without authenticated or linkable channels tied to

persistent identities. Participants use only integrity mechanisms

that do not reveal the sender, and each party contributes exactly

one unlinkable message per protocol instance; this ensures that

no long-term identity is maintained and that no information is

disclosed beyond what becomes known once the threshold is met.

5.1 Notation and Assumptions
We first introduce the notation, roles, and cryptographic assump-

tions that are common to all components of the protocol; all subse-

quent phases of the protocol (initialization, online execution, and re-

construction) use this notation consistently. We assume that Shamir

secret sharing is instantiated over a finite field F with |F| ≥ 2
𝜆
, so

that dummy values ⊥ ∈ F are computationally indistinguishable

from real shares.

In order to improve readability, we begin by describing our pro-

tocol in three main parts; all three parts share a common notation,

which we introduce below:

• 𝜆 security parameter;

• 𝑛 > 0 participants 𝑃𝑖 (excluding KH and R);
• 𝑡 > 0, reconstruction threshold;

• ℓ > 0, number of secrets;

• 𝑅max > 0, number of rounds;

• 𝑖 , index of parties from 1 to 𝑛;

• 𝑗 , index of shares from 1 to ℓ ;

• 𝑟 , index of rounds from 1 to 𝑅max;

• if 𝑆 is any set, we denote its complement 𝑆c;

• 𝜎 𝑗,(𝑟 )
𝑖

denote the 𝑖-th participant’s share (𝑥𝑖 , 𝑦𝑖 ) 𝑗,(𝑟 ) corre-
sponding to the 𝑗-th polynomial 𝑓

(𝑟 )
𝑗

at round 𝑟 .

We assume a key-derivation function KDF : {0, 1}𝜆 × {0, 1}∗ →
{0, 1}𝐿 , with 𝐿 ≥ 𝜆, that satisfies:
• Pseudorandomness: For any efficient adversary not know-

ing the master key 𝐾𝐺 , the output KDF(𝐾𝐺 , 𝑥) is computa-

tionally indistinguishable from a uniform string of length

𝐿.

• Determinism: For fixed𝐾𝐺 and input𝑥 , the output is always

the same.

• Public input: The second input 𝑥 (context, round index,

etc.) may be public and need only be unique and canonically

encoded.

• Output length: 𝐿 is sufficient for the round keys (typically

𝐿 = 𝜆 bits).

The implementation relies on an HKDF (i.e., a KDF built on

HMAC) to derive cryptographic keys from shared secret material

in a secure and standardized manner. We also rely on a public-key

encryption mechanism instantiated as a KEM+AEAD construction:

• A KEM scheme (KEM.KeyGen,KEM.Encaps,KEM.Decaps),
internally built from a Diffie-Hellman-type key agreement;
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• An AEAD scheme (AEAD.Enc,AEAD.Dec) with key space

{0, 1}𝐿 , e.g. ChaCha20-Poly1305 or AES-GCM.

The KEM and the KDF are combined as follows: given 𝑠𝑠 and

a public context string info, the encryption key is derived as 𝐾 =

KDF(𝑠𝑠, info).

5.2 Protocol
We now describe the protocol itself that conceptually relies on two

layers deeply coupled together:

• A core layer implementing exploration via 𝑡-PSI based on

Shamir secret sharing; and

• a YOSO communication layer providing anonymous, public-

key-based encryption from participants 𝑃𝑖 to the Reconstruc-

tor R, realized via a KEM + AEAD construction.

The protocol execution is organized into two phases: (i) an of-

fline initialization phase, where parameters and keys are prepared,

and (ii) an online mission phase, where drones come online and

submit their one-shot, unlinkable YOSO messages carrying the

secret-shared information.

5.2.1 Offline Phase. The first part of the protocol consists of an
offline phase performed by the key-holder, while all drones (both

drones and the base station R) are still on the ground at the base

camp. We have divided this phase into two main algorithms.

Map and Key Setup. Described in Algorithm 1 is the stage where

KH generates the polynomials required for (𝑛, 𝑡)-secret sharing of
the zones for all rounds; computes the shares for each secret; sam-

ples a master key uniformly at random, for the KDF and generates

the key-pair of the reconstructor for the KEM.

Distribution. It is the second stage, described in Algorithm 2,

where KH distributes to each participant: the key-derivation func-

tion KDF with its parameters, the master key previously sampled

for the KDF, the Reconstructor’s public key, an empty LastPSI set
for storing the last PSI instance, and finally the shares. It is impor-

tant to underline that this share distribution depends on a secret

permutation 𝜋 (𝑟 ) selected byKH for each round, ensuring that the

index 𝑖 of the shares cannot be linked to the index 𝑖 of the partici-

pants across rounds whenR receives vector 𝐸
(𝑟 )
𝑖

from participant 𝑃𝑖 .

Anyway, we abuse the notation by writing 𝜎
𝑗,(𝑟 )
𝑖

instead of 𝜎
𝑗,(𝑟 )
𝜋 (𝑟 ) (𝑖 ) ;

that is, participant 𝑃𝑖 receives the share

(
𝑥𝜋 (𝑟 ) (𝑖 ) , 𝑓

(𝑟 )
𝑗
(𝑥𝜋 (𝑟 ) (𝑖 ) )

)
for

each 𝑗 and each round 𝑟 .

5.2.2 Online Phase. After the offline initialization performed by

the Key-Holder, we have now all drones ready to start the online

mission divided into Explorationwhere participants collect explored
zones and send them to R; Reconstruction, where R computes the

above threshold zones; and Handover, where Reconstructor R sends

the private set intersection to all drones.

Exploration. In the exploration phase described in Algorithm 3,

each drone 𝑃𝑖 initializes an empty private set 𝑆𝑖 in order to collect

its explored zones and add them to this set. Then each party 𝑃𝑖
computes the difference between 𝑆𝑖 and LastPSI in order to build a

frontier set to prevent differential attacks by the reconstructor R
from linking a received vector 𝐸

(𝑟 )
𝑖

to a specific index 𝑖 in the Shamir

Algorithm 1: Offline Initialization — Map and Key
Setup
We suppose the mapM is divided into ℓ zones.

Map and Key Setup. Key-Holder KH does:

• For every round 𝑟 = 1, . . . , 𝑅max, generate ℓ polynomials

𝑓
(𝑟 )
1
, . . . , 𝑓

(𝑟 )
ℓ

of degree 𝑡 − 1, for secret sharing the zones,
imposing 𝑓

(𝑟 )
𝑗
(0) =𝑀 𝑗 for every 𝑗 = 1, . . . , ℓ and for all

𝑟 = 1, . . . , 𝑅max.

• Compute the shares 𝜎
1,(𝑟 )
𝑖

, . . . , 𝜎
ℓ,(𝑟 )
𝑖

for all participants

𝑖 = 1, . . . , 𝑛 and for all rounds 𝑟 = 1, . . . , 𝑅max,

corresponding to the polynomials 𝑓
(𝑟 )
1
, . . . , 𝑓

(𝑟 )
ℓ

.

• Sample a master key 𝐾𝐺 ←$ {0, 1}𝜆 uniformly at random.

• Run the KEM key generation for the Reconstructor:

(skR , pkR) ← KEM.KeyGen(1𝜆).

Algorithm 2: Offline Initialization — Distribution
Distribution. For every 𝑖 , KH distributes to participant 𝑃𝑖 :

• Shares {
𝜎
1,(𝑟 )
𝑖

, . . . , 𝜎
ℓ,(𝑟 )
𝑖

}
𝑟=1,...,𝑅max

,

thus each participant 𝑃𝑖 holds the following share matrix

𝜎
1,(1)
𝑖

. . . . . . 𝜎
ℓ,(1)
𝑖

.

.

.
. . .

.

.

.

.

.

.
. . .

.

.

.

𝜎
1,(𝑅max )
𝑖

. . . . . . 𝜎
ℓ,(𝑅max )
𝑖


• The master key 𝐾𝐺 .

• The key-derivation function KDF, with its parameters.

• The public key of the Reconstructor pkR .
• A set LastPSI, initialized as empty and updated at the end of

each round.

In addition, KH distributes to R:
• The secret key skR corresponding to pkR .
• The master key 𝐾𝐺 and the description of KDF, so that R
can derive the same round keys as the participants.

secret sharing; next generates an ordered vector 𝐸
(𝑟 )
𝑖

that in position

𝑗 contains the share of the 𝑗-th zone or a dummy value sampled

with the same distribution of a real share. Next, each participant

𝑃𝑖 encrypt vector 𝐸
(𝑟 )
𝑖

with the public key of Reconstructor, using

the KEM+AEAD construction obtaining the encrypted vector 𝐶
(𝑟 )
𝑖

using the derived symmetric key 𝐾
(𝑟 )
𝑖

of the KEM scheme from a

shared secret 𝑠𝑠
(𝑟 )
𝑖

and from additional information info𝑟 , in our

case info𝑟 = 𝑟 ; note that info𝑟 contains no participant-specific

identifier, preserving sender anonymity. Finally, we compute the

MAC of the encrypted vector, in a anncrypt-then-MAC way, in

order to guarantee integrity and authenticity. With a MAC-key

derived through the common KDF from the common master key

𝐾𝐺 , for each ciphertext 𝐶
(𝑟 )
𝑖

, we compute its respective tag(𝑟 )
𝑖

and

send the pair (𝐶 (𝑟 )
𝑖
, tag(𝑟 )

𝑖
) to R.
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Algorithm 3: Online Mission Phase — Exploration
(Round 𝑟 )
Exploration. For all 𝑖 = 1, . . . , 𝑛, participant 𝑃𝑖 does:

• Construct an initially empty set 𝑆𝑖 = ∅.
• Add the explored zones {𝑀 𝑗 } 𝑗∈ 𝐽 ⊆[ℓ ] to 𝑆𝑖 .
• Compute

𝑆𝑖 − LastPSI = 𝑆𝑖 − PSI(𝑟−1) .
• Generate the vector

𝐸
(𝑟 )
𝑖

=
(
𝜎
1,(𝑟 )
𝑖

, . . . , 𝜎
ℓ,(𝑟 )
𝑖

)
,

where

𝜎
𝑗,(𝑟 )
𝑖

=


𝜎
𝑗,(𝑟 )
𝑖

if 𝑃𝑖 collected𝑀 𝑗 in 𝑆𝑖 − LastPSI

⊥ otherwise.

• Encrypt 𝐸
(𝑟 )
𝑖

under pkR using the KEM+AEAD

construction:

(1) Run KEM encapsulation

(𝑐𝑡kem, 𝑠𝑠 (𝑟 )𝑖
) ← KEM.Encaps(pkR).

(2) Derive the symmetric encryption key

𝐾
(𝑟 )
𝑖

= KDF(𝑠𝑠 (𝑟 )
𝑖
, info𝑟 ),

where info𝑟 is a public context string depending only on

the protocol identifier and the round index 𝑟 .

(3) Sample uniformly at random a nonce nonce(𝑟 )
𝑖

and

compute

𝐶
(𝑟 )
sym,𝑖

= AEAD.Enc
(
𝐾
(𝑟 )
𝑖
, nonce(𝑟 )

𝑖
, 𝐸
(𝑟 )
𝑖
, 𝐴𝐷

(𝑟 )
𝑖

)
,

where 𝐴𝐷
(𝑟 )
𝑖

contains public metadata (e.g., the round

index 𝑟 ).

(4) Set the ciphertext

𝐶
(𝑟 )
𝑖

=
(
𝑐𝑡kem, nonce

(𝑟 )
𝑖
, 𝐶
(𝑟 )
sym,𝑖

, 𝐴𝐷
(𝑟 )
𝑖

)
.

• Derive the round MAC key 𝑘
(𝑟 )
𝐺

= KDF(𝐾𝐺 , 𝑟 ).
• Compute the tag

tag(𝑟 )
𝑖

=MAC
𝑘
(𝑟 )
𝐺

(
𝐶
(𝑟 )
𝑖
∥ 𝑟

)
.

• Send (𝐶 (𝑟 )
𝑖
, tag(𝑟 )

𝑖
) to R.

Reconstruction. After receiving all ciphertext–tag pairs for round
𝑟 , the Reconstructor R performs the reconstruction phase described

in Algorithm 4. Upon reception, R first derives the round MAC key

𝑘
(𝑟 )
𝐺

= KDF(𝐾𝐺 , 𝑟 ) and verifies the authenticity of each message;

any pair (𝐶 (𝑟 )
𝑖
, tag(𝑟 )

𝑖
) whose tag does not validate is discarded. For

every valid ciphertext, R parses the KEM and AEAD components,

computes the shared secret via the KEM decapsulation, derives the

symmetric key 𝐾
(𝑟 )
𝑖

, and finally decrypts the AEAD ciphertext to

recover the plaintext vector 𝐸
(𝑟 )
𝑖

.

Once all valid vectors have been recovered, R arranges them

as the rows of an (𝑛 × ℓ) matrix, where each column 𝑗 collects all

Algorithm 4: Online Mission Phase — Reconstruction
(Round 𝑟 )
Reconstruction. The Reconstructor R:
• Anonymously receives {(𝐶 (𝑟 )

𝑖
, tag(𝑟 )

𝑖
)}𝑖∈𝐼⊆[𝑛] .

• Derives 𝑘
(𝑟 )
𝐺

= KDF(𝐾𝐺 , 𝑟 ).
• Verifies each tag tag(𝑟 )

𝑖
; otherwise discards the message.

• For each valid ciphertext, decrypts as follows:

(1) Parses

𝐶
(𝑟 )
𝑖

=
(
𝑐𝑡kem, nonce

(𝑟 )
𝑖
, 𝐶
(𝑟 )
sym,𝑖

, 𝐴𝐷
(𝑟 )
𝑖

)
.

(2) Computes the shared secret

𝑠𝑠
(𝑟 )
𝑖

= KEM.Decaps(skR , 𝑐𝑡kem).
(3) Derives the symmetric key

𝐾
(𝑟 )
𝑖

= KDF(𝑠𝑠 (𝑟 )
𝑖
, info𝑟 ) .

(4) Recovers the plaintext vector

𝐸
(𝑟 )
𝑖

= AEAD.Dec
(
𝐾
(𝑟 )
𝑖
, nonce(𝑟 )

𝑖
,𝐶
(𝑟 )
sym,𝑖

, 𝐴𝐷
(𝑟 )
𝑖

)
.

• Constructs the (𝑛 × ℓ) matrix of received vectors
𝐸
(𝑟 )
1

.

.

.
𝐸
(𝑟 )
𝑛

 =

𝜎
1,(𝑟 )
1

· · · 𝜎
ℓ,(𝑟 )
1

.

.

.
. . .

.

.

.

𝜎
1,(𝑟 )
𝑛 · · · 𝜎

ℓ,(𝑟 )
𝑛

 .
• For each column 𝑗 attempts to identify a subset of 𝑡- non

dummy shares that interpolate to a polynomial of degree

𝑡 − 1, and recovers𝑀 𝑗 = 𝑓
(𝑟 )
𝑗
(0).

• If one such subset exists, add 𝑗 to PSI(𝑟 ) .

Algorithm 5: Online Mission Phase — Handover
(Round 𝑟 )
Handover. The Reconstructor R:
• Broadcasts PSI(𝑟 ) to all 𝑃𝑖 .

Each participant 𝑃𝑖 :

• Saves PSI
(𝑟 )

in LastPSI.
• Computes

(
PSI(𝑟 )

)c
∩ 𝑆c𝑖 .

• Computes

(
PSI(𝑟 )

)c
∩ 𝑆𝑖 .

contributions for zone 𝑗 . For each column, R attempts to identify

a subset of 𝑡 non-dummy entries that interpolate to a polynomial

of degree 𝑡 − 1 over F; if such a subset exists, the corresponding

secret 𝑀 𝑗 = 𝑓
(𝑟 )
𝑗
(0) is successfully reconstructed. Every index 𝑗

for which a valid interpolation is found is added to the public set

PSI(𝑟 ) , which contains exactly the zones that have been explored

by at least 𝑡 participants in round 𝑟 .

Handover phase. After completing the reconstruction step of

round 𝑟 , the Reconstructor broadcasts the set PSI(𝑟 ) , which con-

tains exactly the coordinates for which at least 𝑡 valid shares were

received.
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The sequence PSI(1) , PSI(2) , . . . is monotone increasing: once a

coordinate reaches the threshold in some round, it remains con-

firmed in all subsequent rounds. This property ensures that once a

coordinate has reached the threshold, participants no longer con-

tribute valid shares for it. The Reconstructor can immediately dis-

card that column in subsequent rounds without performing a full

interpolation attempt. More importantly, monotonicity prevents a

semi-honest Reconstructor from performing differential attacks by

comparing the evolution of the public output across rounds to infer

which participants contributed new information.

Upon receiving PSI(𝑟 ) , each participant stores it as LastPSI and
uses it to update its local exploration strategy. The set of globally un-

explored coordinates, those not in PSI(𝑟 ) , is the only region where

new information can still be contributed. Each participant identifies

which of these coordinates has not yet been visited, i.e. have not yet

reached the threshold, guiding its next-round movement toward

areas that may still help the swarm reach consensus. These coordi-

nates must be resubmitted in the next round to prevent differential

leakage: without this step, the Reconstructor could observe which

positions in the encrypted vectors transition from dummy to valid

shares and infer newly explored coordinates for each participant.

By ensuring that participants always include both newly explored

and previously explored but unconfirmed coordinates, the proto-

col prevents the Reconstructor from distinguishing incremental

contributions or linking ciphertext patterns across rounds.

However, such strategies are developed fully locally and inde-

pendently, and collision risks rise in likelihood as the remaining

unexplored areas shrink in number. To solve this, each drone must

rely on short-term collision avoidance mechanisms, or integrate

with other privacy-aware trajectory negotiation systems. Such sys-

tems are outside the scope of this research. We discuss this area

further in Section 9.

5.3 Robustness Considerations
As mentioned in Section 3, each individual member can only cover

one of the three roles. Collusion between multiple parties of differ-

ent roles critically weakens the threshold-based share validation

mechanism performed by the Reconstructor.

More specifically, access to the Key holder private data from

another role would allow anyone to break threshold safety by gen-

erating 𝑡 − 1 sets of valid shares, reducing the validation problem to

linear time. Collusion between the Reconstructor and 𝑘 Participants

would have a similar effect, reducing the required threshold to 𝑡 −𝑘 .
The protocol also exhibits several operational properties that are

relevant for understanding its behavior across rounds and under

imperfect communication conditions.

In every iteration, each participant transmits both the newly

explored shares and the subset of previously explored but still

unconfirmed shares. This design allows the system to reuse com-

putations from earlier rounds while preventing differential attacks:

no participant ever reveals incremental changes in its private set,

and the Reconstructor cannot infer sub-threshold contributions in

previous rounds from confirmed coordinates in the current round.

In practical deployments, the Reconstructor may receive only a

subset of the expected messages due to packet loss, intermittent

connectivity, or temporary communication failures. The protocol

remains correct under such conditions: reconstruction proceeds

over the available shares, and any coordinate that does not reach the

threshold is simply treated as under-threshold, without revealing

whether missing contributions correspond to unexplored regions

or to transmission issues. This prevents partial information from

leaking operational details and preserves the privacy guarantees of

the scheme. Furthermore, replayed or duplicated packets cannot

affect the outcome, as MAC verification and share validation ensure

that stale or malformed contributions are discarded. As a result,

the system maintains robustness even in unreliable or adversarial

communication environments.

5.4 Complexity Discussion
For each column 𝑗 , the Reconstructor must identify a subset of at

least 𝑡 shares that lie on a polynomial of degree 𝑡 − 1. Since dummy

shares are sampled uniformly at random and are computationally

indistinguishable from real shares, this search is combinatorial in

the worst case. More specifically, the reconstruction algorithm has

a runtime complexity of

𝜏𝑡 · 𝐿 ·
(
𝑁

𝑡

)
,

where 𝜏𝑡 is the time to validate a 𝑡-degree polynomial via Lagrange

interpolation, 𝐿 is the number of coordinates, and

(𝑁
𝑡

)
is the com-

bination of 𝑡-sized subsets among 𝑁 participants’ shares for that

coordinate.

However, in our target deployment 𝑁 ≤ 1000 and the number

of honest contributions per column is limited; in practice, incon-

sistent subsets can be discarded early, and a simple incremental

interpolation strategy suffices. We therefore treat the reconstruc-

tion step as efficient under our concrete parameter regime, while

acknowledging its worst-case exponential nature.

6 Security Analysis
In this section we analyze and prove the security of the YOSO-based

𝑡-PSI exploration protocol under different adversarial models. We

begin by introducing the common notation and the cryptographic

assumptions (Section 6.1); then we consider semi-honest (honest-

but-curious) adversaries, focusing on two corruption scenarios:

a semi-honest Reconstructor and a semi-honest coalition of par-

ticipants of size less than 𝑡 (Section 6.2); and finally, we discuss

and prove the resilience of the protocol against active, man-in-the-

middle adversaries that may deviate from the prescribed behavior

or tamper with the communication channels (Section 6.3).

6.1 Security Assumptions for Semi-Honest
Adversary and MITM Attacks

We state the common security assumptions we require to our cryp-

tographic functions, in order to prove security both in presence

of Semi-Honest Adversary and a MITM adversary having capabil-

ities described in Section 3.1. We assume the following standard

cryptographic properties:

• Shamir secret sharing over F is information-theoretically

secure: any set of fewer than 𝑡 shares reveals no information

about the secret.

• The KEM is IND-CCA secure.
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• The AEAD scheme is IND-CCA and INT-CTXT secure.

• The KDF is a pseudorandom function keyed by 𝐾𝐺 .

• The MAC is existentially unforgeable under chosen-message

attacks under keys 𝑘
(𝑟 )
𝐺

= KDF(𝐾𝐺 , 𝑟 ).

6.2 Security Against Semi-Honest Adversaries
We now prove the security of our protocol against a semi-honest

adversary A, under the assumptions of Section 6.1; we show that

such an adversary learns nothing beyond the protocol outputs and

the public transcript. To do this, our proof follows the standard

simulation-based paradigm: for each corruption scenario, we con-

struct a PPT simulator that reproduces the adversary’s view in an

indistinguishable way, i.e. whose output distribution is computa-

tionally indistinguishable from the adversary’s real view; therefore

we obtain that no PPT adversary can distinguish whether it is inter-

acting with a real execution of the protocol or with the simulator.

In particular, since the simulator only uses the protocol outputs

and the public transcript as input, this implies that A cannot learn

anything beyond this information.

Theorem 6.1 (Semi-honest security of the YOSO Exploration Pro-

tocol). Under the assumptions of Section 6.1, the YOSO Exploration
Protocol is secure in the semi-honest model against any polynomial-
time adversary corrupting either:

(1) the Reconstructor R alone; or
(2) any subset of participants {𝑃𝑖 }𝑖∈𝑆 with |𝑆 | < 𝑡 .

In particular, such an adversary learns nothing beyond:

• the protocol outputs (the reconstructed zone secrets 𝑀 𝑗 for
which at least 𝑡 valid shares are received); and
• the public transcript (ciphertexts, tags, and broadcast mes-
sages).

Proof. We construct simulators for each adversarial case and

show that their simulated views are computationally indistinguish-

able from the real ones.

Case 1: Semi-honest Reconstructor. The real view of R consists of:

• its keys (skR , 𝐾𝐺 );
• the ciphertexts (𝐶 (𝑟 )

𝑖
, tag(𝑟 )

𝑖
) received in each round;

• the decrypted vectors 𝐸
(𝑟 )
𝑖

; and

• the reconstructed secrets𝑀 𝑗 .

We build a simulator SimR as follows.

(1) Simulating KEM+AEAD ciphertexts. For each real cipher-
text

𝐶
(𝑟 )
𝑖

= (𝑐𝑡kem, nonce(𝑟 )𝑖
,𝐶
(𝑟 )
sym,𝑖

, 𝐴𝐷
(𝑟 )
𝑖
),

the simulator samples:

• 𝑐𝑡★kem as a random public key (identical distribution to an

ephemeral KEM key);

• nonce(𝑟 )★
𝑖

uniformly at random;

• 𝐶 (𝑟 )★sym,𝑖
as a uniformly random string of the same length as

𝐶
(𝑟 )
sym,𝑖

;

• 𝐴𝐷 (𝑟 )★
𝑖

either as the same public metadata prescribed by

the protocol (e.g., the round index 𝑟 ), or as any value con-

sistent with the allowed public information.

By IND-CCA security of the KEM+AEAD public-key encryp-

tion scheme, and since 𝐴𝐷
(𝑟 )
𝑖

contains only public metadata,

this simulated distribution is indistinguishable from the real

one, even to an adversary holding skR .
(2) Simulating MAC tags. Since SimR knows 𝐾𝐺 , it computes

𝑘
(𝑟 )
𝐺

= KDF(𝐾𝐺 , 𝑟 ) and outputs

tag(𝑟 )★
𝑖

=MAC
𝑘
(𝑟 )
𝐺

(𝐶 (𝑟 )★
𝑖
∥ 𝑟 ).

Thus the distribution of tags in the simulated view is identical

to that in the real execution.

(3) Simulating plaintext vectors 𝐸 (𝑟 )
𝑖

. The simulator knows

only which secrets𝑀 𝑗 are reconstructed (the protocol out-

put). For each zone 𝑗 :

• If 𝑀 𝑗 is not reconstructed, the simulator samples 𝜎
𝑗,(𝑟 )★
𝑖

uniformly from F ∪ {⊥}.
• If𝑀 𝑗 is reconstructed, the simulator chooses any set of 𝑡

shares interpolating to𝑀 𝑗 and fills the remaining entries

with random dummy values.

By the information-theoretic security of Shamir sharing and

the fact that the permutation 𝜋 (𝑟 ) is secret, this distribution
is identical to the real one from the perspective of R.

(4) Anonymity. Because each ciphertext uses a fresh ephemeral

key 𝑝𝑘𝑒 and the share indices are permuted by 𝜋 (𝑟 ) , the Re-
constructor cannot link any ciphertext to a specific partici-

pant. The simulator may therefore assign rows arbitrarily.

Thus, the simulated view is indistinguishable from the real one.

Case 2: Semi-honest coalition of participants with |𝑆 | < 𝑡 . The
adversary corrupts a subset 𝑆 ⊂ [𝑛] of participants, with |𝑆 | < 𝑡 .

Its view consists of:

• the local state of the corrupted drones, including their shares

{𝜎 𝑗,(𝑟 )
𝑖
} 𝑗,𝑟 for all 𝑖 ∈ 𝑆 ;

• the master key 𝐾𝐺 and the description of KDF;
• the public key pkR of the Reconstructor;

• the ciphertexts and tags (𝐶 (𝑟 )
𝑖
, tag(𝑟 )

𝑖
) that they generate and

send to R in each round;

• the public broadcast messages (e.g., PSI(𝑟 ) and its comple-

ment) sent during the handover phase.

We construct a simulator Sim𝑆 that, given the corrupted partic-

ipants’ inputs and the global protocol output (the reconstructed

secrets𝑀 𝑗 ), produces a view that is indistinguishable from the real

one.

(1) Simulating Shamir shares. For each zone 𝑗 and round 𝑟 :

• If𝑀 𝑗 is not reconstructed in round 𝑟 , the simulator samples

a random polynomial 𝑓
(𝑟 )
𝑗

of degree 𝑡−1 over F and assigns
to each corrupted participant 𝑃𝑖 (with 𝑖 ∈ 𝑆) the share

𝜎
𝑗,(𝑟 )
𝑖

= 𝑓
(𝑟 )
𝑗
(𝑥𝑖 ). By the information-theoretic security of

Shamir secret sharing, the joint distribution of fewer than

𝑡 shares is independent of 𝑀 𝑗 , so this is consistent with

any underlying secret.

• If 𝑀 𝑗 is reconstructed, the simulator samples a random

polynomial 𝑓
(𝑟 )
𝑗

of degree 𝑡 − 1 conditioned on 𝑓
(𝑟 )
𝑗
(0) =

𝑀 𝑗 and again sets 𝜎
𝑗,(𝑟 )
𝑖

= 𝑓
(𝑟 )
𝑗
(𝑥𝑖 ) for all 𝑖 ∈ 𝑆 .

In both cases, the distribution of the corrupted participants’

shares matches the one in a real execution.
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(2) Simulating ciphertexts and tags. Given the simulated

shares, the master key 𝐾𝐺 , and the public key pkR , the sim-

ulator can faithfully execute the exploration algorithm (Al-

gorithm 3) on behalf of each corrupted participant 𝑃𝑖 , for all

rounds 𝑟 :

• it constructs the sets 𝑆𝑖 and the frontier 𝑆𝑖 − LastPSI, and
builds the vectors 𝐸

(𝑟 )
𝑖

exactly as prescribed;

• it runs the KEM+AEAD encryption procedure using pkR ,
deriving 𝐾

(𝑟 )
𝑖

via KDF and computing 𝐶
(𝑟 )
𝑖

as in the real

protocol;

• it derives the round MAC key 𝑘
(𝑟 )
𝐺

= KDF(𝐾𝐺 , 𝑟 ) and
computes the tag tag(𝑟 )

𝑖
=MAC

𝑘
(𝑟 )
𝐺

(𝐶 (𝑟 )
𝑖
∥ 𝑟 ).

Since Sim𝑆 follows exactly the same algorithms as the cor-

rupted parties, the distribution of (𝐶 (𝑟 )
𝑖
, tag(𝑟 )

𝑖
) in the simu-

lated view is identical to that in a real execution.

(3) Simulating broadcast messages. The broadcast messages

in the handover phase (Algorithm 5) depend only on the

reconstructed secrets 𝑀 𝑗 , i.e., on the protocol output. The

simulator can therefore reproduce PSI(𝑟 ) and its complement

exactly as in the real protocol, and the corrupted partici-

pants’ local updates of LastPSI and their local computations(
PSI(𝑟 )

)c
∩ 𝑆c𝑖 follow deterministically.

Thus, for any coalition of fewer than 𝑡 participants, Sim𝑆 can

reconstruct their entire view from their inputs and the protocol

output, and this view is identically distributed to that in a real

execution. In particular, the coalition learns nothing about any

unreconstructed secret 𝑀 𝑗 beyond what is implied by the public

transcript and the reconstructed values.

Conclusion. In both adversarial cases, a simulator can reproduce

the adversary’s view using only the protocol output and public

information. Therefore, the protocol is semi-honest secure. □

6.3 Security Against MITM Adversaries
Wenowdiscuss security against an active network adversarymount-

ing man-in-the-middle (MITM) attacks on the communication be-

tween participants 𝑃𝑖 and the Reconstructor R. We assume that the

adversary can arbitrarily intercept, drop, delay, reorder, and modify

messages on the network, but does not compromise the long-term

keys (skR , 𝐾𝐺 ) nor the internal state of honest parties.
Theorem 6.2 (MITM robustness of the communication layer). Un-
der the assumptions of Section 6.1, any polynomial-time man-in-the-
middle adversary controlling the network cannot:

(1) learn any additional information about the plaintext vectors
𝐸
(𝑟 )
𝑖

beyond what is implied by the protocol outputs; nor
(2) inject or modify messages so that they are accepted by R as

valid ciphertexts for a given round 𝑟 , except with negligible
probability.

Proof. We separate confidentiality and integrity/authenticity.

Confidentiality. Each message from 𝑃𝑖 to R is encrypted using

a fresh ephemeral KEM keypair and an AEAD scheme under a

key derived from the shared secret 𝑠𝑠 via the KDF. By IND-CCA

security of the KEM+AEAD public-key encryption scheme, even

a fully active network adversary who does not know skR cannot

distinguish the ciphertexts from encryptions of random messages.

Hence, the adversary learns no additional information about 𝐸
(𝑟 )
𝑖

beyond what is revealed by the protocol output.

Integrity and authenticity. There are two layers of integrity:

• AEAD integrity (INT-CTXT): any modification of the cipher-

text component 𝐶
(𝑟 )
sym,𝑖

or of the associated data 𝐴𝐷
(𝑟 )
𝑖

will

cause AEAD.Dec to fail, except with negligible probability.

Thus, an adversary cannot alter the encrypted vector 𝐸
(𝑟 )
𝑖

without being detected.

• Round MAC under 𝑘 (𝑟 )
𝐺

: even if the adversary replaces the

entire ciphertext 𝐶
(𝑟 )
𝑖

with an arbitrary value, it must also

produce a valid tag tag(𝑟 )
𝑖

= MAC
𝑘
(𝑟 )
𝐺

(𝐶 (𝑟 )
𝑖
∥ 𝑟 ) in order

for R to accept the message. By EUF-CMA security of the

MAC and the fact that 𝑘
(𝑟 )
𝐺

is unknown to the adversary, the

probability of forging such a tag is negligible.

Since the adversary only observes ciphertexts and tags, and does not

know skR nor the round keys derived from𝐾𝐺 , it cannot extract any

information about 𝐸
(𝑟 )
𝑖

beyond what is revealed by the protocol

output. Therefore, any attempt to inject or modify messages so

that they are accepted as valid by R succeeds only with negligible

probability.

Conclusion. Combining confidentiality (IND-CCA KEM+AEAD)

with integrity and authenticity (INT-CTXT AEAD + EUF-CMA

MAC), we obtain robustness against man-in-the-middle attacks

on the communication channel between 𝑃𝑖 and R in the stated

model. □

7 Evaluation
We implement the protocol and evaluate it systematically to support

a comprehensive validation of both correctness and performance.

The implementation is written in C++ and relies on cryptographic

primitives provided by BoringSSL[22]. In particular, we analyze

the scaling behavior of: (i) Key-Holder parameter generation, (ii)

Participant row encryption, (iii) Reconstructor row decryption and

reconstruction. These experiments are performed across controlled

variations of core system parameters, including input set size, num-

ber of participants, and minimum reconstruction threshold, thus

supporting a more complete and rigorous evaluation of the pro-

tocol’s practical behavior. The full anonymized code for the test

implementation is made available on Figshare
1
.

Experimental Setup. We performed our tests on an MSI GF63

laptop, running an Intel(R) Core(TM) i7-10750H CPU @ 2.60GHz

with 12 logical cores and 16 GB of RAM.

We have additionally tested all computations performed by the

Participant role on a Raspberry Pi 400, with a Broadcom BCM2711

quad-core Cortex-A72 (ARM v8) 64-bit SoC @ 1.8GHz and 4 GB of

RAM.

We have timed a number of critical areas of the proposed pro-

tocol across various parameter values, demonstrating the existing

bottlenecks and the performance scaling at different parameter

configurations. These practical results align with the expected com-

putational complexity of each step of the protocol.

1
https://figshare.com/s/631e6018c63d13d1fb0c
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Table 1: Memory overhead of current implementation for
key data structures. Column 3 contains practical figures for
(𝑁 = 64, 𝐿 = 1000, 𝑅 = 10).

Individual share 𝑠 113𝐵

Participant row for round 𝑟 𝐿 · 𝑠 113𝐾𝐵

Participant Packet 𝑀𝐴𝐶 (𝐸𝑛𝑐 (𝐿 · 𝑠) +𝐴𝐷) 113.1𝐾𝐵

Participant Share Matrix 𝑅 · 𝐿 · 𝑠 1.13𝑀𝐵

Reconstructor Share Matrix 𝑁 · 𝐿 · 𝑠 7.23𝑀𝐵

Full Keyholder Matrix 𝑅 · 𝑁 · 𝐿 · 𝑠 72.3𝑀𝐵

𝑃𝑆𝐼 𝐿 bits 125𝐵
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Figure 1: Performance comparison of KH parameter genera-
tion over number of participants.

7.1 Experiments
The first evaluated component of the protocol is the key-holder

initialization and parameter generation procedure outlined in Al-

gorithm 1. As expected, apart from generating fixed-size elements

such as the Reconstructor key pair, the algorithm’s cost is domi-

nated by the construction of the share matrix for each participant.

In practice, the key-holder generates a degree 𝑡 − 1 polynomial per

coordinate, per round, and per participant. Therefore, the compu-

tational effort grows linearly with each of these parameters. We

perform 100 KeyHolder initializations for 𝐿 = 1000 coordinates, up

to 128 participants 𝑁 , and up to 7 threshold 𝑡 . Figure 1 presents the

average execution time, highlighting this linear relationship with

respect to the number of participants. Standard deviation is lower

than 10% of total runtime for all configurations tested, dropping

below 5% in all configurations with 128 participants.

Next, we evaluate the Exploration phase row encryption and

decryption procedures detailed in Algorithm 3. As indicated by the

algorithm, each Participant independently encrypts its own vector

(i.e., row) while the Reconstructor processes decryption on a per-

row basis. Consequently, the computational cost scales solely with

the size of the input, namely the maximum number of coordinates,

as indicated in Table 1. Other protocol parameters, including the

threshold value, do not affect the performance of these operations.

For row encryption, which is executed by the Participant, the ex-

periments were conducted on a Raspberry Pi 400, representative of

a typical on-board companion computer used in UAV applications.

For all other tests where our model does not expect a constrained

computing model we utilize the MSI GF63 laptop. In both cases,

we perform a statistical analysis over 100 runs of the individual

Participant process for encryption, and Reconstructor process for

decryption. The corresponding performance results are presented

in Figure 2. The standard deviation on these tests was also consis-

tently below 10% of average runtime.

Finally, we tested end-of-round matrix reconstruction, as de-

scribed in Algorithm 4. This is the most significant bottleneck of

the algorithm, as the Reconstructor is required to test

(𝑁
𝑡

)
subsets

of potential shares for each coordinate. This formulation grows

exponentially with the threshold 𝑡 , which must therefore be chosen

carefully depending on the computing capabilities of the Recon-

structor in a practical setting.

Figure 3 contains a log-scale graph detailing reconstruction time

per individual coordinate. We perform the average over 1000 coor-

dinates for parametrizations where the resulting processing time

is feasible. For extreme cases, we extrapolate the average cost per

subset verification 𝜏𝑡 and compare our predicted result with the per-

coordinate computing cost on a smaller number of coordinates over

24 hours of runtime. In the case of 𝑁 = 128, 𝑡 = 7, for instance, the

average worst-case runtime (i.e., the average cost to evaluate every

possible subset combination of a coordinate) in our testing setup for

each coordinate is 14959.3 seconds (slightly over 4 hours), but each

coordinate processed allows us to collect

(
128

7

)
= 94525795200 tim-

ing samples for subset verification. In all cases tested, our standard

deviation is within 5% of the average value reported, and under 2%

on all tests above 32 participants.

7.2 Results and Discussion
To assess the scalability of the proposed system we quantify: (i) the

storage requirements associated with each operational role, (ii) the

bandwidth, and (iii) computing time.

Storage Constraints: Table 1 contains the detailed formulas to de-

termine the main storage constraints of each role, plus an additional

column demonstrating their values in our current implementation

for 𝑁 = 64, 𝐿 = 1000, 𝑅 = 10 as our reference parametrization,

where 𝑁 is the number of Participants, 𝐿 is the number of coor-

dinates, and 𝑅 is the number of rounds. These parameters were

selected to reflect realistic large-scale deployment scenarios while

preserving computational feasibility.

In our implementation, each role’s local storage is dominated by

the corresponding share matrix, with less than 1 kB taken by other

fixed-size elements such as keypairs. Consequently, the estimated

storage at our chosen parameters is 1.13 MB, 72.3 MB and 7.23 MB

for Participants, KeyHolders, and Reconstructors respectively.

The scaling factors described in the second column of Table 1

may be used to adjust the storage, bandwidth and computing time

estimates corresponding to each role depending on practical ap-

plication requirements. As we will discuss further in following

paragraphs, the effects of fixed overhead factors is very limited

compared to the scaling factors of these parameters. This is espe-

cially relevant for computing time measurements.
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Figure 2: Performance comparison of participant’s encryption of one share vector and the corresponding reconstructor’s
decryption over number of coordinates.
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Figure 3: Performance comparison of Reconstructor matrix
reconstruction over number of participants.

Bandwidth: Bandwidth-wise, the overhead added by each partici-

pant’s encryption of the current round’s potential shares is minimal

at 100 bytes. With our standard parameters, each drone transmits

a single message of 113.1 𝑘𝐵 each round. Based on existing lit-

erature and technical documents, we estimate that on a simple

on-board computer such as a Raspberry Pi 4, encryption of this

payload via the chosen AES-GCM implementation would require

135-145𝑚𝐽 [14] , while transmission over 802.11ac WiFi at a typical

10 𝑀𝐵𝑝𝑠 data rate would require roughly 30-50𝑚𝐽 [24]. On real

hardware in a practical scenario, these energy figures may vary

significantly depending on a combination of electronic and cyber-

physical factors such as available antennas, radio communication

standards, data rate, high-power states and transmission power,

network congestion, obstacles, and other environmental factors.

For instance, the Cortex A53 CPU available on the Raspberry Pi 3

models, while somewhat similar in terms of throughput [46], is

significantly less power efficient in GCM encryption, consuming

up to 94% extra energy per kB [14]. Also note that the versions of

ARM Cortex A53 and A72 installed on the Raspberry Pi 3 and 4

respectively do not offer hardware extensions to accelerate AES

encryption and decryption.

On the Reconstructor side, we receive𝑁 packets, totaling roughly

7.23𝑀𝐵, and transmit a single packet containing the current 𝑃𝑆𝐼 .

Energy measurements for the Reconstructor are not relevant to

this discussion as it is not considered a constrained device, and are

difficult to estimate regardless because of the significant incentive

to parallelize and batch its workload as we discuss later.

Computing Time: The results of the timing tests described in

Section 7.1 are available in Figures 1, 2, and 3. We rely on the

scaling factors in Table 1 in order to focus on the most critical

parametrization for each timing test. More specifically, we focus

on threshold values and number of participants for initialization

and reconstruction, while for encryption and decryption of share

vectors we focus on number of coordinates, as payload size is solely

dependent on that parameter.

Our experiments confirm the effectiveness of excluding the con-

strained hardware sections of our system from the most computa-

tionally intensive tasks. In our tests, even at the largest map size

considered (25600 coordinates), encryption is resolved in the order

of the tenths of second on our Raspberry Pi 400 test environment.

In terms of overall computing time, the clear bottleneck of the

entire protocol is the reconstruction algorithm. The protocol ini-

tialization process may encounter scaling issues when processing

large maps for a large number of parties, but those same parameters

are significantly more problematic when considering the effective

scaling of matrix reconstruction. However, the most critical param-

eter when considering reconstruction is the minimum threshold

value 𝑡 .

While the time to process 𝑡-degree polynomials grows slightly

with 𝑡 , from roughly 1.3 𝜇𝑠 at threshold 2 to to 1.7 𝜇𝑠 at threshold

7, the most impactful component of the complexity formula dis-

cussed in Section 5.4 remains the

(𝑁
𝑡

)
combinations which form the

potential subsets to be tested.

Threshold values should be set depending on the application-

specific required level of redundancy for each region, acceptable
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wait times, number of participants, and available computing power.

On our testing hardware, at 𝑡 = 5 and 𝑁 = 64, we can guarantee

worst-case performance of 1.12 seconds per coordinate evaluation.

However, similar performance can be achieved at 𝑡 = 7 over 32

participants, or at 𝑡 = 4 over 128 participants.

Although these scaling limitations are substantial, in practice

their impact is reduced through several optimizations that preserve

the protocol’s cryptographic soundness.

First, computations for individual coordinates are fully inde-

pendent. This independence enables parallel execution of all algo-

rithms, with the exception of the vector encryption and decryption

primitives. The most pronounced performance gains arise in the

initialization and reconstruction phases, where per-coordinate par-

allelization can significantly reduce overall runtime.

Second, during reconstruction, each candidate subset can be eval-

uated independently. As soon as one subset succeeds, processing

for that coordinate can terminate immediately. This short-circuit

behavior yields considerable speedups, particularly when the re-

construction workload is partitioned into batches and distributed

across multiple computational nodes or endpoints.

Finally, multi-round executions introduce additional optimiza-

tion opportunities. As 𝑃𝑆𝐼𝑟−1 ⊂ 𝑃𝑆𝐼𝑟 , at round 𝑟 the Reconstructor
can skip calculations for any coordinate 𝑗 ∈ 𝑃𝑆𝐼𝑟−1 entirely. Each
participant is already serving dummies for those coordinates, in or-

der to protect themselves more effectively from differential attacks

such as the one discussed in the handover paragraph in Section

5.2.

8 Ethical Considerations
This work is conceived for civilian, multi-stakeholder contexts such

as disaster response, environmental monitoring, and cooperative

inspection. Although privacy-preserving coordination mechanisms

can, in principle, be applied to more sensitive domains (e.g, surveil-

lance, crowd sensing, or military operations), our protocol is not

designed or intended to deliver operational advantages in adver-

sarial scenarios. Its contribution lies in improving the efficiency

and robustness of swarm-coordination tasks, without providing

additional capabilities or intelligence over the underlying data.

A recognised limitation arises from the architectural require-

ments of the protocol. The low-trust cooperative setting of our

proposed protocol is by default not aligned with the organization

standards of cooperative defense missions, being our protocol se-

cure in the semi-honest model. These assumptions are incompatible

with adversarial or contested environments.

Moreover, the protocol does not provide meaningful benefits

to external adversaries or trespassers. Its privacy guarantees are

targeted at preventing insider inference attacks among cooperating

entities, not at enabling covert or unauthorized mapping. The sys-

tem is therefore aligned with civilian cooperation settings where

transparency, accountability, and controlled data sharing are essen-

tial.

9 Conclusion and Future Works
This work introduces a fully anonymous threshold-PSI protocol

tailored for distributed exploration tasks in adversarial and strategi-

cally sensitive environments. By combining Shamir secret sharing, a

YOSO communication architecture, and anonymous authenticated

encryption, our solution achieves threshold correctness without

persistent identities, linkable communication patterns, or authen-

ticated channels tied to long-term keys. The protocol supports

multi-agent scenarios, such as drone-based reconnaissance, where

drones must collaboratively determine which zones have been ex-

plored by at least 𝑡 participants while preserving operational pri-

vacy. We provide formal security guarantees against semi-honest

participants and active man-in-the-middle adversaries, showing

that the protocol ensures threshold privacy, sender anonymity, ci-

phertext unlinkability, and robustness of the communication layer.

The resulting design demonstrates that anonymous threshold-PSI

can be realized efficiently within a YOSO framework, enabling

privacy-preserving coordination even in high-risk settings where

structural anonymity is essential.

FutureWorks. A promising direction for future research concerns

the resilience of the proposed framework against cyber-physical

attacks. In particular, external sensing infrastructures such as radar

systems, RF localization techniques, and acoustic sensors, may in-

fer drone positions or movement patterns independently of the

communication-layer protections considered in this work. More-

over, regulatory frameworks in several countries require drones to

continuously broadcast their position information [19], similarly to

ADS-B transponders in civil aviation. Recent studies on location-

privacy mechanisms aim to mitigate these risks while remaining

compliant with legal requirements and enabling trespasser detec-

tion [8, 51]. Addressing such threats will require the integration of

cross-layer countermeasures that combine secure communications,

mobility obfuscation, and physical stealth techniques. Although a

detailed analysis of these attack vectors is beyond the scope of the

present study, these aspects are currently being investigated as part

of our ongoing research.

Another relevant research direction involves the integration of

advanced collision-detection and avoidance mechanisms into the

proposed framework. The current work assumes standard navi-

gation and built-in safety systems, without explicitly addressing

complex collision scenarios that may arise in highly dynamic or

dense operational environments. Large-scale deployments, in par-

ticular, may require predictive and cooperative avoidance strategies

capable of coping with communication delays and rapidly changing

trajectories. The design and evaluation of such advanced collision-

management solutions remain outside the scope of this work, but

they represent an active area of ongoing investigation.

Finally, future work will also focus on evaluating system perfor-

mance under limited-connectivity conditions, where reconstructors

must operate with partial information, as well as enabling partici-

pants to independently perform reconstruction operations. These

developments wouldmove the framework toward a fully distributed

architecture, supporting autonomous and decentralized local explo-

ration by each participant.
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