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Abstract
Online surveys are frequently used to collect feedback on sensi-

tive topics, yet most deployed platforms rely on authenticated ac-

counts, cookies, or operator-enforced policies to protect anonymity

and limit participation. These approaches offer limited protection

against retrospective deanonymization in the event of database

compromise. The anonymous survey primitive addresses this prob-

lem by enabling authenticated yet anonymous submissions with

at-most-once participation per survey, without requiring a trusted

setup. Current solutions may however be computationally demand-

ing when aiming for large scale deployment.

We revisit this primitive and present CAnonize, a new anony-

mous survey protocol that considerably improves the efficiency

compared to the state of the art, while also relying on weaker com-

putational assumptions and preserving a strong corruption model:

our protocol relies solely on the SXDH assumption in asymmet-

ric bilinear groups (𝑞-type assumptions were used before), and

offers unlinkability under adaptive corruption of the registration

authority, survey authorities, and users, even under full transcript

exposure and post-compromise database leakage.

We confirm the efficiency benefits and practicality of CAnonize
through a prototype implementation in Rust: using the BLS12-381

curves, the running times for submitting and processing a survey

response are below 100ms for the user and for the survey authority.

Keywords
anonymous surveys, privacy enhancing technologies, pairing-based

cryptography, Groth–Sahai proofs, structure-preserving signatures

1 Introduction
Online surveys are widely used to collect feedback on sensitive

topics, including political opinions, health conditions, workplace

misconduct, and regulatory compliance. In such settings, response

accuracy depends critically on respondents’ perceived anonymity.

Empirical evidence demonstrates that stronger anonymity and con-

fidentiality guarantees increase truthful disclosure, in some cases

by double-digit percentage points compared to identifiable set-

tings [38, 47].
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In practice, however, most survey platforms rely on access con-

trol, authenticated accounts, or operator-enforced policies to limit

participation and protect confidentiality. Even when responses are

stored without explicit identifiers, operators frequently retain meta-

data (e.g., login state, IP addresses, device identifiers) that can enable

retrospective linkage. Moreover, large-scale data breaches routinely

expose stored personal information due to external compromise,

misconfiguration, or insider misuse [54], while regulatory frame-

works increasingly constrain the collection and retention of per-

sonally identifiable information [36, 57].

These considerations motivate cryptographic survey mecha-

nisms that provide anonymity and participation integrity by design,
such that compromise of stored survey data does not enable ret-

rospective deanonymization and correctness does not rely on a

trusted online authority.

Anonymous Surveys. Hohenberger et al. formalized the primi-

tive of authenticated yet anonymous surveys without trusted third

parties and, as a first instantiation, proposed the Anonize anony-
mous survey protocol [35]. Anonize achieves authenticated yet

anonymous survey participation without trusted setup and was

deployed in the Brave browser as part of the Brave Rewards system

to compensate content creators for advertising [1], as well as in

universities for class surveys. Anonize, however, remains fairly

demanding from a computational point of view, and Brave moved

to other solutions (Privacy-Pass for user authentication combined

with STAR for telemetry), citing the computational requirements

as one factor motivating the adoption of a different approach (the

need for different features more adapted to telemetry rather than

surveys was another) [25].

An anonymous survey protocol involves three roles: a regis-

tration authority (RA), users, and survey authorities (SA). Users

obtain credentials from the RA. Any user may act as an SA and

instantiate a survey targeting a dynamically defined subset of reg-

istered users. Eligible users can then submit exactly one response

in a non-interactive and anonymous manner.

An anonymous survey scheme aims to provide three core prop-

erties:

• Unlinkability. For any two honest users eligible for a survey,

their responses are computationally indistinguishable, even

if the RA, the SAs, and any subset of users are adaptively

corrupted and colluding.

• Correctness. Only authorized users can submit responses to

a given survey.

• Security against malicious users. Each authorized user can

contribute at most one response per survey.
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We use the strong corruption model of Hohenberger et al. [35] used

for Anonize, in which the RA, SAs, and users may be adaptively

corrupted. In particular, unlinkability must hold even if survey tran-

scripts and stored data are later exposed. That is, compromise of

the survey database after execution must not enable retrospective

deanonymization of honest participants.

These properties ensure that participants’ identities remain pro-

tected while preventing unauthorized or duplicate submissions.

While these guarantees hold at the cryptographic level, the proto-

col does not hide network-level metadata such as IP addresses or

timing information. Mitigating these risks requires complementary

network-level anonymity mechanisms (e.g., mixnets or Tor), which

are assumed to be available separately. Anonize demonstrated the

feasibility of this primitive and motivated real-world deployments.

However, its computational cost and proof sizes are fairly large, com-

ing from the combination of blind signatures, the Dodis–Yampolskiy

PRF, and zero-knowledge proofs requiring straight-line extraction.

This motivates the following question:

Can substantially more efficient authenticated anonymous surveys
with single participation be realized?

As a side question, we are also interested in achieving this goal

while also offering stronger security guarantees. Anonize, which

combines several distinct primitives, relies on multiple computa-

tional assumptions, including ad-hoc assumptions, in the random

oracle model (ROM). We would be interested in designing a mecha-

nism that would rely on a single standard computational assump-

tion (still in the ROM).

Our Contributions. In this work, we design CAnonize, with the

goal of offering considerably better efficiency compared to the state-

of-the-art solution, Anonize. At the same time, we also offer the

same privacy guarantees under weaker computational assumptions.

CAnonize redesigns the credential issuance and the survey sub-

mission mechanisms. It is pairing-based and relies solely on the

SXDH assumption in asymmetric bilinear groups. We work in the

common reference string (CRS) model for Groth–Sahai proofs and

analyze hash-based components in the random oracle model. CAn-
onize relies on a CRS, but it is public-coin and can even be derived

from the random oracle. The CRS does not require any trusted setup

and cannot embed any trapdoor. Furthermore, we only make a mild

use of the random oracle model that does not require rewinding.

More concretely, our contributions are:

• Novel scheme structure. We introduce a fresh CRS deriva-

tion process applied for each new response submission to

ensure secure concurrent extraction in the security model

of Anonize.

• Efficiency improvements. For 128-bit security instanti-

ated over BLS12-381, CAnonize theoretically reduces total

communication per survey instance by 92% and end-to-end

execution time by 70% compared to Anonize.

• Weaker computational assumptions. CAnonize only re-

lies on the SXDH assumption in asymmetric bilinear groups,

in contrast to Anonize which relied on various assumptions,

including 𝑞-type assumptions.

• Security analysis. We prove that CAnonize satisfies the

three core security properties—unlinkability, correctness,

and security against malicious users—under SXDH in the

CRS model and ROM.

• Prototype implementation. We implement the complete

CAnonize workflow for a single survey instance in Rust

using arkworks over the BLS12-381 curve. Our prototype

includes credential issuance, survey creation, authorization,

submission, and verification, and empirically confirms the

predicted performance gains relative to a re-implementation

of Anonize with equivalent security parameters. For instance,

the survey response submission of CAnonize requires ≈
10% of the bandwidth of our optimized re-implementation

of Anonize, and ≈ 24% and ≈ 38% of the user and server

computational requirements.

One of the bottlenecks of Anonize (in bandwidth and time) comes

from the requirement of straight-line extraction. In the Anonize

paper, this is achieved using a transform due to Pass [48], but the

Brave implementation used the more efficient transform due to Fis-

chlin instead [28]. Since then, the Fischlin transform has remained

an active research area, and to make our comparison more robust,

our Anonize re-implementation is based on the state-of-the-art

choice of parameters for the Fischlin transform proposed by Chen

and Lindell [21]. As a result, our baseline is already more efficient

than previously existing parameterization for a given security level.

Technical Overview. At a high level, CAnonize re-architects three
components of Anonize. First, we employ Groth–Sahai proofs to ob-

tain efficient non-interactive proofs for pairing-product and multi-

scalar multiplication equations in bilinear groups. Second, we re-

place blind signatures with a structure-preserving signature scheme

that integrates naturally with pairing-based proof systems, en-

abling efficient proof of credential validity within the Groth–Sahai

framework. Third, we substitute the Dodis–Yampolskiy PRF with

a Naor–Pinkas–Reingold PRF, reducing computational overhead

while maintaining pseudorandomness under SXDH.

A key technical challenge is binding credential presentations

to survey identifiers in a way that enforces single participation

without introducing cross-survey linkability. Single participation is

enforced via a survey-specific pseudorandom tag derived from a

Naor–Pinkas–Reingold PRF, proven correct and well-formed within

the Groth–Sahai framework. Additionally, we carefully manage the

use of the Groth–Sahai CRS to ensure sound extraction while pre-

serving unlinkability, without introducing trusted online trapdoor

holders, by introducing a per-submission CRS derivation mecha-

nism allowing concurrent extraction.

A significant source of efficiency benefits of CAnonize is also
the removal of the need for proofs offering straight-line extraction,

a key bottleneck of Anonize that was also previously identified

by Kondi and Shelat [40]. In particular, the use of Groth–Sahai

proofs with a structure-preserving signature removes the need for

rewinding in the security proofs that was required by the blind

signature scheme used in Anonize.

Organization. The remainder of this paper is organized as fol-

lows. Section 2 reviews related work. Section 3 introduces crypto-

graphic assumptions and building blocks. Section 4 formalizes the

anonymous survey abstraction. Section 5 presents CAnonize and
its security analysis. Section 6 evaluates performance. Section 7
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concludes. Technical details on the Groth–Sahai proofs appear in

Appendix A and Appendix B. The proof of security against mali-

cious users is in Appendix C.

2 Related work
We position anonymous surveys relative to group, ring, and link-

able signatures, anonymous credentials, blacklisting techniques,

e-voting systems, anonymous data collection systems, and com-

mercial survey platforms.

Group, Ring and Linkable Signatures. Group signatures [14, 20]

provide signer anonymity within an explicitly specified set of public

keys. Closer to our anonymous survey architecture and especially

to its registration layer, Zhang et al. [60] introduced a group sig-

nature with certified limited opening based on a two-authority

credential infrastructure, with one for group membership and a

second for certifying a context-specific event, as in anonymous

surveys. In their construction, the key generation center issues

a credential binding the user identity to a public encoding of a

user-generated secret value. Our registration authority similarly

certifies a user identity together with an encoded secret PRF seed.

The key distinction is that, in their construction, the second author-

ity controls signature opening, whereas in our system it governs

participation in the survey. Ring signatures [12, 50, 51] addition-

ally enable an "ad-hoc" selection of the public keys set. List and

linkable ring signatures [18, 29, 41, 42, 55] further support detec-

tion of repeated signatures by the same signer relative to a fixed

tag. Our scheme leverages this idea of a per-context deterministic

token that is unlinkable across contexts to detect duplicate partici-

pation. Constant-size linkable ring signatures [7, 8, 26, 58] are often

constructed using accumulators, and membership is proven using

a witness. Conceptually, the SA-issued per-user credential in our

scheme plays a role analogous to a membership witness. However,

adding a new member requires at least sublinear computational

overhead in the number of users [49] or, to update a public key for

each new member and the witnesses at a cost proportional to the

number of new members since the last update [16]. This limitation

makes traditional accumulator-based approaches less practical for

dynamic surveys where authorized participants may be added at

any time.

Anonymous Credentials and Blacklisting. Anonymous creden-

tial systems [10, 15] allow users to prove possession of certified

attributes without revealing their identity. Modern constructions

such as Idemix [17] provide selective disclosure and unlinkable

repeated presentations of the same credential, properties that are

closely aligned with the anonymous survey setting. However, stan-

dard anonymous credentials do not natively enforce at-most-once
participation per context. Anonymous blacklisting and revocation

schemes [34, 43, 52] enable users to prove that they are not on

a blacklist while preserving anonymity, thereby supporting ac-

cess control in privacy-preserving systems. Yet, blacklist-based

approaches generally rely on a trusted authority to maintain re-

vocation state or incur overhead proportional to the size of the

blacklist. Moreover, they are not designed to enforce single partici-

pation per context without maintaining state that grows with the

number of users or submissions, and may introduce cross-context

linkability. In contrast, anonymous surveys require that creden-

tial presentations remain unlinkable across distinct surveys while

guaranteeing exactly one valid submission per survey. CAnonize
achieves this property with stateless verification, constant-size sub-

missions, and without per-survey revocation lists or overhead that

scales with the user population.

Electronic Voting Systems. Cryptographic e-voting systems [3,

22, 39] provide ballot privacy and election integrity, often with

single-participation enforcement, public verifiability, and universal

auditability. As in our construction, single-participation guarantees

can be achieved using linkable tags. While e-voting and anonymous

surveys share high-level goals, their threat models and system as-

sumptions differ substantially. E-voting schemes typically assume

a fixed voter roll, a global bulletin board, and dedicated tallying

infrastructure (e.g., mixnets or homomorphic aggregation). They

aim to provide public verifiability of election outcomes. In contrast,

anonymous surveys target deployment scenarios with dynamically

defined subsets of users and without universal verifiability, or com-

plex tallying procedures.

Anonymous Data Collection Systems. Anonymous data collection

systems such as PRIO [23], CONAN [61], and Privacy Pass and

STAR [24] replaced Anonize in Brave’s deployment and adapted

related techniques to issue unlinkable tokens for bypassing repeated

challenges such as CAPTCHAs. Unlike anonymous surveys, these

anonymous data collection systems are designed to allow multiple

token redemptions and therefore do not natively enforce at-most-

once participation per context. This tradeoff better matches Brave’s

deployment requirements, which prioritize efficiency and telemetry

functionality over strict single-participation guarantees.

A large body of work additionally studies private aggregation

mechanisms for collecting numerical or structured data [30, 44], par-

ticularly in settings such as federated learning, IoT systems [4, 59],

healthcare [5], and big data analytics [33]. These approaches com-

monly rely on techniques such as homomorphic encryption or

differential privacy to compute aggregate statistics while protect-

ing individual inputs. They are primarily designed for structured

numerical aggregation tasks rather than anonymous collection of

free-form textual responses as considered in survey systems.

Commercial Survey Platforms. Widely used survey platforms

(e.g., Google Forms, SurveyMonkey, LimeSurvey, JotForm) enforce

response limits via authenticated accounts, cookies, or IP-based

mechanisms. These approaches inherently link responses to identi-

fiers or metadata controlled by the platform operator. Even when

identifying fields are omitted from survey responses, the operator

typically retains sufficient auxiliary information to enable retrospec-

tive linkage in the event of compromise. Some platforms advertise

encryption of stored responses, but do not provide cryptographic

guarantees of anonymity against a malicious or compromised op-

erator. In contrast, anonymous survey systems enforce anonymity

and single participation at the cryptographic level, ensuring that

compromise of stored survey data does not enable deanonymization

of past responses.
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3 Preliminaries
We introduce the notation (3.1) and the cryptographic primitives

used in CAnonize, namely the SXDH assumption (3.2), structure-

preserving signatures (3.3), Groth–Sahai proofs (3.4), the Naor–

Pinkas–Reingold PRF (3.5), and a one-time signature scheme (3.6).

We also describe the Fischlin transform (3.7), which we use in our

re-implementation of Anonize to obtain non-interactive proofs of

knowledge with straight-line extraction.

3.1 Notation
We consider:

• G1,G2,G𝑇 as cyclic groups of prime order 𝑞 for a 𝜆-bit prime

𝑞.

• 𝑔,𝑔 as generators of respectively G1 and G2.

• 𝑒 : G1 × G2 → G𝑇 as an efficiently computable non-

degenerate bilinear map.

Together, these elements form the scheme’s public parameters 𝑝𝑝 =

(G1,G2,G𝑇 , 𝑒, 𝑔, 𝑔), defining a prime order bilinear group satisfying

the SXDH assumption.

We denote elements of G2 with a hat, e.g. 𝑔.

3.2 SXDH Assumption
The proposed survey scheme relies on the SXDH assumption.

Definition 1. The Decisional Diffie-Hellman (DDH) problem is
hard inG, a cyclic group of order𝑞 with generator𝑔, if the distributions
(𝑔𝑎, 𝑔𝑏 , 𝑔𝑎𝑏 ) and (𝑔𝑎, 𝑔𝑏 , 𝑔𝑐 ), with 𝑎, 𝑏, 𝑐 ← Z𝑞 , are indistinguishable
by non-uniform polynomial-time adversaries.1

Definition 2. The Symmetric external Diffie-Hellman (SXDH)
assumption assumes the hardness of DDH in both G1 and G2, in
asymmetric pairing configurations.

3.3 Structure-Preserving Signature
Structure-preserving signatures [2] are a class of digital signature

schemes defined entirely in terms of group elements: the public

keys, messages, and signatures are all elements of groups support-

ing efficient bilinear pairings, and the verification equations consist

of pairing product equations. This structure allows for efficient

composition with other cryptographic primitives that also oper-

ate on group elements without requiring additional encoding or

hashing steps.

Jutla and Roy proposed a structure-preserving signature

scheme [37] that integrates well with Groth–Sahai proofs. To the

best of our knowledge, this signature is the most efficient one,

under the SXDH assumption, as it only requires 6 elements for the

signature and two pairing product equations for verification. It is

defined as follows:

1
We consider non-uniform adversaries to account for adversaries against CAnonize
that may receive external advice from the environment, and following the literature

(e.g. [32, 35].)

KeyGen(𝑛) → (𝑠𝑘, 𝑝𝑘).

𝑠𝑘 =(𝑏, 𝑘0, ®𝑙, 𝑑, 𝑒, 𝑘1, · · · , 𝑘𝑛+4, 𝑔𝑘 )
with 𝑏, 𝑘0, 𝑑, 𝑒, 𝑘1, · · · , 𝑘𝑛+4, 𝑘 ← Z𝑞

®𝑙 ← Z𝑛𝑞
𝑝𝑘 =(𝑐01, · · · , 𝑐0𝑛+4, 𝑐1, 𝑐2)

with 𝑎 ← Z𝑞,

(𝑐01, · · · , 𝑐0𝑛+4) = (𝑔𝑘1 ·𝑎, · · · , 𝑔𝑘𝑛+4 ·𝑎)

𝑐1 = 𝑔
𝑘 ·𝑎

𝑐2 = 𝑔
𝑎

Sign(𝑠𝑘, ®𝜇 ∈ G𝑛
1
) → 𝜎 .

𝑟, 𝑡𝑎𝑔← Z𝑞

𝜌 = 𝑔𝑟 , 𝜌 = 𝑔𝑏𝑟 ,𝜓 = 𝑔𝑡𝑎𝑔·𝑟 , 𝜏 = 𝑔𝑡𝑎𝑔

𝛾 = (
𝑛∏
𝑖=1

𝜇
ℓ𝑖
𝑖
) · 𝑔𝑘0+𝑑 ·𝑟+𝑡𝑎𝑔·𝑒 ·𝑟

𝜋 =

𝑛∏
𝑖=1

𝜇
𝑘𝑖
𝑖
· 𝜌𝑘𝑛+1 · 𝜌𝑘𝑛+2 ·𝜓𝑘𝑛+3 · 𝛾𝑘𝑛+4 · 𝑔𝑘

𝜎 = (𝜌, 𝜌,𝜓,𝛾, 𝜏, 𝜋)

Verify(𝑝𝑘, 𝜎, ®𝜇) → 0/1.
(1)

∏𝑛
𝑖=1 𝑒 (𝜇𝑖 , 𝑐0𝑖 ) ·𝑒 (𝜌, 𝑐0𝑛+1) ·𝑒 (𝜌, 𝑐0𝑛+2) ·𝑒 (𝜓, 𝑐0𝑛+3) ·𝑒 (𝛾, 𝑐0𝑛+4) ·

𝑒 (𝑔, 𝑐1)
?

= 𝑒 (𝜋, 𝑐2)
(2) 𝑒 (𝜌, 𝜏) ?

= 𝑒 (𝜓,𝑔)
This structure-preserving signature is EUF-CMA secure, pro-

vided the SXDH assumption holds.

3.4 Groth–Sahai Proofs
Groth–Sahai proofs [32] enable proving the knowledge of witnesses

such that statements about pairing-product equations, multi-scalar

equations, and quadratic equations hold non-interactively in a

witness-indistinguishable manner. The Groth–Sahai proofs follow

the commit-and-prove structure: first, commitments on the wit-

nesses are produced using a random coin, and then corresponding

proof elements are computed using the same random coin (only

proof elements for quadratic equations require the use of supple-

mentary fresh randomness; see Appendix A).

Here, we are interested in the cases where we want to prove

that pairing product equations of the form 𝑒 (𝑋, 𝐵̂) = 𝑇 (type A)

and 𝑒 (𝑋, 𝐵̂)𝑒 (𝐴,𝑌 ) =𝑇 (type B) and multi-scalar equations 𝐴𝑦 =𝑇

(type C) hold, with𝐴,𝑋 ∈ G1, 𝐵̂, 𝑌 ∈ G2, 𝑦 ∈ Z𝑞,𝑇 ∈ G𝑇 and 𝑋,𝑌,𝑦

being the witnesses.

The Groth–Sahai proof system for relation 𝑅 consists of three

probabilistic polynomial time algorithms: a common reference

string generation algorithm CRSGen taking public parameters 𝑝𝑝

as input and outputting a CRS, a prover GenProof taking as input

(𝑝𝑝,CRS, 𝑥,𝑤 ), with 𝑥 the statement and𝑤 the witness and produc-

ing a proof 𝜋 and a verifier VerifyProof taking as input (pp, CRS, x,

𝜋 ) and outputting 1 if the proof is accepted and 0 if it is rejected.

3.4.1 CRS Generation. Depending on the needs, the CRS is of the

form ( ®𝑔1, ®𝑔2) or ( ®̂𝑔1, ®̂𝑔2) where ®𝑔1, ®𝑔2 ∈ G2

1
constitute commitment
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keys for the group G1 and
®̂𝑔1, ®̂𝑔2 ∈ G2

2
constitute commitment keys

for the group G2.

The Groth–Sahai proofs support two types of CRS distributions:

a perfectly binding one and a perfectly hiding one. Those two dis-

tributions are computationally indistinguishable under the SXDH

assumption [32]. Under SXDH, when committing to group elements,

linearly independent CRS vectors produce perfectly hiding commit-

ments and perfectly witness-indistinguishable proofs. On the other

hand, linearly dependent CRS vectors produce perfectly binding

commitments and perfectly sound proofs. When committing to an

exponent 𝑥 ∈ Z𝑞 , linearly independent CRS vectors can be gener-

ated to produce perfectly binding commitments to 𝑔𝑥 and perfectly

sound proofs, while linearly dependent CRS vectors produce per-

fectly hiding commitments and perfectly witness-indistinguishable

proofs.

Groth–Sahai proofs instantiated under a binding CRS produce

perfectly binding commitments that uniquely determine the com-

mitted value 𝑥 if 𝑥 ∈ G1 or G2 or to 𝑔
𝑥
if 𝑥 ∈ Z𝑞 , which can be

computed by a reduction holding the CRS trapdoor. We refer to

this property as extractability.

3.4.2 Proof Generation and Verification. Groth–Sahai proofs consti-
tute a commit-and-prove system, where the prover first commits to

the witnesses and then produces proof elements. The commitments

on values in G1,G2 and Z𝑞 are defined in table 5 in Appendix A.

The proof elements for the different types of equations are defined

in table 6 in Appendix A. For each type of equation, the verification

equations verifying the validity of the given proof are given in

table 7 in Appendix A.

3.4.3 Cost. For each type of equation, the size of the proofs is

presented in table 1 in terms of the number of elements in G1 and

G2. The table also shows the computational cost of each type of

proof, in terms of the number of exponentiations and the number

of multiplications in G1 and G2.

Table 1: Size as number of elements in G1,G2 and number of
operations of the proofs for the three types of equations

# el.

G1

# el.

G2

Exp.

G1

Mult.

G1

Exp.

G2

Mult.

G2

𝑒 (𝑋, 𝐵̂) =𝑇 2 2 4 3 2

𝑒 (𝑋, 𝐵̂) ·
𝑒 (𝐴,𝑌 ) =𝑇 6 6 14 9 14 9

𝐴𝑦 =𝑇 1 2 1 5 3

3.4.4 Security Guarantees. The Groth–Sahai proof protocol is a
non-interactive witness-indistinguishable proof with perfect com-

pleteness, perfect soundness, and composable witness-indistingui-

shability for the satisfiability of a set of equations over a bilinear

group where the SXDH problem is hard. Note that in the case of

multi-scalar equations, zero-knowledge can be obtained in addition

to witness-indistinguishability.

Composable witness-indistinguishability means that a simulated

CRS is computationally indistinguishable from a real CRS and when

the CRS is simulated, there is no information to distinguish the

different witnesses that have been used for constructing the proofs.

Definition 3 (Perfect completeness). We say that (CRSGen,
GenProof, VerifyProof) is perfectly complete if for all adversaries 𝐴
we have

Pr


CRS← CRSGen(𝑛, pp);
(𝑥,𝑤) ← 𝐴(pp,CRS);
𝜋 ← GenProof(pp,CRS, 𝑥,𝑤)

:

VerifyProof(pp,CRS, 𝑥, 𝜋) = 1

if (pp, 𝑥,𝑤) ∈ 𝑅

 = 1.

Definition 4 (Perfect soundness). We say that (CRSGen,GenProof,
VerifyProof) is perfectly sound if for all adversaries 𝐴 we have

Pr

[
CRS← CRSGen(𝑛, pp);
(𝑥, 𝜋) ← 𝐴(pp,CRS) :

VerifyProof(pp,CRS, 𝑥, 𝜋) = 0

if �𝑤 such that (pp, 𝑥,𝑤) ∈ 𝑅

]
= 1.

Definition 5 (Composable witness-indistinguishability). We say
(CRSGen,GenProof,VerifyProof) is composable witness-indistinguishable,
if there is a probabilistic polynomial time simulator 𝑆 , such that for
all non-uniform polynomial time adversaries 𝐴 we have

Pr

[
CRS← CRSGen(𝑛, pp); : 𝐴(pp,CRS) = 1

]
≈ Pr

[
CRS← 𝑆 (𝑛, pp) : 𝐴(pp,CRS) = 1

]
,

and for all adversaries 𝐴 we have

Pr


CRS← 𝑆 (𝑛, pp);
(𝑥,𝑤0,𝑤1) ← 𝐴(pp,CRS);
𝜋 ← GenProof(pp,CRS, 𝑥,𝑤0)

: 𝐴(𝜋) = 1


= Pr


CRS← 𝑆 (𝑛, pp);
(𝑥,𝑤0,𝑤1) ← 𝐴(pp,CRS);
𝜋 ← GenProof(pp,CRS, 𝑥,𝑤1)

: 𝐴(𝜋) = 1

 ,
where we require (pp, 𝑥,𝑤0), (pp, 𝑥,𝑤1) ∈ 𝑅.

3.5 Naor–Pinkas–Reingold PRF
The function 𝑓 𝐻

𝑘
(𝑥) := 𝐻 (𝑥)𝑘 , where 𝐻 : {0, 1}∗ → G, is a PRF

under the idealized assumption that 𝐻 behaves as a random oracle

and that DDH is hard in G [45].

3.6 One-Time Signature
One-time signature schemes are digital signature schemes where

each key pair must be used exactly once. We use the following

one-time signature, for 𝑔, ℎ ← G1:

𝑂KeyGen(𝑛) :
𝑜𝑠𝑘 = (𝑎, 𝑏, 𝑐, 𝑑) with 𝑎, 𝑏, 𝑐, 𝑑 ← Z𝑞

𝑜𝑣𝑘 = (𝑔𝑎ℎ𝑏 , 𝑔𝑐ℎ𝑑 )
OSign(𝑜𝑠𝑘,𝑚 ∈ Z𝑞) :

𝜎 = (𝑎 + 𝑐𝑚,𝑏 + 𝑑𝑚)
𝑂Verify(𝑜𝑣𝑘, 𝜎,𝑚) :

𝑜𝑣𝑘1 · 𝑜𝑣𝑘𝑚2
?

= 𝑔𝜎1 · ℎ𝜎2

To the best of our knowledge, this one-time signature is one of the

shortest whose security relies on an assumption implied by SXDH.

Here, both the size of the one-time public key and the signature

matter. This one-time signature is inspired by Groth’s work [31].

While for a single use of the scheme our public key and our signature

have the same size, we can reuse a generator h across many key

generations so that the ephemeral one-time public key eventually
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consists of two group elements (saving one). Moreover, and unlike

Groth, our signing algorithm is deterministic and does not need

to divide scalars. Nevertheless, those advantages do not have a big

impact on the whole survey (in space and time).

Definition 6 (SUF-1CMA). We say that a one-time signature scheme
(OKeyGen,OSign,OVerify) is strongly unforgeable under a one-time
chosen-message attack if for all probabilistic polynomial-time ad-
versaries 𝐴, the following probability is negligible in the security
parameter 𝑛:

Pr


(osk, ovk) ← OKeyGen(𝑛);
𝑚0 ← 𝐴(ovk);
𝜎0 ← OSign(osk,𝑚0);
(𝑚1, 𝜎1) ← 𝐴(𝜎0);
(𝑚1, 𝜎1) ≠ (𝑚0, 𝜎0) ∧ OVerify(ovk, 𝜎1,𝑚1) = 1


.

The one-time signature scheme described above is SUF-1CMA

secure under the SXDH assumption.

Indeed, the signature defines two linear functions of the message

with the secret key as coefficients. A signature on one message

reveals one point on each line. Producing a valid signature on a

second, distinct message reveals a second independent evaluation.

Two evaluations uniquely determine the underlying linear functions

and hence the entire signing key.

In addition, an adversary who is able to forge a fresh signature

𝜎1 = (𝜎1,1, 𝜎1,2) on a message𝑚 that has already been signed with

signature 𝜎0 = (𝜎0,1, 𝜎0,2), can be used to solve the DDH problem

in G1. Indeed, as 𝜎0, 𝜎1 are both valid, they will both pass the verifi-

cation equation, which means we have ovk1 · ovk2𝑚 = 𝑔𝜎1,1ℎ𝜎1,2 =

𝑔𝜎0,1ℎ𝜎0,2 . From which we can derive the discrete logarithm of ℎ in

base 𝑔 as ℎ = 𝑔

𝜎
1,1−𝜎0,1

𝜎
0,2−𝜎1,2 , which contradicts the DDH assumption in

G1.

3.7 Fischlin Transform
The Fischlin transform [21, 28] enables turning a three-move proof

of knowledge (P,V) into a non-interactive one (P′,V′) while pro-
viding straight-line extraction in the random oracle model. Straight-

line extraction means that the witnesses of the proof are extracted

instantaneously, without requiring rewinding or forking, which

can result in substantial loss in security reductions [13, 53]. Fol-

lowing the terminology of Chen and Lindell [21], and based on

the security parameters 𝜌 = 32, 𝑏 = 4 and 𝑡 = 9 chosen to reach

a 128-bit security level, the completeness error can be bounded

by 𝜖𝑐𝑜𝑚𝑝 ≤ 𝜌 · 𝑒−2
𝑡−𝑏

and the soundness error can be bounded by

𝜖𝑠𝑜𝑢𝑛𝑑 ≤ (𝑄 + 1) · 2−𝜌 ·𝑏 , where𝑄 is the number of queries made by

the adversary to the random oracle.

4 Anonymous Survey Scheme
In this section, we present the anonymous survey security model

of Hohenberger et al., which they call ad-hoc surveys [35], defining
its participants and protocol blueprint (Sec. 4.1) and the desired

security properties (Sec 4.2).

4.1 Ad-Hoc Survey Scheme
An ad-hoc survey scheme involves three types of entities: a single

registration authority (RA), survey authorities (SA), and users. The

RA is responsible for maintaining a list of registered users. Any

user wanting to organize a survey can assume the role of the SA.

Each user is identified by their public 𝑖𝑑 .

The entities execute the following protocols, whose role we detail

below.

Definition 7. An ad-hoc anonymous survey scheme Γ consists of
the following PPT protocols and algorithms:
• Setup(𝑛) → pp, which produces the public parameters made
available to all the other protocols,
• GenRA(𝑛) → 𝑠𝑘RA, 𝑝𝑘RA, the registration authority key gen-
eration algorithm, with security parameter 𝑛,
• UR

RA (𝑛, 𝑠𝑘RA, 𝑖𝑑) → accept/fail (interactive), the user reg-
istration protocol executed by the registration authority,
• UR

U (𝑛, 𝑖𝑑, 𝑝𝑘RA) → 𝑐𝑟𝑒𝑑𝑖𝑑/fail (interactive), the user regis-
tration protocol executed by the user,
• GenSA(𝑛) → 𝑠𝑘SA, 𝑝𝑘SA, the survey authority key generation
algorithm,
• SR(𝑛, 𝑠𝑘SA, 𝑣𝑖𝑑, 𝐿) → 𝐿𝑣𝑖𝑑 , the survey registration protocol
executed by any survey authority producing a list of survey
credentials,
• Auth(𝑛, 𝑣𝑖𝑑, 𝐿𝑣𝑖𝑑 , 𝑖𝑑, 𝑝𝑘SA) → accept/fail, the survey cre-
dential verification protocol,
• Submission(𝑛,𝑚, 𝑐𝑟𝑒𝑑𝑖𝑑 , 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA, 𝐿𝑣𝑖𝑑 [𝑖𝑑]) → 𝑆𝑢𝑏 =

(𝐶,𝑚, 𝜋), the survey response submission protocol,
• CheckSubmission(𝑛, 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA, 𝑆𝑢𝑏) → accept/fail,
the survey response verification protocol.

System Setup. The Setup process generates the required public

parameters, including group descriptions. For systems that rely on

a Common Reference String (CRS), the CRS is generated and made

publicly available. For notational convenience, we omit the public

parameters and CRS from the explicit input of the protocols and

assume it is provided implicitly. Similarly, when working in the

Random Oracle model (ROM), we assume that all protocols have

implicit access to the random oracle.

During the setup phase, the registration authority also generates

a key pair using GenRA and makes its public key available.

User Registration. The user sets up a mutually authenticated

secure connection with the RA, and through the UR
U
and UR

RA

protocols, the user obtains fresh credentials 𝑐𝑟𝑒𝑑𝑖𝑑 if he has not run

the registration process yet.

Survey Registration. The SA chooses an identifier 𝑣𝑖𝑑 for the

survey it creates and a list 𝐿 of authorized participants to the survey.

The SA generates a survey key pair using GenSA and publishes

the corresponding public key, and also generates a list of survey

credentials 𝐿𝑣𝑖𝑑 corresponding to the users in 𝐿, using SR.

Authorization Check. To prevent a survey from being targeted

at deanonymizing a particular user, anyone can use Auth to verify

whether a user with a specific 𝑖𝑑 is authorized to participate by

checking the validity of the corresponding survey credential in

the 𝐿𝑣𝑖𝑑 list published by the SA. We are interested in cases where

the set of authorized users is naturally interpretable (e.g., email

addresses with a specific domain).

Survey Participation. The user and the SA establish a secure

channel where the SA is authenticated. The user uses Submission
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to submit to a specific survey a response 𝑚, a proof 𝜋 showing

that he is registered and authorized, and a token 𝐶 . This token is

unlinkable to the user identity 𝑖𝑑 , and its value is unique for a given

user and a given survey, thus ensuring single participation. If the

validity of the submission is verified using CheckSubmission, the

SA records it, replacing any previous submission containing the

same token.

Bulletin Board. A bulletin board could enable users to check

whether their answer is correctly registered and could also enable

third parties to verify response rates and submission validity via

the public procedure CheckSubmission. However, we do not define

it formally or explore this possibility any further here. Instead,

we focus on SAs that genuinely desire to collect and learn from

survey responses: in that setting, SAs serve as designated verifiers

responsible for collecting submissions, though they may still be

interested in breaking anonymity/unlinkability.

4.2 Desired properties
An anonymous survey scheme should satisfy the three following

properties: correctness, unlinkability, and security against malicious

users. We use the same definitions as in [35], which we recall here.

4.2.1 Correctness. For each survey set up by an SA for a list of

users 𝐿, if a user in 𝐿 has correctly registered with the RA, then

the user should be authorized to submit a response that passes the

check. We also require that all authorized users’ submissions have

different token numbers.

Definition 8. An ad-hoc survey scheme Γ is correct if there exists a
negligible function 𝜇 (·), such that the following experiment outputs
fail with probability at most 𝜇 (𝑛) for every 𝑛 ∈ N, 𝑣𝑖𝑑 , set L of n-bit
strings, every mapping𝑚 : 𝐿 → {0, 1}𝑛 :
• (𝑠𝑘RA, 𝑝𝑘RA) ← GenRA(𝑛)
• (𝑠𝑘SA, 𝑝𝑘SA) ← GenSA(𝑛)
• For every 𝑖𝑑 ∈ 𝐿:
– (𝑜𝑢𝑡𝑅𝐴, 𝑜𝑢𝑡𝑈 ) ← 𝑜𝑢𝑡 [URRA (𝑛, 𝑠𝑘RA, 𝑖𝑑) ↔

UR
U (𝑛, 𝑖𝑑, 𝑝𝑘RA)]

– Output fail if either 𝑜𝑢𝑡𝑅𝐴 or 𝑜𝑢𝑡𝑈 is fail; otherwise let
𝑐𝑟𝑒𝑑𝑖𝑑 = 𝑜𝑢𝑡𝑈 .

• 𝐿𝑣𝑖𝑑 ← SR(𝑛, 𝑠𝑘SA, 𝑣𝑖𝑑, 𝐿)
• Output fail if there exists some 𝑖𝑑 ∈ 𝐿 such that
Auth(𝑛, 𝑣𝑖𝑑, 𝐿𝑣𝑖𝑑 , 𝑖𝑑, 𝑝𝑘SA) = fail.
• For every 𝑖𝑑 ∈ 𝐿:
– 𝑆𝑢𝑏𝑖𝑑 = (𝐶𝑖𝑑 ,𝑚𝑖𝑑 , 𝜋𝑖𝑑 ) ← Submission(𝑛,𝑚[𝑖𝑑], 𝑐𝑟𝑒𝑑𝑖𝑑 ,
𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA, 𝐿𝑣𝑖𝑑 [𝑖𝑑]).

– Output fail if CheckSubmission(𝑛, 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA,
𝑆𝑢𝑏𝑖𝑑 ) = fail or if𝑚𝑖𝑑 ≠𝑚[𝑖𝑑].

• Output fail if there exists distinct 𝑖𝑑, 𝑖𝑑 ′ ∈ 𝐿 such that
𝐶𝑖𝑑 =𝐶𝑖𝑑′ for 𝑆𝑢𝑏𝑖𝑑′ = (𝐶𝑖𝑑′ ,𝑚𝑖𝑑′ , 𝜋𝑖𝑑′ ).

4.2.2 Unlinkability. Nobody, including the other users, the RA

and the SAs, in collusion or not, should be able to link a specific

submission to a specific user, even if the link between the user and

submission in other surveys is revealed to the attacker.

Definition 9. An ad-hoc survey scheme Γ is unlinkable if for every
non-uniform polynomial-time adversary𝐴, the ensembles {EXEC0 (𝑛,𝐴)}𝑛∈N

and {EXEC1 (𝑛,𝐴)}𝑛∈N are computationally indistinguishable.
EXEC

𝑏 (𝑛,𝐴) is defined as:
• (𝑝𝑘RA, 𝑧) ← 𝐴(𝑛)
• Let adversary 𝐴(𝑛, 𝑧) concurrently interact with
UR

U (𝑛, ·, ·) with adaptively chosen, but unique, user identities
𝑖𝑑 ∈ {0, 1}𝑛 of its choice. That is, 𝐴 can only use each user
identity 𝑖𝑑 in a single interaction with UR

U. Whenever an
interaction with some URU (𝑛, 𝑖𝑑, 𝑝𝑘RA) successfully completes
(i.e., the output of the user is not fail), let 𝑐𝑟𝑒𝑑𝑖𝑑 be the output
of URU, and for the remainder of the experiment, 𝐴 gets oracle
access to Submission(𝑛, ·, 𝑐𝑟𝑒𝑑𝑖𝑑 , ·, ·, ·, ·).
• (𝑣𝑖𝑑, 𝑝𝑘SA, 𝐿𝑣𝑖𝑑 , 𝑖𝑑0, 𝑖𝑑1,𝑚0,𝑚1, 𝑧

′) ← 𝐴(𝑛, 𝑧)
• Output fail if Auth(𝑛, 𝑣𝑖𝑑, 𝐿𝑣𝑖𝑑 , 𝑖𝑑𝛽 , 𝑝𝑘SA) = fail for any
𝛽 ∈ {0, 1}.
• Let 𝑆𝑢𝑏𝛽 = Submission(𝑛,𝑚𝛽 , 𝑐𝑟𝑒𝑑𝑖𝑑𝛽⊕𝑏 , 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA,

𝐿𝑣𝑖𝑑 [𝑖𝑑𝛽⊕𝑏 ]).
• 𝑜𝑢𝑡 ← 𝐴(𝑛, (𝑆𝑢𝑏0, 𝑆𝑢𝑏1), 𝑧′)
• Output fail if there exists some 𝛽 ∈ {0, 1} such that𝐴 queried
its Submission(𝑛, ·, 𝑐𝑟𝑒𝑑𝑖𝑑𝛽 , ·, ·, ·, ·) oracle with 𝑣𝑖𝑑 as its fifth
input; otherwise, output out.

This definition considers an RA and an SA under adversarial

control, but we stress out that it only guarantees unlinkability for

users submitting a single response per 𝑣𝑖𝑑 , and says nothing if

a user decides to submit two responses to a single survey, or if

a malicious SA creates a survey with a 𝑣𝑖𝑑 copied from another

survey. Using "one-time" zero-knowledge techniques as for double-

spending detection in e-cash [19] or duplicate signature detections

in linkable signatures [9], the user identity could be revealed if the

same user submits two responses with the same 𝑣𝑖𝑑 . This is also

the case for the generic anonymous survey construction presented

in Anonize. However, neither their concrete instantiation nor our

construction suffers from this issue. In both cases, submitting two

responses with the same 𝑣𝑖𝑑 only reveals that they originate from

the same user, without revealing the user’s identity.

4.2.3 Security Against Malicious Users. A user can complete each

survey for which they are authorized at most once. In this way, we

avoid malicious users trying to influence the result of the survey

by answering multiple times.

Definition 10. An ad-hoc survey scheme Γ is secure against mali-
cious users if for every non-uniform polynomial-time 𝐴, every poly-
nomial 𝑝 (·), there exists a negligible function 𝜇 (·), such that the
following experiment outputs 𝑎𝑐𝑐𝑒𝑝𝑡 with probability at most 𝜇 (𝑛)
for every 𝑛 ∈ N:
• (𝑠𝑘RA, 𝑝𝑘RA) ← GenRA(𝑛)
• (𝑠𝑘SA, 𝑝𝑘SA) ← GenSA(𝑛)
• Honest user registration and survey submission: Throughout
the experiment,𝐴(𝑛) has oracle access to Submission

′ ( 𝑛, ·, ·, ·,
·, ·, ·, 𝑠𝑘RA). The Submission

′ (𝑛,𝑚, 𝑖𝑑, 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA, 𝐿𝑣𝑖𝑑 ,
𝑠𝑘RA) oracle outputs, if the oracle has not previously been
queried on the identity 𝑖𝑑 , the output of Submission(𝑛,𝑚,
𝑐𝑟𝑒𝑑𝑖𝑑 , 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA, 𝐿𝑣𝑖𝑑 [𝑖𝑑]) with (𝑜𝑢𝑡𝑅𝐴, 𝑐𝑟𝑒𝑑𝑖𝑑 ), the re-
sult of an execution of URRA (𝑛, 𝑠𝑘RA, 𝑖𝑑) ↔ UR

U (𝑛, 𝑖𝑑, 𝑝𝑘RA);
otherwise, it recovers the previously computed credential 𝑐𝑟𝑒𝑑𝑖𝑑
and outputs Submission(𝑛,𝑚, 𝑐𝑟𝑒𝑑𝑖𝑑 , 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA,
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𝐿𝑣𝑖𝑑 [𝑖𝑑]). Let 𝐿ℎ𝑜𝑛𝑒𝑠𝑡 be the set of identities on which𝐴 queries
the oracle (as its seventh input).
• Corrupt user registration: Throughout the experiment, 𝐴 can
concurrently interact with UR

RA (𝑛, 𝑠𝑘RA, ·) with adaptively
chosen, but unique, user identities 𝑖𝑑 ∈ {0, 1}𝑛 of its choice.
That is, 𝐴 can only use each user identity 𝑖𝑑 in a single inter-
action with URRA. Let 𝐿𝑐𝑜𝑟𝑟𝑢𝑝𝑡 be the set of identities on which
UR

RA outputs accept.
• 𝑧, 𝐿, 𝑣𝑖𝑑 ← 𝐴(𝑛)
• 𝐿𝑣𝑖𝑑 ← SR(𝑛, 𝑠𝑘SA, 𝑣𝑖𝑑, 𝐿)
• 𝑆 ← 𝐴(𝑛, 𝑧, 𝑝𝑘SA, 𝐿𝑣𝑖𝑑 )
• Output accept if :
(1) 𝐿ℎ𝑜𝑛𝑒𝑠𝑡 ∩ 𝐿𝑐𝑜𝑟𝑟𝑢𝑝𝑡 = ∅
(2) |𝑆 | > |𝐿 ∩ 𝐿𝑐𝑜𝑟𝑟𝑢𝑝𝑡 |
(3) For all 𝑆𝑢𝑏 ∈ 𝑆 , CheckSubmission(𝑛, 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA, 𝑆𝑢𝑏)

accepts
(4) For any two (𝐶,𝑚, 𝜋), (𝐶′,𝑚′, 𝜋 ′) ∈ 𝑆 , 𝐶 ≠ 𝐶′

(5) For all (𝐶,𝑚, 𝜋) ∈ 𝑆 , �(𝐶∗,𝑚∗, 𝜋∗) output by
Submission

′ (𝑛, 𝑚, ·, 𝑣𝑖𝑑, ·, ·) such that (𝐶,𝑚) = (𝐶∗,𝑚∗).

In the acceptance conditions, Conditions (2), (3), (4) and (5) to-

gether require that 𝑆 contains more adversarially generated sub-

missions (Cond. 5) than the number of corrupted users (Cond. 2),

and that these submissions must be considered valid (Cond. 3) and

have a unique token (Cond. 4).

This definition considers an honest RA and allows the presence

of malicious SAs. It guarantees that an honest SA will only accept

at most one submission per user and per vid, and this remains true

even if multiple surveys with the same 𝑣𝑖𝑑 are created by other

(potentially malicious) SAs.

5 Proposed Survey Scheme
In this section, we present CAnonize. The scheme follows the high-

level structure of Anonize [35] but modifies its core cryptographic

components in order to (i) simplify the underlying assumptions and

(ii) improve computational and communication efficiency, while

preserving the unlinkability, correctness, and security against mali-

cious users properties.

Concretely, we replace: (i) the generic NIZK proof system with

Groth–Sahai (GS) proofs, which significantly reduces the number

of pairing computations required from the user, (ii) partially blind

signatures with a structure-preserving signature (SPS) scheme that

accommodates efficient GS-based verification, and (iii) the Dodis–

Yampolskiy PRF with a Naor–Pinkas–Reingold PRF, which allows

the token to be in G1 instead of G𝑇 . The combination of the Groth–

Sahai proofs with the structure-preserving signature scheme re-

moves the need for rewinding in security proofs, which was re-

quired for the proof system involving a blind signature scheme

used in Anonize. Additionally, the Naor–Pinkas–Reingold PRF does

not provide a self-verifiability property as induced by the Dodis–

Yampolskiy PRF used in Anonize and thus requires the verification

of a supplementary condition by the Groth–Sahai proof system.

We further modify the user registration and submission steps to

guarantee the security of the scheme under the new primitives.

These changes allow the scheme to be instantiated under the

SXDH assumption in asymmetric bilinear groups, eliminating the

need for the combination of the Discrete Logarithm hardness, the

Decisional Bilinear Diffie–Hellman, and the 𝑛-Decisional Diffie–

Hellman Inversion assumptions required by Anonize. Furthermore,

the number of pairing evaluations required from the user is signifi-

cantly reduced.

Security is achieved in the common reference string (CRS) model

under the SXDH assumption, modeling hash functions by random

oracles.

5.1 High-Level Description
We present a high-level description of the main steps of CAnonize
and give intuition about the proofs generated during submission.

Let (G1,G2,G𝑇 , 𝑒) be asymmetric bilinear groups of prime order 𝑞

with generators 𝑔 ∈ G1 and 𝑔 ∈ G2.

5.1.1 User Registration. The user chooses a secret PRF seed 𝑠𝑖𝑑 ,

which will allow the user to compute an unlinkable one-time token

𝐶 during submission. Unlike in Anonize, where 𝑠𝑖𝑑 is blindly signed

by the RA, we encode it as a group element 𝑝𝑘 , which does not

reveal information about 𝑠𝑖𝑑 , and prove that it is well-formed using

Groth–Sahai proofs.

𝑝𝑘 = 𝑔𝑠𝑖𝑑

The unlinkable user credential is provided by the RA as the signa-

ture on (𝑔𝑖𝑑 , 𝑝𝑘) using an SPS scheme.

5.1.2 Survey Registration. The SA signs (𝑔𝑖𝑑 , 𝑣𝑖𝑑) for each autho-

rized user in 𝐿 with the SPS signature scheme. The SA publishes

the list of survey credentials 𝐿𝑣𝑖𝑑 as a list of the user identities and

their associated signatures. This per-user credential pre-issuance,

assuming the SA’s honesty, allows for constant cost submissions.

5.1.3 Submission. The user generates a token 𝐶 , using the Naor–
Pinkas–Reingold PRF:

𝐶 = 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 ,

where𝐻 hashes toG1. This token is unique for each user and survey,

ensuring that users can participate at most once, while hiding 𝑠𝑖𝑑

and thus preserving unlinkability.

Using Groth–Sahai proofs, the user proves that the following

two conditions hold together:

(a) they hold 𝜎RA, a valid SPS signature from the RA on (𝑔𝑖𝑑 , 𝑝𝑘)
and 𝜎𝑖𝑑,𝑣𝑖𝑑 , a valid SPS signature from the SA on (𝑔𝑖𝑑 , 𝑣𝑖𝑑);

(b) the submitted token satisfies 𝐶 = 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 , using the same

value of 𝑠𝑖𝑑 as in 𝑝𝑘 .

The user further signs all proof elements, 𝑣𝑖𝑑 and the message𝑚

using a one-time signature scheme to prevent replay and proof

malleability.

5.1.4 Intuition About Proofs of Conditions (a) and (b). The proof for
condition (a) is constructed as follows: the user proves knowledge

of the witnesses 𝑔𝑖𝑑 , 𝑝𝑘 , 𝜎RA, and 𝜎𝑖𝑑,𝑣𝑖𝑑 such that the verification

equations for both the RA’s and SA’s SPS signatures hold. Since GS

proofs follow a commit-and-prove structure, the user first commits

to the witnesses using random coins and then constructs proof

elements relative to these commitments. Specifically, a single Groth–

Sahai commitment to 𝑔𝑖𝑑 is used in the proof elements for both

signature verification equations, guaranteeing that the same value

of 𝑔𝑖𝑑 is certified in both signatures and thereby ensuring that the
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registration and authorization credentials correspond to the same

underlying identity.

Condition (b) compensates for the loss of the self-verifiability

property when replacing the Dodis–Yampolskiy PRF used in Anon-

ize with the Naor–Pinkas–Reingold PRF. To enforce condition (b),

the user proves that the token 𝐶 is consistent with the value of 𝑝𝑘 ,

without revealing 𝑝𝑘 itself, as disclosing it would enable linkability

to the user credential, where (𝑔𝑖𝑑 , 𝑝𝑘) is certified by the RA. Con-

cretely, the user proves that the exponent 𝑠𝑖𝑑 used in𝐶 = 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑
is the same as the exponent underlying the commitment to 𝑝𝑘 = 𝑔𝑠𝑖𝑑

generated for proving condition (a). Since 𝑝𝑘 is already committed

to in the first proof, this consistency statement is instantiated under

an independent CRS, that is newly generated for each submission,

to ensure sound composition of the two proofs and to avoid un-

intended correlations between proof elements. The per-user CRS

generation allows controlling the distribution of the proofs to main-

tain the extractability of those adversarially produced from those

that need to be simulated. The per-user CRS cannot be derived di-

rectly from the user identity without breaking the unlinkability. We

thus partition the CRSes thanks to ephemeral public keys of a one-

time signature scheme used as a salt. Since these ephemeral salts

are public, an adversary could still be tempted to reuse one from an

honest user for which we would like the proof to be simulatable. To

avoid that, Canonize requires users to sign their surveys with the

associated ephemeral secret key. Since any valid submission needs

to include such a valid signature, any malicious attempt to reuse an

honest CRS also needs to come with another valid signature for the

corresponding ephemeral public key, breaking its unforgeability.

Since 𝐶 is deterministically derived as 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 , a user cannot
produce two distinct well-formed tokens for the same survey. Com-

bined with server-side duplicate detection of previously submitted

tokens, this guarantees at most one accepted submission per user

and per survey.

Together, conditions (a) and (b) guarantee that any accepting

submission corresponds to a valid credential chain issued by the

RA and SA, bound to a well-formed token 𝐶 . Additionally, while

the user is identified by 𝑔𝑖𝑑 to both the RA and SA, their identity

remains anonymous during the survey submission process as the

proofs reveal no information about 𝑖𝑑 or 𝑠𝑖𝑑 beyond the validity of

the stated relations.

5.2 Concrete Instantiation
5.2.1 Primitives Used. We describe the primitives used in CAnon-
ize:

• The structure-preserving signature scheme with algorithms

KeyGen(𝑛) → (𝑠𝑘, 𝑝𝑘), Sign(𝑠𝑘,𝑚) → 𝜎 , Verify(𝑝𝑘,𝑚, 𝜎)
→ {0, 1}.
• The Groth–Sahai proof system for non-interactive proofs

of pairing-product equations. We denote by CRSGenG𝑋
(𝑛)

→ CRS the CRS generation algorithm in G𝑋 for 𝑋 ∈ {1, 2},
GenProof𝑌 (CRS, 𝑥,𝑤) → 𝜋𝑌 the proof generation algo-

rithms for𝑌 ∈ {UR, 𝜎}, respectively for the proof in user reg-
istration and for the proof of condition (1) in submission, de-

scribed in the high-level description, and VerifyProof𝑌 (CRS,
𝑥, 𝜋𝑌 ) → {0, 1} the proof verification algorithm for 𝑌 ∈

{UR, 𝜎}. The concrete proof elements are given in Appen-

dix B.

• The Groth–Sahai proof system for non-interactive proofs of

multi-scalar multiplication equations. We denote by

CRSGen
′
G2

(𝑛) → CRS
′ [2] the algorithm generating the sec-

ond vector of the commitment key for G2, GenProof𝐶 (CRS,
𝑥,𝑤) → 𝜋𝐶 the proof generation algorithm for the proof of

condition (2) in submission and VerifyProof𝐶 (CRS, 𝑥, 𝜋𝐶 ) →
{0, 1} the corresponding proof verification algorithm. The

concrete proof elements are also given in Appendix B.

• The one-time signature scheme OKeyGen(𝑛) → (𝑜𝑠𝑘, 𝑜𝑣𝑘),
OSign(𝑜𝑠𝑘,𝑚) → 𝜎𝑂 , OVerify(𝑜𝑣𝑘,𝑚, 𝜎𝑂 ) → {0, 1}.
• The hash-to-curve functions 𝐻 : {0, 1}∗ → G1, 𝐻

′
: {0, 1}∗ ×

{0, 1}∗ → G2 and collision-resistant hash function 𝐻 ′′ :

{0, 1}∗ → Z𝑞 .

For the purpose of evaluating CAnonize, we instantiate it with con-

crete primitives. In principle, any structure-preserving signature

can be used by adapting the verification equations in the Groth–

Sahai proofs. Similarly, any one-time signature scheme, hash func-

tion, or hash-to-curve function can be substituted as needed. How-

ever, the usage of the Groth–Sahai proofs is not black-box, as we

need to make a proof in condition (b) on the commitment on pk

generated in condition (a). Additionally, some parts of the CRS

are generated on-the-fly for each submission, and this partial CRS

generation relies on the specific structure of the Groth–Sahai CRS.

5.2.2 Construction. An anonymous survey scheme consists of the

following algorithms and is described in figure 1.

Setup. Generates public parameters pp describing (G1,G2,G𝑇 , 𝑒)
with random generators 𝑔, ℎ ∈ G1 and 𝑔 ∈ G2.

GenRA and GenSA. The RA and SA respectively generate SPS

key pairs:

(𝑠𝑘𝑅𝐴, 𝑝𝑘𝑅𝐴), (𝑠𝑘𝑆𝐴, 𝑝𝑘𝑆𝐴) .
The RA also creates an empty list to store registered users, and the

SA sets the survey identifier 𝑣𝑖𝑑 and the list of authorized users 𝐿.

CRS Generation. Generates Groth–Sahai commitment keys:

• CRSUR for ensuring the knowledge of 𝑔𝑠𝑖𝑑 during user regis-

tration;

• CRS1 and CRS2 for proving possession of valid SPS signa-

tures;

• CRS
′
for proving correctness of token generation.

Let us denote the first and second vectors of CRS
′
as CRS

′ [1]
and CRS

′ [2]. Only CRS′ [2] is generated during setup, and CRS′ [1]
is computed during submission using a hash of the one-time verifi-

cation key and the survey identifier.

User Registration (UR). The user and the RA establish a mutually

authenticated secure connection. The user with identity 𝑖𝑑 ∈ Z𝑞 :
(1) Samples 𝑠𝑖𝑑 ← Z𝑞 and computes 𝑝𝑘 = 𝑔𝑠𝑖𝑑 .

(2) Generates a GS proof 𝜋UR ensuring knowledge of 𝑔𝑠𝑖𝑑 such

that 𝑝𝑘 = 𝑔𝑠𝑖𝑑 .

(3) Sends (𝑔𝑖𝑑 , 𝑝𝑘, 𝜋UR) to the RA.

If the proof verifies and 𝑖𝑑 is not yet registered, the RA signs

(𝑔𝑖𝑑 , 𝑝𝑘) using the SPS scheme and returns 𝜎RA.

The user stores credentials 𝑐𝑟𝑒𝑑𝑖𝑑 = (𝑔𝑖𝑑 , 𝑝𝑘, 𝜎RA, 𝑠𝑖𝑑) .
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Survey Registration (SR).. For survey identifier 𝑣𝑖𝑑 encoded in

G1 and participant list 𝐿, the SA publishes the authorization list:

𝐿𝑣𝑖𝑑 = {(𝑖𝑑, 𝜎𝑖𝑑,𝑣𝑖𝑑 )}𝑖𝑑∈𝐿, where 𝜎𝑖𝑑,𝑣𝑖𝑑 ← Sign(𝑠𝑘𝑆𝐴, (𝑔𝑖𝑑 , 𝑣𝑖𝑑)) .

Authorization Check. To check if a user with identity 𝑖𝑑 is au-

thorized for survey 𝑣𝑖𝑑 , anyone can verify the presence of a valid

signature 𝜎𝑖𝑑,𝑣𝑖𝑑 in 𝐿𝑣𝑖𝑑 using 𝑝𝑘𝑆𝐴 .

Submission. The user and the SA establish a secure channel

where only the SA is authenticated. To submit a response𝑚, the

user holding 𝑐𝑟𝑒𝑑𝑖𝑑 proceeds as follows:

(1) Computes the token 𝐶 = 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 .
(2) Generates a fresh one-time signature key pair (𝑜𝑠𝑘, 𝑜𝑣𝑘).
(3) Completes CRS

′
by setting CRS

′ [1] = 𝐻 ′ (𝑜𝑣𝑘, 𝑣𝑖𝑑) .
(4) Generates Groth–Sahai proofs 𝜋𝜎 on pairing product equa-

tions and 𝜋𝐶 on multi-scalar multiplication equations:

(a) 𝜋𝜎 : 𝜎𝑅𝐴 is a valid signature on (𝑔𝑖𝑑 , 𝑝𝑘) with 𝑝𝑘RA and

𝜎𝑖𝑑,𝑣𝑖𝑑 is a valid signature on (𝑔𝑖𝑑 , 𝑣𝑖𝑑) with 𝑝𝑘SA, using
CRS1,CRS2.

𝜋𝜎 contains a commitment 𝑐𝑝𝑘 to 𝑝𝑘 , using randomness

𝑟
𝑝𝑘

1
, 𝑟

𝑝𝑘

2
.

(b) 𝜋𝐶 : 𝑐𝑝𝑘 and 𝐶 = 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 share the same 𝑠𝑖𝑑 using CRS
′
.

(5) Computes a one-time signature binding all the proof ele-

ments, the token, and the survey identifier to the message:

𝜎𝑂 = 𝑆𝑖𝑔𝑛𝑜𝑠𝑘 (𝐻 ′′ (𝜋𝜎 , 𝜋𝐶 ,𝐶, 𝑣𝑖𝑑,𝑚)) .

The submission is:

𝑆𝑢𝑏 = (𝐶,𝑚, 𝜋𝜎 , 𝜋𝐶 , 𝜎𝑂 , 𝑜𝑣𝑘) .

Submission Verification. Upon receiving 𝑆𝑢𝑏, the SA:

(1) Recomputes CRS
′ [1] = 𝐻 ′ (𝑜𝑣𝑘, 𝑣𝑖𝑑).

(2) Verifies 𝜋𝜎 , 𝜋𝐶 .

(3) Recomputes the hash 𝐻 ′′ (𝜋𝜎 , 𝜋𝐶 ,𝐶, 𝑣𝑖𝑑,𝑚) and verifies the

one-time signature 𝜎𝑂 .

If all checks pass and 𝐶 has not appeared previously for this

survey, the submission is accepted, and 𝐶 is recorded.

Please refer to Appendix B for the concrete proof elements and

verification equations for 𝜋UR, 𝜋𝜎 , and 𝜋𝐶 .

5.3 Security
The ad-hoc survey scheme relies on the structure-preserving signa-

ture, the Groth–Sahai proofs, the Naor–Pinkas–Reingold pseudo-

random function, and the one-time signature. We assume these

schemes are secure when instantiated with the group generator G
in the ROM and CRS models. The structure-preserving signature,

the Groth–Sahai proofs, and the one-time signature rely on the

assumption of the hardness of the SXDH problem, while the Naor–

Pinkas–Reingold pseudo-random function relies on the hardness

of the DDH problem, which is guaranteed by the hardness of the

SXDH problem. The ROM is used for the Naor–Pinkas–Reingold

pseudo-random function and for the hash-to-curve function 𝐻 ′,
while the CRS model is used for the Groth–Sahai proofs. So, CAn-
onize only relies on the hardness of the SXDH problem in the ROM

and in the CRS model, and on the security of the primitives used:

Setup(𝑛)
return pp = (G1,G2,G𝑇 , 𝑒, 𝑔, 𝑔)

GenRA(𝑛)
𝐿𝑢𝑠𝑒𝑟𝑠 = ∅
𝑠𝑘RA, 𝑝𝑘RA ← KeyGen(𝑛)
return 𝑠𝑘RA, 𝑝𝑘RA

GenSA(𝑛)
𝑠𝑘SA, 𝑝𝑘SA ← KeyGen(𝑛)
return 𝑠𝑘SA, 𝑝𝑘SA

GenCRS(𝑛)
CRSUR ← CRSGenG

2
(𝑛)

CRS1 ← CRSGenG
1
(𝑛)

CRS2 ← CRSGenG
2
(𝑛)

CRS
′ [2] ← CRSGen

′
G
2

(𝑛)

(only the 2
𝑛𝑑

element of the CRS)

return CRSUR,CRS1,CRS2,CRS
′ [2]

UR1
𝑈 (𝑛, 𝑖𝑑)

𝑠𝑖𝑑 ← Z𝑞

𝑝𝑘 = 𝑔𝑠𝑖𝑑

𝜋UR ← GenProofUR (𝑛,CRSUR, 𝑠𝑖𝑑 )
send 𝑖𝑑, 𝑝𝑘, 𝜋UR to RA

UR
𝑅𝐴 (𝑛, 𝑠𝑘RA, 𝑖𝑑, 𝑝𝑘, 𝜋UR)

if VerifyProof
UR
(𝑛,CRSUR, 𝜋UR ) = 1

∧ 𝑖𝑑 not registered:

add 𝑖𝑑 to 𝐿𝑢𝑠𝑒𝑟𝑠

𝜎RA = Sign(𝑠𝑘RA, (𝑔𝑖𝑑 , 𝑝𝑘 ) )
send 𝜎RA to user and return accept

else return fail

UR2
𝑈 (𝑛, 𝜎𝑅𝐴, 𝑝𝑘RA)

if Verify(𝑛, 𝑝𝑘RA, 𝑔𝑖𝑑 , 𝑝𝑘, 𝜎𝑅𝐴 )
?

= 1 :

return 𝑐𝑟𝑒𝑑𝑖𝑑 = (𝑔𝑖𝑑 , 𝑝𝑘, 𝜎𝑅𝐴, 𝑠𝑖𝑑 )
else return fail

SR(𝑛, 𝑠𝑘SA, 𝑣𝑖𝑑, 𝐿)

for each 𝑖𝑑 ∈ 𝐿 :

𝜎𝑖𝑑,𝑣𝑖𝑑 ← Sign(𝑛, 𝑠𝑘SA, (𝑔𝑖𝑑 , 𝑣𝑖𝑑 ) )
return 𝐿𝑣𝑖𝑑 = { (𝑖𝑑, 𝜎𝑖𝑑,𝑣𝑖𝑑 ) }𝑖𝑑∈𝐿

Auth(𝑛, 𝑣𝑖𝑑, 𝐿𝑣𝑖𝑑 , 𝑖𝑑, 𝑝𝑘SA)

if ∃(𝑖𝑑, 𝜎𝑖𝑑,𝑣𝑖𝑑 ) ∈ 𝐿𝑣𝑖𝑑 s.t.

Verify(𝑛, 𝑝𝑘𝑆𝐴, 𝑔𝑖𝑑 , 𝑣𝑖𝑑, 𝜎𝑖𝑑,𝑣𝑖𝑑 ) = 1

return accept

else return fail

Submission(𝑛,𝑚, 𝑐𝑟𝑒𝑑𝑖𝑑 , 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA, 𝜎𝑖𝑑,𝑣𝑖𝑑 )

𝐶 =𝐻 (𝑣𝑖𝑑 )𝑠𝑖𝑑

(𝑜𝑠𝑘, 𝑜𝑣𝑘 ) ← OKeyGen(𝑛)
CRS

′ [1] ← 𝐻 ′ (𝑜𝑣𝑘, 𝑣𝑖𝑑 )
CRS

′
:= (CRS′ [1],CRS′ [2] )

𝜋𝜎 ← GenProof𝜎 (𝑛, (CRS1,CRS2 ), (𝑝𝑘RA, 𝑝𝑘SA ), (𝑔𝑖𝑑 , 𝑝𝑘, 𝜎RA, 𝜎𝑖𝑑,𝑣𝑖𝑑 ) )

𝜋𝐶 ← GenProof𝐶 (𝑛,CRS′, (𝑠𝑖𝑑, 𝑟𝑝𝑘
1

, 𝑟
𝑝𝑘

2
) )

with 𝑟
𝑝𝑘

1
, 𝑟

𝑝𝑘

2
the random coins used in 𝑐𝑝𝑘 ,

which is contained in 𝜋𝜎

𝜎𝑂 ← OSign

(
𝑛,𝑜𝑠𝑘,𝐻 ′′ (𝜋𝜎 , 𝜋𝐶 ,𝐶, 𝑣𝑖𝑑,𝑚)

)
return 𝑆𝑢𝑏 = (𝐶,𝑚, 𝜋𝜎 , 𝜋𝐶 , 𝜎𝑂 , 𝑜𝑣𝑘 )

CheckSubmission(𝑛,𝑚, 𝑝𝑘RA, 𝑣𝑖𝑑, 𝑝𝑘SA, 𝑆𝑢𝑏)

CRS
′ [1] ← 𝐻 ′ (𝑜𝑣𝑘, 𝑣𝑖𝑑 )

CRS
′
:= (CRS′ [1],CRS′ [2] )

if VerifyProof𝜎 (𝑛, (CRS1,CRS2 ), (𝑝𝑘RA, 𝑝𝑘SA ), 𝜋𝜎 ) = 1

∧ VerifyProof𝐶 (𝑛,CRS′, 𝜋𝐶 ) = 1

∧ OVerify
(
𝑛,𝑜𝑣𝑘,𝐻 ′′ (𝜋𝜎 , 𝜋𝐶 ,𝐶, 𝑣𝑖𝑑,𝑚)

)
= 1

return accept

else return fail

Figure 1: Different steps of the anonymous survey scheme
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Assumption 1. When instantiated with group generator G(𝜆), the
structure-preserving signature (Section 3.3) is an unbounded CMA-
secure signature scheme.

Assumption 2. When instantiated with group generator G(𝜆) in
the hiding mode, the Groth–Sahai proof system (Section 3.4) is a
perfectly witness-indistinguishable proof system. Moreover, in the
case of multi-scalar multiplication equations, it is a zero-knowledge
proof system.

Assumption 3. When instantiated with group generator G(𝜆) in the
binding mode, the Groth–Sahai proof system (Section 3.4) is a perfectly
sound proof system. In the case of PPE, the proof is extractable. In the
case of multi-scalar multiplication equations, witnesses𝑤 ∈ Z𝑞 can
be extracted as 𝑔𝑤 .

Assumption 4. When instantiated with group generator G(𝜆), both
modes of the Groth–Sahai proof system have indistinguishable CRSes.

Assumption 5. When instantiated with group generator G(𝜆),
the Naor–Pinkas–Reingold function (Section 3.5) is a secure pseudo-
random function that maps 𝜆-bit strings to elements of G1.

Assumption 6. When instantiated with group generator G(𝜆), the
one-time signature (Section 3.6) is SUF-1CMA secure.

Theorem 1. Under assumptions 1 to 6, CAnonize detailed in Section
5.2 is a correct, unlinkable ad-hoc survey scheme that is secure against
malicious users in the random oracle model. In particular, the scheme
has public-coin CRS, and all these security notions hold solely under
the SXDH assumption in the ROM.

Corollary 1.1. For any non-uniform PPT adversary A, making
at most 𝑄 random-oracle queries to 𝐻 (·), 𝑄 ′ queries to 𝐻 ′ (·, ·), 𝑄 ′′
queries to 𝐻 ′′ (·, ·, ·, ·, ·), and let 𝜖SXDH be the advantage against the
SXDH problem and 𝜖𝑆𝑃𝑆 the advantage against the structure-preserving
signature scheme, we denote by Advunlink.

𝜆
(𝑛) the advantage of A in

the unlinkabilitiy game and Advsecurity
𝜆

(𝑛), the advantage of A in
the security against malicious users game.

Then the following bounds hold:

Advunlink.
𝜆

(𝑛) ≤ (𝑄 + 2) · 𝜖SXDH
and

Advsecurity
𝜆

(𝑛) ≤ 7 · 𝜖SXDH +
𝑄 ′2

𝑞2
+ 𝑄

′′2

𝑞
+ 2 · 𝜖𝑆𝑃𝑆

Proof.

Correctness. Assuming the security of the Groth–Sahai proofs,

the correctness experiment will succeed for the user registration

step. Then, assuming the security of the signature scheme, the

signature verification in Auth will pass. Assuming the security

of the PRF, the token C is correctly computed, and assuming the

security of the hash-to-curve function𝐻 ′ and the hash function𝐻 ′′,
CRS

′
will have the same value in Submission and CheckSubmission,

and the output of 𝐻 ′′ will be the same in the submission and the

submission checking phases. Now, assuming the security of the

Groth–Sahai proofs and the one-time signature scheme, the proofs

generated during submission and the one-time signature will verify.

Finally, the probability that two different users have the same token

numbers is negligible, as the PRF seed 𝑠𝑖𝑑 is taken uniformly at

random. The correctness experiment will thus fail with at most

negligible probability.

Unlinkability. Let𝐴 be a non-uniform PPT adversary against the

unlinkability of the anonymous survey. We consider the following

sequence of hybrid experiments:

• Hybrid 0 is the real unlinkability experiment EXEC
𝑏 (𝑛,𝐴).

Since the common reference string is public-coin, CRS1 and

CRS2 are random group elements allowing to commit to

group elements in a perfectly hiding manner. In that case,

the GS proof 𝜋𝜎 is perfectly witness-indistinguishable (As-

sumption 2): 𝜋𝜎 is independent of the witness (𝑔𝑖𝑑 , 𝑝𝑘, 𝜎RA),
𝜎𝑖𝑑,𝑣𝑖𝑑 being used.

• Hybrid 1 is identical to Hybrid 0 except that instead of having

CRSUR form a uniform quadruple in G2, we set CRSUR [1] =
CRSUR [2]𝜂 for a random scalar 𝜂 ← Z𝑞 . This turns CRSUR
into hiding mode, allowing to commit to exponents in a

perfectly hiding manner and allowing the GS proof 𝜋UR to

be zero-knowledge. 𝜋UR is thus independent of the witness

𝑠𝑖𝑑 used in the user registration phase. By the hardness of

the SXDH assumption and the zero-knowledge property of

𝜋UR (Assumption 2), the output of Hybrid 1 is indistinguish-

able from Hybrid 0 with security loss 𝜖SXDH (Assumption 4),

where 𝜖SXDH is the SXDH advantage.

• Hybrid 2 is identical to Hybrid 1 except that, instead of com-

puting CRS
′
𝛽
[1] = 𝐻 ′ (𝑜𝑣𝑘∗

𝛽
, 𝑣𝑖𝑑), we program the random

oracle 𝐻 ′ (·, ·) so that, on input (𝑜𝑣𝑘∗
𝛽
, ·), instead of return-

ing CRS
′
𝛽
[1] such that (CRS′

𝛽
[1],CRS′ [2]) forms a uniform

quadruple in G2, it outputs CRS
′
𝛽
[1] such that CRS

′
𝛽
[1] =

CRS
′ [2]𝜁𝛽 for a random scalar 𝜁𝛽 ← Z𝑞 (Assumption 4).

This turns CRS
′
𝛽
, associated to 𝑜𝑣𝑘∗

𝛽
used in the challenge

submission, into simulatable mode for proving multi-scalar

equations, and the GS proof 𝜋𝐶 is perfectly zero-knowledge

(Assumption 2). By the fact that a new 𝑜𝑣𝑘 is generated for

each new submission, the adversary 𝐴 is not able to pre-

dict the value of 𝑜𝑣𝑘∗
𝛽
and thus cannot guess the value of

CRS
′
𝛽
[1]. By the indistinguishability property of the GS CRS

modes, and the simulation property of GS proofs, the output

of Hybrid 2 is indistinguishable from Hybrid 1 with security

loss 𝜖𝑆𝑋𝐷𝐻 .

• Hybrid 3 is identical to Hybrid 2 except that we program the

oracle 𝐻 (·) so that it outputs 𝐻 (𝑣𝑖𝑑∗) on the 𝑖∗-th query, for

a random 𝑖∗ ← {1, · · · , 𝑄} and for𝑄 denoting the maximum

number of queries made by 𝐴 to 𝐻 (·). The oracle outputs
𝐻 (𝑣𝑖𝑑∗), in such a way that (𝑔,𝑔𝑠𝑖𝑑∗ , 𝐻 (𝑣𝑖𝑑∗), 𝑍 ) is a random
quadruple and we define𝐶∗ = 𝑍 in the challenge submission.

If the 𝑖∗-th query is not 𝑣𝑖𝑑∗, we abort. The probability that

the 𝑖∗-th query is 𝑣𝑖𝑑∗ is 1

𝑄
. The output of Hybrid 3 is thus

indistinguishable from Hybrid 2 with probability 𝑄 · 𝜖𝑆𝑋𝐷𝐻 .

Thanks to the random-self reducibility of SXDH, we do that

for both users 𝑖𝑑0 and 𝑖𝑑1 at the same time. (We refer the

reader to the proof of authenticity to see this technique used

in a more complex case.)

In Hybrid 3, EXEC
𝑏 (𝑛,𝐴) is independent of the bit𝑏. Indeed, 𝜋𝜎 is

perfectly witness-indistinguishable. The proof 𝜋𝐶 are simulated for

users 𝑖𝑑0 and 𝑖𝑑1 with independent 𝑜𝑣𝑘1 and 𝑜𝑣𝑘2. The change made

in Hybrid 3 makes the tokens 𝐶0 and 𝐶1 uniform and independent
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of the view. Therefore, EXEC
0 (𝑛,𝐴) and EXEC

1 (𝑛,𝐴) are exactly
the same in Hybrid 3. Hence, the unlinkability.

Security Against Malicious Users. Due to space limitations, the

proof for the authenticity of CAnonize is given in Appendix C. The

principle is to simulate the submission of honest users while making

any adversarially computed proof perfectly sound and extractable.

Then, we can show that the adversary necessarily manages to forge

one of the signature schemes.

□

6 Performance evaluation
This section presents a detailed evaluation of CAnonize and com-

pares it with the original Anonize scheme [35]. We focus on three

complementary aspects: (i) underlying cryptographic assump-

tions (6.1), (ii) communication cost (6.2), and (iii) computational

cost (6.3).

Implementation Details. We built a prototype implementation

of both schemes in Rust (v1.85.0) using the arkworks(v0.5.0) li-
brary [6] for pairing-based cryptography. We use SHA-256 [46]

as hash function, and hash-to-curve operations are implemented

following RFC9380 [27] using SHA-256 in the hash-to-field function

and the map-to-curve function proposed by Wahby and Boneh [56].

To ensure a fair comparison, we used the same libraries and op-

timizations for both implementations, and no batching techniques

were employed that could give an advantage to CAnonize. The pro-
totype implementation is available at https://github.com/uclcrypto/

CAnonize.

All experiments were executed 50 times on a machine equipped

with an Intel Core i7-1355U CPU (base frequency 1GHz, turbo

frequency up to 5GHz), 16GB RAM, running Ubuntu 22.04.1. We

report median execution times.

To target a 128-bit security level, both schemes were instan-

tiated over the BLS12-381 curve [11] and the Fischlin transform

parameters were fixed to 𝜆 = 32, 𝑏 = 4, and 𝑡 = 9.

6.1 Assumptions
The original Anonize construction relies on three independent cryp-

tographic assumptions: the hardness of the discrete logarithm prob-

lem, the decisional bilinear Diffie–Hellman (DBDH) assumption,

and the 𝑛-Decisional Diffie–Hellman Inversion (𝑛-DDHI) assump-

tion.

In contrast, CAnonize relies solely on the SXDH assumption

in the random oracle model and common reference string model.

SXDH is a standard assumption in pairing-based cryptography and

is widely used in efficient proof systems.

While we do not claim that SXDH is strictly weaker than the

combination of assumptions used in Anonize, CAnonize reduces as-
sumption complexity by relying on a single well-studied decisional

assumption. This simplification streamlines the security analysis

and avoids combining multiple independent hardness assumptions.

6.2 Communication Cost
Table 2 summarizes the communication cost of both schemes. We

report (i) the number of transmitted group elements per phase, (ii)

Table 2: Communication cost in terms of the number of
group elements for our version (CAnonize) and the original

version (Anonize), theoretical and experimental
communication size in bits

Z𝑞 G1 G2 G𝑇
theo.

size

exp.

size

ours 8 3 5.3k 8.5kUser

Reg. orig. 96 36 1 39k 62k

ours 5 1 2.7k 3.5kSurvey

Reg. orig. 2 1 1.5k 2.7k

ours 2 38 22 32k 53kSubmis-

sion orig. 96 64 2 97 494k 564k

ours 2 51 26 40k 65k
Total

orig. 192 102 4 97 534k 628k

the corresponding theoretical size in bits based on curve parameters,

and (iii) the experimentally observed serialized size.

For BLS12-381, elements have the following theoretical sizes:

an element in Z𝑞 requires 255 bits, an element in G1 381 bits, an

element in G2 762 bits, and an element in G𝑇 4572 bits.

Summing all protocol phases, CAnonize transmits a total of

39 753 bits in theory, compared to 534 354 bits for Anonize, corre-

sponding to a 92% reduction in theoretical communication cost. The

experimentally measured serialized sizes are 64 512 bits and 628 416

bits, respectively, yielding an empirical reduction of approximately

90%, which closely matches the theoretical reduction.

We note that the communication cost of the survey registration

phase is slightly higher in our construction; however, this phase

contributes only marginally to the overall communication footprint.

The largest savings occur during the submission phase. In partic-

ular, CAnonize eliminates the need to transmit any G𝑇 elements,

which are significantly larger than elements inG1 orG2. This reduc-

tion originates from structural modifications applied to the token

generation process and the proof system used during submission.

As a result, the communication burden on users is substantially

reduced, which is particularly relevant in bandwidth-constrained

or large-scale deployments.

6.3 Computational Cost
Table 3 reports the number of cryptographic operations performed

by each party in every protocol phase. We count hash evaluations,

hash-to-curve operations in G1 and G2, pairing computations, mul-

tiplications in G𝑇 , and exponentiations in G1 and G2. Operations

in Z𝑞 and multiplications in G1 and G2 are omitted, as they are at

least one order of magnitude cheaper than pairing evaluations and

exponentiations in G2.

While the setup, user registration, survey registration, and autho-

rization check phases are slightly more expensive in our construc-

tion, the submission phase — which is executed once per survey

response — is significantly more efficient. Most notably, CAnonize
removes all pairing computations on the user side during submis-

sion and substantially reduces their number on the SA side.
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Table 3: Number of hashing, hash-to-curve in G1 and G2,
pairing evaluations, multiplications in G𝑇 , exponentiations
in G1 and G2 the user, RA and SA in our version (CAnonize)
and the original paper (Anonize) for each step of the survey

Hash.

Hash.

curve

Pair-

ing

Mult.

G𝑇

Exp.

G1

Exp.

G2

RA 1 8

SA 1 8

Orig. RA 1 1

Setup

Orig. SA 1 1

User 10 6 2

RA 8 9 1

Orig. user 512 2 1 68

User

Reg.

Orig. RA 32 100 1

SA 9 1Survey

Reg.
Orig. SA 5 1

User 10 6Autho-

rized
Orig. user 2 2

User 1

1G1,

2G2

83 73

SA 1 2G2 101 77 3

Orig. user 512 129 64 1155 2

Submis-

sion

Orig. SA 32 288 224 288

To quantify the overall impact, we consider a representative

execution flow in which a user registers, is added to a survey,

verifies authorization, and submits a single response. Using the

per-operation benchmarks reported in Table 4 (hash: 0.57 𝜇s; hash-

to-curve G1: 142 𝜇s; hash-to-curve G2: 689 𝜇s; pairing: 884 𝜇s; G𝑇

multiplication: 2 𝜇s; exponentiation in G1: 4 𝜇s; exponentiation in

G2: 7 𝜇s), the total theoretical execution time is 117ms for CAnon-
ize and 388ms for Anonize, corresponding to a 70% reduction in

estimated cryptographic cost. Table 4 additionally reports mea-

sured median execution times over 50 runs. The total observed

execution time is 179ms for our scheme and 440ms for Anonize,

corresponding to a 59% reduction in wall-clock time. The difference

between theoretical and measured times is expected, as the theoret-

ical estimate accounts only for dominant cryptographic operations

and does not capture serialization, memory access, data structure

handling, or other implementation overheads.

The submission phase accounts for the majority of the improve-

ment: it is 273ms faster in CAnonize, corresponding to a 67% reduc-

tion for that phase alone. The only phases that incur a slight over-

head are RA, SA, and CRS setup, user registration, and authorization

check, which together increase execution time by approximately

18ms. These steps are performed infrequently: RA, SA, and CRS

setup occurs once, and registration only when users join, whereas

submission is executed for each survey response.

Table 4: Median execution time of the different steps of
CAnonize and Anonize in ms over 50 runs along with the
theoretical total execution time (considering hash: 0.57𝜇s,
hash-to-curve G1: 142𝜇s, hash-to-curve G2: 689𝜇s, pairing:

884𝜇s, mult G𝑇 : 2𝜇s, exp G1: 4𝜇s, exp G2: 7𝜇s)

Setup User Reg. Survey Reg.

RA SA CRS User RA SA Auth.

ours 3.0 3.0 6.0 10.0 6.0 1.0 8.0

orig. 1.0 1.0 0.0 10.0 8.0 0.0 3.0

Submission Total Total

User SA User RA SA Exp. Theo.

ours 37.0 97.0 50.0 10.0 102 179.0 117
orig. 157.0 250.0 170.5 10.0 254 440.0 388

Overall, the results demonstrate that the proposed modifications

yield a substantial reduction in both communication and compu-

tational overhead, particularly for the most frequently executed

operations, while preserving the security and unlinkability guaran-

tees of the original construction.

7 Conclusion
We presented CAnonize, a new anonymous survey protocol that

revisits and improves the design of Anonize [35]. Our objective

was to overcome performance bottlenecks in bandwidth and in

time, while keeping the original security model and increasing the

security guarantees by relying on fewer and better understood

computational assumptions.

Our evaluation of CAnonize shows considerable improvements

in both communication and computational costs: our prototype

implementation achieves a 90% reduction in empirical communi-

cation size and a 59% reduction in end-to-end execution time for

a representative execution flow. These gains arise from structural

modifications to the protocol rather than parameter tuning or im-

plementation artifacts.

From a security perspective, the proposed construction relies

solely on the SXDH assumption in the random oracle and common

reference string models, replacing the combination of computa-

tional assumptions required by Anonize with a single standard

decisional assumption.

While CAnonize assumes a trusted common reference string and

does not address network-layer metadata leakage, it provides strong

cryptographic guarantees: survey responses remain unlinkable even

if transcripts or stored data are later exposed.

Overall, our results demonstrate that anonymous survey systems

can be significantly streamlined without introducing additional

assumptions or weakening security, improving their practicality

for large-scale and bandwidth-constrained deployments.
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A Groth–Sahai proofs

Table 5: Commitments in Groth–Sahai proofs

Committed
value Commitment

𝑋 ∈ G1 𝑐𝑋 =

(
𝑔
𝑟1
11
𝑔
𝑟2
21

𝑋𝑔
𝑟1
12
𝑔
𝑟2
21

)
𝑟1, 𝑟2 ← Z𝑞

𝑌 ∈ G2 𝑐𝑌 =

(
𝑔
𝑠1
11
𝑔
𝑠2
21

𝑌𝑔
𝑠1
12
𝑔
𝑠2
21

)
𝑠1, 𝑠2 ← Z𝑞

𝑦 ∈ Z𝑞 𝑐𝑦 =

(
𝑔
𝑦

21
𝑔𝑠
11

𝑔
𝑦

22
𝑔
𝑦

11
𝑔𝑠
12

)
𝑠 ← Z𝑞

Table 6: Proofs for pairing product and multi-scalar multi-
plication equations

Equation Proof

𝑒 (𝑋, 𝐵̂) =𝑇 𝜋𝑋 =

(
𝐵̂𝑟1

𝐵̂𝑟2

)

𝑒 (𝑋,𝑌 ) =𝑇

𝜋𝑌 =

[(
1

𝑌

)𝑟1
®̂𝑔1
𝑠1 ·𝑟1−𝑡1 ®̂𝑔2

𝑠2 ·𝑟1−𝑡3
,(

1

𝑌

)𝑟2
®̂𝑔1
𝑠1 ·𝑟2−𝑡2 ®̂𝑔2

𝑠2 ·𝑟2−𝑡4
]

𝜃𝑋 =

[(
1

𝑋

)𝑠1
®𝑔1𝑡1 ®𝑔2𝑡2 ,

(
1

𝑋

)𝑠2
®𝑔1𝑡3 ®𝑔2𝑡4

]𝑡1, 𝑡2, 𝑡3, 𝑡4 ← Z𝑞

𝐴𝑦 =𝑇 𝜃𝑦 =

(
1

𝐴

)𝑠

Table 7: Verification equations for pairing product and multi-
scalar multiplication equations

Equation Verification Equation

𝑒 (𝑋, 𝐵̂) =𝑇 𝐸 (𝑐𝑋 ,
(
1

𝐵̂

)
) ?

=(
1 1

1 𝑇

)
· 𝐸 ( ®𝑔1, 𝜋𝑋 [1]) · 𝐸 ( ®𝑔2, 𝜋𝑋 [2])

𝑒 (𝑋,𝑌 ) =𝑇
𝐸

( (
1

𝐴

)
, 𝑐𝑌

)
· 𝐸

(
𝑐𝑋 ,

(
1

𝐵

) )
?

=(
1 1

1 𝑇

)
· 𝐸 ( ®𝑔1, 𝜋𝑋 [1]) · 𝐸 ( ®𝑔2, 𝜋𝑋 [2])·

𝐸 (𝜃𝑌 [1], ®̂𝑔1) · 𝐸 (𝜃𝑌 [2], ®̂𝑔2)

𝐴𝑦 =𝑇
𝐸 (𝑐𝑋 , 𝑐𝑦)

?

=(
1 1

𝑒 (𝑇,𝑔21) 𝑒 (𝑇,𝑔22𝑔11)

)
· 𝐸 (𝜃𝑦, ®̂𝑔1)
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B Detailed proofs of knowledge using
Groth–Sahai

B.1 Notation
In the following, we use the following notation for denoting each

element of the different CRS:

CRS1 =

(
𝑔11 𝑔21
𝑔12 𝑔22

)
CRS2 =

(
𝑔11 𝑔21
𝑔12 𝑔22

)
CRS

′ =

(
𝑔′
11

𝑔′
21

𝑔′
12

𝑔′
22

)
We also use the following notation for denoting each vector of each

CRS:

®𝑔1 =
(
𝑔11
𝑔12

)
, ®𝑔2 =

(
𝑔21
𝑔22

)
, · · · and CRS

′ [1] = 𝑔1, CRS′ [2] = 𝑔2

We denote pairing operations as follows:

𝐸1 (𝑥, ®𝑦) =
(
𝑒 (𝑥,𝑦1)
𝑒 (𝑥,𝑦2)

)
, 𝑥 ∈ G1, ®𝑦 ∈ G2

2

𝐸2 ( ®𝑥,𝑦) =
(
𝑒 (𝑥1, 𝑦)
𝑒 (𝑥2, 𝑦),

)
, ®𝑥 ∈ G2

1
, 𝑦 ∈ G2

𝐸𝑇 ( ®𝑥, ®𝑦) =
(
𝑒 (𝑥1, 𝑦1)
𝑒 (𝑥1, 𝑦2)

𝑒 (𝑥2, 𝑦1)
𝑒 (𝑥2, 𝑦2)

)
, ®𝑥 ∈ G2

1
, ®𝑦 ∈ G2

2

B.2 Knowledge of sid in user registration
We want to prove:

𝑃𝑜𝐾{(𝑠𝑖𝑑) : 𝑝𝑘 = 𝑔𝑠𝑖𝑑 }
For this equation, the commitment is:

𝑐𝑠𝑖𝑑 =

(
1

𝑔𝑠𝑖𝑑
11

)
®̂𝑔1
𝑟𝑠𝑖𝑑 ®̂𝑔2

𝑠𝑖𝑑

The proof element is:

𝜃𝑠𝑖𝑑 = 𝑔𝑟
𝑠𝑖𝑑

The verification equation is :

𝐸1 (𝑔, 𝑐𝑠𝑖𝑑 )
?

=𝐸2
(
𝑝𝑘,

(
1

𝑔11

)
𝑔2

)
· 𝐸2 (𝜃𝑠𝑖𝑑 , 𝑔1) (UR)

B.2.1 GenProof
UR

and VerifyProof
UR
. The proof generation algo-

rithm GenProofUR and the proof verification algorithm

VerifyProof
UR

are defined as follows:

GenProofUR (CRS2) → 𝜋UR :(𝑐𝑠𝑖𝑑 , 𝜃𝑠𝑖𝑑 )

VerifyProof
UR
(CRS2, 𝜋UR) → {0, 1} :

Output 1 if equation (UR) holds,

else output 0.

B.3 Satisfaction of condition (a)
We want to prove the knowledge of the witnesses that satisfy the

verification equations of the SPS signature from the RA on (𝑔𝑖𝑑 , 𝑝𝑘)

and the SPS signature from the RA on (𝑔𝑖𝑑 , 𝑣𝑖𝑑).

(a) 𝑃𝑜𝐾



(𝑔𝑖𝑑 , 𝑝𝑘,𝜌, 𝜌,𝜓,𝛾, 𝜏, 𝜌 ′, 𝜌 ′,𝜓 ′, 𝛾 ′, 𝜏 ′) :

𝑒 (𝑔𝑖𝑑 ,𝐶01)𝑒 (𝑝𝑘,𝐶02)𝑒 (𝜌,𝐶03)𝑒 (𝜌,𝐶04)·
𝑒 (𝜓,𝐶05)𝑒 (𝛾,𝐶06)𝑒 (ℎ,𝐶1) = 𝑒 (𝜋,𝐶2)

∧𝑒 (𝜌, 𝜏) = 𝑒 (𝜓, ˆℎ)

∧𝑒 (𝑔𝑖𝑑 ,𝐶′
01
)𝑒 (𝑔𝑣𝑖𝑑 ,𝐶′

02
)𝑒 (𝜌 ′,𝐶′

03
)𝑒 (𝜌 ′,𝐶′

04
)·

𝑒 (𝜓 ′,𝐶′
05
)𝑒 (𝛾 ′,𝐶′

06
)𝑒 (ℎ′,𝐶′

1
) = 𝑒 (𝜋 ′,𝐶′

2
)

∧𝑒 (𝜌 ′, 𝜏 ′) = 𝑒 (𝜓 ′, ˆℎ′)


with 𝑝𝑘𝑅𝐴 = (𝐶0 =

©­­­«
𝐶01 = ˆℎ𝑘0 ·𝑎

.

.

.

𝐶06 = ˆℎ𝑘6 ·𝑎

ª®®®¬ ,𝐶1 = ˆℎ𝑘 ¤𝑎,𝐶2 = ˆℎ𝑎).

and 𝑝𝑘𝑆𝐴 = (𝐶′
0
=

©­­­«
𝐶′
01

= ˆℎ′𝑘
′
0
·𝑎′

.

.

.

𝐶′
06

= ˆℎ′𝑘
′
6
·𝑎′

ª®®®¬ ,𝐶
′
1
= ˆℎ′𝑘

′ ¤𝑎′ ,𝐶′
2
= ℎℎ′𝑎

′ ).

We proceed separately for each equation.

B.3.1 Equation (a.1).

(a.1) 𝑃𝑜𝐾


(𝑔𝑖𝑑 , 𝑝𝑘,𝜌, 𝜌,𝜓,𝛾) :

𝑒 (𝑔𝑖𝑑 , ˆℎ𝑘1 ·𝑎)𝑒 (𝑝𝑘, ˆℎ𝑘2 ·𝑎)𝑒 (𝜌, ˆℎ𝑘3 ·𝑎)𝑒 (𝜌, ˆℎ𝑘4 ·𝑎)·

𝑒 (𝜓, ˆℎ𝑘5 ·𝑎)𝑒 (𝛾, ˆℎ𝑘6 ·𝑎)𝑒 (ℎ, ˆℎ𝑎) = 𝑒 (𝜋, ˆℎ𝑎) .


For this equation, the commitments are:

𝑐𝜌 =

(
1

𝜌

)
®𝑔1𝑟

𝜌

1 ®𝑔2𝑟
𝜌

2

𝑐𝜌 =

(
1

𝜌

)
®𝑔1𝑟

𝜌̃

1 ®𝑔2𝑟
𝜌̃

2

𝑐𝜓 =

(
1

𝜓

)
®𝑔1𝑟

𝜓

1 ®𝑔2𝑟
𝜓

2

𝑐𝛾 =

(
1

𝛾

)
®𝑔1𝑟

𝛾

1 ®𝑔2𝑟
𝛾

2

𝑐𝜋 =

(
1

𝜋

)
®𝑔1𝑟

𝜋
1 ®𝑔2𝑟

𝜋
2

𝑐𝑔𝑖𝑑 =

(
1

𝑔𝑖𝑑

)
®𝑔1𝑟

𝑔𝑖𝑑

1 ®𝑔2𝑟
𝑔𝑖𝑑

2

𝑐𝑝𝑘 =

(
1

𝑝𝑘

)
®𝑔1𝑟

𝑝𝑘

1 ®𝑔2𝑟
𝑝𝑘

2

The proof elements are:

𝜋𝑎1,1 =𝐶
𝑟
𝑔𝑖𝑑

1

01
·𝐶𝑟

𝑝𝑘

1

02
·𝐶𝑟

𝜌

1

03
·𝐶𝑟

𝜌̃

1

04
·𝐶𝑟

𝜓

1

05
·𝐶𝑟

𝛾

1

06
· (𝐶𝑟𝜋

1

2
)−1

𝜋𝑎1,2 =𝐶
𝑟
𝑔𝑖𝑑

2

01
·𝐶𝑟

𝑝𝑘

2

02
·𝐶𝑟

𝜌

2

03
·𝐶𝑟

𝜌̃

2

04
·𝐶𝑟

𝜓

2

05
·𝐶𝑟

𝛾

2

06
· (𝐶𝑟𝜋

2

2
)−1

The verification equation is :

𝐸1 (𝑐𝜌 ,𝐶03)𝐸1 (𝑐𝜌 ,𝐶04)𝐸1 (𝑐𝜓 ,𝐶05)𝐸1 (𝑐𝛾 ,𝐶06)·
𝐸1 (𝑐𝜋 ,𝐶1)−1𝐸1 (𝑐𝑔𝑖𝑑 ,𝐶01)𝐸1 (𝑐𝑝𝑘 ,𝐶02)

?

=

(
1

𝑇1

)
𝐸1 ( ®𝑔1, 𝜋𝑎1,1)𝐸1 ( ®𝑔2, 𝜋𝑎1,2) (RA1)

with 𝑇1 = 𝑒 (ℎ, ˆℎ𝑘 ·𝑎)−1.

B.3.2 Equation (a.2).

(a.2) 𝑃𝑜𝐾

{(𝜌, 𝜏,𝜓 ) :
𝑒 (𝜌, 𝜏)𝑒 (𝜓, ˆℎ)−1 = 1

}
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The commitment is:

𝑐𝜏 =

(
1

𝜏

)
®̂𝑔1
𝑟𝜏
1 ®̂𝑔2

𝑟𝜏
2

The proof elements are:

𝜋𝑎2,1 =

(
1

𝜏𝑟
𝑟ℎ𝑜
1 · ( ˆℎ𝑟

𝜓

1 )−1

)
®̂𝑔
𝑟𝜏
1
𝑟
𝜌

1
−𝜈

1

®̂𝑔
𝑟𝜏
2
𝑟
𝜌

1
−𝜈∗∗

2

𝜋𝑎2,2 =

(
1

𝜏𝑟
𝜌

2 · ( ˆℎ𝑟
𝜓

2 )−1

)
®̂𝑔
𝑟𝜏
1
𝑟
𝜌

2
−𝜈∗

1

®̂𝑔
𝑟𝜏
2
𝑟
𝜌

2
−𝜈∗∗∗

𝜃𝑎2,1 =

(
1

𝜌𝑟
𝜏
1

)
®𝑔𝜈
1
®𝑔𝜈∗
2

𝜃𝑎2,2 =

(
1

𝜌𝑟
𝜏
2

)
®𝑔𝜈∗∗
1
®𝑔𝜈∗∗∗
2

with 𝜈, 𝜈∗, 𝜈∗∗, 𝜈∗∗∗ ← Z𝑞 . The verification equation is given by:

𝐸𝑇 (𝑐𝜌 , 𝑐𝜏 )𝐸𝑇 (𝑐𝜓 ,
(
1

ˆℎ−1

)
) ?

=

𝐸𝑇 ( ®𝑔1, 𝜋𝑎2,1)𝐸𝑇 ( ®𝑔2, 𝜋𝑎2,2)𝐸𝑇 (𝜃𝑎2,1, ®̂𝑔1)𝐸𝑇 (𝜃𝑎2,2, ®̂𝑔2) (RA2)

B.3.3 Equation (a.3). The satisfaction of SA’s verification equations
is done similarly to that of the RA’s verification equations.

(a.3) 𝑃𝑜𝐾


(𝑔𝑖𝑑 , 𝜌 ′, 𝜌 ′,𝜓 ′, 𝛾 ′) :

𝑒 (𝑔𝑖𝑑 , ˆℎ′𝑘′1 ·𝑎′ )𝑒 (𝑔𝑣𝑖𝑑 , ˆℎ′𝑘′2 ·𝑎′ )𝑒 (𝜌 ′, ˆℎ′𝑘′3 ·𝑎′ )𝑒 (𝜌 ′, ˆℎ′𝑘′4 ·𝑎′ )·

𝑒 (𝜓 ′, ˆℎ′𝑘′5 ·𝑎′ )𝑒 (𝛾 ′, ˆℎ′𝑘′6 ·𝑎′ )𝑒 (ℎ′, ˆℎ′𝑎′ ) = 𝑒 (𝜋 ′, ˆℎ′𝑎′ ).


For this equation, the commitments are:

𝑐𝜌′ =

(
1

𝜌 ′

)
®𝑔1𝑟

𝜌′
1 ®𝑔2𝑟

𝜌′
2

𝑐𝜌′ =

(
1

𝜌 ′

)
®𝑔1𝑟

𝜌̃′
1 ®𝑔2𝑟

𝜌̃′
2

𝑐𝜓 ′ =

(
1

𝜓 ′

)
®𝑔1𝑟

𝜓 ′
1 ®𝑔2𝑟

𝜓 ′
2

𝑐𝛾 ′ =

(
1

𝛾 ′

)
®𝑔1𝑟

𝛾 ′
1 ®𝑔2𝑟

𝛾 ′
2

𝑐𝜋 ′ =

(
1

𝜋 ′

)
®𝑔1𝑟

𝜋 ′
1 ®𝑔2𝑟

𝜋 ′
2

Note that the commitment 𝑐𝑔𝑖𝑑 is reused from section B.3.1 because

we want to prove we use the same value 𝑔𝑖𝑑 in both proofs.

The proof elements are:

𝜋𝑎3,1 =𝐶
′𝑟𝑔

𝑖𝑑

1

01
·𝐶′𝑟

𝜌′
1

03
·𝐶′𝑟

𝜌̃′
1

04
·𝐶′𝑟

𝜓 ′
1

05
·𝐶′𝑟

𝛾 ′
1

06
· (𝐶′𝑟

𝜋 ′
1

2
)−1

𝜋𝑎3,2 =𝐶
′𝑟𝑔

𝑖𝑑

2

01
·𝐶′𝑟

𝜌′
2

03
·𝐶′𝑟

𝜌̃′
2

04
·𝐶′𝑟

𝜓 ′
2

05
·𝐶′𝑟

𝛾 ′
2

06
· (𝐶′𝑟

𝜋 ′
2

2
)−1

The verification equation is :

𝐸1 (𝑐𝜌′ ,𝐶′03)𝐸1 (𝑐𝜌′ ,𝐶′04)𝐸1 (𝑐𝜓 ′ ,𝐶′05)𝐸1 (𝑐𝛾 ′ ,𝐶′06)·
𝐸1 (𝑐𝜋 ′ ,𝐶′2)−1𝐸1 (𝑐𝑔𝑖𝑑 ,𝐶′01)𝐸1 (𝑐𝑝𝑘 ,𝐶′02)

?

=

(
1

𝑇 ′
1

)
𝐸1 ( ®𝑔1, 𝜋𝑎3,1)𝐸1 ( ®𝑔2, 𝜋𝑎3,2) (SA1)

with 𝑇 ′
1
= 𝑒 (𝑔𝑣𝑖𝑑 ,𝐶′

02
)−1𝑒 (ℎ′,𝐶′

2
)−1.

B.3.4 Equation (a.4).

(a.4) 𝑃𝑜𝐾

{
(𝜌 ′, 𝜏 ′,𝜓 ′) :

𝑒 (𝜌 ′, 𝜏 ′)𝑒 (𝜓 ′, ˆℎ′)−1 = 1

}

The commitment is:

𝑐𝜏 ′ =

(
1

𝜏 ′

)
®̂𝑔1
𝑟𝜏
′

1 ®̂𝑔2
𝑟𝜏
′

2

The proof elements are:

𝜋𝑎4,1 =

(
1

𝜏
′𝑟𝜌
′

1 · ( ˆℎ𝑟
𝜓 ′
1 )−1

)
®̂𝑔
𝑟𝜏
′

1
𝑟
𝜌′
1
−𝜈′

1

®̂𝑔
𝑟𝜏
′

2
𝑟
𝜌′
1
−𝜈′∗∗

2

𝜋𝑎4,2 =

(
1

𝜏
′𝑟𝜌
′

2 · ( ˆℎ𝑟
𝜓 ′
2 )−1

)
®̂𝑔
𝑟𝜏
′

1
𝑟
𝜌′
2
−𝜈′∗

1

®̂𝑔
𝑟𝜏
′

2
𝑟
𝜌′
2
−𝜈′∗∗∗

2

𝜃𝑎4,1 =

(
1

𝜌𝑟
𝜏 ′
1

)
®𝑔𝜈′
1
®𝑔𝜈′∗
2

𝜃𝑎4,2 =

(
1

𝜌𝑟
𝜏 ′
2

)
®𝑔𝜈
′∗∗

1
®𝑔𝜈
′∗∗∗

2

with 𝜈 ′, 𝜈 ′∗, 𝜈
′∗∗, 𝜈

′∗∗∗ ← Z𝑞 The verification equation is given by:

𝐸1 (𝑐𝜌′ , 𝑐𝜏 ′ )𝐸1 (𝑐𝜓 ′ ,
(
1

ˆℎ′

)
)−1 ?

=

𝐸𝑇 ( ®𝑔1, 𝜋𝑎4,1)𝐸𝑇 ( ®𝑔2, 𝜋𝑎4,2)𝐸𝑇 (𝜃𝑎4,1, ®̂𝑔1)𝐸𝑇 (𝜃𝑎4,2, ®̂𝑔2) (SA2)

B.3.5 GenProof𝜎 and VerifyProof𝜎 . The proof generation algo-

rithm GenProof𝜎 and the proof verification algorithm VerifyProof𝜎

are defined as follows:

GenProof𝜎 (CRS1,CRS2) → 𝜋𝜎 :(𝑐𝜌 , 𝑐𝜌 , 𝑐𝜓 , 𝑐𝛾 , 𝑐𝜋 , 𝑐𝑔𝑖𝑑 , 𝑐𝑝𝑘 , 𝑐𝜏 ,
𝜋𝑎1,1, 𝜋𝑎1,2, 𝜋𝑎2,1, 𝜋𝑎2,2, 𝜃𝑎2,1, 𝜃𝑎2,2,

𝑐𝜌′ , 𝑐𝜌′ , 𝑐𝜓 ′ , 𝑐𝛾 ′ , 𝑐𝜋 ′ , 𝑐𝜏 ′ ,

𝜋𝑎3,1, 𝜋𝑎3,2, 𝜋𝑎4,1, 𝜋𝑎4,2, 𝜃𝑎4,1, 𝜃𝑎4,2)

VerifyProof𝜎 (CRS1,CRS2, 𝜋𝜎 ) → {0, 1} :
Output 1 if equations (RA1), (RA2), (SA1) and (SA2) hold,

else output 0.

B.4 Satisfaction of condition (b)
Here we want to prove that the same value of 𝑠𝑖𝑑 was used in 𝑐𝑝𝑘
and in 𝐶 . More formally, we want to prove:

(b) 𝑃𝑜𝐾


(𝑠𝑖𝑑,𝑟𝑝𝑘

1
, 𝑟

𝑝𝑘

2
) :(

1

𝑔𝑠𝑖𝑑

)
®𝑔1𝑟

𝑝𝑘

1 ®𝑔2𝑟
𝑝𝑘

2 = 𝑐𝑝𝑘

∧ 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 =𝐶


As we need to prove a statement about a commitment, we use

another CRS CRS
′
. The component CRS

′ [2] is fixed and CRS′ [1] =
𝐻 ′ (𝑜𝑣𝑘, 𝑣𝑖𝑑) = is generated during the submission.

B.4.1 Equation (b.1).

(b.1) 𝑃𝑜𝐾


(𝑠𝑖𝑑,𝑟𝑝𝑘

1
, 𝑟

𝑝𝑘

2
) :(

1

𝑔𝑠𝑖𝑑

)
®𝑔1𝑟

𝑝𝑘

1 ®𝑔2𝑟
𝑝𝑘

2 = 𝑐𝑝𝑘


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The commitments are:

𝑐𝑠𝑖𝑑 =

(
1

𝑔𝑠𝑖𝑑
11
′

)
®̂𝑔′
2

𝑠𝑖𝑑 ®̂𝑔′
1

𝜌𝑠𝑖𝑑
𝑐
𝑟
𝑝𝑘

1

=

(
1

𝑔
𝑟
𝑝𝑘

1

11
′

)
®̂𝑔′
2

𝑟
𝑝𝑘

1 ®̂𝑔′
1

𝜌𝑟
1

𝑐
𝑟
𝑝𝑘

2

=

(
1

𝑔
𝑟
𝑝𝑘

2

11
′

)
®̂𝑔′
2

𝑟
𝑝𝑘

2 ®̂𝑔′
1

𝜌𝑟
2

The proof element is:

𝜃𝑏1 =

(
𝑔
𝜌𝑟

1

11
′ 𝑔

𝜌𝑟
2

21
′

𝑔𝜌𝑠𝑖𝑑𝑔
𝜌𝑟

1

12
′ 𝑔

𝜌𝑟
2

22
′

)
The verification equation is:

𝐸𝑇

(
1

𝑔
, 𝑐𝑠𝑖𝑑

)
𝐸𝑇 ( ®𝑔1, 𝑐𝑟1 )𝐸𝑇 ( ®𝑔2, 𝑐𝑟2 )

?

= 𝐸𝑇 (𝑐𝑝𝑘 ,
(
1

𝑔′
11

)
®̂𝑔′
2
)𝐸 (𝜃𝑏1, ®̂𝑔′1)

(C1)

B.4.2 Equation (b.2).

(b.2) 𝑃𝑜𝐾

{(𝑠𝑖𝑑) :
𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 =𝐶

}
The proof element is:

𝜃𝑏2 = 𝐻 (𝑣𝑖𝑑)𝜌𝑠𝑖𝑑

The verification equation is:

𝐸2 (𝐻 (𝑣𝑖𝑑), 𝑐𝑠𝑖𝑑 )
?

= 𝐸2 (𝐶,
(
1

𝑔′
11

)
®̂𝑔′
2
)𝐸2 (𝜃𝑏2, ®̂𝑔′1) (C2)

B.4.3 GenProof𝐶 and VerifyProof𝐶 . The proof generation algo-

rithm GenProof𝐶 and the proof verification algorithm VerifyProof𝐶

are defined as follows:

GenProof𝐶 (CRS′) → 𝜋𝐶 :(𝑐𝑠𝑖𝑑 , 𝑐𝑟𝑝𝑘
1

, 𝑐
𝑟
𝑝𝑘

2

,

𝜃𝑏1, 𝜃𝑏2)

VerifyProof𝐶 (CRS′, 𝜋𝐶 ) → {0, 1} :
Output 1 if equations (C1) and (C2) hold,

else output 0.

C Proof of Authenticity
Security against malicious users. Let 𝐴 be a non-uniform PPT

adversary against the authenticity of the anonymous survey. We

consider the following sequence of hybrid experiments:

• Hybrid 0 is the real security game given in Definition 10. The

public-coin CRSes CRSUR for multi-scalar multiplication and

CRS1,CRS2 for pairing product equations are all uniform.

This is also the case for all the CRS
′
complemented with

CRS
′ [1] = 𝐻 ′ (𝑜𝑣𝑘, 𝑣𝑖𝑑) in the ROM, and involved in any

valid submission.

• In Hybrid 1, the uniformly random CRSUR ∈ G4

2
is turned

into a CRS to allow simulating the proof (of knowledge of

𝑔𝑠𝑖𝑑 ) that 𝑝𝑘 is well-formed. Under SXDH or Assumption 4,

this change is indistinguishable. Let 𝑃𝐾ℎ𝑜𝑛𝑒𝑠𝑡 and 𝑃𝐾𝑐𝑜𝑟𝑟𝑢𝑝𝑡
be the sets of 𝑝𝑘 successfully registered by honest and cor-

rupt users, respectively. We stress that the adversary may try

to reuse an honestly generated 𝑝𝑘 when registering a corrupt

user with another identity. During an honest registration,

the proof associated to 𝑝𝑘 ∈ 𝑃𝐾ℎ𝑜𝑛𝑒𝑠𝑡 are simulated, even

if we still generate them as 𝑝𝑘 = 𝑔𝑠𝑖𝑑 for known 𝑠𝑖𝑑 ← Z𝑞 .
If the adversary queries submission for honest users, we

still use 𝑠𝑖𝑑 as in Hybrid 0, i.e., as in the genuine run of the

Submission algorithm of the scheme.

• In Hybrid 2, CRS1 = (𝑔11, 𝑔12, 𝑔21, 𝑔22) and CRS2 for the

pairing product equations associated to the verifiability of

the structure-preserving signatures are now generated in

the binding mode. That is, we no more generated uniform

quadruples inG1 andG2 but linearly independent couples of

vectors. This requires one transition under SXDH for each

CRS and the change is indistinguishable (Assumption 4).

Now, each valid proof 𝜋𝜎 allows extracting from the commit-

ments group elements that satisfy the verification equations

with probability one (Assumption 3). In particular, we extract

𝑝𝑘 from 𝑐𝑝𝑘 as well as 𝐼𝐷 in G along with valid signatures

𝜎𝑅𝐴 on (𝑔𝑖𝑑 , 𝑝𝑘) and 𝜎𝑖𝑑,𝑣𝑖𝑑 on (𝑔𝑖𝑑 , 𝑣𝑖𝑑).
• In Hybrid 3, the distribution of each CRS

′
that has been com-

pleted with CRS
′ [1] = 𝐻 ′ (𝑜𝑣𝑘, 𝑣𝑖𝑑) for proving correctness

of token generation is now turned into the hiding mode for

multi-scalar multiplications as CRSUR above. By program-

ming each output of 𝐻 ′ and by relying on the random-self

reducibility of SXDH, the transition requires a single re-

duction from SXDH as in Assumption 4. Now, to answer

any Submission query, we simulate the proofs 𝜋𝐶 that 𝑐𝑝𝑘

and 𝐶 = 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 relies on the same 𝑠𝑖𝑑 related to some

𝑝𝑘 ∈ 𝑃𝐾ℎ𝑜𝑛𝑒𝑠𝑡 . Nevertheless, we stress that we still use hon-
est 𝑠𝑖𝑑 when computing 𝜋𝐶 that 𝑐𝑝𝑘 is well-formed during

a submission, as well as 𝑝𝑘 ∈ 𝑃𝐾ℎ𝑜𝑛𝑒𝑠𝑡 in the registration.

According to Assumption 2, this simulation is perfect.

• Hybrid 4 is as Hybrid 3, except that we introduce a fail-

ure event which causes the challenger to abort the game

and outputs reject if it occurs. This failure event is de-

fined as follows. Let us denote by 𝑜𝑣𝑘𝑖 the one-time ver-

ification key generated when answering the 𝑖-th Submis-

sion query. At that time, the challenger needs to compute

CRS
′
𝑖 [1] = 𝐻 ′ (𝑜𝑣𝑘𝑖 , 𝑣𝑖𝑑) for the involved survey identifier

𝑣𝑖𝑑 chosen by the adversary. Now, by definition, the failure

event occurs if the random oracle has already defined an

output for (𝑜𝑣𝑘𝑖 , 𝑣𝑖𝑑). Since all the 𝑜𝑣𝑘𝑖 ’s of the one-time sig-

nature scheme (recalled in Section 3.6) are generated afresh

in any Submission query and that it contains two uniformly

random group elements of G1, the probability that the adver-

sary already queried 𝐻 ′ on any of these 𝑜𝑣𝑘𝑖 ’s throughout

the whole game before it is generated in the 𝑖-th Submission

query is bounded by (𝑄 ′)2/𝑞2, where 𝑄 ′ is the total number

of 𝐻 ′ queries. Since 𝐻 ′ is also queried, but by the challenger,

in answering Submission queries, if the failure event does

not happen, all the 𝑜𝑣𝑘𝑖 ’s are distinct.

• Hybrid 5 is as Hybrid 4, but we introduce a second fail-

ure event so that the challenger also aborts the game and

outputs reject if it occurs. This failure event is defined as

the event that the adversary produces a valid submission

𝑆𝑢𝑏 = (𝐶,𝑚, 𝜋𝜎 , 𝜋𝐶 , 𝜎𝑂 , 𝑜𝑣𝑘) distinct from any submission
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answers 𝑆𝑢𝑏𝑖 = (𝐶𝑖 ,𝑚𝑖 , 𝜋𝑖,𝜎 , 𝜋𝑖,𝐶 , 𝜎𝑖,𝑂 , 𝑜𝑣𝑘𝑖 ) to the 𝑖-th sub-

mission query, but for which 𝑜𝑣𝑘 = 𝑜𝑣𝑘 𝑗 for some 𝑗 . Assum-

ing that𝐻 ′′ is collision resistant, which holds in the ROM, but

with probability at most (𝑄 ′′)2/𝑞, if𝑄 ′′ is the total number of

𝐻 ′′ queries made in the game, this failure event implies that

(𝜎𝑂 , ℎ′′) is a valid one-time signature-message pair under

𝑜𝑣𝑘 𝑗 , where ℎ
′′
:= 𝐻 ′′ (𝜋𝜎 , 𝜋𝐶 ,𝐶, 𝑣𝑖𝑑,𝑚), and distinct from

(𝜎 𝑗,𝑂 , ℎ′′𝑗 ), whereℎ′′𝑗 := 𝐻 ′′ (𝜋 𝑗,𝜎 , 𝜋 𝑗,𝐶 ,𝐶 𝑗 , 𝑣𝑖𝑑 𝑗 ,𝑚 𝑗 ). Indeed, if
ℎ′′ ≠ ℎ′′𝑗 this is clear, and otherwise we must have 𝜎𝑂 ≠ 𝜎 𝑗,𝑂

since 𝑆𝑢𝑏 ≠ 𝑆𝑢𝑏 𝑗 and (𝜋𝜎 , 𝜋𝐶 ,𝐶, 𝑣𝑖𝑑,𝑚) = (𝜋 𝑗,𝜎 , 𝜋 𝑗,𝐶 ,𝐶 𝑗 ,

𝑣𝑖𝑑 𝑗 ,𝑚 𝑗 ). However, this can only happen with negligible

probability according to Assumption 6. More precisely, given

the random generators 𝑔, ℎ ∈ G1 that are common in all

the 𝑜𝑣𝑘 , any forgery against the SUF-CMA scheme allows

(tightly) computing the discrete logarithm ofℎ in base𝑔 (even

if we do not know in advance which 𝑜𝑣𝑘 𝑗 will be reused),

which contradicts the SXDH assumption.

• In Hybrid 6, we bring yet another modification in the way the

random oracle answers to the 𝐻 ′ queries. For any fresh 𝐻 ′

query (𝑜𝑣𝑘, 𝑣𝑖𝑑) not made by the challenger when answer-

ing a submission query, the random oracle defines the out-

put CRS
′ [1] so that CRS

′
induces a Groth–Sahai extractable

proof system for multi-scalar multiplication so that witness

𝑥 ∈ Z𝑞 can be extracted as 𝑔𝑥 ∈ G2. We stress that if the

challenger does not abort because the failure event intro-

duced in Hybrid 4 does not occur, this change never affects

the distribution of CRS
′
𝑖 [1] = 𝐻 ′ (𝑜𝑣𝑘𝑖 , 𝑣𝑖𝑑) for any index 𝑖

so that CRS
′
𝑖 remains in the simulatable mode. According to

Assumption 4, the adversary may only change his behavior

with respect to Hybrid 5 with negligible probability. More

precisely, a single reduction from the SXDH problem will

make this change indistinguishable thanks to the random-

self reducibility of SXDH.

• In Hybrid 7, the challenger picks a random pair (𝑠𝑖𝑑, 𝑠𝑖𝑑 ′)
of exponents for each honest users. It still computes all the

𝑝𝑘 = 𝑔𝑠𝑖𝑑 ∈ 𝑃𝐾ℎ𝑜𝑛𝑒𝑠𝑡 , but in all the submission queries, it no

longer computes the token 𝐶 as 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 but as 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑′ .
According to Assumption 5, this change is indistinguishable

in the ROM. More precisely, the distinguishing advantage

between these two hybrids is at most the advantage of dis-

tinguishing an SXDH instance. Indeed, let (𝑔, 𝑝𝑘0, ℎ0,𝐶0) be
this instance, where 𝑝𝑘 = 𝑔𝑠𝑖𝑑0 and 𝐶0 = ℎ

𝑠𝑖𝑑0+𝑏𝑧
0

, for ran-

dom scalars 𝑠𝑖𝑑0, 𝑧 ∈ Z𝑞 and a random bit 𝑏 to guess. Any

honest 𝑝𝑘𝑖 is generated as 𝑔𝛼𝑖𝑝𝑘
𝛽𝑖
0

for random 𝛼𝑖 , 𝛽𝑖 ← Z𝑞
(and the proof is simulated in the registration as introduced

since Hybrid 1). All the 𝐻 queries on input 𝑣𝑖𝑑 𝑗 are now

answers with ℎ
𝛾 𝑗
0
, for a random 𝛾 𝑗 ∈ Z𝑞 per 𝑣𝑖𝑑 𝑗 . When

answering a submission for the 𝑖-th honest user, the chal-

lenger computes the token 𝐶𝑖 (𝑣𝑖𝑑 𝑗 ) = (ℎ𝛼𝑖
0
𝐶
𝛽𝑖
0
)𝛾 𝑗 (and sim-

ulates the proof as introduced since Hybrid 3). We note

that 𝐻 outputs are still random, which provides no change.

Now, we can see that 𝑝𝑘𝑖 = 𝑔𝛼𝑖𝑝𝑘
𝛽𝑖
0

= 𝑔𝑠𝑖𝑑𝑖 for unknown

𝑠𝑖𝑑𝑖 = 𝛼𝑖 + 𝑠𝑖𝑑0𝛽𝑖 , and 𝐶𝑖 (𝑣𝑖𝑑 𝑗 ) = (ℎ𝛼𝑖
0
𝐶
𝛽𝑖
0
)𝛾 𝑗 = 𝐻 (𝑣𝑖𝑑 𝑗 )𝑠𝑖𝑑

′
𝑖

for unknown 𝑠𝑖𝑑 ′𝑖 = 𝑠𝑖𝑑𝑖 + 𝑏𝑧𝛽𝑖 . Depending on the bit 𝑏, the

distribution is either the one of Hybrid 6 or Hybrid 7.

• In Hybrid 8, we introduce a third failure event which causes

the challenger to abort the game and outputs reject if it oc-
curs. At the end of the game, from any valid submission com-

puted by the adversary, the challenger takes 𝑐𝑝𝑘 in 𝜋𝜎 and

the valid proof 𝜋𝐶 , and extracts 𝑔
𝑠𝑖𝑑 , 𝑔𝜌1 , 𝑔𝜌2 (where 𝜌𝑖 = 𝑟

𝑝𝑘

𝑖

in the honest case, for 𝑖 = 1, 2) for some unknown exponents

such that 𝑒 (𝐶,𝑔) = (𝐻 (𝑣𝑖𝑑), 𝑔𝑠𝑖𝑑 ) as well as 𝑒 (𝑐𝑝𝑘 [1], 𝑔) =
𝑒 (𝑔,𝑔𝑠𝑖𝑑 )𝑒 (𝑔11, 𝑔𝜌1 )𝑒 (𝑔21, 𝑔𝜌2 ) and 𝑒 (𝑐𝑝𝑘 [2], 𝑔) = 𝑒 (𝑔12, 𝑔𝜌1 )
𝑒 (𝑔22, 𝑔𝜌2 ). The last two equations imply 𝑒 (𝑝𝑘,𝑔) = 𝑒 (𝑔,𝑔𝑠𝑖𝑑 )
from the extracting key of CRS1, which, with the first one

gives 𝐶 = 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 for the same scalar. We recall that if the

challenger does not already abort due to the failure events

introduced earlier, the associated 𝑜𝑣𝑘 has never been used

when emulating an honest user during a submission and

that the CRS
′
on such adversarially chosen input is indeed

extractable from Hybrid 6. By definition, the new failure

event occurs if 𝑝𝑘 ∈ 𝑃𝐾ℎ𝑜𝑛𝑒𝑠𝑡 . Under Assumption 5, this

happens only with negligible probability. More precisely,

given an SXDH instance as in the previous reduction, and

simulating all the honest users’ computation in the same

manner, if some 𝑝𝑘𝑖 equals an extracted 𝑝𝑘 (from a necessar-

ily malicious submission) we can tell whether (𝑔, 𝑝𝑘0, ℎ0,𝐶0)
is random or not. Indeed, thanks to 𝑔𝑠𝑖𝑑 = 𝑔𝑠𝑖𝑑𝑖 , we check

if 𝑒 (𝐻 (𝑣𝑖𝑑 𝑗 ), 𝑔𝑠𝑖𝑑𝑖 ) = 𝑒 (𝐶𝑖 (𝑣𝑖𝑑 𝑗 ), 𝑔) for any 𝑣𝑖𝑑 𝑗 . If it holds,
𝑏 = 0, else, 𝑏 = 1, with probability one (contradicting the

SXDH assumption).

• In Hybrid 9, the challenger emulates Hybrid 8, but it also

extracts all the group elements from any valid proof 𝜋𝜎
from any valid submission output by the adversary. This

extraction works with probability one from Hybrid 2, al-

lowing to compute valid signatures 𝜎𝑅𝐴 on (𝑝𝑘, 𝐼𝐷) and
𝜎𝑆𝐴 on (𝐼𝐷, 𝑣𝑖𝑑). If the challenger does not abort by apply-

ing the rules of the previous failure events, we necessarily

have 𝑝𝑘 ∉ 𝑃𝐾ℎ𝑜𝑛𝑒𝑠𝑡 . Therefore, if the winning conditions

|𝑆 | > |𝐿 ∩ 𝐿𝑐𝑜𝑟𝑟𝑢𝑝𝑡 | and (𝐶,𝑚, 𝜋), (𝐶′,𝑚′, 𝜋 ′) ∈ 𝑆 ⇒ 𝐶 ≠ 𝐶′

hold that means that there is a token 𝐶 = 𝐻 (𝑣𝑖𝑑)𝑠𝑖𝑑 for

some unknown 𝑠𝑖𝑑 with 𝑝𝑘 = 𝑔𝑠𝑖𝑑 ∉ 𝑃𝐾𝑐𝑜𝑟𝑟𝑢𝑝𝑡 , that is, it

has not been registered. This is due to the perfect soundness

of the proofs. In that case, the challenger aborts and out-

puts reject. It is easy to see that the probability to reject

in Hybrid 9 while Hybrid 8 would accept is bounded by the

probability that 𝜎𝑅𝐴 or 𝜎𝑆𝐴 is a forgery which is negligible

by Assumption 1.

It is easy to see that the adversary is never deemed successful in

Hybrid 9 since the challenger outputs reject in all cases. In sum-

mary, the adversary’s advantage is bounded by 7𝜖𝑆𝑋𝐷𝐻 +(𝑄 ′)2/𝑞2+
(𝑄 ′′)2/𝑞 + 2𝜖𝑆𝑃𝑆 .
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