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Abstract

Metric Differential Privacy (mDP) extends classical differential pri-
vacy (DP) by replacing Hamming adjacency with application-aware
distance metrics, which offers utility-preserving protection for
structured and continuous data including locations, trajectories,
images, and text embeddings.

This Systematization of Knowledge (SoK) paper synthesizes
a decade of progress (2013-2025), clarifying mDP’s foundations
and its connections to central and local DP, and surveying three
principal mDP mechanism families: homogeneous distance mech-
anisms (e.g., Laplacian noise), non-homogeneous distance mecha-
nisms (e.g., Exponential mechanism), and optimized perturbation
mechanisms. We organize applications across geo-location privacy,
text and embeddings, image and voice protection, graphs and net-
work telemetry, and federated/edge settings. We also surface open
challenges, including robust composition and adversarial model-
ing, context-adaptive privacy, high-dimensional scalability, and
principled geometry-aware trade-off bounds, and distill practical
guidance for selecting metrics, mechanisms, and metrics of utility.
The goal is a unified reference and roadmap for deploying scalable,
utility-preserving metric privacy in real-world systems.
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1 Introduction

Data analysis increasingly relies on sensitive user information, rais-
ing a fundamental tension between privacy protection and utility.
Differential Privacy (DP) [1] provides a principled solution by ensur-
ing that query outputs are statistically stable under small changes
to the input dataset, typically via calibrated randomness. In the
classical formulation, neighboring datasets differ in one record,
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commonly formalized through Hamming distance. This binary no-
tion of adjacency is effective for tabular data, but it can be too coarse
for structured or continuous domains, where record differences nat-
urally admit magnitudes. By assigning the same privacy cost to
all record substitutions, classical DP cannot distinguish small, lo-
cal perturbations from large semantic changes, which can lead to
unnecessary utility loss.

Many real-world applications instead require more nuanced pri-
vacy notions that better reflect relationships between data points.
For geo-location data, for example, revealing whether a user is
within 1 kilometer versus 100 kilometers of a point conveys vastly
different levels of sensitive information [3]. In text and image anal-
ysis, semantic or perceptual similarity often matters more than
a strict binary difference at the record level. Classical DP, which
treats all records as equally distinct, is not designed to capture such
subtleties. To address this gap, Metric Differential Privacy (mDP) [4]
generalizes DP by replacing the Hamming distance with application-
specific metrics on the input domain. Incorporating domain-aware
distance measures increases both the flexibility and the expressive-
ness of DP, and has enabled its application across a broad range
of settings, including geo-location obfuscation [5], word embed-
dings [6], speech processing [7], and image protection [8, 9].

Since its introduction in 2013, mDP has attracted significant re-
search attention. Figure 1 illustrates the historical growth of publica-
tions from 2013 to 2025, with stacked bars that show contributions
across domains including location, text, image, and voice. The trend
underscores the rising influence and broadening adoption of mDP,
as early dominance in location privacy gradually gave way to more
diverse applications such as text and image analysis, voice protec-
tion, and graph-based privacy. This evolution highlights mDP’s
expanding impact and its versatility in addressing privacy needs
across modern data ecosystems.

Despite substantial progress in the theoretical foundations, algo-
rithmic advances, and practical applications of mDP, to the best of
our knowledge there is still no Systematization of Knowledge (SoK)
paper dedicated specifically to this topic. Existing SoK/surveys fo-
cus primarily on classical DP and local differential privacy (LDP)
and mention mDP only briefly. For example, [10] reviews DP- and
LDP-based techniques for protecting unstructured data such as
images, audio, and text, emphasizing utility challenges and trade-
offs but touching on mDP only in passing. Similarly, [11] examines
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Figure 1: Growing adoption of mDP across multiple applica-
tion domains.

scenario-specific adaptations of DP for local and statistical data pri-
vacy, while again treating mDP as a minor theme. The two existing
SoKs on DP are similarly tangential to the goals of this paper. Des-
fontaines and Péj6 [12] systematize the rapidly proliferating family
of DP variants (e.g., Rényi-DP, zCDP, Gaussian-DP, LDP, group pri-
vacy) under a unifying lens of seven dimensions, but treat mDP only
as one generalization axis and do not provide a mechanism-level
taxonomy. Tschantz et al. [13] reframe DP as a causal property and
clarify what privacy notions different DP variants formalize, which
is largely orthogonal to mechanism design. The closest existing
comparative work in the location-privacy subdomain is the “Meth-
ods for Location Privacy” overview of Chatzikokolakis et al. [14],
which contrasts mDP-based mechanisms with k-anonymity, dum-
mies, and cloaking; however, it is a domain-specific comparison
rather than a systematization of mDP as a general privacy frame-
work. Table 1 summarizes the scope and mDP coverage of these
works alongside ours. As a result, these works largely overlook
the distinctive theoretical formulations, mechanism designs, and
application-driven innovations that characterize mDP. The absence
of a unified reference makes it difficult for new researchers to nav-
igate the literature and for practitioners to compare and select
appropriate mechanisms. This gap motivates the need for a dedi-
cated, systematic review of developments and challenges unique to
mDP.

To address this gap, we present the first mechanism-level SoK of
metric differential privacy (2013-2025), organized around a unified
design taxonomy: homogeneous distance mechanisms (HDM), non-
homogeneous distance mechanisms NHDM), and optimized pertur-
bation mechanisms (OPM). Our central thesis is that the apparently
diverse landscape of mDP designs is best understood as instances
of these three families and their hybrids; this lens threads through
Sec. 3 (mechanisms), Sec. 4 (applications, summarized in Table 4),
and Sec. 5 (open problems). Our contributions are threefold:

e First mechanism-level taxonomy of mDP. We propose
the HDM/NHDM/OPM partition together with hybrids, and
show via a 5-point worked example (Sec. 3) that the three
families produce concretely different output distributions on
the same physical scenario, isolating the role of mechanism
choice from the role of metric choice, a distinction not made
explicit in prior surveys.
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Table 1: Comparison of related SoKs/surveys with our work.

Work Type Primary Mechanism-level
scope mDP taxonomy
Desfontaines and Péj6 [12] | SoK DP variants No
Tschantz et al. [13] SoK DP as a causal | No
property
Chatzikokolakis et al. [14] | Survey Location pri- | Partial
vacy
Zhao and Chen [10] Survey DP/LDP for un- | No
structured data
Zhao et al. [11] Survey Scenario- No
specific
DP/LDP
This work SoK mDP across | Yes
domains (HDM/NHDM/OPM)

Table 2: Core notations used throughout the paper.

Symbol Meaning

X Input domain (data universe)

Yy Output (response) space

dx Metric defined over X

M :X—Y Randomized mechanism

£ Privacy budget controlling indistinguishability

é Slack parameter (for approximate mDP variants)
Pr(x) Output distribution of M on input x

u(x,y) Utility or score function (for EM and optimization)
Af Sensitivity of query f under dx

n Random noise variable added by mechanism

e A cross-domain pattern surfaced by the taxonomy. Or-
ganizing the application literature along HDM/NHDM/OPM
(Table 4) reveals a previously-unstated regularity: HDM dom-
inates continuous symmetric domains (geo-coordinates, em-
beddings); NHDM dominates discrete or structured vocab-
ularies (text, road points, graphs); OPM is forced wherever
task utility is direction-dependent, asymmetric, or constraint-
driven. This pattern is structural, not historical.

e Four mDP-specific research frontiers. We identify and
develop four directions where classical e-DP machinery does
not directly transfer: composition under heterogeneous met-
rics, privacy amplification via shuffling/subsampling with-
out truncation slack, iterative Bayesian update as the correct
local-model estimator (rather than matrix inversion), and the
gradient-stage gap blocking a true mDP-SGD. All four are
downstream of the OPM frontier surfaced by the taxonomy.

The objective of this paper is to serve as a foundational reference
for researchers, practitioners, and system designers who seek to navi-
gate the evolving landscape of metric-based privacy protection and
contribute to the next generation of privacy-preserving technologies.

The remainder of the paper proceeds as follows. Sec. 2 relates
mDP to global and local DP; Sec. 3 systematizes HDM, NHDM, and
OPM; Sec. 4 surveys applications; Sec. 5 outlines open problems;
and Sec. 6 concludes.
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Figure 2: DP vs mDP

2 From DP to mDP

In general, we model a randomized mechanism as a probabilistic
mapping M : X — Y from an input domain X to a perturbed
(output) domain Y. The input space X is equipped with a distance
function dx : X? — R, and we write dx (x, x") for the distance
between any x, x” € X. The domain X and the metric dx are pub-
lic; what privacy must protect is the realized secret input x € X
corresponding to a particular user. We use “input domain” to refer
to X as a whole and “secret input” for a specific element x € X; we
avoid the phrase “secret domain” (which conflates the two) for the
rest of the paper.

As illustrated in Figure 2, in its original formulation [16], DP
requires that the randomized mechanism M make the outputs
M (x) and M(x") nearly indistinguishable whenever x and x” are
neighboring databases, i.e., databases that differ in exactly one entry
(Hamming distance one). Formally,

PriM(x) e Y'] < e PrM(x") e Y'], VY’ C VY, (1)

where ¢ > 0 is the privacy budget, and x and x’ are neighboring
inputs under a specified adjacency relation.

For self-containment, we restate the two pre-existing notions
whose generalization mDP captures, before introducing mDP itself.

Definition 2.1 (Central ¢-DP [16]). A randomized mechanism
M : D — Y operating on databases D € D satisfies e-differential
privacy if; for every pair of neighboring databases D,D’ € D (those
differing in exactly one record) and every measurable output set Y’ C
Y,

Pr[M(D) € Y] < e Pr[M(D’) € Y'].

Intuition. Central DP assumes a trusted curator that runs M on the
full database; the same multiplicative bound e applies to every
neighboring pair regardless of how different they are in any other
sense.

Definition 2.2 (¢-LDP [22]). A randomized mechanism M :
X — Y, applied independently by each user to her own datum
x € X, satisfies e-local differential privacy if, for every pair of records
x,x" € X and every measurable output set Y’ C Y,

PriM(x) e Y'] < e PriM(x) € V'].

Intuition. LDP assumes no trusted curator: each user perturbs her
datum locally, and the same e® bound must hold for every pair
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of records — making LDP typically far noisier than central DP at
matched ¢ (Fig. 2 previews how mDP relaxes this uniform bound
to a metric-graded one).

mDP — introduced by Chatzikokolakis et al. [4] under the original
name d-privacy (or d x -privacy when emphasizing the metric on the
input domain [20, 83])! generalizes the DP constraint by enforcing
indistinguishability according to an arbitrary metric dx defined on
the input domain X. Rather than requiring a fixed bound only for
adjacent inputs, the likelihood-ratio bound scales with the distance
between secrets:

Pr[M(x) € Y'] < XD PrM(x) € Y],
Vx,x" € X, VY’ C Y. We formalize mDP as follows.

@)

Definition 2.3. (¢,dx)-mDP. A randomized mechanism M :
X — Y satisfies (e,dx)-mDP if, for all x,x’ € X and allY’' C VY,
the constraint in Eq. (2) holds.

Intuitively, mDP requires that nearby secrets (under dx) induce
output distributions that are correspondingly close: the multiplica-
tive gap is bounded by e®¥ (") This is particularly useful for con-
tinuous or structured domains, where differences between secrets
naturally admit magnitudes, and treating all changes as equally
sensitive can be overly restrictive.

Classical e-DP in Eq. (1) is recovered as a special case by letting
the adjacency relation be induced by the Hamming distance d, i.e.,
declaring x and x’ to be neighbors when dy, (x, x”) = 1; in this case,
Eq. (2) reduces to the fixed bound in Eq. (1) for any single-record
change.

mDP vs. LDP and central DP. Before turning to mechanisms,
we clarify how mDP relates to the two notions of Definitions 2.1-
2.2. Our position is that mDP is conceptually orthogonal to the lo-
cal/central distinction, but practically most closely associated with
the local model for both historical and utility reasons.

Conceptually, mDP only specifies how indistinguishability scales
with a metric on the input domain; it does not commit to where the
noise is added. Both local and central instantiations exist in the liter-
ature. As a special case, taking dx to be the Hamming distance and
applying mDP record-wise recovers central ¢-DP (Definition 2.1);
applying mDP at the level of an individual record, on the user’s
device, with the same fixed bound on every pair, recovers e-LDP
(Definition 2.2).

Practically, mDP was first motivated as a relaxation of LDP to
address its utility collapse on individual data: Andrés et al. [5]
observed that applying standard DP to a single user’s location
“makes it impossible to communicate any useful information to
the service provider,” and introduced Geo-Indistinguishability as a
metric-graded relaxation. The bulk of mDP work that followed —

! The umbrella term “metric differential privacy” (mDP) emerged in subsequent litera-
ture as a more accessible name; the original 2013 formulation [4] used “d-privacy”,
and the term “mDP” is now standard in surveys and titles (see, e.g., [3, 58]). The
closely-related notion of Lipschitz privacy [19] is strictly stronger than mDP: it requires
the log-density of the mechanism’s output to be Lipschitz in the input (equivalently,
a pointwise gradient bound where the density is differentiable). Mechanisms with
absolutely continuous, smooth output densities (e.g., Laplace, Gaussian) satisfy both
Lipschitz privacy and mDP at the same &, but mechanisms with discontinuous densities
— notably the staircase mechanism, which still satisfies e-DP — satisfy DP/mDP yet
fail Lipschitz privacy [19]. We therefore treat them as related-but-distinct notions
throughout this paper, and our use of “mDP” refers exclusively to the measurable-set
definition in Eq. (2) below.
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Figure 3: Running example used throughout Sec. 3: a 5-point
toy road network with all edge lengths = 1km. Cartesian
coordinates: A = (0,1), B=(1,1),C =(0,0),D =(1,0), E = (2,0).
Pairwise distances under three metrics are listed in Table 3.

geo-indistinguishability for location [5, 110], text and embedding
sanitization [20, 28], trajectory release [23, 44] — consequently sits
in the local model.

Central instantiations of mDP do exist. Kamalaruban et al. [83] explic-
itly study d y-private mechanisms for linear queries over histograms
in the centralized model, tailoring Laplace and related mechanisms
to a metric on the data domain so that more sensitive attributes re-
ceive stronger protection. Imola et al. [58] develop user-level mDP
under the Earth Mover’s Distance and provide mechanisms applica-
ble to both central and local deployments, making the orthogonality
explicit. mDP also retains post-processing immunity and sequential
composition like classical DP [3]; we treat composition formally in
Sec. 5.3.

Compared to LDP, mDP’s metric-graded noise yields three con-
crete advantages: (1) better utility on high-dimensional or contin-
uous data, since LDP’s uniform noise scales poorly with dimen-
sion while mDP only enforces indistinguishability among nearby
points [25, 42]; (2) alignment with domain-specific similarity —
Euclidean or haversine distance for geo data [5], Word Mover’s
Distance for text [28], perceptual or feature-space metrics for im-
ages [9] — so privacy budget tracks meaningful structure rather
than data-agnostic randomization; and (3) finer privacy—utility con-
trol, by tuning e - dx rather than a uniform ¢ [3]. Table 6 surveys the
distance metrics commonly adopted in mDP work, ranging from
classical geometric measures (Euclidean, Manhattan, shortest path)
through semantic ones (Word Mover’s Distance, Wasserstein) to
specialized notions for structural and temporal data (node-distance
for graphs, angular distance for embeddings and voice, Fréchet for
trajectories, temporal distance for timestamped sequences).

Running example. We instantiate each mechanism on the 5-point
toy road network of Fig. 3 (X = {A, B,C, D, E} on a 1-km grid). The
graph induces three distances (Table 3): Hamming dj, (used by e-DP);
Euclidean || - ||, (planar Laplace), e.g., ||A—D||; = V2; shortest-path
dy on the road graph (graph-aware EM), giving d, (A, D)=2 because
vehicles cannot cut diagonally. The disagreement between || - ||,
and dg; on {A, D}, {A, E}, {B, C}, {B, E}, {C, E} is what makes graph
metrics meaningful for road networks. We fix ¢ = In2 =~ 0.693
throughout for arithmetic transparency, conditioning on x=A (or
x=D) when computing example output distributions.

3 Key Data Perturbation Mechanisms in mDP

In this section, we review the core mechanisms that have shaped the
development of mDP. Particularly, we classify existing perturbation
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Table 3: Pairwise distances on the running example (Fig. 3).
dp: Hamming (used by e-DP); ||- ||2: Euclidean (planar Laplace);
dy: shortest path on the road graph (graph-aware EM). Bold
entries highlight pairs where || - ||; and d; disagree.

Pair AB AC AD AE BC BD BE CD CE D,E
dy, 11 11 1 1 1 1 1 1
-l 1 1 V2 A5 V2 1 V2 1 2 1
dy 11 2 3 2 1 2 1 3 1

mechanisms for mDP according to how they use the underlying
metric and how the perturbation kernel is specified. Our taxonomy
classifies by design principle: a non-homogeneous distance mecha-
nism (NHDM) encodes the privacy loss directly as a closed-form,
distance-weighted distribution, whereas an optimized perturbation
mechanism (OPM) treats the mechanism as the solution of an op-
timization problem with mDP as a constraint. The distinction is
conceptually clean but becomes a continuum in practice — e.g., the
LP-optimized exponential mechanism of [3] uses a closed-form EM
kernel (NHDM) whose parameters are set by an LP (OPM). We treat
such cases as hybrid mechanisms and discuss them explicitly in
Sec. 3.4; works with hybrid designs are tagged by multiple family
checkmarks (and a H marker) in Table 10.

(1) Homogeneous distance mechanisms (Section 3.1). These
mechanisms perturb a secret value x in such a way that the resulting
output distribution depends solely on the distance between x and
the reported output y, and not on their absolute locations in the
domain. Formally, the conditional distribution has the form

Pr[M(x) = y] o« ¢(d,\»(x, y)), (3)

for some monotone decay function ¢, making the mechanism fully
determined by the metric dx and the privacy parameter.

(2) Non-Homogeneous Distance Mechanisms (Section 3.2).
These mechanisms remain distance-based but are locally geometry-
aware. When the output domain Y is finite, a typical instantiation
has the form

$(d(x.y))
Syey $ldxy))

where ¢ is again a monotone decay function of the distance. Here
the numerator depends on d(x, y), while the normalization factor
depends on the entire set {d(x,y’) : y' € Y}. Consequently, the
perturbation distribution reflects the relative configuration of the
surrounding candidates y’ around x, and thus implicitly adapts to
local density or neighborhood structure in the input domain.

Pr[M(x) =y] = 4)

(3) Optimized Perturbation Mechanisms (Section 3.3). These
mechanisms are distance-constrained but utility-agnostic. The pertur-
bation probability z, , = Pr[M(x) = y] is obtained as the solution
of an optimization problem that enforces the mDP constraints

Zyy < egd(x’x/)zx/,y forallx,x" €e X,y € Y, (5)

while minimizing a general loss (or utility loss) that need not be
proportional to d(x, y). In this family, the metric d appears struc-
turally in the privacy constraints, whereas the objective can en-
code arbitrary task- or semantics-specific preferences over outputs
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(LP/QP-based perturbation-matrix constructions are typical exam-
ples).

A comparative analysis of these mechanisms is presented in
Section 3.4. The historical evolution of these three categories is
illustrated in Figure 4.

3.1 Homogeneous Distance Mechanisms

The Laplace mechanism, originally formulated for e-DP via M (f(x))
f(x) + wwith w ~ Lap(Af/e) and global sensitivity Af, gener-
alizes to mDP by scaling noise to the metric distance dy (x, y) in-
stead of Af [4, 43], giving the homogeneous form Pr[M(x)=y] =
Ae~24x(Y) The most prominent instance is planar Laplace for 2D
location data [5], the canonical HDM anchor below.

Anchor: Planar Laplace (Andrés et al., CCS 2013).

Setting. Input domain X C R? with Euclidean metric dx = || - ||2.

Privacy property (geo-indistinguishability). M : X — X is e-Geo-
Ind iff Pr[M(x) € S] < el X le Pr[M(x’) € S] forall x,x” € X
and measurable S.

Mechanism (continuous PDF). Pr[ M(x)=y] = %e‘f”x‘ynz, sam-
pled in polar form: draw 6 ~ Unif[0,27), u ~ Unif[0, 1); set
r = —%(W_l(“T_l) + 1) via the Lambert-W_; branch; return y =
x + (rcos0,rsin0).

Worked example on Fig. 3. At ¢ = In2, x = A: un-normalized
weights oc e~¢14=l2 are A:1, B=C:0.500, D:2-V2 ~ 0.375, E:2~V5 »
0.212, normalizing to A:0.387, B=C:0.193, D:0.145, E:0.082 on the
discrete grid. B, C tie because both lie at Euclidean distance 1 from
A; the disagreement with d,; surfaces at D, E in the EM anchor
below.

Privacy/utility. Planar Laplace is (¢, || - ||2)-mDP exactly [5] and
is the optimal HDM for ¢, identity queries [19, 72]. Two intrinsic
weaknesses motivate the next two families: oblivious-to-discreteness
(samples may land off-manifold), motivating remapping [74] and
NHDM,; and direction-agnosticism, motivating OPM (Sec. 3.3). Word
Mover Laplace [28] adapts the same recipe to text by replacing || - |2
with Word Mover’s Distance over embeddings, illustrating that
HDM is a recipe parameterized by a metric rather than a single
mechanism.

The deeper observation to extract from the literature is that HDM is
not a single mechanism but a recipe: Pr[y|x] oc e724%¥) optionally
post-processed and composed over time. Work beyond the planar-
Laplace anchor populates five orthogonal degrees of freedom of
this recipe (Table 7). (A) The metric d itself, swapped for 3D Eu-
clidean indoors, Word Mover’s Distance over text [28], GAN-latent
perceptual metrics [9], graph node-distance, or time-series similar-
ity — highlighting that “HDM” is parameterized by a metric rather
than a single mechanism. (B) The privacy budget ¢, made context-
dependent through the Eikonal PDE [77] (a first-order PDE that
constrains how a spatially-varying e(x) must change smoothly to
remain consistent with dx), tile-based partitions, semantic land-use
levels, per-attribute sensitivities [83], or policy graphs (Blowfish,
PGLP) that explicitly enumerate which input pairs must remain
indistinguishable. (C) Sequential composition, addressed by reusing
temporally correlated noise on predictable mobility traces (the foun-
dational predictive mechanism of [23], PETS 2014) and refined by
trajectory clustering, adaptive update frequency, and COVID-era
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contact-tracing deployments. (D) Theory and post-processing, includ-
ing Laplace’s MSE-optimality under Lipschitz privacy [19] (later
extended to continuous queries [72]), Bayesian remapping with
prior [74], and gradual release. (E) System integration, where HDM
serves as the privacy substrate for mobile-crowdsourcing task as-
signment, federated-learning group privacy via d-privacy [91], and
blockchain-coordinated indoor LBS. The two intrinsic weaknesses
of the anchor persist across all five axes: HDM samples may fall
outside the discrete or structured set the application requires (moti-
vating NHDM, Sec. 3.2) and remain direction-agnostic regardless of
how task utility shapes the loss (motivating OPM, Sec. 3.3).

Most recently, [46] extended the Laplace-based family by com-
bining mDP with the shuffle model, proposing three constructions
— RR-Shuffle, Geo-Shuffle, and SGDL-Shuffle — that share a com-
mon design pattern: encode each user’s locally-perturbed value as
a unary bit vector before shuffling, so that the shuffled output is
privacy-equivalent to revealing only the sum of bits. The privacy
boost is governed by the previously-unstudied Symmetric Gener-
alized Discrete Laplace (SGDL) distribution, which captures how
summed unary noise concentrates with the number of users n. This
represents the first systematic exploration of shuffle-based metric
privacy within the homogeneous distance paradigm; we discuss the
mDP-specific obstacles, the largely-unexplored case of subsampling
amplification, and the privacy/utility/trust trade-offs surfaced by
these mechanisms in Sec. 5.4.

Takeaway. HDM are the simplest and most scalable mDP family:
the Laplace closed form depends only on dx(x,y), sampling is
O(1) per release, and they are provably optimal for ¢, identity
queries [19, 72]. They are the right choice when (i) the input/output
domain is continuous, (ii) utility loss is approximately radial in dx,
and (iii) noise can be added directly to the data value rather than to
a selection from a discrete set. They fail when the output must be a
valid element of a discrete structured set (a word, a road-network
point, a graph state)—motivating NHDM (Sec. 3.2)—or when utility
is direction-dependent in ways orthogonal to d x—motivating OPM
(Sec. 3.3).

3.2 Non-Homogeneous Distance Mechanisms

Non-homogeneous distance mechanisms extend homogeneous dis-
tance mechanisms by making the perturbation distribution depend
not only on the distance between the input x and a candidate out-
put y, but also on the configuration of all candidates around x. In
contrast to homogeneous mechanisms such as Laplace noise, which
treat the metric space as locally uniform and assign probabilities
based solely on dyx (x,y), non-homogeneous distance mechanisms
normalize over a discrete candidate set and thereby adapt to local
density and boundary effects.

Anchor: The Exponential Mechanism (McSherry & Talwar,
FOCS 2007).

Setting. A finite output domain Y together with a utility (score)
functionu : XxY — R, where larger u(x, y) means more desirable.
EM picks y € Y with probability o exp(eu(x,y)/(2Au)), where
Au = maxy .y |u(x, y)—u(x’, y)| is the score sensitivity [43].

mDP specialization. Set u(x,y) = —dx(x,y). By the triangle in-
equality, |dx(x,y) — dx(x’,y)| < dx(x,x"), so the standard EM
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NHDM

Dynamic privacy: NDSS 2017 [95], ToVT 2019 [100], TMC 2020 [101],
TNSE 2020 [102], ToSN 2024 [97]

PETS 2015 [92]

Location privacy: NDSS 2017 [95], TDSC 2019 [98], TMC
2020 [101], TMC 2023 [99]

Text protection: INFOCOM 2017 [103], WSDM 2020 [20], ACL
2021 [105], ACL 2025 [104]

PETS 2020 [83]

Graph protection: FOCS 2016 [107], IJCAI 2019 [85], J

HDM

(3D location: TWC 2021 [80], TDSC 2024 [68] |

2024 [69]

Multiple location / trajectory: PETS 2014 [23], TIFS 2018 [44], TMC ]

Sporadic:
ToDP 2016 [173]
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Figure 4: The evolution of three categories of mDP mechanisms: Homogeneous Distance Mechanisms (HDM), Non-Homogeneous
Distance Mechanisms (NHDM), and Optimized Perturbation Mechanisms (OPM), from 2013 to 2025.

proof carries through with sensitivity replaced by dx (x, x), giving
the metric ratio e %X ") The mechanism takes the form

Pr[M(x) =y] = ax exp(—%edx(x,y)),

2

yey

(6)

-1

Worked example on Fig. 3. At ¢ = In2, x = A, d = dg: un-
normalized scores exp(—%s dy(A, -)) normalize to A:0.306, B=C:0.216,
D:0.153, E:0.108. The pedagogically key effect: under planar Laplace’s
Euclidean metric, Pr[D]/Pr[E] ~ 1.77 (driven by V5 — V2 ~ 0.83);
under EM’s graph metric, Pr[D]/Pr[E] ~ 1.41 (driven by d, gap
3 — 2 = 1). A vehicle confined to road segments faces a different
privacy-utility trade-off than in straight-line space — the motiva-
tion for graph-aware Geo-Graph-Indistinguishability [93].

Elastic-metric variant (NHDM canonical instance). [92] retains
the EM kernel form but replaces dx with an elastic distinguisha-
bility metric locally rescaled by an estimate of secret-density: in
dense regions the metric stretches (stronger privacy), sparse re-
gions are compressed. PRIVIC [50] subsequently re-derived this
elastic mechanism as the fixed point of a Blahut-Arimoto iteration
(a classic alternating-projection algorithm from information theory,
originally designed to compute channel capacity) under an mDP
constraint, providing an information-theoretic justification.

Privacy/utility. EM achieves (¢, dx)-mDP by construction, with
two strengths over HDM: outputs are guaranteed valid elements of
Y (no off-manifold samples), and the per-input normalizer makes
EM locally density-aware. Its weakness mirrors HDM’s: probability
mass is still tied to dx (x, y) alone, motivating OPM (Sec. 3.3).
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A canonical instance is the Exponential Mechanism (EM) [43],
adapted to mDP via the elastic-metric construction of [92] and
information-theoretically reformulated by PRIVIC [50]. EM nor-
malizes over a discrete candidate set, concentrating mass according
to a score function while respecting metric-based privacy. Formally,
given an input x € X and a finite output domain Y, the mechanism
selects y € Y with probability

Pr[M(x) = y] =a, exp(—%e d(x,y)) )

The work beyond the EM anchor populates five orthogonal degrees
of freedom of the EM recipe, which we organize and detail in Ta-
ble 8. (A’) The candidate set Y and its metric: shifting from a generic
grid or vocabulary to road-graph nodes with shortest-path distance
[93, 143], sensitivity-bipartitioned vocabularies [105], hierarchical
cluster-then-token sets [104], ordinal subsets [103], anisotropic
ellipse-shaped output regions for directional traffic [37], or full
word-embedding spaces [20]. (B') The score function u(x, y) and bud-
get allocation across structure: distribution-preserving scores [99];
density-modulated scores [106]; order-preserving scores for cryp-
tographic primitives [108]; linguistic-importance per-token budget
weighting (Spend Your Budget Wisely) [17]; and PIVE’s coupling of
EM with an expected-inference-error (EIE, a posterior-based crite-
rion that bounds an adversary’s expected Bayesian reconstruction
error) constraint as a second criterion [95, 96]. (C') Composition
over time and dynamic regimes: regionalized DPIVE that varies bud-
get by spatial cluster [97]; the Eclipse defense against long-term
observation attacks [101]; and dynamic-spectrum-sharing variants
for evolving auctions [100]. (D’) Output validity and density-aware
adaptation: cooperative cloaking regions for vehicles [94]; the Trun-
cated EM (TEM) that excludes low-density tail outputs [142]; and
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Perturbation-Hidden, which guarantees only plausible outputs (no
vehicles in lakes) [102]. (E') Theory, optimization integration, and sys-
tem deployment: the canonical LP+EM hybrid of [3], multi-objective
evolutionary EM (MOEA) [109], Lipschitz-extension generaliza-
tions to graph statistics [107], EM for graph-infrastructure obfus-
cation [85], and condensed local DP for small-population datasets
[98]. The persistent failure mode across all five axes is shared with
the anchor: EM’s mass is still tied to —d(x, y) alone, so two outputs
at equal distance receive equal probability regardless of how task
utility shapes the loss — exactly the limitation that motivates OPM
in Sec. 3.3.

NLP worked example: how the same sentence is sanitized
under three EM-based text mechanisms. To make the text-
domain trade-offs concrete, consider sanitizing the toy sentence
“I love this product” over a small word-embedding vocabulary V
with semantic distance d (e.g., normalized ¢, on WORD2VEC). All
three mechanisms below are EM-NHDM at heart; they differ only
in which candidate set Y each token sees.

SanText [105]. Per token w, sample w € V from EM with score
—d(w, -) over the entire vocabulary. Because V is huge (~ 10°), the
high-density region around love contains hundreds of candidates
and EM’s normalizer disperses probability widely. A typical sam-
ple for love is a near-synonym (like, enjoy) but unrelated frequent
tokens are reachable too. Sanitized output: “I like this item.”

CusText (cited via the CluSanT paper [104]). Per token w, restrict
EM’s candidate set to a small customized sub-vocabulary V,, ¢ V
(typically the top-k semantic neighbors of w). For love, Vipye =
{love, adore, like, enjoy, cherish}, so the replacement is almost surely
sentiment-preserving. Sanitized output: “I adore this product.”

CluSanT [104]. Two-stage EM. Stage 1: pick a semantic cluster
for w (here, the cluster {love, adore, like, enjoy}) using EM under
a cluster-level metric. Stage 2: pick a token within that cluster
using EM under the within-cluster metric. The two stages share
the budget ¢ = &1 + ;. Sanitized output: “I enjoy this product.”

Trade-offs. SanText offers full-vocabulary indistinguishability
(the strongest privacy guarantee) at the price of frequent semantic
drift. CusText is the most utility-friendly but its custom-vocabulary
construction is itself a function of the input, raising subtle leakage
questions if V,, is observed. CluSanT interpolates by structuring
the candidate space hierarchically, paying a budget split for the
two-stage selection. The same observation as in the geo-example
holds here: HDM-based mechanisms (Word Mover Laplace) sample
noisy vectors that may not be valid words at all, while these EM-
NHDM mechanisms sample valid tokens directly from V — which
is precisely why the text domain has gravitated toward NHDM
rather than HDM.

Takeaway. NHDM (canonical example: EM under u = —dx) replace
HDM’s "add noise to a value" with "sample from a discrete candidate
set", normalizing locally over candidates. This buys two things
HDM cannot: (a) outputs are guaranteed valid elements of Y (no
off-manifold points or invalid words), avoiding the lake/word-not-
in-vocabulary failure modes of Sec. 3.1; (b) the per-input normalizer
adapts to local candidate density. Probability mass nonetheless
remains tied to raw distance, however — two outputs at equal
dx (x,y) receive equal probability regardless of task value, which
is exactly what motivates OPM (Sec. 3.3). Recent text mechanisms
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(SanText, CusText, CluSanT) and graph-aware location mechanisms
(Geo-Graph-Ind) are all NHDM variants distinguished primarily by
which candidate set Y they feed to EM.

3.3 Optimized Perturbation Mechanisms

While homogeneous distance mechanisms and non-homogeneous
distance mechanisms (e.g., Laplace and EM) provide generic con-
structions for mDP, they tie selection probabilities directly to the
perturbation magnitude d(x, y). As a result, they cannot fully cap-
ture task-specific or anisotropic utility losses, where perturbations
of the same metric distance in different directions may have very
different effects. This limitation has motivated a growing line of
work on optimized perturbation mechanisms, which treat the per-
turbation kernel as the solution of an explicit optimization problem
under mDP constraints.

Given the computational challenges of optimizing a mechanism
M when the input domain X and output domain Y are continuous,
a common strategy is to discretize both X and Y into finite sets [3].
In this setting, the random mechanism M is represented by a sto-
chastic perturbation matrix Z = [zx,y] (x,y)exxy, Where each entry
zx,y = Pr[M(x) = y] denotes the probability of reporting y € Y
when the true value is x € X. A standard formulation optimizes Z
by solving the following linear program:

mzin Z Z Tx Zx,y Cx,y (8)
xeX yey
s.t. Zy,y < efdx (xx') zvy, Vxx' eX, Vyel, (9)
Dlzey=1 VxeX, (10)
yey
Zxy 20, V(xy) € XXUY. (11)

Here, cy,, encodes the utility loss incurred when reporting y instead
of the true value x, and 7, is a prior distribution over X. The metric
dx appears explicitly in the mDP constraints, while the loss matrix
Cx,y can express arbitrary, potentially direction-dependent utility,
decoupling the notion of utility from pure metric distance.

Anchor: LP-Optimal Geo-Indistinguishable Mechanism (Bor-
denabe et al., CCS 2014).

Setting. Discrete domains X, Y (often X = Y), a metric dx, a
prior 7w over X, and a task-specific utility-loss function ¢ : X XY —
R that need not be a function of dx alone (e.g., c may be direction-
dependent or driven by downstream task error).

LP formulation. The perturbation matrix Z = [zy,] is the deci-
sion variable; the mDP constraints in Eq. (8) are exactly the privacy
bound, and the simplex constraints make each row a probability
distribution. The LP has |X||Y| variables and ©(|X|%|Y|) privacy
constraints [110], making direct deployment feasible up to |X|~ 10°.

Worked example on Fig. 3. Consider a routing/navigation user
heading east: the service penalizes westward reporting errors much
more heavily than eastward (a westward-skewed report misroutes
the vehicle). Model with the asymmetric, direction-dependent loss

¢xy = 5max(0, lon(x)—lon(y)) + 2 [lat(x)-lat(y)],

i.e., a unit westward shift costs 5, eastward 0, latitude 2. With
X=Y={A, ., E}, dx=d,, uniform 7, £=1n 2: solving the LP at x=D
gives Pr[E]=0.833, Pr[B]=0.167 (other entries 0; optimal expected
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loss ~ 0.717). B (north neighbor) and E (east neighbor) both lie at
graph distance 1 from D, so any HDM/NHDM is forced by symmetry
under dj to assign them equal probability (Pr[B]=Pr[E]=0.195 for
EM at e=1In2); the LP exploits the cost asymmetry c¢(D, B)=2 vs.
¢(D, E)=0 to push mass eastward as far as the mDP constraints
allow — the maneuver HDM/NHDM cannot make with a closed-
form distance-only kernel.

Privacy/utility. The LP solution is provably optimal for the chosen
(m,c,dx, €) [110]; equivalently, OPM achieves the lowest expected
loss among all (¢, dx)-mDP mechanisms. Its bottleneck is the cubic
constraint count, limiting direct deployment to |X| < 10° [3].

LP+EM hybrid (Imola et al., UAI 2022). [3] cuts the LP size by
fixing far-away perturbation probabilities to a closed-form EM ker-
nel and only optimizing the near-neighbor entries. The result is an
NHDM kernel for distant pairs and an LP-tuned tail—structurally
a non-homogeneous distance mechanism whose parameters are
computed by an OPM, which we discuss as a canonical hybrid
in Sec. 3.4. Other strategies attacking OPM’s scalability include
hierarchical/multi-step indices [78] and dataset-partition with Ben-
ders or Dantzig-Wolfe decomposition [32, 111] (large-scale LP tech-
niques: Benders splits the LP via cut generation on complicating
variables, while Dantzig-Wolfe uses column generation to expand
the master problem from sub-LPs).

Beyond the Bordenabe LP anchor, the OPM literature populates five
orthogonal degrees of freedom of the LP recipe (minz 7" (Z © ¢)1
subject to mDP constraints), detailed in Table 9. (A””) The cost matrix
Cx,y: replacing geometric distance with task-specific objectives —
task-completion quality [120], MINLP travel-distance for crowd-
sourcing matching [115, 116], multi-criteria objectives that combine
conditional entropy with worst-case quality loss [135], endpoint-
shift utility [124], ride-on-demand pricing-aware loss [2], group-
based traffic-flow cost [122], and multi-point “Geo-Ind masking”
that produces an obfuscation set rather than a single point [113].
(B") Constraint structure and scalability: the cubic constraint count
[110] is attacked through hierarchically well-separated trees [78],
Benders decomposition with dataset partitioning [111], Dantzig—
Wolfe column generation on road networks [121], peer-set con-
straint pruning for time-critical settings [123], graph-based CORGI
approximations that decouple server-side optimization from user-
side customization [114], and shortest-path metric reformulation
on road networks [32]. (C"") Cross-family hybrids: the canonical
LP+EM hybrid [3] fixes far-away entries to a closed-form EM ker-
nel and only optimizes near-neighbor entries (also discussed as the
canonical hybrid in Sec. 3.4); Bayesian remapping [74] composes a
closed-form HDM with an LP-derived post-processor. (D" ) Alter-
native optimization paradigms: when the LP itself is too rigid or the
domain is too high-dimensional, the field turns to Contract Theory
under information asymmetry for cooperative localization [89],
Stackelberg / bilevel games for accuracy-privacy balance [125],
deep reinforcement learning (A3C) for 3D-spatial task allocation
[126], and swarm/heuristic optimizers for ride-on-demand [2]. (E”)
Theoretical foundations and system integration: dual-problem proofs
of HDM optimality [19], metric-geometry characterizations of the
privacy-utility frontier [129], rigorous re-analysis of PIVE that iden-
tified privacy-proof flaws and proposed corrections [96], [oT proxy-
gateway selection under DP for energy-efficient smart homes [127],
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and traffic-flow-aware fake-trajectory selection [128]. The shared
theme: OPM is the only family that can express anisotropic, direction-
dependent utility cleanly, but at a cost in both LP scale and solver
flexibility, motivating the hybrid and alternative-paradigm research
that dominates the recent literature.

Takeaway. OPM treat the perturbation kernel as a constrained-
optimization variable rather than a closed-form distance kernel:
probabilities z,, minimize an arbitrary task-specific loss cy,, sub-
ject to mDP. This is the only family that can express anisotropic,
direction-dependent utility cleanly — as the worked example above
shows, OPM gave Pr[east] /Pr[north] =~ 5:1 at x = D, while HDM
and NHDM are forced to 1:1 by symmetry under d,. The price is
computational: the canonical Bordenabe LP has ©(|X|?|Y|) privacy
constraints, limiting direct deployment to small/medium domains.
Three orthogonal scalability strategies dominate the follow-up lit-
erature — hierarchical/multi-step decomposition [78], dataset parti-
tion with Benders/Dantzig-Wolfe [32, 111], and LP+EM hybrids [3]
— but none yet achieves "OPM at the scale of HDM" on continuous
high-dimensional inputs (open problem in Sec. 5.2).

3.4 Comparison

In comparing the three categories of mechanisms, each exhibits
distinct strengths and limitations in terms of adaptability, utility
preservation, and time efficiency; Table 10 in App. A provides a
comparative overview of major works. Across the 174 surveyed
references — 84 employing HDM, 35 NHDM, and 36 OPM (the rest
hybrid or non-perturbation) — a clear progression emerges from
early Laplace-based HDM to neighborhood-aware NHDM and to
optimization-driven OPM, mirroring both the widening application
range and advances in scalability.

Adaptability and utility. HDM and NHDM both tie probability
mass to d(x,y) alone, so two outputs at the same metric distance
receive the same probability regardless of how task utility shapes
the loss. NHDM [142] adds value over HDM mainly when outputs
must lie in a discrete or structured set (graphs, vocabularies, road
points): a noisy embedding from a homogeneous Laplace mech-
anism is unlikely to correspond to any valid word, and post-hoc
nearest-neighbor projection [26, 28] treats the embedding space
as non-sensitive, potentially overlooking the privacy leakage of
the projection itself. Only OPM expresses anisotropic, direction-
dependent utility cleanly, by encoding a task-specific cost matrix cy,
and directly minimizing expected loss under mDP — as the running-
example LP at x = D shows, OPM gave Pr[east] :Pr[north] = 5:1
where HDM/NHDM are forced to 1:1 by symmetry under d,.
Time efficiency. HDM and NHDM are scalable: planar Laplace [5]
samples in O(1), the EM construction of [92] in O(n) per release,
with structured candidate sets inflating to O(n?) in the worst case [60,
143]. OPM is roughly cubic (©(]|X|?|Y|) constraints), limiting direct
deployment to |X| ~ 103 [3, 78]; the recent decomposition wave
(HST, Dantzig-Wolfe, Benders) closes much of the gap but does not
fully eliminate it [32, 111, 140, 141].

Hybrids and the utility-proxy issue. The HDM/NHDM/OPM
partition is a continuum, and several influential designs straddle
two categories. Three canonical hybrid patterns recur: LP-tuned

The detailed classification can be found on GitHub at https://github.com/Kerwinxxp/
metricDP.
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EM [3] keeps the closed-form EM kernel but sets parameters via
OPM-style LP, fixing far-away entries to a weighted exponential and
only optimizing near neighbors; Bayesian-remapped Laplace [74]
pairs an HDM kernel with an OPM-style remap to the highest-
utility output consistent with a prior; constrained-EM variants (e.g.,
truncated EM [142]) keep EM’s exponential form but add explicit
utility constraints — all flagged with multiple checkmarks plus a
H marker in Table 10. The reason hybrids exist is the same reason
geometric utility proxies are loose: pure HDM/NHDM kernels are
radial and direction-agnostic, while most downstream task utilities
are direction-sensitive — comparable expected-¢, values can yield
substantially different POlI-retrieval precision [5], classification F1
over noisy embeddings [20], or graph community-recovery accu-
racy. We therefore recommend, as a benchmarking guideline tied
to Sec. 5, that future mDP work report task-driven utility alongside
any geometric proxy and match mechanisms at fixed task-utility
rather than at fixed ¢ or fixed geometric distortion. Table 10 anno-
tates entries with © (geometric distortion) or T (task-driven utility)
accordingly.

Takeaway. Across HDM/NHDM/OPM, the practical choice is gov-
erned by the same three trade-offs: adaptability (HDM is most rigid,
OPM most flexible), utility-faithfulness (HDM/NHDM tie proba-
bility to d(x, y) alone; only OPM expresses anisotropic loss), and
scalability (HDM and NHDM are O(1)-O(n?) per release while
OPM is roughly cubic before decomposition). Hybrid mechanisms
(LP-tuned EM kernels, Bayesian-remapped Laplace, constrained-
EM variants) populate the continuum between families and are
often the most practical choice in deployment. A largely orthogo-
nal axis — under-recognized in current evaluations — is whether the
reported utility metric is a geometric proxy or a downstream-task
measure: future mDP studies should match mechanisms at fixed
task-driven utility, not at fixed ¢ or fixed geometric distortion (see
Sec. 5).

4 Applications

Since its introduction in 2013, mDP has proven to be a versatile and
effective framework across diverse application domains, largely due
to its ability to tailor privacy guarantees to domain-specific distance
metrics. As shown in Figure 1, research activity has grown steadily,
with location-based applications remaining the dominant focus,
while increasing interest in text, image, and voice data highlights
mDP’s expanding reach and influence.

4.1 Application Domains

Location privacy. The most extensively studied mDP domain.
Two structurally distinct sub-domains have emerged: mobile spa-
tial crowdsourcing (MSC) pairs £,-Geo-Ind on workers with task
assignment, while intelligent transportation systems (ITS) replaces
£, with road-graph metrics for routing-faithful obfuscation, often
supplemented by validity guarantees that exclude implausible out-
puts (Perturbation-Hidden [102]). Recent infrastructure-scale de-
ployments — blockchain-coordinated truncated Geo-Ind for indoor
paging [63] and electric-vehicle charging-station recommendation
under dx-privacy [49] — show that mDP has matured well beyond
academic LBS settings.
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Text data privacy. The decisive structural shift here is from the con-
tinuous embedding space to the discrete vocabulary: HDM applied
to embedding & [28] or syntactic distance [84] samples points that
may not correspond to any valid word, motivating either nearest-
neighbor projection back to the vocabulary [26] (which itself consti-
tutes additional privacy leakage if the embedding-to-token map is
treated as non-sensitive) or NHDM mechanisms operating directly
over the vocabulary [103, 104]. Recent advances calibrate noise to
local embedding density (Truncated EM [142]) or simplify via di-
mension reduction (1-Diffractor [145]); Faustini et al. [51] explicitly
bridges mDP and the privacy-preserving language-model literature.
We note that several recent works applying local Laplace noise to
LLM prompts or embeddings (typically labeled “DP for LLM”) are
de facto mDP mechanisms despite the label — the noise is calibrated
to a learned-embedding metric rather than to Hamming-style ad-
jacency on a discrete alphabet, motivating the LLM service stack
below.

LLM service stack. The LLM era is converting the “de-facto mDP”
observation above into a concrete deployment stack along the
inference-training pipeline.

(a) Token-level prompt sanitization. Preempt [176] sanitizes value-
dependent tokens (age, salary) under metric LDP and uses format-
preserving encryption for format-only tokens (SSN, credit cards),

drawing an explicit cryptography-vs-mDP boundary. The d, -Stencil

mechanism [177] couples semantic distance with local context vec-
tors to attain 2¢-d x-privacy, mitigating context leakage. STAMP [180]
introduces a polar mechanism that perturbs only the direction of

token embeddings on the unit sphere and allocates budget by task

importance — a direct instantiation of our task-aware utility rec-

ommendation in the LLM stack.

(b) Embedding- and span-level mDP at inference. Split-and-Denoise
(SnD) [178] runs the embedding layer client-side under dx-privacy
with a server-side denoiser. PrivacyRestore [179] excises privacy
spans and applies dx-privacy only to a learned meta-restoration
vector, avoiding the linear budget growth of span-by-span mDP.
CMAG [183] adapts the analytic-Gaussian mechanism to a Ma-
halanobis metric on sentence embeddings with locally density-
adaptive noise — a sentence-level analogue of the elastic/PRIVIC
line (Sec. 3.2).

(c) Training and fine-tuning. RAPT [184] privatizes inputs via text-
to-text mLDP before PEFT, with an auxiliary token-reconstruction
objective. To our knowledge it is the closest analogue of a metric-
aware DP-SGD, but acts on PEFT inputs rather than gradients
(Sec. 5.6).

(d) LLM-as-adversary against mDP. LLMs are also new adversaries

against word-level mDP outputs. Pang et al. [182] report black/white-
box reconstruction attacks recovering 70-94% of original tokens

from SanText/CusText. Meisenbacher et al. [181] characterize this as

contextual vulnerability: independent per-word perturbation leaves

syntactic/co-occurrence cues for an LLM to exploit, though the

same LLM can also serve as a defensive paraphraser. mDP-sanitized

text must now be evaluated against contextually-aware LLM adver-
saries.
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Image, voice, graph, and FL/IoT. All four moved from raw sig-
nal to feature-space perturbation, but with very different met-
ric structures: image privacy uses perceptual or GAN-latent met-
rics [8, 130]; voice obfuscation uses angular distance in x-vector
space; graph privacy combines node-edit distance with Lipschitz
extensions for vector-valued statistics like degree distributions and
subgraph counts; and federated/IoT settings adapt d-privacy to
group-level guarantees and energy-aware proxy selection. The uni-
fying pattern across all domains: mDP’s value-add is the choice
of metric to encode each domain’s notion of similarity, with the
HDM/NHDM/OPM mechanism choice following the structural
properties of the input — HDM for continuous coordinates and
embeddings, NHDM for discrete vocabularies and road points, OPM
where task utility is anisotropic. A growing trend is to combine
dx-privacy with system-level layers (blockchain, federated rounds,
shuffle aggregation) and infrastructure-scale deployments rather
than rely on it in isolation.

4.2 Context-Aware mDP Mechanisms

Context-aware mDP recognizes that the right ¢ and the right d x are
user/scene-dependent: mechanisms in this family parameterize &(-)
or dy (-) by mobility history [23], query rank [82], area density [92],
or community covariance [37]. Three flavors recur: policy-driven
(PGLP [33], Blowfish [31]), where users specify protected pairs ex-
plicitly; geometry-driven (Geo-Ellipse [37], semantic Geo-Ind, the
tree-structured customizable framework of Pappachan et al. [114]),
where covariance or land-use estimates reshape the metric; and
rank-driven (PIVE [95], top-k schemes [82]), where downstream
task importance modulates the budget. Recent extensions integrate
group-wise k-anonymity with DP [174] and game-theoretic configu-
rations [132]. The principled cost of personalization is non-uniform
composition (Sec. 5.3): when dx varies across releases, sequential
bounds degrade by Lipschitz scaling rather than direct addition, and
user-specific metrics complicate the privacy-budget audit because
adversaries may exploit the metric choice itself.

4.3 Dataset

The evaluation of mDP mechanisms relies on a diverse set of public
and synthetic datasets summarized in Table 11. Reflecting Fig. 1, lo-
cation/mobility datasets dominate (trajectory benchmarks like Geo-
Life, T-Drive, Cabspotting; LBSN check-ins like Gowalla, Brightkite,
Foursquare), supporting work on continuous-trace privacy, predic-
tive mechanisms, and policy-driven frameworks. Text corpora form
the second wave (IMDb, PAN/Enron, movie reviews) for sentiment
masking, author obfuscation, and embedding fine-tuning. Image
(EMNIST), tabular census (US ACS, US Cities), and road-network re-
sources (OpenStreetMap, Google Places [171]) cover the remaining
settings; synthetic data provides reproducible ground truth but can-
not substitute for real distribution shift in continuous/streaming set-
tings. A recurring gap across all these benchmarks is the absence of
standardized task-driven measurements at matched ¢: most studies
report geometric distortion (expected ¢, error, Wasserstein distance)
rather than POI recall, classification F1, or community-recovery
accuracy — a measurement convention that, as Sec. 3.4 argues, can
hide real differences between mechanisms; we list standardized
task-driven benchmarks as a community priority in Sec. 5.8.
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Takeaway. Across location, text/LLM, image, voice, graph, and
FL/IoT (Table 4), the application landscape exhibits a single struc-
tural pattern: the choice of metric encodes each domain’s notion
of similarity, and the HDM/NHDM/OPM mechanism choice then
follows mechanically from the structural properties of the input
— HDM for continuous coordinates and embeddings, NHDM for
discrete vocabularies and road points, OPM where task utility is
anisotropic or constraint-driven. This pattern is what links Sec. 4 to
Sec. 5: the open problems we develop next (composition, amplifica-
tion, local-model statistical inference, and mDP for deep learning)
are downstream consequences of the same structural tension that
organizes Table 4 — namely, that each domain’s mDP deployment
is bottlenecked either by the direction-agnosticism of HDM/NHDM
or by the deployment cost of OPM.

5 Open Challenges and Research Agenda

The application landscape of Sec. 4 shows that mDP is already de-
ployed across location, text/LLM, image, voice, graph, and FL/IoT
settings. Yet four cross-cutting issues remain underdeveloped: clas-
sical e-DP machinery — advanced composition, subsampling ampli-
fication, matrix-inversion estimators, gradient-clipping accountants
— assumes bounded sensitivity under fixed adjacency, whereas mDP
uses domain-specific, often unbounded and heterogeneous metrics.
Closing these gaps is necessary for mDP to become a deployable,
mature privacy framework.

We organize the open problems along three dimensions: (i) scal-
able and deployable mechanisms; (ii) theoretical foundations; and
(iii) metric design and evaluation. The key technical frontiers —
composition, amplification, Iterative Bayesian Update (IBU)-based
estimation, and mDP-SGD — are downstream of the OPM-vs-HDM-
scale tension revealed by the taxonomy.

5.1 mDP Mechanism Selection

Each of the three mechanism families occupies a different point
in the privacy-utility—efficiency design space (Sec. 3): HDM offers
simplicity and strong theoretical guarantees but underfits heteroge-
neous utility landscapes; NHDM adapts to local density but requires
careful candidate-set and metric design; OPM tailors perturbations
to arbitrary task-induced loss surfaces at substantial computational
cost. Existing work provides only problem-specific heuristics — e.g.,
distance-based noise when domains are large or losses appear ra-
dial [5], optimization when domains are small and losses are clearly
non-radial [141] — with thresholds and adequacy scores tuned per
dataset. Systematically deciding, for a new application and metric,
which family (or hybrid) to deploy remains open. The challenge is
to design meta-selection procedures that, given a metric, an input
prior, and a task-utility profile, can identify the underlying loss
regime (radial / directional / heterogeneous), anticipate when a sim-
ple HDM/NHDM is near-optimal versus when OPM is warranted,
and accomplish this under realistic constraints on computation
and on the privacy cost of any data used for calibration. Progress
likely requires both theoretical results that characterize when each
family admits provable approximation guarantees relative to an
oracle optimum, and practical diagnostic tests runnable on limited
synthetic or public data without further privacy leakage.
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Table 4: Cross-domain systematization of mDP designs. For each domain in Sec. 4.1, we list typical metrics, the dominant mech-
anism family under our HDM/NHDM/OPM taxonomy, the distinctive challenge driving mechanism choice, and representative

references.

Domain

Typical metric(s)

Dominant family

Distinctive challenge

Representative refs

Location (LBS, MSC,
ITS)

Euclidean £»;

shortest-path on road graph

HDM (planar Laplace);
OPM (LP-based)

Output validity; road-graph constraints;
outlier disclosure under repeated release

[5. 32, 49]

‘Word Mover’s distance;
embedding £,

Text / NLP
ulary)

NHDM (EM over vocab-

Off-vocabulary samples; high-dim utility | [20, 105, 142]

collapse; semantic coherence

LLM service stack Learned embedding ¢, / cosine;

token-context vectors

NHDM + Hybrid (EM
kernel + reconstruction)

LLM-as-
gap (no

Contextual  vulnerability; [176, 179, 182, 184]
adversary; gradient-stage

mDP-SGD analogue)

Image Perceptual / GAN-latent; HDM (in feature space) | Manifold validity in feature space; | [9, 146]
SVD-space; composite (£,+JSD) feature-extractor privacy

Voice Angular distance in x-vector space | HDM Spoofing under speaker re-identification | [7]

Graph Node-edit distance; Lipschitz extension | Vector-valued statistics; high node-level | [30, 107]
structural distance (HDM-flavored) sensitivity

FL/IoT d-privacy at group level HDM (FL); OPM (IoT) Cross-device coordination; energy- | [91, 127]

budget constraints

Central server Central server

Master Perturbation
on .f
Sub Sub Entire data domain X
Local users
(a) Decomposition (b) Distributed (c) Extension
optimization

Figure 5: Comparison of scalable optimization approaches.

5.2 Scalable Optimization

Scalability remains the primary obstacle to deploying utility-preserving
mDP mechanisms in practice: OPM offers strong utility and flexible

metric support but incurs cubic constraint counts that limit cur-
rent methods to centralized servers and small-medium domains

(Fig. 5(a)). Existing decomposition work [111, 140] (grouping lo-
cations, exploiting graph structure, separating feature blocks) im-
proves scalability but does not eliminate the centralization bottle-
neck.

Two complementary directions stand out. Distributed/locally-
optimized mechanisms (Fig. 5(b)): partition the metric space (Voronoi
cells, clusters, tiles), solve mDP locally per region, then merge via
consistency constraints on region boundaries; this fits naturally into
distributed deployment with only lightweight boundary exchange.
Extension algorithms (Fig. 5(c)): start from a mechanism optimized
on a core anchor set X and extend to a larger or fine-grained X. A
recent example [112] partitions an N-dimensional input domain
into cells, optimizes perturbations on cell-corner anchors via an
Anchor Perturbation Optimization (APO) problem, and extends to
non-anchor points through coordinate-wise log-convex (weighted
geometric-mean) interpolation that preserves global Lipschitz/mDP
constraints. Such extension schemes retain rigorous guarantees on
the optimized core while incurring only an explicitly quantified
slack outside it. Open directions: hierarchical mDP mechanism de-
sign with provable approximation, relaxed mDP guarantees that
preserve adversarial interpretability while reducing computation,
and reusable solver libraries for common metrics and domain de-
compositions.
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5.3 Composition in mDP

Composition is a central issue in mDP because practical systems
often release multiple perturbed outputs, possibly under different
metrics or across different components of the input. Unlike classical
DP, however, the mDP literature does not yet provide a unified
composition theory. We summarize the current status in Table 5.

The most direct case is sequential composition under the same
metric. Similar to classical e-DP, if two releases satisfy (&1, dx)-mDP
and (&;, dx)-mDP, respectively, then their joint release satisfies (&, +
£2,dx)-mDP [4, 19]. This result provides the basic linear accounting
rule for repeated releases over the same metric space.

A more subtle case arises when different stages use different
metrics, such as an ¢, distance in one stage and an embedding-
based semantic distance in another. When the metrics are compa-
rable, composition can be handled through a Lipschitz conversion.
Specifically, if dy, (x,x") < L - dx, (x,x") for all x, x", then compos-
ing an (¢, dx, )-mDP release with an (e, dx, )-mDP release yields
(&1 + Lez, dx,)-mDP. This bound is useful as a general worst-case
rule, but it can be loose when the Lipschitz constant is large, infinite,
or dominated by rare pairs, as may occur for shortest-path metrics
or learned semantic metrics.

In contrast, advanced composition for mDP is much less devel-
oped. Classical 4/k In(1/8)-style composition relies on concentra-
tion of bounded per-step privacy losses under a fixed neighbor-
ing relation. In mDP, the privacy-loss bound scales with distance,
namely edy(x,x”), which may be unbounded on continuous or
large-diameter domains. Therefore, without additional assump-
tions such as bounded diameter, localized adjacency, or mechanism-
specific tail bounds, classical advanced-composition arguments do
not directly yield a general mDP accountant. Existing progress is
mostly mechanism-specific or divergence-based, including analyses
for planar Laplace and geometric mechanisms; a unified advanced-
composition theorem remains open.

A complementary line of work studies dimension-wise composi-
tion for £,-mDP [112]. Consider a domain X € RN equipped with
the £, metric. If changing coordinate ¢ alone satisfies an (e, dy)-
mDP guarantee, then the mechanism satisfies global (e, dp)—mDP
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Table 5: Status of composition results under mDP.

Same metric dy Comparable met-
rics dx,, dx,

Lipschitz conversion:

Sequential / linear Tight: &1 + &2 [4, 19]

&1+ Ley
Advanced (‘/E)- Partial: divergence-based or | Largely open
style mechanism-specific bounds
Product / e Ef ®=1) ¢ ep/(p-1) for p > 1[112]

dimension-wise

whenever

TN PP <l 0D (p > 1), maxee < (p=1). (12)

The proof decomposes a multi-coordinate displacement into an
axis-aligned path and applies Holder’s inequality. This result gives
a metric-aware alternative to standard linear accounting. For exam-
ple, under &, equal allocation gives ¢ = ¢/ VN, while asymmetric
allocations can exploit directional sensitivity in non-isotropic data.
In the limit p — oo, the condition recovers the standard sequential-
style rule >, &, < e.

Overall, composition in mDP is well understood for linear com-
position under a fixed metric, partially understood for compara-
ble heterogeneous metrics and product metrics, and largely open
for advanced composition. Important open questions include de-
veloping tight advanced-composition bounds for unbounded or
large-diameter metrics, establishing sharper guarantees when the
metric comparison constant L is learned or data-dependent, and
integrating metric-aware accounting with amplification techniques
such as shuffling and subsampling.

5.4 Privacy Amplification: Shuffling and
Subsampling

In classical e-DP, two general-purpose amplifications turn local-
model into central-model-quality guarantees: shuffle amplifica-
tion [47, 48] via a trusted shuffler (5(6\/10g(1/5)/n) boost) and
subsampling amplification (¢ — log(1 + q(e® — 1))). Both transfer
to mDP only with friction.

Shuffle amplification. The first systematic study [46] surfaces ob-
stacles specific to mDP. Outlier identifiability: metric-faithful mech-
anisms (Geometric, planar Laplace, Truncated EM) concentrate out-
put mass near the true input, so an outlier survives the permutation
as recognizable in the shuffled multi-set — naive shuffling yields
no amplification. The fix encodes each truncated noisy output as a
unary bit vector so the shuffled bit-pile is privacy-equivalent to a bit-
sum, but requires new analysis through the previously-unstudied
Symmetric Generalized Discrete Laplace (SGDL) distribution and
an unavoidable additive § slack from truncation — pure e&-mDP
shuffle amplification remains open. The SGDL- vs Geo-Shuffle con-
structions further encode an mDP-specific amplification—robustness
trade-off: maximizing central-model utility makes local-model pri-
vacy collapse if the shuffler is compromised, whereas graceful degra-
dation costs amplification.

Subsampling amplification. Classical subsampling relies on a
fixed per-pair ¢. Under mDP the per-pair guarantee scales with
dx(x,x"), so amplification depends on the population’s distance
distribution and its interaction with the sampling rate g in ways
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that have not been characterized. To our knowledge, no published
work systematically analyzes mDP subsampling — a notable gap
given how heavily classical privacy accountants rely on it. Sev-
eral questions therefore remain open: whether pure e-mDP shuffle
amplification can be achieved without the § slack introduced by
truncation; how to extend shuffle amplification beyond £, met-
rics to shortest-path metrics on road networks and to learned or
context-adaptive metrics (cf. Sec. 5.7); and whether a metric-aware
subsampling accountant can be developed that composes cleanly
with the dimension-wise rule of Sec. 5.3.

5.5 Local-Model Statistical Utility: IBU and
Beyond

Real deployments of locally-mDP collection feed downstream an-
alytics that need population-level estimates. The default LDP es-
timator is matrix-inversion (INV) [53, 54]: with channel matrix
Qxy = Pr[M(x)=y] and empirical output histogram ¢, report
# = Q714. INv works well when Q is approximately uniform off-
diagonal (e.g., k-RR). Metric-faithful mechanisms violate this by de-
sign: planar Laplace, Geometric, and EM with u = —dx all sharply
peak Q on the diagonal, k(Q) grows essentially without bound
as discretization is refined, Q! amplifies noise, and INv produces
high-variance estimates with frequent negative entries that must
be clipped [55, 56].

The Iterative Bayesian Update (IBU) [52, 55] avoids explicit inver-
sion by formulating recovery as maximum-likelihood estimation
under Q and solving it via EM. Three observations are especially
relevant here: for near-uniform mechanisms, IBU reduces to INv;
for sharply peaked, metric-faithful mechanisms—the regime most
relevant to mDP—IBU is more numerically stable and has been
shown to achieve lower MSE in the studied settings [56]; and, as a
post-processing step, it incurs no additional privacy cost. Recent
work further re-derives IBU’s convergence directly from EM and es-
tablishes statistical consistency [57]. A practical takeaway is there-
fore that locally deployed mDP mechanisms should typically pair
metric-faithful perturbation with IBU-style reconstruction rather
than naive inversion.

Several questions remain open: finite-sample guarantees under
common metric mechanisms; extensions beyond histogram estima-
tion to ranking, density estimation, regression, and model fitting;
and more scalable implementations for large domains. In particu-
lar, while each IBU iteration is quadratic in the domain size, the
total runtime depends on the number of iterations required for
convergence, which is currently not well characterized.

5.6 mDP and Deep Learning: Opportunities and
Obstacles

Given the dominance of DP-SGD in private deep learning, how
does mDP fit? The picture is asymmetric: mDP is widely deployed
at the input-perturbation stage — word/embedding-level planar
Laplace for NLP [20, 51, 142], coordinate-level planar Laplace for
geolocation features — but largely absent in iterative training. The
metric structure is exploited once before any model interaction;
the noise is frozen and the rest of the pipeline proceeds without
mDP machinery. The closest extant analogue is RAPT [184], which
privatizes inputs via text-to-text mLDP before parameter-efficient
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fine-tuning and trains an auxiliary token-reconstruction head to
recover utility; the noise, however, is added once to the inputs
rather than to gradients across iterations. We are not aware of an
mDP analogue of DP-SGD that injects metric-calibrated noise into
gradient updates.

The principal obstacle is composition (Sec. 5.3): DP-SGD’s Rényi-
DP / moments accountant presupposes bounded per-step sensitivity,
but mDP’s per-step loss scales with the unbounded dy, so T identi-
cal mDP gradient releases yield an O(T) bound rather than O(VT).
A second obstacle is benchmarking: comparing DP-SGD and an
mDP analogue via raw ¢ values is misleading because DP’s adja-
cency is a unit-cost Hamming relation while mDP’s is graded by a
real-valued metric, the same numerical ¢ encodes different opera-
tional guarantees. The cleaner comparison is at matched adversarial
advantage on a downstream task. Three concrete open problems
follow from this picture: developing tight advanced composition
under an unbounded d x; identifying metric structures on the gradi-
ent space (rather than the input space) that admit informative mDP
guarantees over iterative training; and designing mDP-compatible
accountants that interface cleanly with existing DL pipelines.

5.7 Learnable and Context-Aware Metrics

The metric dy is the primary carrier of semantics and adversarial
assumptions in mDP — it encodes which inputs are “locally indis-
tinguishable,” which directions incur utility loss, and which attacks
the guarantee covers. Yet most existing work adopts off-the-shelf
metrics (Euclidean, Manhattan, Wasserstein, angular, shortest-path)
without a principled way to select or adapt them to real data and
tasks.

A key direction is learnable, context-aware metrics that adapt
to data semantics while satisfying mDP’s structural requirements.
Metric learning under mDP constraints: learn a parametric distance
(Mahalanobis-type or embedding-based dx (x, x") = || fao(x)—fo(x")|)
subject to validity (metric/pseudometric axioms), Lipschitz bounds
for noise calibration, and basic interpretability. Concrete instances
per domain: in location privacy, incorporating travel time and pop-
ulation density rather than raw Euclidean distance; in text, pushing
apart pairs that differ in sensitive attributes while keeping benign
paraphrases close; in tabular data, weighting feature groups (clin-
ical vs. demographic) by expert-specified risk; for images, learn-
ing perceptual or task-specific distances aligned with the changes
that actually matter. Privacy-aware metrics from richer formalisms:
posterior-leakage metrics (mPL-style), probabilistic mDP variants,
or PAC-style guarantees [119] where protection is formulated in
terms of how much posteriors or leakage measures can change
for most input pairs or with high probability. Metric learning can
then be guided by minimizing empirical violation rates, yielding
a feedback loop in which leakage-based objectives supervise the
learning of dx and the learned metric supports stronger probabilis-
tic mDP-style guarantees.

5.8 Benchmarks and Geometry-Aware
Evaluation

As Sec. 4 highlights, current mDP evaluations are highly frag-
mented: different datasets, metrics, threat models, and utility mea-
sures make cross-paper comparison difficult. Unlike DP-SGD in
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machine learning [117] or standard LBS benchmarks in location
privacy [118], mDP still lacks a shared experimental foundation or
even a canonical set of tasks and metrics.

A mature mDP ecosystem requires four components. (1) Stan-
dardized benchmarks spanning location, graph, text, embedding, and
multi-modal domains, with explicit admissible metrics and canon-
ical tasks for cross-paper utility comparison. (2) Reference imple-
mentations of mechanisms and attackers: vetted libraries for Laplace,
EM, optimization-based designs, remapping/post-processing, adap-
tive variants, and standard attacker models. (3) Geometry-aware
evaluation tools that visualize metric balls, local sensitivity, and
mechanism-induced distortion, and report privacy-utility trade-offs
across distance scales or regions. (4) Reporting and reproducibil-
ity standards: papers should report the exact metric, threat model,
¢ range, utility tasks, runtime/resources, and post-processing. A
unified “mDP-Bench” suite would provide a practical playbook for
selecting and tuning mDP mechanisms.

6 Conclusions

Over the past decade, mDP has matured into a central general-
ization of classical DP, providing distance-aware indistinguisha-
bility guarantees that align with structured and continuous input
domains in location-based services, text and language data, and
multimedia. This SoK systematized the mDP landscape through
the HDM/NHDM/OPM taxonomy and its hybrids, and connected
their utility trade-offs, application patterns, and scalability consid-
erations.

The structural punchline. Looking across ten years of litera-
ture through the HDM/NHDM/OPM lens reveals a pattern not visi-
ble from any single subfield. The continuous-symmetric case is es-
sentially solved: planar Laplace and its £, relatives are MSE-optimal
HDMs and scale to O(1) per release. The discrete-symmetric case
is well-handled: EM and its elastic / Blahut-Arimoto refinements
deliver near-optimal NHDM utility on finite candidate sets. The
remaining open problems concentrate in the OPM corner, where
task utility is anisotropic, direction-dependent, or constraint-driven.
Every domain in Table 4 confirms this: applications dominated
by HDM/NHDM are bottlenecked by direction-agnosticism, while
applications demanding OPM are bottlenecked by its ©(|X|?|Y/|)
LP. The decomposition wave (HST, Dantzig-Wolfe, Benders) and
LP+EM hybrids are not independent research threads; they are an-
gles of attack on the same problem: how to recover OPM’s expressive
power at HDM’s deployment cost.

On this basis, we surface four under-developed frontiers — com-
position (Sec. 5.3), amplification via shuffling/subsampling (Sec. 5.4),
local-model statistical inference (Sec. 5.5), and mDP for deep learn-
ing (Sec. 5.6) — each requiring OPM-like flexibility with HDM-like
analytical tractability.

Looking forward, the productive question is no longer “which
family is best?” — the taxonomy answers that per setting — but
how far OPM can be pushed toward HDM’s scale, and dually, how
much anisotropic expressiveness can be smuggled into HDM/NHDM
kernels via post-processing, hybridization, and metric design. Progress
on either front will translate a decade of theoretical gains into
deployable privacy for large-scale learning, real-time systems, and
the LLM service stack.
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Paper

Distance Type

Application: Description

PETS 2013 [4], PETS 2014 [23], CCS 2014 [25],
UAI [3], ICDM 2019 [26]

Euclidean Distance

Location-based services (LBS) and natural language processing (NLP): dy(x,x’) =
V2 (xi = x[)? quantifies the straight-line displacement between two data points x, x’, where
x; and x/ represent the i-th coordinate of x and x’, respectively

CDC 2014 [27]

Manbhattan Distance

Control Systems: dy (x,x") = ¥; [x; — x]| measures the total absolute difference across all
coordinate dimensions.

arXiv 2018 [28], POST 2019 [29]

Word Mover’s Distance
(Kantorovich Distance)

NLP: dx (x, x") measures the minimum transport cost needed to move words from one text
document x to another x’. The cost is computed based on the semantic similarity of the words,
measured using distances between their vector representations in a shared embedding space.

FOCS 2018 [30]

Node-Distance

Graph processing: dx (x,x”) measures the minimum number of node modifications such as
additions, deletions, or substitutions needed to transform one graph structure x into another x’.

VLDB 2015 [31], TMC 2020 [32], ESORICS
2020 [33], TITS 2022 [34]

Shortest Path Distance

LBS: dx (x, x”) measures the minimum travel distance between two points x, x” along a network,
considering the road or graph structure connecting them.

ESORICS 2019 [35]

Wasserstein Distance

LBS: dx (x, x") measures the minimal cost of transforming one probability distribution x into
another x’, based on optimal transport theory.

arXiv 2020 [36], TKDE 2023 [37]

Regularized Maha-

lanobis Norm

LBS and NLP: dx (x, x”) measures distance between x and x” while considering correlations
between their features, regularized to balance sensitivity and robustness in privacy mechanisms.

ICME 2020 [7], CCS 2021 [38], ESORICS 2021
[39] arXiv 2025[139]

Angular Distance

Voice processing and LBS: dy (x, x”) measures the difference in orientation between vectors
x, x’, often using cosine similarity to quantify differences in feature representations.

SEBD 2023 [40]

Fréchet Distance

LBS: dx (x, x") measures the similarity between two curves x, x” by considering the minimal
effort required to continuously transform one into the other while maintaining order.

arXiv 2024 [41]

Temporal Distance

LBS: dx (x, x”) measures the difference between time points or temporal sequences x and x’,
capturing the deviation in timestamps along trajectories.

Table 6: Metric distance definitions and descriptions in mDP works.

Mechanism Taxonomy Tables (HDM / NHDM / OPM, by Recipe DOF)

The three tables below organize HDM, NHDM, and OPM works (beyond the canonical anchor of each section) by which design degree-
of-freedom of the mechanism recipe is varied. Many papers contribute to multiple cells; we list each under its primary contribution. The
narrative summaries in Sec. 3.1-3.3 cite these tables and walk through their organization rather than enumerating individual works.
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Table 7: HDM beyond the planar-Laplace anchor (Sec. 3.1), organized by which ingredient of the recipe (Pr[y|x] oc e=¢¢*¥),
optionally post-processed and composed over time) is varied.

Recipe DOF

Variation & key technical idea

Representative works

(A) Metric / domain.
Plug a newd into the same
Laplace recipe.

3D Euclidean for indoor LBS; Word Mover’s Distance for text/author obfusca-
tion; per-token embedding metrics (semantic, syntactic, dimension-reduced)
for NLP; GAN-latent perceptual metric for facial images; Wasserstein on prob-
ability distributions; graph node-distance for infrastructure obfuscation and
graphon estimation; similarity metrics on IoT time series. Unifying point:
HDM is parameterized by d.

[6, 9, 26, 28-30, 35, 80, 81, 84-86]

(B) Privacy-budget
structure. Make ¢
context-dependent.

Spatially varying (x) via the Eikonal PDE; tile-based partitions with per-tile
budgets; semantic-adaptive levels driven by land use; per-attribute dx-private
mechanisms for linear queries; policy graphs (Blowfish, PGLP) enumerating
which input pairs must remain indistinguishable; per-query-rank budgets;
truncated/region-restricted Geo-Ind that excludes inadmissible outputs by
construction; hexagon-discretized release.

[31, 33, 44, 63, 77-79, 82, 83]

(C) Sequential compo-
sition. Cope with contin-
uous traces; resist budget
decay across time.

The foundational predictive mechanism reusing correlated noise on pre-
dictable mobility [23]; correlation-adaptive ¢ between successive reports;
trajectory clustering and stay-point obfuscation; per-segment perturbation
of trajectory key-points; longitudinal/lifelong release; window-based adap-
tive allocation in 3D-spatiotemporal trajectories; COVID-era contact tracing.
Shared theme: ), ¢; decays naively unless temporal redundancy is exploited.

[23, 59, 60, 65, 66, 68-71]

(D) Theory & post-
processing. Refine the
output, characterize
optimality.

Bayesian remapping that uses a prior to relocate noisy outputs without break-
ing privacy; privacy-preserving variants absorbing the remap into the analysis;
gradual release; entropy-view optimality for discrete-time systems; Lipschitz-
privacy MSE-optimality of Laplace for ¢, identity queries; continuous-domain
extension to general queries; critical assessment under realistic priors; ¢ se-
mantics in adversarial-advantage terms.

(19, 27, 67, 72-76]

(E) System integration.
Use HDM as the privacy
substrate inside a larger
system.

Privacy-preserving task assignment in spatial crowdsourcing (workers and
tasks both perturbed before matching); cooperative-localization incentives un-
der information asymmetry; federated-learning group privacy via d-privacy
that preserves topological similarity; blockchain-coordinated indoor LBS com-
bining truncated Geo-Ind with smart-contract reward to enforce on-building
outputs at the protocol level. Primary novelty is the system; HDM is the
privacy primitive.

[45, 62, 64, 87-91]
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Table 8: NHDM beyond the EM anchor (Sec. 3.2), organized by which ingredient of the EM recipe (Pr[y|x] o« e° u(xy)/(2Au)
normalized over a finite candidate set Y, with default u = —d) is varied.

Recipe DOF

Variation & key technical idea

Representative works

(A’) Candidate set Y &
its metric. What discrete
domain does EM normal-
ize over, and what notion
of similarity ranks candi-
dates?

Road-graph  nodes  with  shortest-path  distance = (Geo-Graph-
Indistinguishability / GEM); sensitivity-bipartitioned vocabulary (SanText
separates sensitive from non-sensitive tokens before EM); hierarchical
cluster-then-token sets (CluSanT unifies SanText and CusText via two-stage
cluster—token sampling); ordinal subsets (Subset Exponential Mechanism);
anisotropic ellipse-shaped output regions for directional traffic (Geo-Ellipse-
Indistinguishability); free-form word-embedding spaces under metric LDP.

[20, 37, 93, 103-105, 143]

(B’) Score function u &
budget allocation. Be-
yond the canonical u =
—d and uniform e.

Distribution-preserving scores (DistPreserv); density-modulated scores cal-
ibrated to local embedding density; order-preserving scores strengthening
Order-Preserving Encryption; linguistic-importance-weighted per-token bud-
get allocation (Spend Your Budget Wisely argues uniform e-per-token is sub-
optimal); PIVE coupling EM with an EIE lower bound as a second criterion,
with a corrected-PIVE follow-up re-deriving the privacy proofs.

[17, 95, 96, 99, 106, 108]

(C’) Composition / dy-
namic / context-aware.
Cope with repeated re-
leases or evolving environ-
ments.

Regionalized DPIVE varying the EIE bound and budget by spatial cluster;
Eclipse defense dynamically modulating protection against long-term observa-
tion attacks; dynamic-spectrum-sharing variants maintaining Geo-Ind during
evolving auctions.

[97, 100, 101]

(D’) Output validity &
density-aware adapta-
tion. Ensure outputs are
admissible and informed
by data distribution.

Cooperative cloaking-region obfuscation for vehicular networks (CRO amor-
tizes per-user budget across neighbors); Truncated EM (TEM) excluding low-
density tail outputs; Perturbation-Hidden, which guarantees only plausible
outputs (no vehicles in lakes) — empirically reduces the ~50% off-manifold
rate of vanilla Geo-Ind to 0%.

[94, 102, 142]

(E’) Theory, optimiza-
tion integration, & sys-
tem deployment. Cou-
ple EM with LP / metric
extensions / large systems.

The canonical LP+EM hybrid (NHDM kernel + OPM solver); multi-objective
evolutionary EM (MOEA) returning Pareto-optimal privacy-utility configu-
rations; Lipschitz-extension generalizations to node-private graph statistics
(subgraph counts, degree distributions); EM for graph-infrastructure obfusca-
tion; condensed local DP for small-population datasets.

(3, 85, 98, 107, 109]
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Table 9: OPM beyond the Bordenabe LP anchor (Sec. 3.3), organized by which ingredient of the LP recipe (minz 7' (Z® c)1 subject
to mDP constraints) is varied.

Recipe DOF

Variation & key technical idea

Representative works

(A”) Cost matrix cy, .
Replace geometric dis-
tance with task-specific
cost.

Task-completion-quality scores in MCS objectives; MINLP travel-distance for
crowdsourcing matching, with multi-task-allocation extensions; multi-criteria
objectives combining conditional entropy with worst-case quality loss; route-
endpoint shifting cost that LP-optimizes which nearby POIs to use as proxies;
pricing-aware ride-on-demand loss; group-based traffic-flow cost; multi-point
“Geo-Ind masking” producing an obfuscation set rather than a single point.

[2, 113, 115, 116, 120, 122, 124, 135]

(B”") Constraint struc-
ture / scalability. Tame
the cubic constraint count
of the canonical LP.

Spanner-graph approximation; hierarchically well-separated trees that turn
the LP into a cascade of small sub-LPs; Benders decomposition with dataset
partitioning; Dantzig-Wolfe column generation specialized for road-network
shortest-path metrics; peer-set constraint pruning for time-critical settings;
graph-based CORGI approximations decoupling server-side optimization from
user-side customization; shortest-path metric reformulation on road networks.

(32,78, 110, 111, 114, 121, 123]

(C"”) Cross-family hy-
brids. Combine LP with
closed-form HDM/NHDM
kernels.

Canonical LP+EM hybrid fixing far-away entries to a closed-form EM kernel
and optimizing only near-neighbor entries (also covered as the canonical
hybrid in Sec. 3.4); Bayesian remapping composing a closed-form HDM with
an LP-derived post-processor that improves utility without re-paying privacy
budget.

(3, 74]

(D””) Alternative op-
timization paradigms.
When LP is too rigid or
the domain is too high-
dimensional.

Contract Theory under information asymmetry for cooperative localization;
Stackelberg / bilevel games balancing accuracy against privacy; deep RL
(A3C) for 3D-spatial task allocation; swarm/heuristic optimization for ride-
on-demand.

[2, 89, 125, 126]

(E”) Theory & system
integration. Foun-
dational analysis and
large-system deploy-
ments.

Dual-problem proof of HDM optimality for identity queries; metric-geometry
characterization of the privacy-utility frontier; rigorous re-analysis of PIVE
that identified privacy-proof flaws and proposed corrections; IoT proxy-
gateway selection under DP for energy-efficient smart homes; traffic-flow-
aware fake-trajectory selection.

[19, 96, 127-129]
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Features

Obfuscation methods [ HDM [ NHDM [ OPM ]| K [ Utility loss definition
CCS 2012 [131] v 30 G Expected & max distance between real and reported locations
CCS 2013 [5] v - G Expected distance between real and reported locations
CCS 2014 [110] v 50 G Expected distance between real and reported locations
PETS 2015 (Privacy game) [132] v 300 T Expected utility cost (depends on applications)
PETS 2015 (Elastic metric) [92] v — G Expected distance between real and reported locations
ICDM 2016 [133] v 57 G Expected residual standard error
WWW 2017 [134] v 16 G Expected travel distance
NDSS 2017 [95] v 50 G Expected distance between real and reported locations
CCS 2017 [135] v 25 T Average & worst-case quality loss (depends on applications)
TIFS 2017 [87] v — T Task Utility (Satisfaction Ratio)
PETS 2017 [74]1 v v — T Expected quality loss (depends on applications)
CSF 2018 [136] v 30 G Expected distance between real and reported locations
TIFS 2018 [44] v — T Task Utility (Distortion/LBS Accuracy/Precision and Recall)
ICDM 2019 [26] v 100-300 | T Author predictions/Accuracy
EDBT 2019 [78] v 100-300 | T Expected utility cost
TMC 2020 [32] v 300-400 | O Expected difference between real and estimated travel distance
PETS 2020 [83] v v 50 G Mean-squared error
WSDM 2020 [20] v 50-300 | T Expected utility cost (depends on applications)
PETS 2020 [137] v — G Expected distance between real and reported locations
ACL 2021 [105] v — T Task Utility (Accuracy)
TDSC 2021 [116] v - T Expected travel distance/Acceptance ratio
CVPR 2021 [9] v — T Task Utility (Reidentification ratio)
ICDE 2021 [138] v — T Task Utility (Precision/Recall)
TWC 2022 [80] v — G Average expected error between the perturbed location and the actual location
SIGSPATIAL 2022 [128] 100 G Expected difference between real and estimated travel distance
UAI 2022 [3]1 v v 400 Expected utility cost (depends on applications)
10TJ 2022 [89] v v — T Task Utility (type-k cooperative nodes’ utility)
IoTJ 2022 [59] V4 - T Task Utility (MSE)
CCS 2022 [108] v - T Task Utility (Accuracy of range queries)
TMC 2023 [99] v - G Expected distance between real and reported locations
EDBT 2023 [114] v 70 G Expected distance between real and reported locations
TKDE 2023 [37] v 300 G The difference between the obfuscated and original covariance matrices
EDBT 2024 [123] v 300-400 | O Expected distance between real and reported locations
IJCAI 2024 [111] v 1000 | T Expected data quality loss
PETS 2025 [140]1 v v 1,600 G Expected difference between real and estimated travel distance
CCS 2025 [141] v 5,000 G Expected difference between real and estimated travel distance

Table 10: Representative mDP mechanisms surveyed in this paper. Columns indicate, respectively: (i) the venue and citation of
the work; (ii)-(iv) whether the work uses a homogeneous distance mechanism (HDM), a non-homogeneous distance mechanism
(NHDM), and/or an optimized perturbation mechanism (OPM) — multiple checkmarks (and the ¥ marker on the paper name)
denote hybrid designs that span two categories (cf. Sec. 3.4); (v) the size K of the discretized input/output domain used in the
experiments reported in the cited paper (this is the cardinality that controls the LP size for OPM and the candidate-set size
for NHDM; “—” indicates that the work does not fix a finite domain size — e.g., the planar Laplace kernel is defined on the
continuous plane); and (vi) the primary utility-loss definition reported by the authors, tagged © for geometric distortion (e.g.,
expected £, error, mean-squared error, expected travel-distance error) or T for task-driven utility (e.g., classification accuracy,
retrieval precision, satisfaction ratio), per the discussion in Sec. 3.4.
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Dataset Type Application Domain Size Representative Works
GeolLife [147] Location Trajectory obfuscation, semantic-aware perturbation 17,621 trajectories / 182 users [23, 44, 45, 148]
T-Drive [149] Location Vehicle routing, trajectory sanitization 10,357 taxis (~15M GPS points) [44, 62, 65]
Gowalla / Brightkite [150] LBSN Location privacy, spatial crowdsourcing G: 196k users; B: 58k users [33, 138, 151]
Foursquare [152] Check-in POI recommendation, friend matching (LDP) 800k check-ins (NYC/Tokyo) [35, 153]
Cabspotting/ Portocabs [154, 155]  Location Urban mobility modeling, map-matching attacks 441-500 taxis (1 month-1 year) [148]
MovieLens [156] Ratings Collaborative filtering, embedding perturbation Up to 25M ratings, 162k users [39]

Yelp [157] Text/Geo LBS privacy—-incentive tradeoff Millions of reviews / users [64]

EMNIST [158] Image FL with group privacy 814k characters / 3.5k writers [90]

IMDDb [159] Text Text privatization, sentiment masking 50k labeled + 50k unlabeled [84]

PAN11/ PAN12 [160, 161] Text/Email Author obfuscation, stylometry Varying corpus per year [26]

NLP Benchmarks [162, 163] Text Embedding-level privatization MR: 10.7k; CR: 3.8k samples [26]

US Cities / Census [164, 165] Tabular/Geo  Histogram queries, policy-aware DP >40k cities, millions of samples [31, 83]
Twitter Geo [166] Social/Count  Spatial DP for social activity Stream data (API-dependent) [31]

Graph Datasets [167] Graph Node/edge perturbation, link privacy e.g., Cora (2.7k nodes) [31]
OpenStreetMap [169] Map Road network perturbation, topology analysis Global, dynamic POI data [74]

GRUMPv1 [170] Census/Grid ~ Population density modeling Global grid (1km resolution) [77]

Synthetic Datasets Simulated Controlled mDP benchmarks (grid/LBS) Task-dependent [76, 123, 172]

Table 11: Representative datasets commonly used in mDP research.
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