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Abstract (IMU) with a series of sensors (e.g., gyroscopes, accelerometers)
Compared with preceding consumer technologies, virtual reality to supplement positional data provided by the cameras [55]. This
(VR) requires extensive collection of sensitive biometric data. On represents a significant increase in data sources compared with
the Meta Quest 2 (the most popular consumer headset), application preceding consumer technology; while an Android mobile phone
access to sensitive data is mediated by a permissions system adapted can broadly track a device’s movement using an accelerometer [17],
from Android’s model. In this work, we examine how VR’s immer- a Meta Quest 2 can use its cameras to track up to 26 joints on just
sive nature necessitates new permissions considerations beyond the user’s hand [78].
preceding technology and current VR devices. We analyze the Meta To prevent delays or mismatches between real-world actions
Quest 2’s permissions system, identifying where it diverges from and virtual representations, biometric data must also be collected
Android’s user-facing behavior surrounding biometric data. We and processed frequently. Low frame rates or tracking errors de-
then investigate the implications of both conventional Android synchronize a user’s display from their real-world movement, caus-
and novel Quest permission flows through an in-person VR inter- ing discomfort or nausea [98, 110]. Therefore, VR data is also sam-
view study with 23 participants. We observe that many participants pled at more frequent intervals than preceding technology. Al-
lacked awareness of how VR collects data or the extent of passive though smartphones generally contain an IMU, their capability
tracking in VR. Based on these findings, we offer recommendations is limited—Android devices cap their sensor sampling rate at 200
for VR permissions models and suggest directions for future work. Hz [16], whereas Meta Quest IMUs have a max sampling rate of

1kHz [81]. This increases the volume of user data collected in VR.
Keywords This data is not only identifying—it also reflects how data fea-

tures change over time in different contexts. While smartphones
may use facial recognition [94] or collect fingerprint data [95] to
authenticate individuals, these are static features; they are collected
once, and remain stable. VR devices collect extensive dynamic data
types, observing how biometric data features change over time
under various circumstances. For example, eye tracking in VR not
only captures images of a user’s pupil, but also infers where they
look and for how long. VR data’s extensive collection frequency
and depth presents significant, new privacy threats. Combined with
machine learning, this tracking data can prove very invasive, reveal-
ing a user’s identity, or other personal attributes, such as behavior,
emotion, health, or physical appearance [84, 85, 101, 117].

Quest devices allow users to make decisions about biometric
data collection and use through a permissions system. Permissions
regulate application access to device hardware and software [14].
Some permissions are explicitly granted by users—typically those
considered more sensitive (e.g., microphone access)—while others
are granted automatically by the system—typically those viewed as
less sensitive (e.g., Wi-Fi state) [44]. The Meta Quest 2 permissions
“This work was performed primarily while the authors were affiliated with Tufts system largely draws on established smartphone best practices [33,
University. 43, 44, 62, 108, 114-116], adopting Android’s framework directly.
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1 Introduction

Virtual reality (VR) devices collect and use extensive biometric data
to provide a comfortable and immersive user experience. Misalign-
ment between a user’s actual body position and virtual represen-
tation reduces their sense of realism; for example, the absence of
hands in a virtual experience disrupts bodily presence, as users are
accustomed to seeing their hands in the field of view [29]. There-
fore, VR devices seek to provide realistic representations of user
behavior, in order to provide pleasant, immersive experiences.
Providing realistic representations in VR requires input from nu-
merous sensors. For example, Meta’s Quest Pro, a popular consumer
VR headset, uses five inward-facing infrared cameras on the headset
to track the user’s face and eyes, five outward-facing cameras to
track their surroundings, body, and hands, and three cameras on
each controller to track their movement [100]. Meta Quest head-
sets and controllers also contain an Internal Measurement Unit
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functionality. It is unclear whether permissions mechanisms will
produce different behavior in this new, immersive modality. More-
over, VR introduces biometric data types not present on Android de-
vices. For these novel data types, Meta employs new, non-standard
permissions flows; below, we examine how Meta’s biometric data
permissions implementation departs from established Android best
practices. It is therefore important to assess both how Meta strays
from Android’s permissions best practices and how user mental
models of data collection shift in this immersive modality.

Contributions. In this work, we address three research questions:

(RQ1): How did Meta update the Android permission sys-
tem to incorporate novel VR interaction modalities? We ex-
amine the implementation of the Quest permissions system, as
compared with the Android Open Source Project (AOSP) permis-
sions system. We identify differences surrounding how biometric
data requests and usage are handled, both at the system and user
levels. In particular, we highlight the implementation of a new
device-wide permissions flow used for some biometric data. In this
new permissions flow, users turn the permission on and off for all
applications, not for each application individually.

(RQ2): What are users’ understandings of the Quest 2 per-
missions implementation? We conducted in-depth interviews
with 23 participants to evaluate the impact of the Meta Quest’s
data collection and permissions implementation on user privacy
understanding. Previous work examining VR privacy beliefs uses
non-immersive methods (e.g., online surveys), overlooking the im-
mersive modality inherent in VR. Instead, our user study is informed
by participant experiences with actual VR application use during
our study. Participants used a series of applications with different
biometric data collection permission requests on a Meta Quest 2
in a lab environment. We assessed participants’ ability to recall
permissions interactions and their understanding of these interac-
tions. We found participants were broadly aware data collection
was occurring, but did not understand how data was collected, and
had misconceptions regarding the extent of collection. For the Meta
Quest 2’s new device-wide hand tracking permission flow, most
participants understood the hand tracking permission was granted
globally across apps. Some participants saw value in this approach,
due to decreased friction when exiting and entering applications
using hand tracking. Other participants indicated privacy concerns
with this new permissions model, due to the potential for over-
reach associated with a global permissions toggle. We examine this
tension between privacy and utility in Section 5.

(RQ3): What guides a user’s mental model of data collec-
tion in immersive modalities? The permissions system is only a
piece of the broader notice and choice framework; therefore, we also
look beyond the permissions system, to investigate more broadly
how the multi-modal nature of VR data impacts existing usability
challenges. Our findings suggest participant perceptions of data col-
lection in VR are largely driven by functionality of the application
(similar to previous work in the Android space [83]). Participants
were more likely to recall the data type’s collection when applica-
tion interfaces directly indicated use of a biometric data type as part
of gameplay (e.g., hands were used to chop blocks). Additionally,
some participants relied upon analogies from prior technology to
build their mental models of Quest 2 data collection and use. While
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useful for understanding data collection practices present in earlier
technology, these mental models also carried assumptions from
non-immersive contexts about advertising and third-party sharing.

Based upon our findings, we provide recommendations for per-
missions best practices in VR, as well as directions for future re-
search to better understand the impact of immersive modalities on
user permissions understanding.

2 Background

Virtual reality has grown in popularity over the past decade [99].
Initially, low frame rates and limited resolution constrained the
usability of the technology [112]; however, as performance has im-
proved, VR has seen widespread adoption in the consumer market.
Today, 27% of U.S. adults own or have used a VR device [21].

In this paper, we focus on the most popular consumer VR device,
the Meta Quest 2 [104]. We selected this device because of its wide-
spread adoption, which provides a valuable opportunity to examine
contemporary consumer VR device behavior. Older (e.g., HTC Vive)
and newer (e.g., Meta Quest Pro) headsets didn’t similarly permeate
the consumer market [11, 54]. The Quest 2 uses head tracking to
update the field of view as the user moves, displaying a virtual
environment for the user. It is operated with hand controllers, or
users can optionally turn on hand tracking to replace controllers.

The Quest 2 operating system (OS) is built on top of the Android
Open Source Project (AOSP), a base Android OS that consumer
device producers adapt for their own product use cases [20]. This
means the Quest 2 permissions system is derived from the AOSP.
Permissions are mechanisms that moderate applications’ access to
device hardware and software, including access to user data [14].
Different AOSP permissions have different levels of potential harm
to users. AOSP classifies the sensitivity of each permission with
a protection level. Less sensitive permissions are called normal
permissions; for example, the “ACCESS_WIFIL_STATE" permission
provides information about a device’s network connection status.
This permission is less sensitive—applications often require in-
formation about WiFi status to ensure functionality. In contrast,
“ACCESS_BACKGROUND_LOCATION" allows an application to
collect information about the device’s location, even while the ap-
plication is not open. This permission is more sensitive—users per-
ceive location data as meriting additional privacy protections [103].
More sensitive permissions are called dangerous permissions. Lastly,
some permissions data is only shared between applications signed
with the same certificate. For example, Meta applications may want
to communicate using internal system API calls, without other
applications using the API. These are called signature permissions.

In Android systems, users are largely unaware when applica-
tions request normal or signature permissions, because they are
granted automatically by the system without user interaction. Dan-
gerous permissions are presented to users following the Ask On
First Use (AOFU) permissions model; the user is prompted to grant
the app permission to access sensitive data the first time the app
requests that data type. If the user grants the permission, the app
can make subsequent accesses to the sensitive data without further
prompting the user. Additionally, data safety labels (short descrip-
tions of privacy implications for data being requested) are included
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on application download pages, to provide users with further de-
tails about each app’s data collection practices. This provides an
informed consent framework for sensitive data collection.

After the initial AOFU popup, users can modify app permissions
in the device settings through two relevant pages [19]. One page
lets users select an app from the list of installed apps and manage
its permissions. The other page lets users select a permission and
decide which apps are granted or denied access to it.

There is also a third page, “Special Permissions,” which manages
especially sensitive permissions that are given extra protections. For
example, “Display over other apps” allows an application to display
or draw over other apps without those apps’ consent [40]. These
permissions are rarely required by apps [15]. Users are required to
enable the special permission for each application from this page.

2.1 Related Work

VR Privacy Threats. Recent work in the HCI domain has investi-
gated potential privacy threats in VR—in particular, studies have
examined the extent to which users can be identified using bio-
metric data in VR [57, 84, 85], as well as the extent to which user
behavior in immersive spaces can be identified by observers [47, 86].
These works are formatted as large scale experiments, rather than
qualitative investigations, as these studies examine what can be
learned from user data or behavior in VR, rather than interpreting
what users expect from their VR interactions.

Most similar to our work, there exists a body of human factors
work which aims to investigate user expectations in VR. These
studies have investigated the extent to which VR users worry about
physical harms (e.g., motion sickness), physical privacy concerns
(e.g., camera data collection), or biometric privacy concerns (e.g.,
microphone data collection) 8, 52, 58, 96]. However, prior work pri-
marily answers these questions via survey-based studies conducted
online [8, 52, 58], and interview studies like S.B. et al. do not have
participants use VR as part of the study [96]. To our knowledge,
our study is the first to attempt to address these same questions
of user privacy perceptions in more realistic settings, involving
real-world device use. Our work provides a useful point of compar-
ison by highlighting where theoretical and practical investigations
converge or differ. For example, these studies report limited user
awareness of XR sensor data collection; we show that this finding
also holds in real-world, non-hypothetical settings.

Other works examined user perspectives on social privacy [36]
and parent perspectives on child privacy in VR [32]. Mhaidli et al.
also investigate user perceptions of VR advertisements, providing
recommendations to align advertisers sing practices in immersive
environments with user expectations [82]. In contrast, our work ex-
amines how well users understand the permission systems designed
to protect them from privacy threats.

VR Privacy Policies. Studies have also investigated statements
made in VR application privacy policies [8, 50, 105, 118] and studies
in the domain of systems research have verified the validity of these
policy analyses through traffic analysis exercises [50, 105, 105].
These works have found that, much like in preceding technologies,
VR app privacy policies are vague and often inaccurate.

AR Privacy Threats. There is also a substantial body of HCI work
pertaining to general security and privacy concerns in augmented
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reality (AR). This work enumerated novel concerns introduced by
AR, such as more extensive input data collection, or intentional ma-
nipulation of display output to mislead the user [34, 67, 73, 93]. Abra-
ham et al. propose a novel scheme for permissions in augmented
reality [7]. Harborth et al. investigate the practices of AR smart-
phone applications, demonstrating the need for greater permissions-
based control [53]. However, these works are largely focused on
smartphone-based AR applications, like Snapchat or Pokemon Go.
We extend this investigation to a new modality, namely, permis-
sions within a popular consumer VR device. Additionally, O’Hagan
investigates bystander (rather than user) privacy in AR [89].
Android Permissions System. Prior work has investigated the
current Android permissions system, focusing on user comprehen-
sion [24, 26, 33, 44, 109], application use [113] and misuse [31, 43, 68,
102, 114], and security issues [9, 22, 31, 83, 106, 111]. Most relevant
to our work are those focused on user comprehension. These stud-
ies aimed to address two features of permissions: whether users are
well-informed enough to make informed decisions [33, 44, 90, 114],
and whether mechanisms sufficiently provide users with the oppor-
tunities to make informed decisions [26, 33, 44, 70, 90, 114]. This
body of work examining the Android permissions system was foun-
dational in shaping the permissions system used by the Meta Quest.
As we discuss in Section 3, the Meta Quest adapts this system to
address the updated requirements of immersive modalities. Revisit-
ing questions raised in prior research is essential for evaluating the
effectiveness of these adaptations. To our knowledge, there no prior
work examining consumer VR device permissions systems.

Privacy Mental Models and Privacy Frameworks. Privacy men-
tal models refer to the cognitive mechanisms by which users con-
ceptualize privacy, often using simplifying heuristics or metaphors.
One widely discussed privacy mental model centers on contextual
integrity, a theoretical framework that characterizes how individu-
als reason about privacy in everyday settings [87]— information
flows are considered permissible when they align with prevailing
social norms regarding appropriate data practices; conversely, de-
partures from these norms are interpreted as violations of privacy.

Another influential privacy framework is the notice-and-choice
framework. Within this regulatory paradigm, the responsibility
for evaluating data collection and use practices is placed primarily
on the individual user [71]. The framework presumes that users
conceptualize privacy as a transactional exchange: acceptance of
a notice signifies a voluntary trade of privacy for some perceived
benefit, whereas refusal indicates an intention to retain privacy. In
practice, users are routinely confronted with interface mechanisms
(e.g., cookie banners) that compress complex privacy considerations
into a momentary decision, reinforcing the notion that consent is
a discrete transaction rather than a sustained, relational process.
Our study examines the applicability of these mental models in
VR, and the extent to which multi-modal data worsens preexisting
challenges surrounding these mental models.

Previous work has examined the design and implementation of
privacy notices, and of notice and choice frameworks more broadly.
Some works examine user understanding of various implementa-
tions of privacy notices, examining existing practices for privacy
policies [35, 97], providing technical best practices [35, 45, 97] or
providing [45, 61, 71] proposals to improve the notice and choice
ecosystem. Others examine user understanding of specific notice
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and choice implementations; for example, examining GDPR privacy
notices, and the downstream impact of presentation mechanisms
on user comprehension and decision making [27, 48, 63, 65, 88, 107].
However, these investigations center on traditional, non-immersive
modalities, such as smartphones or computer web browsers; no
previous work considers how VR’s multi-modal data may worsen
preexisting challenges with notice and choice frameworks.

3 RQ1— Quest 2 Updates To The Permissions
System

Because the Quest 2 is based on the Android OS, its core system
code is largely derived from Android. We provide some context on
the Android OS in Section 2. Here, we focus on how the Quest 2’s
permissions implementation differs from that of the Android OS.
To do so, we conduct a systematic review of changes to the Quest
2’s permissions system at both the system and user levels.

3.1 Systematic Review Methodology

To evaluate differences between Android and Quest 2 permission
systems, two researchers collaboratively reviewed Quest 2 and
Android Ul elements, file system artifacts, and accessible operating
system code using an inductive analysis approach to identify themes
in what data is collected and how it is handled. One researcher
has over a decade of industry and academic experience reverse
engineering Android apps and the Android OS, including multiple
publications in this area. The other has several years of academic
and professional experience in Android reverse engineering.

Using Android Debug Bridge (ADB), we searched Quest system
files for permission-related artifacts (e.g., manifests, permission
validation logic, and Ul components) using keywords such as “per-
mission” and “manifest”. We focused primarily on operating sys-
tem manifest files, which define supported permissions (i.e., their
protectionLevel and permissionGroup) [13, 18, 46].

In Android-like systems, permissions must be defined in a mani-
fest file using a <permission> entry [18]. We manually reviewed
Quest 2 manifest files defining system permissions and compared
them against the Android Open Source Project (AOSP) system mani-
fest. [13, 46]. This analysis identified two primary Quest permission
manifests: one closely aligned with AOSP and one Quest-specific
manifest, containing additional permissions relevant to VR inter-
action. We then reviewed associated permission-handling code
to understand how biometric permissions are implemented and
exposed to applications.

To analyze user-facing permission behavior, we compared An-
droid and Quest 2 permission interfaces, including Settings privacy
pages and runtime permission dialogs. We also examined relevant
files associated with these UI components (e.g., SettingsPanelApp.
apk), grepping for text displayed in the Settings UI (e.g., “Headset
Tracking”), and recursively following file references.

Following best practices [72], we do not calculate inter-rater
agreement for this analysis because both researchers collabora-
tively performed the review and the results are not subjective. For
example, the identified differences in system-level data availability
are derived directly from differences in the manifest files and are
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‘

Allow YouTube to record audio?

Allow Permissions

Allow YouTube VR to record audio?
While using the app

Only this time.

Don't allow

Android Meta Quest 2

Figure 1: The microphone permissions flow on Android (left)
and Meta Quest (right) operating systems.

not open to interpretation. If there were differences in interpreta-
tion, the researchers consulted documentation and discussed until
mutual understanding as reached.

3.2 How does the Quest 2 align and diverge from
AOSP regarding sensitive biometric data?

Third-party access to biometric data on Android is primarily medi-
ated through the permissions system. Raw biometric data is gen-
erally protected by “dangerous” permissions, and biometric func-
tions are exposed only through higher-level APIs. For example, fin-
gerprint authentication APIs reveal only authentication outcomes
rather than the underlying fingerprint data itself.

Quest developers operate under a similar but distinct model.
Applications typically do not access raw sensor streams directly.
Instead, they receive higher-level outputs such as joint-specific
position coordinates for hand tracking. Although these abstractions
limit direct exposure to biometric data, they can still reveal sensitive
information about a user’s body, behavior, or attention. In this
section, we examine how Quest’s permission system addresses this
issue of sensitive, but abstracted, biometric data.

3.2.1 What stays the same? As discussed in Sections 2 and 3.1,
the Quest 2 operating system is based on Android, and therefore
retains much of Android’s existing permission model. Most per-
missions present in AOSP source code are also implemented on
the Quest 2 with similar enforcement mechanisms. For example,
“android.permission. RECORD_AUDIO” grants apps access to the
microphone. In both Android and the Quest 2, this permission uses
the “dangerous” protection level. As a result, apps requesting mi-
crophone access trigger an AOFU permission prompt that must be
accepted before access is granted (see Figure 1).

3.2.2  What changes in the Quest 2? The functionality of the Quest
2 necessitates new forms of biometric data collection, including
head, hand, and body tracking. These data types require invasive
mechanisms, such as camera footage and frequent Internal Mea-
surement Unit (IMU) sampling. Prior work demonstrates that they
can support sensitive inferences; for example, recent studies show
users can be uniquely identified through VR head and hand tracking
data [69, 85]. As such, these data types would traditionally merit
increased protection.

In Android, sensitive permissions are typically implemented us-
ing the “dangerous” protection level; permissions such as RECORD_
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and and body tracking

Enable h

Figure 2: The novel hand tracking permissions flow on the Meta Quest 2, which is required to use applications with hand
tracking. Box A shows the settings page where users must navigate to in order to turn on hand tracking. Box B shows the
tutorial for hand tracking and privacy notice. Box C shows the tutorial for how to use hand tracking.

AUDIO, BODY_SENSORS, and ACTIVITY_RECOGNITION all follow this
model. However, Quest 2 biometric permissions diverge from these
conventions, using mechanisms that do not consistently align with
Android’s traditional sensitive-permission model. We examine these
implementations in greater depth below, focusing on how they
differ from standard AOSP practices in both data sensitivity and
user-facing behavior.

Headset Tracking. Headset tracking provides information about
a user’s head orientation and position using IMU sensors (i.e., ac-
celerometers, gyroscopes) [66]. Tracking may support either three
degrees of freedom (3DoF), which captures rotational movement
only, or 6DoF, which also captures positional movement [77].

The Quest 2 distinguishes between foreground and background
access to head-tracking data. Foreground tracking does not require
a system-level permission; instead, users can globally enable or dis-
able 6DoF tracking through the “Headset Tracking” system setting,
which is enabled by default. In contrast, background head tracking
(which extends data access to when apps are not actively open) is
protected by the com.oculus.permission.ACCESS_BACKGROUND_
HEAD_TRACKING permission, which uses the signature|system
protection level, limiting access to Meta-affiliated applications.

Hand Tracking. Hand tracking enables controller-free interaction
by estimating the position of a user’s hands from outward-facing
camera footage. The system fits a generic hand model to image data
and estimates key points (i.e., fingers, knuckles) in real time [74, 76].

Third-party access to hand tracking data is governed by the
com.oculus.permission.HAND_TRACKING permission, which is as-
signed the “normal” protection level. However, unlike traditional
Android normal permissions, hand tracking can still be globally
enabled/disabled via the “Hand and Body Tracking” setting, which
presents users with a pop-up (Figure 2). This is somewhat similar
to a “Special Permission” in traditional Android systems: a subset
of permissions are controlled via a special Settings page. However,
unlike traditional Android systems, app-by-app control over data
access is not provided in the Quest 2 settings page—the setting
applies across the whole app.

Body Tracking. Body tracking uses camera footage and IMU
data from the headset and controllers to estimate a user’s body
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pose [41,74,76]. com.oculus.permission.BODY_TRACKING is sim-
ilarly assigned “normal” protection level. Interestingly, this permis-
sion on the Quest 2 was initially implemented as a dangerous per-
mission; within the past year and a half, Meta downgraded the body
tracking permission to a normal protection level. It is interesting
that they choose to change this protection level—especially given
the extent of recent research demonstrating that this data can be
used to violate user privacy, as described in Section 2.

Body tracking is included in the global “Hand and Body Tracking”
setting toggle, and users turn on this global permission for hand
and body tracking together (See Figure 2). The Quest 2 grants
this permission at run-time, without mandating an AOFU pop-
up. When running the Meta SDK’s Native OpenXR body tracking
sample, we see that body tracking began with no pop-up [79];
this is further confirmed by Meta documentation, which states
that in order to create a body tracker, “your app must request
the com.oculus.permission.BODY_TRACKING permission in the
manifest, but a user is not requested to or required to grant this
permission” [80].

Head, hand, and body tracking implementations diverge from
standard Android permission conventions, and introducing novel
interaction pathways that may differ from user expectations. Next,
we discuss how these design choices may affect user understanding
and subvert established permission expectations.

3.3 What usability implications might these
divergences have?

These system-level design choices introduce several potential user-
facing challenges. We identify three primary points of friction in
the Quest 2 permission implementation.

3.3.1 The Quest 2 does not clearly communicate what data is col-
lected when a permission is enabled. For the examined permissions,
we observe limited transparency into what data is being collected,
either by the operating system or by third party applications. At
the time of our study, the onboarding flow for hand and body track-
ing focused primarily on outlining gestures driving hand tracking
functionality, without clearly describing the underlying data col-
lection processes (see Figure 2). The pop-up does not explain how
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hand and body tracking work, or what data would be collected or
accessible to third parties. As we observe in the Android context, it
is challenging for users to make privacy decisions without being
fully informed [44]; we are interested to explore the extent to which
an understanding of device functionality drives or changes user
permissions decisions.

3.3.2 The Quest 2 has demonstrated inconsistencies in permission
protection level assignment. Namely, there is a lack of justification
surrounding permission protection levels, and their downstream
interpretation for the Quest 2. For example, we know that biometric
data can be used to create privacy harms (see Section 2.1)—we want
to understand why sensitive data types are being assigned normal
permissions types. Relatedly, our investigation raises questions sur-
rounding why body tracking was previously assigned a protection
level of dangerous, and what motivated the change to a normal
protection level. We are curious if these reassigned protection levels
(and downstream consent implementations) are consistent with
user perceptions of sensitivity.

3.3.3 The Quest 2 introduces non-traditional permissions flows.
Lastly, all three biometric data types are controlled through similar-
looking Settings toggles, using a novel implementation not drawn
from the traditional Android permissions system. For head tracking,
the toggle controls 6DoF vs 3DoF functionality globally across the
device. For hand and body tracking, one toggle enables access to
both data types across the device, without requiring later consent
notifications. We are interested to assess the extent to which users
understand this novel permission flow, which combines elements
of AOSP normal and special permissions.

These observations motivate our subsequent interview study,
which investigates how these permission flows shape user under-
standing of VR data collection and permissions behavior. In partic-
ular, we examine:

e whether users understand what biometric data types are
collected in VR, when they are collected, and how they are
collected;

o whether users understand the scope and meaning of these
novel global permission flows; and

o whether immersive interaction modalities affect the effec-
tiveness of traditional permission mechanisms.

4 ROQ2 & RQ3 — Interview Study Methodology

To address the impact of our findings in Section 3 on users, we
designed an interview study, which directly examines each of these
differences introduced by the Quest 2 permissions system.

4.1 Interview Procedure

Our interview is divided into six parts, which we describe below.
The general flow of our interview procedure is shown in Figure 3.
Interviews lasted about 45 minutes.

Step 1: Relationship with VR. We began by asking participants
to describe their previous experience with VR; namely, whether
they own or have used a VR headset in the past, and if so, what types
of applications they used. We sought to capture this information
because we expected familiarity with VR technology, and Meta
Quest devices specifically, may impact user mental models.
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Step 2: VR tutorial. Next, we provide a tutorial on how to use
the device (e.g., how to select objects or exit an app).

Step 3: App use. Then, participants use 5 popular VR applica-
tions for 3-5 minutes each; this allowed the user enough time to
explore the app and experience the permission flow, without mak-
ing the permission the user’s sole focus. We specifically chose not
to indicate to participants that the study’s main focus was privacy
and permissions to avoid social desirability bias. All participants
used the same applications in the same order. Two applications
requested microphone access, to capture the users’ voice, and two
applications requested hand tracking, for interactivity. We selected
these two biometric permissions because they are commonly sup-
ported by applications in the Quest store, and represent the two
types of permissions flows that required user interaction: traditional
pop-ups and system-wide toggles. Both applications which request
microphone access present an AOSP-style pop-up to the user, as
show in Figure 6. For hand tracking, only the first application re-
quired the user to navigate to settings and turn on hand tracking,
as shown in Figure 5, after which, hand tracking remained active.
We used two applications with each permission type so we could
prompt the participant with the first application as needed, and
then assess whether users remembered the permission interaction
or use within the second application without being prompted. This
was particularly important for the hand tracking to investigate
the new system toggle permission flow introduced on the Quest 2.
We kept application ordering consistent, as we discuss further in
Section 4.5.

As the user interacted with the application, we provided various
instructions, (i.e., to search for a video in Youtube VR). We asked
the participant periodically what they are seeing and doing, asking
them to “think aloud” during this part of the study, so that we could
capture how they reacted to the applications as they saw them.

The first application was the Beat Saber Demo [3]. This applica-
tion is a coordination game where participants chop blocks using
the controllers to the beat of a song. Beat Saber serves as a control,
as it does not request any permissions from the user; we include a
control to assess the participant’s general perceptions of VR data
collection without prompts provided by the permissions system.

The next application was Youtube VR [6]. Like the traditional
Youtube platform, Youtube VR hosts video content, with additional,
immersive videos. During application use, we asked users to search
for an immersive video of their choice, using the controllers to click
and speech-to-text search feature to type. To do so, YouTube VR
requests the microphone permission. This permission produces two
traditional AOSP pop-ups, as shown in Figures 6 and 1. When the
microphone is on, a passive indicator appears. Participants were
then instructed to watch one video from the search results.

The third application was Arkio [2]. Arkio is a collaborative
design platform, where users can create and discuss 3-D models
together. During application use, we asked participants to initiate
and join a meeting room. To do so, Arkio requests the microphone
permission in the same manner as YouTube VR, shown in Figure 6.
In Arkio, microphone use is a primary part of the user’s interaction
with the application; while in Youtube VR, the user only used the
microphone to record a search term, in Arkio, the user’s speech
was accessed the entire time they were in the meeting room. There
is similarly a passive indicator on screen during microphone use.
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The fourth application was MoveFast [4]. MoveFast, like Beat
Saber, is a coordination game, that focuses on aligning the user’s
hand positions and movements to the screen, on the beat of a song.
To do so, MoveFast requires the ability to track the users’ hands.
When users initially open MoveFast, they are unable to use the app,
as hand tracking is not enabled. We waited for the participant to
ask for help (notice that the application was not allowing them to
use controllers), at which point, we directed them to turn on hand
tracking in Settings. This brings about a series of pop-ups, which
show how to use hand tracking; one slide is shown in Figure 5.
Generally, these pop-ups provided information about how hand
tracking works, what data collection it requires, and how to use it.
We did not directly tell participants they needed to read the text. The
user then returns to the app, and continues on to gameplay. After
gameplay, although we do not prompt them to do so, participants
typically continued to use hand tracking to exit out of the app and
did not disable the system-wide hand tracking.

The final application was Richie’s Plank Experience [5]. This
application allows users to walk off the end of a plank at the top
of a skyscraper. We asked users to first ride the elevator to the top
of the building. This required them to push the elevator button
with their finger, implicitly using hand tracking in their interaction
with the application. Then we asked them to walk to the end of
the plank (if they felt comfortable). The participant did not have
to accept any permission to use hand tracking in this application,
as it was already turned on at a system level when using the prior
application. However, their hands were shown as being tracked
throughout the game, and they used their hand to press the button
in the elevator, triggering a visual indicator of the data collection,
which has been previously shown to cause greater data collection
awareness in Android [83]. We included this second application
that features hand tracking to assess user’s perceptions of how
hand tracking works across multiple apps.

Step 4: Data collection perceptions Next, we sought to under-
stand how users perceive data collection in each of these applications—
we wanted to identify whether participants understood the dif-
ference in scale and variety of data collection in VR (Diff #1 in
Section ??). Therefore, for each application, we asked participants
questions about (1) what data was collected, (2) how they think this
data was collected, (3) why they think this data was being collected,
and (4) how they think this data could be used. We also asked partic-
ipants what drove their beliefs. We randomized the order in which
we asked about each application to account for ordering effects, as
participants were given more time to consider the data collection
in latter applications.

Step 5: Perception of permissions model Next, we sought to
understand how users interpret differences in permission request
flows. As discussed in Section 3, the Meta Quest introduces different
flows for sharing biometric data types; namely, some biometric data
permissions must be turned on/off across the entire system. We
asked questions to understand if users recalled permissions flows,
and if users understood the meaning of permissions flows (i.e., the
context and duration for which consent was being requested). We
do so for both (1) a traditional Android permission request flow
(e.g., the microphone permission flow) and (2) a new, Quest per-
mission request flow (e.g., the hand tracking permission flow). We
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Figure 3: An overview of steps 3-5 of our interview procedure.

first prompted the participant, showing them the permission re-
quest from the first application with the given permission. We then
asked participants what data type they believed the permission was
requesting, and asked if they remembered any other applications
using that data type. We then saw if the participant understood
the second application also accessed the same data type, and if the
participant understood why this was the case.

Step 6: Modality-specific privacy concerns Lastly, we explored
whether users view modalities associated with the Meta Quest 2 as
having greater privacy concerns than preceding technologies, such
as Android devices. Specifically, we focus on understanding whether
users think the same data policies should apply for hand tracking as
for using a mouse or controller, and why. We believed this example
was useful for several reasons; namely, it provides participants with
a direct comparison with previous modalities, allowing them to
frame their discussion in terms of differences between VR and
preceding technologies, focusing in on novel privacy concerns. In
particular, it allowed us to assess whether participants perceived
behavioral biometric data collection as more sensitive than purely
behavioral; in terms of data collection, each of these tracking types
is increasingly invasive, and increasingly tied to biometrics.

Step 7: Demographic information Then, we asked participants
to complete a Qualtrics survey with demographic questions (age,
gender, race/ethnicity, education, and income), which we used to
assess sample representativeness and to provide context for our
results. We also asked questions from Gross et al’s updated IUIPC
survey [49] to assess general privacy perceptions and behaviors.

Step 8: Debrief We concluded each interview by informing
participants about the study’s true focus and giving them the option
of withdrawing their data from analysis.

4.2 Recruitment Procedure

We recruited 23 participants using flyers posted around two local
universities. To avoid selection bias for participants most interested
in privacy, our recruitment materials did not list privacy and permis-
sions as the study’s focus, but instead framed the work as a study
on VR generally. Participants submitted a Qualtrics survey, which
contained study information and a consent agreement to partici-
pate, and scheduled a time to meet researchers in person via Google
Calendar. Participants confirmed they were 18-65 years old and did
not have any health conditions that put them at risk by using VR,
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as defined by the Quest 2 Health and Safety Warnings [75]. Partici-
pants received a $25 Visa gift card for their participation. Interviews
were conducted between October and December of 2024.

4.3 Interview Analysis Procedure

To analyze interview responses, three researchers inductively devel-
oped an initial codebook by collaboratively coding three transcripts
and reviewing the results among the full research team. Then, two
research team members independently coded five interviews at a
time, incorporating emergent codes and reducing redundancy based
on agreement assessment and team discussion. We calculated inter-
rater reliability (IRR) for each group of codes using Krippendorff’s
a [64]. We use Krippendorff’s « as it provides a conservative mea-
sure accounting for chance agreements. Agreement was defined
as both coders assigning an identical code to the same question
response. After each round of coding, the two researchers met to
discuss and resolve disagreements and update the codebook as nec-
essary to capture new codes and refine codebook definitions. IRR
was calculated per round to allow a staged approach, where a subset
was double-coded before independently coding the remainder after
reaching agreement, following best practice for assessing agree-
ment in qualitative research [72]. We note one potential concerns
regarding IRR is that the rigid requirement for agreement could
bias coding. However, this does not apply here as our interview
data is already has a strict bounded structured due to the inherent
nature of the interviewer-led in-lab interactions. This process was
repeated for 4 rounds until an a > 0.8 was achieved for each code,
indicating strong agreement [64]. After coding all interviews, we
conducted thematic analysis to identify trends across codes, fol-
lowing the recommendations of Braun and Clarke [28]. Our final
codebook and « values for each code group are provided in our
supplementary materials ®.

4.4 Participant Population

Detailed participant demographic information is shown in Table 1.
We note our population was much younger and more male than
the U.S. population. Consumer reports suggest the VR user base
is also significantly younger and more male [59]; however, our
participants were all under age 30, whereas a 2019 report indicating
only 47% of VR users are under age 35 [56]. This population feature
likely stems from our recruitment on a college campus; we discuss
potential implications of this population in our limitations (Section
4.5) regarding age and education level. Our participants’ privacy
perceptions were in line with average student IUIPC scores from
prior work [25, 91], with an average IUIPC score of 5.87.

When asked about any previous experience with VR, most par-
ticipants indicated limited VR exposure (i.e., the participant had
used a Google Cardboard before), but only four participants had
meaningful previous experience with VR (i.e., the participant had
played on a VR headset for more than 30 minutes in total). This is
similar to estimates of the U.S. population—only 98 million people
in the U.S. have ever used VR [1] (about 37% of the adult population).
We discuss potential impact of VR exposure on user perspectives
in both our results (Section 5.1) and limitations (Section 4.5).

1Our supplementary materials are available at
https://osf.io/gw7v4/?view_only=cb2fd44d51ff48f3801d220dbf106c6c
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Figure 4: Our selected quantifier terminology

4.5 Limitations

Our study is limited by the size and demographics of our participant
pool. Because we wanted to have participants interact with real-
world systems, we structured our study as an in-person interview.
The in-person nature of our study limited the participant pool we
were able to recruit. Namely, our participant pool has limited age
diversity, with all participants being under age 30—this is likely be-
cause our recruitment and study took place on a university campus,
and most participants were likely university students. Therefore,
our results may not generalize to older individuals, who may have
less familiarity with technologies like VR or preceding technolo-
gies. However, it is likely changes to our population demographics
would lead to a population with even greater misunderstandings
beyond those of our results with our current population, as previous
work suggests older age is associated with decreased digital liter-
acy [37, 38]. It is possible that education or technical expertise may
have shaped participants’ interpretations of VR data collection—
most of our participants self-reported that they were currently
completing or had completed a university degree. It is also possible
our study suffers from selection bias for people interested in VR.
However, we note the general population of VR users are typically
younger and more tech-interested adults [56]. Lastly, many partici-
pants had limited experience with VR devices, meaning our sample
is likely more representative of new VR users. This is still valuable
because people tend to make permission decisions early and rarely
update them without prompting, so first impressions matter [10].
Additionally, people with substantial VR experience may actually
be less representative of the broader population, as they are more
likely to be technically knowledgeable early adopters. However, we
note the lab setting may lead to behavior different from real-world
use. For example, in the real-world, participants will use the Quest
2 in their own home, linked to personal accounts. This context
may lead them to consider permissions differently. It is possible
that more experienced users will have a more substantial frame of
reference for privacy perspectives in the context of real-world use.

The interview-based nature of our study limited our ability to
scale to a larger participant pool. While works such as Miller et
al. [84] investigate hundreds of participants wearing VR headsets,
the nature of the study, and of the qualitative analysis we undertake,
is not feasible for a study at this scale. Additionally due to these
time limitations, we only investigate a limited set of permissions.
While the most recent Oculus Quest Pro devices incorporate face
and eye tracking, this device is significantly more expensive, and
has a smaller user base ownership. We believed focusing on per-
missions relevant to the Meta Quest 2 (i.e., hand tracking), would
be most useful as initial work, especially as this permission intro-
duced the most unique characteristics (e.g., new permissions flow,
biometric data marked as “normal”). We recommend future authors
investigate these additional biometric data types. We focus on the
Meta Quest due to its popularity. While there exist other consumer
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VR devices (i.e., the HTC Vive, Apple Vision Pro, Sony’s PSVR2),
Meta’s market share of Q4 2024 VR device sales was 84% [92].

We further choose not to reorder application presentation across
participants. We made this decision due to potential friction stem-
ming from handing off controllers to and from participants between
applications. Certain orderings may require excessive hand/controller
transitions in a short period of time, drawing additional attention
to the transition between hand/controller tracking in ways that are
less representative of real-world use, leading to greater priming and
more dramatic ordering effects. To minimize ordering effects asso-
ciated with application ordering, we provided a refresher before
discussing each application, to confirm participants recalled the
correct interaction and application. We also grouped comparable
applications—e.g., microphone apps were always both used and
discussed consecutively. However, ordering effects may still have
reduced recall for earlier permissions (i.e., the microphone), and
improved understanding for later permissions (i.e., hand tracking).
We believe this should not affect result fidelity, as we do not com-
pare across permission and we will describe which permissions are
at the per-permission level, with the exception of tracking recall in
Section 5.1, where we specifically address the potential impact of
these effects.

Additionally, we were only able to evaluate a limited set of ap-
plications; this was primarily due to the time limit of 30 minutes
based on the recommendation of VR manufacturers [30]. However,
we believe our selected applications represent a broad scope of
the applications on the Meta Quest application store, consisting of
entertainment, game, and productivity applications.

Lastly, it is possible participants provide more privacy-conscious
responses than they would exhibit in practice due to social desir-
ability bias. We attempt to address this by repeatedly reminding
participants we are seeking honest user perspectives, and that there
are not correct answers to questions we ask. We also chose not to
tell participants the focus of our study was privacy and permissions
until the end. Additionally, we gear our questions towards specific
scenarios that occurred during the participants’ application use, or
hypothetical scenarios based on the participants’ application use.
For example, rather than directly asking “are you comfortable with
hand tracking?,” we ask the participant “if there is a situation or
circumstance where you would turn off hand tracking.”

4.6 Ethical Considerations

Our study was reviewed and approved by our institution’s ethics
review board. Our primary ethical concerns surrounded participant
safety and comfort during our study. We were careful to ensure
study participants did not have medical conditions that would put
them at risk by using a Meta Quest 2, and made sure to frequently
check in with participants to ensure they were not experiencing
discomfort. If they were experiencing discomfort, we took breaks
during the study, and offered that participants could end their par-
ticipation at any point, without loss of payment. We also took great
measures to protect participant privacy; we used numerical iden-
tifiers to refer to participants in all records, including the consent
process. Finally, because we used deception by not explicitly stating
the focus of the study was on privacy, we debriefed participants at
the end of the study about our true focus. We also gave participants
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further information about the Android and Quest 2 permissions
systems, and provided them the ability to withdraw if they were
uncomfortable with the study’s true focus.

5 RQ2 & RQ3 — Interview Study Results

5.1 User Mental Models Regarding VR Data
Collection

Our study provides insight into VR user mental models of data
collection—specifically, the extent to which users understand what
data types may be collected by each VR application, how this data
is collected, and for what purpose. We further examine what drove
these beliefs, to understand potential pathways for aligning user
mental models with actual data collection, so users can make fully
informed decisions when consenting to data collection. These find-
ings may inform not only the design of the permissions system,
but the structure of notice and choice frameworks more broadly.
As this is a qualitative study, we report findings using quantifier
terminology as defined in Figure 4 instead of raw counts, in line
with previous work [12, 42, 51, 60].

Participants showed differing understandings of VR data
collection, with some participants holding major misconcep-
tions. When asked about data types collected by various applica-
tions, most participants noted that VR applications collect at least
one new data type, such as head, body, or hand tracking. How-
ever, it became clear some participants did not understand how this
biometric data was being collected.

After participants identified each data type, we asked them to
tell us how they think the Meta Quest 2 collects this data. We also
later specifically ask how participants think hand tracking works.
In reality, hand tracking works using footage from the external cam-
eras on the Meta Quest 2. Most participants correctly understood
that there were sensors or cameras on the headset. Many of these
participants believed hands were tracked using “sensors" broadly;
for example, when asked how their hands were being tracked by
the device, P11 stated, “There’s probably sensors in the eye, like,
part of the headset... that tracks movement,” while P12 explained,
“probably like external sensors underneath the headset” However, a
few participants provided answers that reflected fundamental mis-
conceptions about the device’s functionality. For example, when
asked the exact same question, P22 stated, “I was really shocked,
because I wasn’t using controllers for this, so I'm just going to
go with echolocation,” and P21 said, “Like, through my eyeballs?
Right? Is that what you’re saying? Like, through my eyeballs?”.

It is clear many users did not have a complete understanding
of how biometric data in VR is being collected. This is problem-
atic because misconceptions surrounding how VR data collection
works could lead users to underestimate data collection, and make
misinformed privacy decisions. For example, in the context of hand
tracking, knowing a camera is active all the time, as opposed to a
motion sensor, may introduce greater privacy concerns.

Mental models of experienced VR users differentiated be-
tween immersive and non-immersive modalities. We observe
participants who had previous experience with VR better under-
stood how VR devices differed from preceding technologies, such
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as Android devices. As discussed in Section 4.4, only four partici-
pants in our study had meaningful previous experience with VR.
All experienced users identified privacy differences between the
enhanced data collection occurring in VR and traditional modalities
(i.e., mouse and controllers). For example, P4 stated, “in a somewhat
privacy sense, it’s more intrusive to tracking a full hand [than a
mouse],” and P6 explained, “I think just because of how tech is
being integrated with like the human body, if they’re recording my
hands they’re probably recording my general surroundings.”

Conversely, only a bit over half of participants without previous
VR experience identified privacy differences between modalities.
One participant equated the two, stating, “I think, like, if, yeah,
now that you mentioned it, it’s probably, like, analogous to, like,
a mouse" (P3), and another stated, “I think it’s the same, because
if you’re holding the mouse, it’s also able to tell whether you're
fully holding it or not. So it’s already recording your hand" (P14). It
is possible that increased context from repeated VR use may help
users understand how VR works, and therefore potential privacy or
differences between these modalities. However, it is also possible
that these individuals are more interested in technology in general,
since they own an emerging technology, and therefore have a bet-
ter understanding of the privacy risks associated with VR. As the
sample size of our study is limited, future work should investigate
this effect, especially as VR use becomes more common.

While many participants recognize active tracking few dis-
cussed passive tracking. We define active tracking as data collec-
tion associated with a specific user interaction which triggers some
user-presented application functionality. We thought of active track-
ing as VR actions that can be defined or replaced with a gamepad,
such as with a Xbox controller. That is, instead of pressing a button
on a controller (in the gamepad context), you “press” something in
the virtual space with your finger. For example, in the MoveFast
game, users are evaluated on their ability to punch or chop on the
beat with a song. Therefore, when P7 stated that MoveFast was
collecting, “movement data, tracking like, your punches and your
palms,” we classified this data collection as active tracking. As we
might expect, almost all participants recognized and discussed this
type of tracking.

Conversely, we define passive tracking as any data collection
not directly tied to an action-triggering user interaction. Passive
tracking is occurring at all times in VR; cameras are used throughout
device use to track user surroundings and movement. We believe
this passive tracking is much more invasive than active tracking,
due to its duration. P15 described this type of tracking, saying, “you
can guess where the rest of the body is based on if you’re crouching,
leaning, I feel you can get actually pretty good information about
how people’s bodies move from that”

However, only a few participants acknowledged passive tracking
outside of the context of app interactions. It appears participants
only considered tracking in the context of their active interactions
with the applications, despite the presence of passive indicators of
bodily tracking in the frame (e.g., depictions of their hands shown
when their hands were in the frame). An understanding of passive
tracking is key to understanding VR’s increased invasiveness; with-
out understanding the extent of collection, users may underestimate
the data they are consenting to having collected.
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It is worth noting that, as discussed in Section 4.5, an ordering
effect may be present surrounding tracking recall—meaning that
participants were less likely to recall earlier experiences (i.e., ap-
plications using the microphone). Our results are contrary to this
expected effect as participants more often recalled active tracking
(microphone) over passive tracking (hand tracking), which was the
second type of tracking shown.

Participants derived data collection mental models from in-
teraction and previous technology, in addition to permissions
pop-ups. Previous work around Android smartphone permissions
has demonstrated that data collection interactions are more memo-
rable when they are directly tied to the interactions taking place
in the application [83]. We observe this behavior in our immer-
sive modality as well. In the context of hand tracking, when we
asked participants to list the data types they think were collected
by each app, we see most participants listed hands for MoveFast.
In MoveFast, users primarily interact using their hands. Compared
with MoveFast, less than half as many participants identified hand
tracking in the context of Richie’s Plank. The only use of hand
tracking use in Richie’s Plank is to realistically display the users
hands as they survey and press the elevator button one time during
the interaction. Hand tracking could be removed without signif-
icantly impacting the experience. Similarly, for Beatsaber, where
participants used light sabers (controllers) to slash objects, most
participants listed controllers, whereas in Youtube VR, where the
controllers were only used to click on the search bar and to find a
video, only a few participants listed controller data as a collected
data type.

We saw similar behavior surrounding the microphone permis-
sion as well. For Arkio, the virtual meeting application, many partic-
ipants correctly recalled the microphone was requested. However,
for Youtube VR, a video player, where the microphone is not a
primary part of the application’s purpose, half as many participants
correctly recalled that the microphone was requested. It appears
that relevance to application functionality is more important than
passive indicators (as present in Youtube and Arkio), which were
less of a driver of user permission recall.

When incorrect data types were listed, they were consistently
associated with application functionality. For example, when users
suggested that heart rate data were collected by the Richie’s Plank
app: ‘I think I've seen other games...track heart rate through con-
trollers...so it could be like, I don’t know, something through the
head, temples wherever. Or there’s a vein so people can just check
if the blood’s pumping” (P20). This application entailed walking on
a plank above a skyscraper, which would probably cause increased
heart rate and stress. Participants seem to consider the functionality
of the app as an initial step towards hypothesizing data types that
may have been collected.

A majority of participants cited previous technologies as guid-
ing their thinking surrounding data collection and permissions
interactions. In some instances, these were helpful metaphors. For
example, P11 compared Youtube’s passive indicator to indicate mi-
crophone usage as similar to their tablet: “when using the mic on
your tablet, you see a light” Additionally, privacy concerns from
previous technology drives perception of data collection in VR as
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well. Several comparisons to previous technology centered on con-
cerns surrounding advertising and third party sharing. Notably,
participants expressed fairly severe distrust in Meta, stemming
from their prior behavior. For example, P4 stated, “T also know how
aggressive Meta is, so I know...at least I think they’ll also track the
pass through and see if that helps them,” and expressed that “Meta is
really bad with data, in terms of privacy.” Similarly, P20 suggested a
smaller application could not record outside the application unless
they had “backdoor deals with Facebook.” It appears participants’
negative perception of Meta’s data practices may negatively impact
perceptions of data collection throughout device use, despite Meta
only owning the platform, and not owning any of the assessed
applications on which we focused our study.

5.2 User Understanding of AOSP Permissions
Flows

Next, we examine participant understanding and recall of the micro-
phone permission pop-up, which was our example of a traditional
AOSP permission flow. Specifically, we considered whether the new,
immersive modality surfaced unique issues which had not been
observed in prior smartphone privacy work.

Participants correctly understood what the microphone pop-
up gave access to, and recalled collection. We presented partic-
ipants with a copy of the microphone pop-up that participants
accepted during their use of Youtube VR. We asked participants
what data they thought they were agreeing to share, and all partici-
pants correctly understood the application was requesting access to
the microphone. After discussing the YouTube permission pop-up,
we asked participants if they recalled any other applications that
could record their microphone. A majority of participants were able
to correctly recall that Arkio accessed the microphone.

However, participants had varying perceptions of how long
the microphone could record. We further asked participants un-
der what circumstances microphone access would be shared with
the application. We specifically asked the duration of time that the
participant thought the application would be able to record their
microphone. The participants gave mixed responses about record-
ing duration. Of the participants who provided a response, many
believed an application could access the microphone at any time
while the application is being used. This perception is correct as re-
cent versions of AOSP used by Quest 2 restrict sensitive permission
access to only be possible when using the app. A few participants
believed the microphone could be accessed until the user closed
the application for the first time since accepting the permission;
for example, P20 stated the microphone is able to record, “probably
until, like, the computer goes to sleep or shuts down.”

Many participants believed applications could only access
the microphone when prompted (e.g., when the user presses
the microphone button), underestimating possible data col-
lection. Some of these participants tied the end of the recording
to in-application actions: “I think they were more just, you know,
activated just when I was searching through the search bar and
then hopefully, well, I'm hoping at least, when I actually played
the video, they stopped it" (P4). Others set hard time limits on how
long the microphone recorded, stating, “ I don’t know, two hours,
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three hours?" for Arkio (P18) or “I would guess it would be at most
10 seconds" for YouTube (P3). Alternatively, two users believed the
application could record both while the application is used and not
being used, confirming that they believed if “you exit the app, it
would still be recording” (P22). We note this last perspective was
true in older versions of Android, i.e., before Android 11 was re-
leased in 2020. In these older versions, the microphone could be
accessed while the application was in the background [39].
Participants incorrectly assumed microphone recording ca-
pability would be restricted to the applications’ specific context
of use. For example, when asked the same question about potential
recording duration in both YouTube and Arkio, P9 indicated that
Youtube “can only record my microphone when I press the micro-
phone button until when I click search,” and minutes later when
discussing Arkio, they stated “as long as you're in the [meeting]
room and you have multiplayer turned on they would have the
microphone on” Although apps ideally access sensitive resources
only as needed, the permission system permits broader access.

5.3 User Understanding of Novel Permissions
Flows

Lastly, we examine participant understanding and recall of the
global permission flow for hand tracking, which was newly added
by the Meta Quest. We sought to understand what features drive
user comprehension and comfort with this new permission flow.

Participants understood hand tracking was a global per-
mission because it was located in the system settings page. The
big change for this permission flow introduced on the Meta Quest 2
is that hand tracking is turned on and off at the system level. That
is, if you enable the permission, it is enabled for all applications.
This is explained to users when they enable the permission as they
are forced to navigate to the settings page, which provides text
indicating the global nature of the permission. However, prior work
has shown users do not always read these types of pop-ups [23].

We found the Meta Quest’s approach appears quite successful;
nearly all participants correctly interpreted this permission flow.
As P6 correctly inferred, “I had to go into the settings and click
like the toggle switch [to turn on hand tracking]. I would assume
that that’s not going to go off unless I manually turn it off” When
participants were asked to explain how they knew the permission
spanned across applications, nearly all stated they knew this was a
global permission because they had to change a device-wide setting.
For example, P13 said, “because this one was in the settings of the
actual platform, as opposed to the actual app”

This is interesting, because in the context of microphone permis-
sion request, few participants referenced the permission request
when we asked participants how they knew Arkio could access the
microphone, despite having just discussed this pop-up in relation
to YouTube microphone access. Instead, many other participants
referenced the application functionality as the reason they were
aware Arkio accessed the microphone. For example, P9 stated, “to
use the room voice chat multiplayer you need to have the micro-
phone to be able to chat with other people". While it is possible
that people mention the application functionality instead of the
popup because it is more natural to discuss, the contrast between
the responses suggests the hand-tracking permission flow might be
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more memorable, given that functionality related indicators were
present in both permissions flows.

Participants acknowledged usability benefits of a global
hand tracking permission. When asked if the settings-based
global permission flow was appropriate for controlling access to
hand tracking data, users implicitly discussed the privacy-utility
trade-off. Roughly half of participants stated the global permission
was likely in place to make things easier for the user, i.e., avoiding
potentially annoying repeated access requests. As P4 explained, “a
user might be pissed off just because you keep asking them the same
thing over and over, especially when they’re new to this, and then,
in this case, you know, asking you to go to different apps in a period
of time, that might really cause the user to be frustrated” Another
participant (P2) added, “I think it’s a good matter of convenience.”

However, participants were also concerned with potential
privacy overreach stemming from a global hand tracking per-
mission. Roughly half of the participants also acknowledged the
potential privacy loss with this approach. A few participants ex-
plicitly weighed the trade-off between privacy and utility, stating,
“This becomes more of an ethic question, where my gut feeling
would generally say no [regarding turning on hand tracking], just
because I know it’s like privacy-wise, I shouldn’t be giving up my
privacy, right? But that’s at the same time, and especially with
Meta’s privacy terms and conditions, I know that if I don’t allow
that, then I don’t really have any other choice but not to use the
product itself, right? So if I actually enjoy the product, I wanna
use the product, that’s something I have to trade off,” (P4) and,If
it popped up every single time you wanted to use it, it could get
tedious and annoying. So they just have it show up once. But it can
be, I guess, a problem if you just forget that you turned it on, and
it’s collecting data that you don’t want it to" (P14).

Lastly, a few participants stated they were comfortable with this
trade-off, but just for hand tracking data specifically. They said they
would be more concerned if it focused on a different data that they
viewed as more sensitive. As an example, P5 said, “I think it'd be
less comfortable if it was like with the voice"; they justified this
belief because they viewed voice data as something that “you can
use rather than like hands" (P5); the participant did not foresee
potential harms stemming from hand tracking data.

Participants suggested potential alternative mechanisms
for a hand tracking permission flow, which provide more fine-
grained user control. While we did not explicitly ask participants
to provide more appropriate alternative mechanisms, a few who
saw potential issues with the current mechanism offered proposals,
which were centered on providing more notice to users regarding
the data collection’s scope of data on a per-app basis. For example,
P16 suggested users should be given different options for the per-
mission, to determine whether you “want to be asked only once or
several times”” Similarly, P11 suggested a per-app toggle, stating,
“I don’t know why [the request] only takes place once. It should
probably be for every game. Or, you can have a setting where you
can turn it on for every game. Because, for websites, you can allow
access to the microphone for one site, but the next site won’t as-
sume that you want the microphone” Lastly, P22 said they “wish
there was a button to turn it off immediately after 'm done playing.”
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We further discuss the feasibility and utility trade-offs surrounding
these proposals in Section 6.

Many participants who were comfortable with the global
approach bucket their privacy concerns across applications.
They felt if they were to allow hand tracking for one application,
they would likely allow it for all applications anyway. For example,
P6 stated, “They’re tracking different things, but like I'm acknowl-
edging that they are tracking something. But if I don’t want to be
tracked, I'll just turn it off across the board.” Similarly, P7 said, “It’s
like, oh, you allowed it for one app, then you’re going to probably
allow it for every other app”, This belief aligns with Meta’s permis-
sions flow implementation, where the permission is granted at the
device level. It is interesting to consider whether participant pref-
erence is the best metric for designing a permissions system—we
further discuss the implications of this approach in Section 6.

6 Discussion

We must consider how data collected in VR, and its potential down-
stream use, ought to drive notice and choice frameworks for VR
privacy. In this study, we examine user understanding of the Meta
Quest 2’s permission system. Based upon demonstrated miscon-
ceptions possessed by participants, we provide several suggestions
for Meta system developers, VR application developers, and HCI
researchers, to establish more effective permissions systems and
privacy notices for VR devices.

Meta should introduce implicit cues and experiences to
help new users understand the scope of data collection in VR.
In Android, biometric data permissions are categorized as ’danger-
ous’ and require users to consent for collection at runtime [14];
the Quest 2, however, does not use a purely run-time permissions
system, but often relies upon a hybrid approach for biometric data,
where implicit authorization is provided for all applications at one
time. This approach of implicit authorization is supported by partici-
pants for the VR setting; despite the potential ‘dangers’ of biometric
data, it is frequently required for functionality, and users would
likely grow frustrated or discount frequent warnings. We find, at a
high level, users understood each permission we examine: they rec-
ognized the traditional pop-up requested access to the microphone,
and that the hand tracking toggle allowed all applications to track
the position of their hands. However, users lacked a deeper level of
understanding; for example, under what circumstances applications
can access the microphone, or the nature of how, and how precisely,
hands are tracked. This was particularly true for inexperienced VR
users, who had difficulty differentiating Quest 2 data from that of
preceding technologies.

To address this issue in the context of microphone usage, our
findings support an approach based on system-enforced consis-
tent passive indicators (e.g., an icon symbolizing the microphone
being turned on), as our study participants frequently referenced
passive indicators as useful when determining permissions scope.
This additionally aligns with the findings of previous work in the
Android space, which examines the extent to which an “explicit
foreground visual indicator of use" increases participant comfort
with data collection [109]. In the context of hand tracking, we be-
lieve that providing users with greater intuition surrounding how
hand tracking works (i.e., by analyzing camera data) will allow
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users to make more informed decisions. Meta could explore the
use of required and prominent skeletons to draw attention to body
tracking, to make it clear what exactly is being tracked. Similarly,
Meta could explore using passthrough (when the headset displays
the user’s surroundings) for the duration of the hand tracking tu-
torial, so that users directly comprehend their hands are being
tracked using cameras, or provide more interactive tutorials about
what data is necessary to make hand tracking work, rather than
just how hand tracking works. One participant noted that briefly
seeing passthrough (when they stepped outside a boundary) made
them recall the device uses cameras; incorporating direct use of
modalities into tutorials will increase data collection clarity.

Third-party applications should use in-app interactions
to help users understand the scope of permissions in VR.
Third-party applications should take steps to improve users’ un-
derstanding of data collection and use. In particular, they should
be transparent about passive tracking, especially with newer bio-
metric data types such as hand and body tracking. We found most
users recognized biometric tracking when it was directly part of
gameplay. Accordingly, applications should integrate collected data
types into core functionality. During startup, applications could
include a brief interaction using the relevant data type to make
collection explicit.

Mechanisms for more fine-grained control over hand track-
ing should be explored, focusing on the trade-off between
privacy and usability. The immersive modality of VR introduces
a new aspect to the tradeoff between usability and privacy in the
context of permissions, adding increased challenges to implement-
ing an app-by-app permissions framework. In VR, hand tracking
is a truly global permission—when users exit the app, their hands
are tracked and used by the system to navigate menus, open appli-
cations, etc. This adds an interesting dimension to how we should
think about the permission; not only do we have to consider data
access being granted to the device operator (e.g., Meta), we also
must consider the usability aspects of this difference. If a user is
navigating an application using their hands, and then goes to open
a new application, and suddenly finds themselves unable to use
their hands, this would likely be disorienting, or annoying at best.

One possible solution is to let users navigate the privacy-usability
trade-off for themselves. As examined in Section 5.3, a few partici-
pants provided suggestions for how they would like to be prompted
for data access; for example, offering proposals where users make a
global choice as to whether they would like to be prompted for every
application, or users are simply able to toggle on/off for individual
applications, even if all are turned on at first. Presenting biometric
data permissions in an accessible and descriptive manner will allow
users to align their behavior with their privacy preferences.

VR platforms need to update traditional notice and choice
frameworks to better fit this immersive modality. Our results
demonstrate that users hold significant misunderstandings about
data collection in VR and often fail to grasp the scope, mechanisms,
and types of tracking involved. Although not sufficient for broad
generalization, our findings suggest more experienced users may
have better intuition about VR data collection practices. This points
to potential changes that could improve traditional notice-and-
choice frameworks. For example, conventional approaches such as
AOFU or one-time opt-in/opt-out mechanisms may be poorly suited
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to immersive modalities. These models assume that a single deci-
sion (made when a feature is first encountered) can reliably reflect
a user’s ongoing preferences. However, in VR and other immersive
environments, users often begin interactions with limited familiar-
ity, and may not fully understand the implications of opting in to a
particular form of data collection or granting a permission. Relying
on one-time prompts may lock users into choices that no longer
reflect their evolving comfort levels, expectations, or awareness as
they gain experience with immersive technologies. Future work
will be needed to investigate the relationship between VR experi-
ence, users’ understanding of permissions, and their preferences
surrounding prompting.

Future researchers should examine the impact of new fea-
tures introduced by the Quest 3, and other popular consumer
devices. Since this study took place, the Quest 3 has emerged as a
popular consumer VR device; it is therefore worth considering how
our findings may generalize to this new device. We hypothesize
that our findings likely will extend to the Quest 3. The primary
change on the Quest 3 is the incorporation of improved sensors,
which permit color passthrough (vs. Quest 2’s black-and-white
passthrough), and allow for more in-depth body tracking. Though
it appears the Quest 2 and 3 have similar UX designs, it is possible
color passthrough may increase user awareness of camera-based
tracking by presenting a more realistic environment.

Similarly, we believe that the bulk of our findings will generalize
to VR devices more broadly. Biometric data collection is similar
across devices (i.e., most consumer devices use cameras and IMUs to
track users); our findings surrounding mental models (Section 5.1)
will likely also be broadly applicable. The permissions flows we
examine and discuss in Section 5.3 are broad, and are likely to
represent a bulk of flows that will be seen on other VR devices;
however, we believe it will be important for future work to examine
the extent to which implementations differ between the Quest 2
and other future devices, and the impact on user understanding.

Future researchers should examine the perspectives of
a broader scope of demographics. Our study primarily inter-
viewed university-aged participants with minimal VR exposure, it
is possible that this demographic characteristic may have impact
user privacy perspectives surrounding VR. We did observe potential
differences based upon users’ previous experience with VR, but
we did not have a sufficient sample to make generalizable claims
regarding those comparisons. We suggest that future researchers
examine a broader demographic participant sample, to better under-
stand the impact of characteristics such as age, tech-forwardness,
VR experience, and education on user perspectives surrounding VR
privacy.
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A Participant Demographics

B Interview Questions
PARTICIPANT’S VR BACKGROUND:

(1) Can you give us a brief overview of your experiences with
virtual reality?
(2) Have you ever used it before?
(3) How often (once, regularly, etc.)?
(a) If not, have you seen it be used?
(4) What type of headset?
(5) Where have you seen VR being used?
(6) Have you ever used a headset before?
(a) What kind?
(b) In what context?
(c) How often?
(7) What types of apps did you use?
(8) Was it your device/someone else’s?

PERMISSIONS UNDERSTANDING:
Questions are repeated for each app. Participants were asked about

the three app groups (in brackets) in random order, but the order
within each app group was consistent. [Beatsaber] [Youtube VR,
Arkio] [Move Fast, Plank]

(9) What types of data/data types do you think is being collected
by this app?
(10) How did you think this data was collected?
(11) Why do you think that/how do you know?
(12) Why do you think this data is being collected?
(13) How do you think this data could be used?

VOICE:
Show participant the pop-up they saw in the YouTube VR app.

(14) Was there anything about the warning that stood out to you?

(15) What did you think it was requesting?

(16) After giving the app access to the microphone, how long do
you think it can record your microphone?

(a) Why do you think that?

(17) Were there any other apps besides Youtube VR that you used
that you think could record your microphone? Arkio? Plank
or Move Fast?

(a) (If yes): Why do you think that?
(b) For how long?
(c) Under what conditions?

HAND-TRACKING:
Show participant the screen they saw when opening the Move Fast

app, which prompts them to turn on hand tracking in settings.

(18) Was there anything about the warning that stood out to you?
(19) What did you think it was requesting?
(20) How do you think hand tracking works? If you had to guess,
how do you think it was tracking your hand?
(21) After giving access to hand tracking, how long do you think
it can track your hands? Why?
(22) Do you think this impacts other apps’ ability to use hand
tracking?
(a) Why do you think that?
(b) (If yes): for how long? Under what conditions?
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Participant Demographics
Age Gender Race & Ethnicity Education Privacy Concern
18-23 (95.7%) | Man (73.9%) | White (39.1%) | H.S. or Below (30.4%) | Average 5.87
24-29 (4.3%) | Woman (26.1%) | African American  (17.4%) | Some college (47.8%) | IUIPC Score:
30-39 (0%) | Non-Binary  (0%) | Asian (34.8%) | Associate’s (0%) | (Scale 1-7)
40+ (0%) 2 Or More Races (4.3%) | Bachelor’s (17.4%) | VR Experience
Other (4.3%) | or Above 30+ min  (17.4%)
Hispanic (13%), <30 min  (82.6%)
Not Hispanic (87%)

Table 1: Participant demographic information

aQ  EYoulube O

Enable hand and body tracking

Hand and body tracking allows you to switch

bet n hands and controll to interact with
seamless or
make your

& Allow YouTube to record aucio?

DENY CONTINUE

Enable

Figure 5: The first visual from the permission flow for hand
tracking.

Figure 6: The microphone permission request seen by partic-
ipants in Youtube VR.

Explain to the participant that the hand tracking permission request
turned on hand tracking across all apps.

(23) Why do you think this permission request takes place once?

(24) Are you comfortable with the permission request taking
place once?

(25) Do you think the same policies should apply for hand track-
ing as for using a mouse?

(26) Should Meta treat hand tracking data differently than mouse
tracking data?

(27) Do you see any differences between using the mouse, or the
controllers, or your hands?

(28) Do you see any differences between using the mouse, or the
controllers, or your hands for privacy?

(29) Do you view the data types collected by these modalities as
the same?

(30) Would you consider turning hand tracking off? For privacy
reasons?

Explain biometric data collection to participant, including that
data can be used to infer sensitive attributes, including identifying
people, and diagnosing Parkinson’s or ADHD.

(31) Does this change your opinion about the permissions sys-
tem?

C Permissions Flow
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