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Abstract
Research studies routinely publish summary statistics such as

means and standard deviations to promote transparency while

protecting participant privacy. Membership inference attacks

(MIAs) can exploit these statistics to determine whether a specific

individual contributed to a study, posing a risk especially in

biomedical and health-related settings. However, existing attacks

assume the adversary holds the exact data used in the study,

an assumption that rarely holds when data evolves over time.

Moreover, prior work has not quantified how much of the reported

accuracy stems from true individual identification rather than from

group-level traits shared within disease cohorts.

We investigate the robustness and interpretability of two stan-

dard attacks—the 𝐿1-distance test and the log-likelihood ratio (LLR)

test—under realistic conditions where the adversary has only noisy,

partial, or temporally mismatched data. We derive a theoretical

lower bound on inference error that cleanly separates a statistical

term governed by pool size and feature dimensionality from a sig-

nal term capturing disease-driven shifts. Empirical evaluation on

cross-sectional and longitudinal miRNA datasets, validated on Fitbit

activity data, confirms that both attacks tolerate substantial noise

and missing features, but that real-world temporal drift degrades

accuracy far more steeply than synthetic perturbations predict, and

that this degradation is individual-specific. We further show that

attack accuracy on disease-specific cohorts exceeds that on size-

matched random pools by approximately 10%, a separation that

grows almost threefold when measured by true-positive rate at 1%

false-positive rate. Moreover, individuals sharing disease traits but

absent from the study are frequently misclassified as members, in-

dicating that a substantial component of reported accuracy reflects

shared condition rather than individual membership.

1 Introduction
Large-scale studies in health, genomics, and behavioral science

routinely publish summary statistics—such as means and standard

deviations—rather than individual-level records. This practice aims

to balance scientific transparency with participant privacy and is

standard in fields ranging from genome-wide association studies

to wearable-sensor research. However, a line of work on member-

ship inference attacks (MIAs) has shown that even such aggregate

information can be exploited: given a target individual’s data and

the published statistics of a study cohort, an adversary can infer
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whether that individual contributed to the study [2, 20, 46]. The

resulting privacy risks are significant, particularly in biomedical

research where study participation may reveal sensitive health con-

ditions or genetic predispositions, and where legal frameworks such

as the GDPR and HIPAA impose strict protections on participant

data.

These prior results, however, rest on assumptions that limit their

practical interpretability. Existing attacks typically assume that

the adversary possesses the exact datapoint used in the study. This

assumption rarely holds for data that evolves over time, such as gene

expression profiles, which fluctuate with age, health, and circadian

rhythms [57], or daily activitymeasurements fromwearable sensors.

An adversary who obtains a later or independently collected sample

may face substantial discrepancies with the original study data.

A second limitation concerns the interpretation of attack success.

Prior work has noted that attacks perform better on disease-specific

cohorts than on random pools [2], but the extent to which reported

accuracy reflects shared group-level traits rather than true individ-

ual identification has not been quantified. Without disentangling

these two sources of signal, it is difficult to assess the actual privacy

risk posed by publishing summary statistics.

In this work, we investigate the robustness and interpretabil-

ity of membership inference attacks on summary statistics under

realistic conditions. We focus on two widely studied attacks, the

𝐿1-distance test [20] and the log-likelihood ratio (LLR) test [2],

and systematically evaluate their performance when the adversary

has only noisy, incomplete, or temporally mismatched knowledge

of the target individual. We complement this empirical investiga-

tion with a theoretical analysis that characterizes the fundamental

limits of membership inference as a function of pool size, feature

dimensionality, and disease-driven shifts in feature distributions.

Our evaluation spans cross-sectional and longitudinal microRNA

(miRNA) expression datasets as well as a Fitbit activity dataset,

covering both molecular and behavioral data modalities.

Contributions. Our contributions are as follows:

• We evaluate membership inference attacks under relaxed
adversarial assumptions, showing that both 𝐿1 and LLR

tests tolerate substantial noise and missing features, but

with complementary weaknesses: the 𝐿1 test resists noise

that inflates variance estimates, while the LLR retains its

advantage when features are missing. An adversary who can

estimate their own noise regime could select the superior

test at each operating point.

• We demonstrate, using longitudinal data, that real-world
temporal drift degrades both attacks far more steeply than

synthetic perturbations predict. Controlled ablations show

that this degradation is individual-specific: drift vectors
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from even the most similar individuals, or predicted from

population-level models, fail to reproduce it.

• We derive a theoretical lower bound on the minimum

inference error for any statistical test, expressed in terms of

pool size 𝑛, feature count𝑚, and per-feature distributional

shifts 𝛿 𝑗 . The bound cleanly separates a statistical indistin-

guishability term from a disease-signal term, providing prac-

titioners with a way to estimate the inherent difficulty of

membership inference for their specific setting.

• We quantify the contribution of group-level signal to
reported attack accuracy on summary statistics. Across all

19 disease groups, case-pool accuracy exceeds that of size-

matched random pools by a mean of approximately 0.10

AUC. Individuals sharing disease traits but absent from the

study are frequently misclassified as members.

Takeaway. Together, these results suggest that the privacy risk

from publishing summary statistics, while real, is more nuanced

than prior evaluations indicate: attacks are robust to imperfect

adversarial knowledge, yet much of their reported accuracy reflects

shared group-level traits rather than true individual identification.

Paper outline. The remainder of the paper is organized as fol-

lows. Section 2 introduces background on miRNA data and existing

attacks; Section 3 formalizes the threat model; Section 4 derives

the theoretical bound; Section 5 presents the empirical evaluation;

Section 6 surveys related work; and Section 7 concludes.

2 Background
This section introduces the concepts underlying our analysis. We

first describe microRNAs (miRNAs), which serve as our primary

case study. We then discuss the role of summary statistics in re-

search data sharing, and finally review the two membership infer-

ence attacks that our evaluation builds on.

2.1 MicroRNAs
MicroRNAs (miRNAs) are small, non-coding RNA molecules that

regulate gene expression by binding to messenger RNA (mRNA)

and inhibiting protein translation. They influence approximately

60% of human protein-coding genes, with over 5,000 miRNAs identi-

fied in humans [15]. Because of this broad regulatory role, miRNAs

have been implicated in a wide range of diseases, including neu-

rodegenerative disorders, cardiovascular diseases, diabetes, and

cancer [14, 21, 23, 29, 42, 56].

AmiRNA expression profile quantifies miRNA activity in a

given cell or tissue at a specific point in time, typically via quantita-

tive PCR, microarrays, or next-generation sequencing. Researchers

increasingly use these profiles as biomarkers for disease diagno-

sis and prognosis, particularly through non-invasive blood-based

assays [21, 35]. However, miRNA expression levels naturally fluc-

tuate over time due to age, diet, circadian rhythms, and general

health [57]. This temporal variability introduces noise into expres-

sion data and complicates longitudinal tracking, a challenge we

formalize in our threat model (Section 3).

2.2 Summary Statistics in Research
In biomedical and health-related studies, researchers commonly

publish summary statistics—such as means, standard deviations, or

percentiles—rather than individual-level data. These aggregates pro-

vide a concise representation of the dataset and are widely reported

in scientific publications and collaborative projects. Although in-

tended to preserve privacy, summary statistics still capture mean-

ingful group-level differences and often form the basis of statistical

comparisons between study cohorts, making them precisely the

information an adversary could exploit to infer study membership.

Such statistics arise across diverse data modalities. In miRNA

datasets, they describe distributions of expression levels across in-

dividuals; in wearable-sensor datasets such as Fitbit, they describe

activity patterns across participants. In both settings, the tension

between transparency, reproducibility, and participant privacy mo-

tivates the membership inference attacks we review next.

2.3 Membership Inference against Summary
Statistics

We build on prior work [2, 20] and focus on two widely used mem-

bership inference attacks against summary statistics: one based on

the 𝐿1-distance and the other on the log-likelihood ratio (LLR). By

the Neyman–Pearson lemma, the LLR is the most powerful test

under the Gaussian and independence assumptions, which makes

it the natural benchmark for our analysis. Because both attacks

draw only on per-feature pool and population statistics, any other

attack restricted to the same published quantities would face com-

parable degradation under noise and temporal drift. Throughout

this section, we follow the notation of [2].

In the standard membership inference setting, an adversary aims

to determine whether a given target individual’s datapoint 𝑣 ∈ R𝑚

belongs to a particular dataset (the pool), given access to summary

statistics of both the pool and a broader population. The adversary
compares howwell the target’s data aligns with each group, framing

the comparison as a statistical hypothesis test.

Both attacks test the same null and alternative hypotheses:

• Null hypothesis𝐻0: The target is not part of the pool (their
data is drawn from the population).

• Alternative hypothesis 𝐻1: The target is part of the pool
(their data is drawn from the pool distribution).

The test statistic, based either on distance or likelihood, determines

whether to reject 𝐻0 in favor of 𝐻1.

Notation. For an individual 𝑥 ∈ R𝑚
, let 𝑥 𝑗 denote their value for

feature 𝑗 ∈ {1, . . . ,𝑚} (e.g., the expression level of miRNA 𝑗 , or an

activity measurement in the Fitbit dataset). We denote by 𝜇 𝑗 and 𝜎 𝑗

the mean and standard deviation of feature 𝑗 across the population,
and by 𝜇 𝑗 and 𝜎̂ 𝑗 the corresponding values in the pool.

2.3.1 𝐿1-Distance. The 𝐿1-based attack compares, feature by fea-

ture, how close the target 𝑣 ’s values are to the population mean

versus the pool mean [2, 20]. For each feature 𝑗 , the per-feature

distance difference is:

𝐷 (𝑣 𝑗 ) = |𝑣 𝑗 − 𝜇 𝑗 | − |𝑣 𝑗 − 𝜇 𝑗 |.
A positive value indicates that the target is closer to the pool

than to the population, suggesting membership; a negative value
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suggests non-membership; and zero indicates equal distance. To

reach a membership decision, we aggregate these differences into

the vector Δ𝑣 = (𝐷 (𝑣1), . . . , 𝐷 (𝑣𝑚)) and test whether its mean is

significantly greater than zero.

Under the assumption that features are independent and identi-

cally distributed, the Central Limit Theorem justifies approximating

the sample mean Δ̄𝑣
as normally distributed [44]. We therefore ap-

ply a one-sided one-sample Student’s 𝑡-test with test statistic:

𝑇𝑣 =
Δ̄𝑣

𝑠/
√
𝑚
,

where 𝑠 is the sample standard deviation of Δ𝑣
and𝑚 is the number

of features. If𝑇𝑣 exceeds a chosen threshold 𝑡 , the adversary rejects

the null hypothesis and infers membership [2, 20].

2.3.2 Likelihood Ratio Test. The log-likelihood ratio (LLR) test is a

classical approach to binary hypothesis testing. By the Neyman–

Pearson lemma [37], it achieves the maximum possible power at

any fixed false-positive rate, making it the strongest possible attack

in this framework [2].

Under the assumption that feature values are normally dis-

tributed and independent, the LLR compares how likely the

target’s feature vector is under each distribution. The test statistic

decomposes as a sum over features:

𝐿𝐿𝑅(𝑣) =
𝑚∑︁
𝑗=1

(
(𝑣 𝑗 − 𝜇 𝑗 )2

2𝜎2

𝑗

−
(𝑣 𝑗 − 𝜇 𝑗 )2

2𝜎̂2

𝑗

+ log

𝜎 𝑗

𝜎̂ 𝑗

)
.

Each term reflects whether feature 𝑗 is better explained by the

population or the pool distribution. A higher LLR score indicates

that the target’s data is more probable under the pool, supporting

the membership hypothesis.

In practice, the assumptions of independence and normality are

approximate. For miRNA expression, Backes et al. [2] report that

roughly 60% of features can be treated as independent, and in our

cross-sectional dataset 82% of miRNAs pass a normality test. These

figures make the LLR a credible benchmark for bounding attack

performance, but they also imply that departures from the assumed

model are inevitable, a point whose practical consequences we

investigate in Section 5.

3 Threat Model
Building on the attacks described in Section 2.3, we now formalize

the adversarial setting that the remainder of this paper evaluates.

The key departure from prior work is that we do not require the

adversary to hold the exact data used in the study, a relaxation that

reflects realistic data-acquisition scenarios and substantially affects

attack performance.

Setting. An adversary seeks to determine whether a target indi-

vidual contributed to a study whose summary statistics have been

published. Means and standard deviations are the summary statis-

tics most commonly reported in biomedical publications [1, 10, 11,

16, 19, 24, 25, 27, 28, 32, 34, 43, 47, 59, 61], and hence most relevant

to realistic disclosure scenarios.

We represent each individual as a feature vector 𝑣 ∈ R𝑚
and

denote the study cohort as the pool Pool ⊂ R𝑚
. The pool is distinct

from the general population Pop and typically represents a group

sharing a condition such as a disease, though our model applies

equally to arbitrary subgroups. The adversary observes two sources

of information: (i) the mean (and optionally the standard deviation)

of each feature in both Pool and Pop, which may be published,

estimated from public data, or leaked; and (ii) a sample of the target’s

data of the same type. Pool membership is sensitive because studies

routinely collect information beyond these accessible features (such

as detailed diagnoses, treatment assignments, or longitudinal health

records) enabling the adversary to link the individual to richer data

elsewhere in the study [22]. Small pools are the most vulnerable

in this setting: as 𝑛 grows, the attacker’s minimum-error bound

rises and AUC falls monotonically, so a large 𝑛 acts as a natural

defense [2].

Relaxation: noisy and partial adversarial knowledge. Prior attacks
assume that the adversary possesses the exact datapoint used in the

study [2, 20]. This assumption is unrealistic for data that evolves

over time or varies across measurement conditions. MiRNA expres-

sion profiles, for instance, fluctuate with age, health, and circadian

rhythms [57]; daily activity records from wearable sensors shift

with seasonal and behavioral changes. An adversary who obtains a

later or independently collected sample will therefore face discrep-

ancies with the original study data.

We accordingly do not require the adversary’s sample to match

the exact datapoint used in the study; instead, the sample in (ii)

may be noisy (due to natural variation or measurement error) or

incomplete (with missing features), reflecting a broad range of real-

istic acquisition scenarios. This relaxation subsumes the exact-data

setting of prior work as a special case.

4 Theoretical Analysis
Before turning to our empirical evaluation, we establish a theoret-

ical lower bound on the error of any membership inference test

based on summary statistics. This bound serves two purposes. First,

it characterizes how pool size 𝑛 and feature dimensionality𝑚 influ-

ence the statistical difficulty of membership inference, providing

context for interpreting the robustness experiments in Section 5.

Second, it cleanly separates this statistical term from a disease-

signal term driven by per-feature distributional shifts, revealing

when reported attack accuracy may reflect group-level traits rather

than individual identification.

We model both the pool and the target as draws from multivari-

ate Gaussian distributions and allow a subset of features to differ

between the pool and the population due to a condition-related

mean shift. This modeling choice is motivated by the empirical prop-

erties of our datasets discussed in Section 2.3 and by the tractability

of Gaussian distributions for deriving closed-form bounds. While

real data may deviate from strict normality, the model captures the

key structural effects (mean shifts, variance scaling, and feature

independence) that govern attack feasibility.

Our analysis focuses on inference from means alone, motivated

by the original 𝐿1-based test. The results extend to the LLR test

when per-feature variances are equal between the population and

the pool (i.e., 𝜎̂2

𝑗 = 𝜎2

𝑗 ), since the LLR test statistic then depends

only on mean proximity.

The hypotheses are:
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• 𝐻0: The individual 𝑣 ∉ 𝑆 ; the pool mean 𝜇 is independent of

𝑣 .

• 𝐻1: The individual 𝑣 ∈ 𝑆 ; the pool mean includes 𝑣 , introduc-

ing a dependence.

Theorem 4.1 (Membership Inference Bound). Let 𝑃 and 𝑄

denote the joint distributions of (𝑣, 𝜇) under 𝐻1 and 𝐻0 respectively,
where 𝑣 ∈ R𝑚 has components 𝑣 𝑗 ∼ N(𝜇 𝑗 + 𝛿 𝑗 , 𝜎

2

𝑗 ) under 𝐻1 and
𝑣 𝑗 ∼ N(𝜇 𝑗 , 𝜎2

𝑗 ) under 𝐻0, and the pool mean 𝜇 is computed over 𝑛
individuals with each 𝑥 𝑗 ∼ N(𝜇 𝑗 + 𝛿 𝑗 , 𝜎

2

𝑗 ).
Then, the minimum achievable error for any test distinguishing

𝐻1 from 𝐻0 satisfies:

min error ≥ 1

2

©­«1 −

√√√
𝑚

4

log

( 𝑛

𝑛 − 1

)
+ 1

4

∑︁
𝑗

𝛿2

𝑗

𝜎2

𝑗

ª®¬ .
The bound is independent of the population distribution itself;

it depends only on the joint distribution of (𝑣, 𝜇). The full proof
appears in Appendix A.

Assumptions and Tightness of Theorem 4.1

Gaussian features. Each feature 𝑗 of each individual is

drawn from a univariate Gaussian: population members

fromN(𝜇 𝑗 , 𝜎2

𝑗 ), pool members fromN(𝜇 𝑗 +𝛿 𝑗 , 𝜎
2

𝑗 ), where
𝛿 𝑗 = 0 for unaffected features.

Feature independence. Features 𝑗 = 1, . . . ,𝑚 are mutu-

ally independent.

Equal variances. The variance 𝜎2

𝑗 is the same in the pool

and the population for each feature 𝑗 .

Equal priors. 𝐻0 and 𝐻1 are assumed equally likely. In

practice, membership probability is very small, which only

increases the adversary’s Bayes-optimal error. The equal-

prior setting therefore represents a best case for the adver-

sary and yields a conservative (privacy-pessimistic) bound.

Tightness. The proof applies Pinsker’s inequality as its

sole relaxation, which is tight up to a constant factor

when 𝐷KL (𝑃 ∥𝑄) is moderate [6]. For large divergences

(𝐷KL > 2), which arise when the disease signal is strong

or the pool very small, Pinsker’s upper bound on to-

tal variation exceeds 1 and becomes vacuous; in this

regime the Bretagnolle–Huber inequality TV(𝑃,𝑄) ≤√
1 − 𝑒−𝐷KL

(𝑃 ∥𝑄 )
provides a tighter bound [4]. This distinc-

tion matters little for our conclusions: the large-divergence

regime corresponds to settings where the minimum error

is near zero regardless of the inequality used.

Relating the bound to empirical metrics. The minimum error is

the lowest misclassification rate achievable by any test under equal

priors on 𝐻0 and 𝐻1. Our empirical evaluation, by contrast, reports

the area under the ROC curve (AUC), which is equivalent to the

probability that a randomly chosen member receives a higher test

score than a randomly chosen non-member [13]. The two metrics

are related monotonically: a minimum error of
1

2
implies AUC = 0.5

(random guessing), while a minimum error of 0 is consistent with

AUC = 1.0 (perfect separation). The bound therefore constrains

empirical performance: when the minimum error is close to
1

2
, no

attack can achieve AUC substantially above 0.5; when it is close

to 0, high AUC is possible in principle but not guaranteed for any

particular attack. We use this correspondence throughout Section 5

to compare observed AUC values against the theoretical limits.

4.1 Special Cases
We now instantiate the bound for two scenarios that correspond to

different relationships between the pool and the population.

No distributional shift (𝛿 𝑗 = 0 for all 𝑗). When the pool is statis-

tically indistinguishable from the general population, reflecting a

baseline in which disease has no measurable impact on the features

of interest, the bound simplifies to:

min error ≥ 1

2

(
1 −

√︂
𝑚

4

log

( 𝑛

𝑛 − 1

))
.

In this setting, any successful inference must exploit statistical

noise and small-sample effects alone: as the pool size 𝑛 grows, the

contribution of any single individual to the pool mean diminishes,

and the minimum error approaches
1

2
(random guessing). Because

the bound depends only on the joint distribution of (𝑣, 𝜇) and not

on the population, this case also covers the scenario in which both

𝑣 and the pool are drawn from the same diseased distribution; the

relevant question is whether the pool distribution differs from the

population, not whether either is “healthy.”

To place this result in context, Theorem 2 of Backes et al. [2]

relates the power 𝛽 of a one-sided 𝑡-test to the false-positive rate𝛼 as

𝑧𝛼 +𝑧1−𝛽 ≈
√

2𝑚/𝑛. Their result characterizes a specific test statistic
under idealized conditions; Theorem 4.1, by contrast, bounds the

performance of any test, regardless of its form.

Condition-driven shift in a small feature subset. The more realistic

scenario arises when the pool differs from the population in a small

number of features due to disease-related shifts. Let𝐴 ⊆ {1, . . . ,𝑚}
with |𝐴| ≪𝑚 denote the affected features, so that 𝛿 𝑗 ≠ 0 for 𝑗 ∈ 𝐴

and 𝛿 𝑗 = 0 otherwise. Such small |𝐴|/𝑚 ratios are characteristic of

biomedical data. In our cross-sectional dataset (𝑚 = 466 features

after preprocessing), we identified disease-associated miRNAs from

the literature for 19 conditions [1, 8, 10, 11, 16, 18, 19, 24, 25, 27,

28, 30, 32–34, 36, 38, 43, 47, 49, 52–54, 58, 59, 61] The number of

affected features |𝐴| ranges from 1 (e.g., prostate cancer, sarcoidosis)

to 47 (melanoma), yielding |𝐴|/𝑚 ratios between 0.002 and 0.10.

The per-disease counts are tabulated in Appendix B, Table 4.

The full bound, including the disease-signal term
1

4

∑
𝑗∈𝐴 𝛿

2

𝑗 /𝜎2

𝑗 ,

now applies. Three factors increase the minimum error, and thus

make inference harder: larger per-feature variance 𝜎2

𝑗 , smaller shifts

𝛿 𝑗 , and fewer affected features |𝐴|. When all three are combined,

the bound approaches that of the no-shift case, and the attack offers

little advantage over random guessing.

4.2 Interpretation
Figure 1a shows how the minimum error varies with pool size 𝑛

and shift magnitude 𝛿 , for 𝑚 = 500, |𝐴| = 5, and 𝜎2 = 1. Even

minimal disease signals (e.g., 𝛿 = 0.1) substantially reduce the

minimum error for small pools: below 𝑛 = 100, the bound equals

zero, indicating that accurate inference is feasible in principle. As 𝑛
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(a)𝑚 = 500, |𝐴 | = 5, 𝜎2 = 1 (b)𝑚 = 500, 𝛿 = 0.5, 𝜎2 = 1

Figure 1: Minimum error rates based on Theorem 4.1 for varying parameters.

increases, however, each individual’s contribution to the pool mean

is diluted, and the minimum error rises toward
1

2
.

Figure 1b varies the number of affected features |𝐴| instead,
confirming that the disease-signal term can easily dominate the

statistical term. Even when only a handful of features differ from

the population, the minimum error remains low for small pools.

These results yield two insights for interpreting our empirical

evaluation. First, the statistical term
𝑚
4

log

(
𝑛

𝑛−1

)
establishes a fun-

damental baseline: for large pools, even high-dimensional feature

spaces are insufficient for reliable detection, regardless of how

much auxiliary information the adversary holds. Observed degra-

dation under noise or missing features (Section 5) can be compared

against this limit. Second, the disease-signal term
1

4

∑
𝑗 𝛿

2

𝑗 /𝜎2

𝑗 re-

veals that even modest condition-driven shifts in a handful of fea-

tures can dominate the bound, suggesting that high attack accuracy

on disease-specific cohorts may largely reflect shared group-level

traits rather than individual membership.

An important caveat applies: because the bound is a lower bound
on error, a near-zero value does not rule out accurate inference in
principle. It also does not guarantee that any specific attack achieves
this performance; Section 5 tests whether the 𝐿1 and LLR attacks

approach these limits in practice.

Theoretical Findings

Our bound on minimum inference error separates two

terms: a statistical term (pool size and feature dimension-

ality) and a signal term (condition-related shifts in a small

subset of features). Even small shifts in a few features can

drive the bound to near-zero for small pools, meaning high

attack accuracy need not imply individual identification.

5 Evaluation
We now turn from theoretical limits to empirical performance. Our

experiments proceed in two stages. We first stress-test the 𝐿1 and

LLR attacks under degraded adversarial knowledge (noise, missing

features and temporal drift) to establish how robust they are in

practice (Section 5.3). We then use the patterns revealed by these

robustness experiments, together with the two-term decomposi-

tion from Theorem 4.1, to determine how much of the observed

accuracy stems from pool-size effects versus shared disease signal

(Section 5.4). We begin by describing the datasets and experimental

setup common to both stages.

Across both stages we run eleven experiments, summarised in

Table 1. In every experiment the adversary observes the pool’s and

the population’s per-feature means and standard deviations; the

experiments differ only in what the adversary additionally knows

about the target individual.

5.1 Datasets
Our evaluation requires datasets that (i) support comparison be-

tween disease-specific and randomly composed pools, to isolate

group-level signal, and (ii) contain repeated measurements over

time, to evaluate robustness under temporal drift. We therefore

require uniform longitudinal coverage, so that missing data does

not introduce noise beyond the temporal drift under study.

We use three publicly available datasets spanning both molec-

ular and behavioral data modalities. The two miRNA datasets are

available from the Gene Expression Omnibus (GEO) repository; the

Fitbit dataset is available on Kaggle. We collected no additional data.

For the miRNA datasets, the local ethics committees approved the

original studies and patients gave informed consent before sample

collection. The Fitbit dataset is licensed CC0 and was collected from

users who consented to share their data.

Cross-sectional dataset (GSE61741). 1
This dataset contains

miRNA profiles from 1,049 individuals across 19 disease groups

and a control group, each represented by 848 miRNA expression

values obtained from blood samples at a single timepoint. Backes
et al. [2] used this dataset for membership inference, enabling

direct comparison with prior results. Following their preprocessing

approach, we filter out miRNAs with median expression below 50,

yielding 466 features. After preprocessing, expression values range

from 1 to 39,186 with per-feature means between 54.4 and 36,364.4,

1
https://www.ncbi.nlm.nih.gov/geo/query/acc.cgi?acc=GSE61741
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Table 1: Overview of empirical experiments. The adversary observes the pool’s and the population’s per-feature means and
standard deviations; the second column describes additional information about the target.

Experiment Adversary’s view of the target Section Figure/Table

Noise Target sample with adaptive Gaussian noise of scale 𝛼𝜎 𝑗 per feature §5.3.1 Fig. 2, Tab. 2

Missing features Target sample restricted to a subset of features §5.3.1 Fig. 3

Combined noise + missing

features

Both perturbations applied together §5.3.1 App. Fig. 10–11

Real temporal drift Target sample drawn from a later timepoint 𝑡𝑖 (𝑖 ≥ 0) while the pool’s

statistics are computed at 𝑡0

§5.3.2 Tab. 3

Independent Gaussian surro-

gate

Target’s drift replaced by feature-wise Gaussian noise matched to real

per-feature variance

§5.3.2 Tab. 3

NN drift swap Target’s drift vector replaced by the nearest neighbor’s §5.3.2 Tab. 3, App. Fig. 14

LOO conditional mean Target’s drift predicted by a leave-one-out linear model of drift on

baseline expression

§5.3.2 Tab. 3

Pool-size sweep Exact target sample; pool size 𝑛 varied within a single disease §5.4.1 Fig. 5

19-disease validation Exact target sample; case-pool versus random-pool comparison repeated

across all 19 diseases

§5.4.2 Fig. 6

Disease-feature stratifica-

tion

Exact target sample restricted to a subset of features to (or away from)

literature-identified disease miRNAs

§5.4.2 Fig. 7

Transferred-individual test Exact target sample drawn from non-members who share the pool’s

disease

§5.4.2 App. Fig. 8a–8b

and per-feature standard deviations between 39.6 and 9,365.4.

Alternative normalization techniques exist [51] but we retain the

original pipeline for comparability.

Longitudinal dataset (GSE68951). 2
To evaluate attacks under

real-world temporal drift, we use a longitudinal dataset of repeated

plasma miRNA measurements from 26 patients with lung cancer

and 12 non-cancerous control samples. Each patient was sampled

at up to eight timepoints (starting with a two-week interval, fol-

lowed by three-month gaps) yielding 1,205 miRNAs per sample.

We exclude the non-cancerous lung disease samples as they lack

longitudinal information. In our experiments, we only use the first 6

timepoints to ensure even longitudinal coverage for all 26 patients.

Expression values are log2-transformed and range from −5.4 to

15.7, with per-feature means between −1.6 and 13.3 and per-feature

standard deviations between 0.2 and 1.6. Across consecutive time-

points the median per-feature absolute change is 0.30 log2 units

(≈1.2-fold) and the mean is 0.43 log2 units (≈1.3-fold), comparable to

one within-feature standard deviation; the 90th percentile reaches

0.95 log2 units (≈1.9-fold).3 The repeated measurements allow us

to test whether the attacks withstand this natural variation.

Longitudinal dataset (Fitbit). 4
To test whether our findings ex-

tend beyond molecular data, we include the Fitbit Fitness Tracker

Data dataset from Kaggle, comprising daily activity submissions

from 35 users (step count, distance, active minutes, and calories,

among others). We omit two near-constant features (Sedentary-
ActiveDistance and LoggedActivitiesDistance, zero in over 91% of

entries) and retain 11 features. Submission counts range from 8

to 32 per user; we cap at 8 to align every user at the minimum

available coverage. As with the longitudinal miRNA dataset, this

2
https://www.ncbi.nlm.nih.gov/geo/query/acc.cgi?acc=GSE68951

3
A distributional plot can be found in the Appendix, Figure 12a.

4
https://www.kaggle.com/datasets/arashnic/fitbit

structure lets us evaluate inference across submissions from the

same individual.

5.2 Experimental Design
The three datasets described above differ in structure, dimensional-

ity, andwhether they support disease-specific comparisons.We now

describe the experimental configurations that map each dataset to

our research questions, together with a shared evaluation protocol.

Pool–population split. Each experiment compares a pool against

a reference population. All patients not used in the pool are included

in the population. We exclude pool members from the population

statistics, unlike prior work [2] which treated the pool as a subset

of the population. This choice is more favorable to the adversary

and avoids biasing reference statistics in small datasets.

Pool composition. On the cross-sectional dataset, we evaluate two
pool types. Case pools consist of all individuals sharing a disease

condition (e.g., the 65 prostate cancer patients). Random pools are
sampled uniformly at matching size. Comparing the two isolates

the contribution of shared disease traits to attack accuracy. The

longitudinal datasets (miRNA and Fitbit) contain patients who all

share a single condition or have no identifying unique feature traits

(the Fitbit dataset has no labeled disease status, so we treat its

35 users as a homogeneous population), precluding case-versus-

random comparisons. We instead sample random pools of 𝑛 = 8

individuals and use the remainder as the population.

Attack implementation. Given a pool–population split, we com-

pute per-feature means and standard deviations for both groups

and apply the 𝐿1-distance and LLR tests (Section 2.3). Each attack

scores every individual as a potential target 𝑣 and classifies them

as a member when 𝑇𝑣 > 𝑡 . We report AUC and TPR @ 1% FPR

and repeat all experiments at least 2,000 times for stable estimates.

Reported values are means over these iterations; standard errors of
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(a) Prostate cancer case pool of the cross-sectional dataset
(𝑛 = 65).

(b) Random pool of the cross-sectional dataset (𝑛 = 65).

(c) Average, minimum and maximum values of all time-
points of the longitudinal miRNA dataset (𝑛 = 8).

(d) Average, minimum and maximum values of first 8
submissions of the longitudinal Fitbit dataset (𝑛 = 8).

Figure 2: For each panel, top: AUC for the 𝐿1 and LLR tests under increasing adaptive Gaussian noise 𝛼 · 𝜎 𝑗 per feature; bottom:
corresponding true-positive rate at 1% false-positive rate.

the mean are below 0.002 for AUC and below 0.005 for TPR @ 1%

FPR across all configurations.

Perturbation protocol. We degrade the adversary’s knowledge

along two dimensions. In noise experiments, we add independent

Gaussian noise with standard deviation 𝛼 · 𝜎 𝑗 to each feature 𝑗

of the target, where 𝜎 𝑗 is the feature’s population standard devia-

tion; 𝛼 thus measures perturbation in units of natural variation. In

partial-data experiments, we progressively reduce the feature set

by removing at most two features at a time from target, pool, and

population simultaneously. Section 5.3.1 evaluates each dimension

independently and in combination.

5.3 Attack Performance under Realistic
Conditions

The theoretical analysis in Section 4 characterizes the fundamen-

tal limits of membership inference; we now test how the 𝐿1 and

LLR attacks behave in practice when the adversary’s knowledge

is degraded. The central finding is that the two attacks have com-
plementary weaknesses: the 𝐿1 test resists noise but loses power as

features are removed, while the LLR degrades sharply under noise

yet retains its advantage under partial data. Real-world temporal

drift proves more damaging than either synthetic perturbation

alone, and its effect is individual-specific rather than attributable

to shared population-level structure.

5.3.1 Noise and Missing Features. We first evaluate each perturba-

tion dimension independently, then examine their interaction.
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Table 2: Summary of noise and crossover thresholds across
configurations. 𝛼0.6: noise scale at which AUC drops below 0.6.
𝛼∗: crossover noise scale above which 𝐿1 outperforms LLR.

Configuration 𝑛 𝑚 𝛼0.6 LLR 𝛼0.6 𝐿1 𝛼∗

Prostate cancer (case) 65 466 1.9 4.9 0.9

Random pool 65 466 1.3 1.3 1.3

Renal cancer (case) 20 466 3.4 8.7 0.8

Random pool 20 466 2.8 6.0 1.3

Longitudinal miRNA 8 1,205 6.6 >𝛼max 2.7

Fitbit 8 11 1.3 <0.01 2.3

Noise. Figure 2 presents AUC under increasing adaptive noise

across all three datasets (renal cancer replications appear in Ap-

pendix B, Figure 9). Both attacks tolerate substantial perturbation:

on the prostate cancer case pool (𝑛 = 65), for instance, the LLR

remains above AUC 0.6 until 𝛼 ≈ 1.9, while the 𝐿1 test resists un-

til 𝛼 ≈ 4.9. Table 2 reports the corresponding thresholds for all

configurations and reveals two structural patterns. First, smaller

pools tolerate more noise, consistent with the theoretical bound’s

prediction that smaller 𝑛 amplifies individual contributions to the

pool mean. Second, higher feature dimensionality𝑚 extends noise

tolerance, directly illustrating the role of𝑚 in the statistical term

of Theorem 4.1. Both patterns are visible across case and random

pools alike.

Figure 2 also reports the corresponding TPR @ 1% FPR, the

operating point used in prior work to assess whether membership

inference reliably identifies specific individuals [7]. Both metrics

decay monotonically with 𝛼 and the 𝐿1/LLR crossover persists, but

it shifts to substantially higher noise for TPR than for AUC: on the

prostate cancer case pool, AUC crossover occurs at 𝛼 ≈ 0.9 while

TPR crossover only occurs at 𝛼 ≈ 3.4. The LLR therefore retains

its advantage at the operating point most relevant for identifying

specific individuals across a much broader noise range than the

AUC crossover alone would suggest. At zero noise the LLR TPR

reaches 0.35 on the prostate cancer case pool and 0.14 on the size-

matched random pool, so under exact-data assumptions the attack

identifies a meaningful fraction of individuals; as 𝛼 rises both curves

collapse toward the 1% floor.

The mechanism behind the 𝐿1–LLR difference is straightforward.

The 𝐿1 test depends only on per-feature means; because the added

noise has zero mean, it averages out over many features, preserving

the signal that the 𝐿1 statistic exploits. The LLR also depends on vari-

ance estimates, which noise systematically inflates.
5
At low noise,

however, the picture reverses: the LLR exploits richer distributional

information and achieves higher AUC when that information is not

yet corrupted. A consistent crossover pattern emerges across all

configurations (Table 2): below some noise scale 𝛼∗
, the LLR outper-

forms 𝐿1; above it, 𝐿1 is superior. We use 0.6 as the AUC threshold

for failed performance [9]. This crossover appears in random pools

as well, confirming that it reflects a fundamental trade-off rather

than an artifact of the disease signal.

5
Under independence, 𝜎2

𝑋+𝑌 = 𝜎2

𝑋
+ 𝜎2

𝑌
; when features are dependent, the inflation

is compounded: 𝜎2

𝑋+𝑌 = 𝜎2

𝑋
+ 𝜎2

𝑌
+ 2Cov(𝑋,𝑌 ) [44].

Missing features. Missing features present a qualitatively dif-

ferent challenge: they reduce the number of terms in each test’s

statistic without distorting the surviving estimates. Figure 3 shows

that both attacks tolerate substantial feature reduction: from 466

to 100 features, AUC decreases by less than 5 percentage points

on the prostate cancer case pool. This resilience aligns with the

theoretical bound: for 𝑛 = 65, the minimum error approaches 0 at

𝑚 = 400, rises to approximately 0.19 at𝑚 = 100, and reaches 0.40 at

𝑚 = 10. TPR @ 1% FPR in Figure 3 decays more sharply than AUC

as features are removed: on the prostate cancer case pool the LLR

TPR falls from 0.35 at𝑚 = 466 to 0.26 at𝑚 = 100, while AUC barely

moves (from 0.92 to 0.88). Removing features therefore erodes the

LLR’s ability to identify specific individuals faster than AUC alone

suggests.

Crucially, partial data reverses the relative ranking of the two

attacks. Across the full range of feature counts, the LLR maintains a

lead of roughly 15 percentage points over the 𝐿1 test (Figure 3a). Re-

moving features reduces the LLR’s summands without inflating its

surviving variance estimates. The 𝐿1 test, by contrast, loses the aver-

aging effect that underlies its noise robustness: with fewer features,

the sample mean becomes noisier, and the 𝑡-statistic loses power.

The two attacks thus have complementary weaknesses (noise for

the LLR, sparse features for 𝐿1) and which matters more depends

on the constraint the adversary faces.

When both perturbations are applied jointly, the interaction is

sub-additive (Appendix B, Figures 10–11): once feature reduction

has degraded the signal, less residual signal remains for noise to

destroy. An adversary who can estimate their own noise level could

therefore select the superior test at each operating point, achieving

the upper envelope of both curves; prior work evaluated each attack

in isolation and did not consider this adaptive strategy.

5.3.2 Real-World Temporal Drift. The synthetic experiments above

perturb each feature independently. Real temporal drift, by contrast,

degrades attack accuracy far more steeply, and the source of this

degradation turns out to be individual-specific. In other words,

each person’s own variation between timepoints is large enough

to defeat membership inference. We demonstrate this through a

series of controlled experiments that progressively add structure to

the perturbation model; none of these surrogates reproduces the

collapse observed under real drift.

Concretely, in each temporal-drift experiment the adversary ob-

serves the pool’s per-feature means and standard deviations (com-

puted from the pool members’ samples at the baseline timepoint

𝑡0) together with a sample of the target individual drawn from a

later timepoint 𝑡𝑖 with 𝑖 ≥ 0. The attack is unchanged from the

non-temporal case; the adversary simply substitutes this later target

sample for the exact baseline sample assumed in prior work.

Synthetic noise underestimates real drift. On the longitudinal

miRNAdataset, both attacks collapse to near-random levels after the

first timepoint
6
: the LLR falls to AUC 0.557 and the 𝐿1 test to 0.571

(Table 3). The baseline AUC at 𝑡0 is itself moderate, consistent with

prior reports that plasma-based miRNA assays have lower signal-to-

noise than tissue-based assays [2]; our analysis therefore focuses on

the additional degradation from 𝑡0 onward. Because synthetic noise

6
As can be seen in Appendix B, Figure 12b.
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(a) Prostate cancer case pool (𝑛 = 65). (b) Random pool (𝑛 = 65).

Figure 3: For each panel, top: AUC versus feature count for the 𝐿1 and LLR tests on the cross-sectional dataset; bottom:
corresponding true-positive rate at 1% false-positive rate.

matched to the same per-feature variance degrades both attacks far

more gradually (Figure 2c), marginal feature-level variance alone

cannot explain the real-drift collapse. The remaining experiments

in this section identify the responsible structure.

The degradation is individual-specific. To determine what drives

the gap between synthetic and real performance, we test whether

the responsible structure is individual-specific or shared across

individuals. Concretely, we swap each individual’s temporal change

with that of a similar person and check whether the attack recovers.

We define a drift vector as the per-feature difference between an

individual’s later measurement 𝑡𝑖 and their baseline (first timepoint

𝑡0), and assign each individual the drift vector of their nearest

neighbor in baseline feature space (Euclidean distance). The nearest

neighbor sits at only the 17th percentile of all pairwise distances,

reflecting the approximate equidistance typical of high-dimensional

spaces; yet this single swap raises LLR AUC from 0.557 to 0.804

(Table 3). Swapping drift vectors, no matter how similar, breaks

the structure that degrades the attack, indicating that the effect

is tied to each person’s own temporal evolution rather than to a

shared population-level pattern. This conclusion is robust to the

choice of distance metric and the number of neighbors 𝑘 : Euclidean,

cosine, and correlation distances yield nearly identical results across

𝑘 ∈ {1, . . . , 25} (Appendix B, Figure 14). At 𝑘 = 20 the chosen

neighbor lies at median pairwise distance (effectively a random

draw); AUC plateaus there near 0.90 and TPR @ 1% FPR near 0.58,

both well above the real-drift level. The structure that degrades

the attack therefore resides in each target’s own drift; no other

individual’s drift, similar or not, reproduces it.

Population-level structure does not explain the collapse. If drift
were a predictable function of baseline expression, a population-

level model could capture individual-specific effects without per-

person data. We test this with a leave-one-out (LOO) conditional

mean: for each individual, we fit a linear regression of drift on

baseline from all other individuals and predict that person’s drift

deterministically. This model captures whatever linear baseline–

drift coupling exists in the population. The LOO conditional mean

yields LLR AUC of 0.821, comparable to the nearest-neighbor swap

(0.804) and far above the real-drift level (0.557). The population-

level linear relationship between baseline and drift does not account

for the observed degradation.

Summary of drift experiments. Table 3 collects all four models.

The key finding is that only each person’s own temporal evolution

degrades the attack to near-random levels; the tested surrogate mod-

els fail to reproduce the collapse. The table reveals a noteworthy

asymmetry between the real-drift and nearest-neighbor settings:

substituting the closest individual’s drift in baseline space recov-

ers attack performance to AUC 0.80, while the target’s own drift

degrades it to AUC 0.55. If individual drift varied randomly with

respect to identifying structure, the two settings would degrade the

attack by similar amounts. The observed gap therefore indicates

that each person’s drift carries structure specific to that person.

Structure that no other individual’s drift reproduces, including that

of their nearest neighbor, and that our leave-one-out regression

(limited to linear, population-wide predictors of drift from base-

line features) does not capture. Understanding what generates this

structure (e.g., external factors influencing miRNA expression), and

whether it can be exploited by a stronger attacker or used as a basis

for defense, is an important open question for future work. TPR at

1% FPR tells the same story: only real drift collapses TPR to near

the 1% floor, while every surrogate model preserves a substantial

identification signal.

The Fitbit dataset (Figure 4) exhibits a qualitatively different

pattern: AUC begins lower (0.63 for 𝐿1 and 0.75 for LLR at the first

submission) and declines gradually rather than collapsing. This

smoother degradation likely reflects both the lower feature dimen-

sionality (𝑚 = 11) and the less volatile nature of behavioral drift

compared to molecular fluctuation. Because the Fitbit cohort has

no labeled disease, it acts as a control for the steep miRNA collapse:
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Table 3: AUC and TPR @ 1% FPR under four drift models
on the longitudinal miRNA dataset. Real drift uses the in-
dividual’s own later timepoint; Gaussian noise matches per-
feature variance; LOO predicts drift via linear regression; NN
assigns the nearest neighbor’s real drift vector.

AUC TPR @ 1% FPR

Drift model LLR 𝐿1 LLR 𝐿1

Real drift 0.557 0.571 0.079 0.059

Independent Gaussian 0.998 0.907 0.981 0.558

LOO conditional mean 0.821 0.588 0.444 0.175

NN (𝑘=1, Euclidean) 0.804 0.621 0.410 0.134

Figure 4: AUC (top) and true-positive rate at 1% false-positive
rate (bottom) for the 𝐿1 and LLR tests across all 8 daily sub-
missions of the longitudinal Fitbit dataset (𝑛 = 8).

the absence of an analogous collapse here suggests that the longi-

tudinal miRNA degradation reflects the volatility of plasma miRNA

expression rather than any property unique to cancer patients.

Empirical Findings: Attack Robustness

Both attacks tolerate substantial noise and missing fea-

tures with complementary weaknesses: the 𝐿1 test re-

sists noise (mean preservation) while the LLR resists fea-

ture reduction (variances remain intact). Real-world tem-

poral drift, by contrast, degrades both attacks far more

steeply than any synthetic model predicts, and the collapse

is individual-specific—no surrogate (independent noise,

nearest-neighbor drift, or population-level predictor) re-

produces it.

5.4 What Drives Attack Success
The preceding experiments show that both attacks tolerate sub-

stantial noise and missing features, but they do not reveal what
the attacks are detecting. Our theoretical bound (Theorem 4.1)

decomposes the minimum inference error into two independent

components: a statistical term governed by pool size 𝑛 and feature

dimensionality 𝑚, and a signal term driven by condition-related

shifts 𝛿 𝑗 . Because the bound is a lower limit on error, it does not

predict the performance of any particular attack; it does, however,

provide a framework for designing controlled experiments that iso-

late each component. We now use such experiments to determine

how much of the observed accuracy stems from each source.

5.4.1 The Role of Pool Size. The statistical term 𝑚
4

log

(
𝑛

𝑛−1

)
pre-

dicts that larger pools dilute each individual’s contribution to the

pool mean, making inference harder.We test this prediction by vary-

ing 𝑛 within a single disease, which holds the disease composition

approximately constant.

We subsample case pools and size-matched random pools at

sizes ranging from 𝑛 = 5 to 𝑛max for three diseases: prostate cancer

(𝑛max = 65), Wilms tumor (𝑛max = 124), and ovarian cancer (𝑛max =

24). Figure 5 shows the results.

Both case-pool and random-pool AUC decrease monotonically

with 𝑛 for all three diseases, confirming the statistical term’s pre-

diction. At the smallest pool size (𝑛 = 5), the LLR test approaches

perfect discrimination (AUC ≈ 1.0) regardless of pool type, be-

cause a handful of individuals leaves a strong imprint on the pool

mean; the 𝐿1 test starts lower (AUC ≈ 0.89–0.95), consistent with its

weaker use of distributional information. As 𝑛 grows, random-pool

AUC drops substantially (for Wilms tumor (LLR), from 1.0 at 𝑛 = 5

to 0.72 at 𝑛 = 124) while case-pool AUC declines more gently (from

1.0 to 0.90). A persistent gap between case and random curves re-

mains at every pool size, indicating that pool-size effects alone do

not account for the full attack accuracy on disease-specific cohorts.

The TPR panels of Figure 5 show the same pattern at the oper-

ating point relevant for identifying specific individuals: case-pool

TPR@1%FPR sits substantially above its random-pool counterpart

at every 𝑛, and the gap widens with signal strength. At each dis-

ease’s largest pool size, the LLR case-vs-random TPR gap is 0.193

for prostate cancer (𝑛 = 65: 0.354 vs. 0.161), 0.081 for Wilms tumor

(𝑛 = 124: 0.202 vs. 0.121), and 0.426 for ovarian cancer (𝑛 = 24:

0.750 vs. 0.324). Both TPR curves decay with 𝑛, mirroring AUC.

5.4.2 The Role of Disease Signal. The persistent case–random gap

in the pool-size sweep (Figure 5) reflects the signal term
1

4

∑
𝑗 𝛿

2

𝑗 /𝜎2

𝑗

in Theorem 4.1, which captures the contribution of condition-

driven mean shifts. If the attacks exploit shared disease traits rather

than individual membership, two predictions follow: (i) disease-

specific case pools should be systematically easier to attack than

size-matched random pools, and (ii) disease-associated features

should carry disproportionate discriminative power. We test both

predictions through three complementary analyses.

Case pools versus random pools. We computed case-pool and

random-pool AUC (LLR) for all 19 disease groups in the cross-

sectional dataset. Figure 6A shows that random-pool AUC is in-

fluenced almost entirely by pool size, ranging from 0.97 for the

smallest pool (Stomach tumor, 𝑛 = 13) to 0.72 for the largest (Wilms
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Figure 5: AUC versus pool size 𝑛 and TPR @ 1% FPR versus pool size 𝑛 for three diseases. Solid lines: case (disease-specific)
pools; dashed lines: size-matched random pools.

tumor, 𝑛 = 124). Case-pool AUC is consistently higher but does not

track 𝑛 as cleanly, because each disease contributes a different sig-

nal strength. To quantify this effect, we define the empirical signal

strength as 𝑆 = 1

4

∑
𝑗 𝛿

2

𝑗 /𝜎2

𝑗 . The case–random gap in the pool-size

sweep (Figure 5) widens with 𝑆 : it is narrowest for prostate cancer

(𝑆 = 7.6; case–random LLR gap of 0.13 at 𝑛max) and widest for

ovarian cancer (𝑆 = 25.5; case LLR remains at 0.99 at 𝑛 = 24 while

the random LLR falls to 0.91). Figure 6B confirms that this pattern

is universal: every disease lies above the identity line, with a mean

case–random gap of 0.096 and a range from 0.018 (Renal cancer)

to 0.180 (Wilms tumor).

The bottom row of Figure 6 extends the comparison to TPR at

1% FPR, the stricter operating point used in prior work to assess

whether membership inference identifies specific individuals [7].
The case–random separation persists in this metric and becomes

substantially larger: every one of the 19 diseases again lies above the

identity line, with a mean LLR TPR gap of 0.278 between case and

random pools (𝐿1: 0.302), roughly three times the corresponding

mean AUC gap of 0.096. Gaps range from 0.041 (Ductal adenocarci-

noma) to 0.709 (Sarcoidosis) and are largest for small, high-signal

pools: Sarcoidosis (𝑛 = 45: 0.911 vs. 0.203), Ovarian cancer (𝑛 = 24:

0.750 vs. 0.324), and Multiple sclerosis (𝑛 = 23: 0.913 vs. 0.336).

This general pattern is also visible in the feature-reduction ex-

periments of Section 5.3.1: on the prostate cancer case pool, AUC

exceeds the size-matched random pool by approximately 0.15 (LLR)

across the full range of feature counts (Figures 3a–3b), with all

other attack parameters held constant. TPR @ 1% FPR shows the

same separation.

Isolating disease-associated features. The case–random compar-

ison shows that disease signal inflates accuracy but does not re-

veal which features carry that signal. To address this question,

we identified disease-specific miRNAs from the medical litera-

ture [18, 19, 24, 43, 47] for several conditions and repeated the

attacks using two feature subsets of equal size: the known disease-

associated miRNAs, and a random sample drawn from the remain-

ing features.

Figure 7 shows the results for three diseases: Wilms tumor

(𝑛 = 124, |𝐴| = 15), renal cancer (𝑛 = 20, |𝐴| = 16), and ovarian

cancer (𝑛 = 24, |𝐴| = 24). In each case, disease-associated features

yield higher AUC than the random subset at comparable feature

counts (≈15 miRNAs), with gaps of approximately 0.05–0.10 (LLR)

and 0.10–0.12 (𝐿1). The corresponding TPR @ 1% FPR panels in

Figure 7 mirror this pattern.

For ovarian cancer (|𝐴| = 24), the gap is negligible at full feature

count but emerges as features are reduced. This pattern suggests

that non-disease miRNAs accumulate enough correlated signal to

match the disease subset when many features are available, but this

advantage vanishes as the feature set shrinks.
7

Transferred-individual test. The analysis above demonstrates that

disease signal inflates attack accuracy, but does not directly test

7
An analogous stratification on the longitudinal dataset appears in Appendix B, Fig-

ure 13.
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Figure 6: Membership inference accuracy (LLR test) across all 19 disease groups (𝑚 = 466) and size-matched random pools.
(A) AUC versus pool size 𝑛. (B) Case-pool versus random-pool AUC. Bottom row: as (A) and (B), but for TPR @ 1% FPR.

(a) Wilms Tumor (𝑛 = 124). (b) Renal cancer (𝑛 = 20). (c) Ovarian cancer (𝑛 = 24).

Figure 7: For each subfigure, top: AUC; bottom: TPR @ 1% FPR. Disease-associated versus non-associated feature subsets on the
cross-sectional dataset.

whether the attacks can distinguish a true pool member from a

non-member who shares the same condition.

We probe this distinction by removing one quarter of the prostate

cancer case pool (𝑛 = 65 − 16 = 49) and also excluding those 16

individuals from the population; we then evaluate the attacks on

three groups: true pool members, population members, and the

“transferred” individuals (who share the disease but were never in

the pool). Their test statistics cluster with the true pool members

rather than with the population (Figures 8a and 8b, Appendix B),

so the attacks cannot distinguish a contributor to the dataset from

a non-member who merely shares the same condition.

Together, these analyses show that the signal persisting through

noise is in substantial part the shared group-level disease signal. The

case–random separation is visible in both metrics but is markedly
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larger in TPR @ 1% FPR: the mean LLR gap grows from 0.096 in

AUC to 0.278 in TPR (𝐿1: 0.302), and exceeds 0.4 for several small,

high-signal cohorts (e.g. Sarcoidosis, Multiple sclerosis, Ovarian

cancer). Reported accuracy on summary statistics therefore reflects

a mixture of individual and group-level evidence [22] and should

be interpreted accordingly.

Empirical Findings: Sources of Attack Success

Attack success splits into a pool-size term and a disease-

signal term: random-pool AUC and TPR track pool size,

while case pools are universally easier to attack (mean LLR

gap ≈ 0.10 in AUC across 19 diseases, growing roughly

threefold to ≈ 0.28 in TPR @ 1% FPR). Non-members shar-

ing the disease are frequently misclassified, so a substantial

component of reported accuracy reflects shared condition

rather than individual membership.

6 Related Work
Our work relates to three lines of research: membership inference

attacks on summary statistics, their extension to non-genomic do-

mains, and the broader study of membership inference against

machine learning models. We discuss each in turn, highlighting

how our contribution differs.

MIAs on summary statistics. Membership inference against pub-

lished statistics originated in genome-wide association studies

(GWAS). Homer et al. [20] introduced the 𝐿1-distance attack using

allele frequencies; Wang et al. [55] later improved it by incorporat-

ing genomic correlations. Sankararaman et al. [46] showed empir-

ically that the likelihood-ratio test outperforms the 𝐿1 approach,

and Zhou et al. [62] provided the first theoretical analysis of attack

complexity. More recently, Bu et al. [5] proposed a haplotype-based

attack exploiting variant presence/absence data. All of these attacks

assume that the adversary holds the exact target datapoint. Our
work relaxes this assumption and evaluates attack robustness when

the adversary has only noisy, partial, or temporally mismatched

data, a setting none of these prior works addresses.

Extension to other domains. Backes et al. [2] were the first to apply
summary-statistic MIAs to microRNA expression data, demonstrat-

ing that the𝐿1 and LLR attacks transfer beyond genomics. Hagestedt

et al. [17] extended MIAs to DNA methylation data and proposed a

privacy-preserving alternative to Beacon-style sharing platforms.

Outside the biomedical domain, Pyrgelis et al. [41] studied MIAs

on aggregate location time-series and found that attack success de-

pends on user mobility patterns, while Zhang et al. [60] introduced

LocMIA, an attack on aggregated location data that notably does

not require exact prior knowledge of the target’s location—the clos-

est prior threat model to ours, though on a different modality and

without the group-signal question that our work also addresses.

Broader privacy context. The observation that aggregate records

may not uniquely identify individuals has a long history in the pri-

vacy literature. Machanavajjhala et al. [31] introduced ℓ-diversity

as a refinement of 𝑘-anonymity [50], formalizing the risk that

group-level homogeneity undermines privacy even when individ-

ual records are suppressed. Our finding that MIAs on summary

statistics partially detect group-level traits resonates with this in-

sight, though we arrive at it from the adversary’s perspective rather

than the data-release mechanism’s.

MIAs against machine learning models. A large body of work

studies membership inference against trained models, where the

adversary queries a model to determine whether a specific record

appeared in its training set [7, 45, 48]. These attacks differ from ours

in threat model: the adversary observes model outputs (predictions,

confidence scores, or gradients) rather than published statistics, and

the signal arises from overfitting rather than from the arithmetic

relationship between an individual’s data and the cohort mean.

7 Conclusion
We revisited membership inference on summary statistics under

realistic adversarial conditions. Both the 𝐿1 and LLR tests toler-

ate substantial noise and missing features with complementary

weaknesses (𝐿1 resists variance inflation under noise; LLR retains

advantage under partial data), so an adversary who can estimate

their own noise regime could select the better test at each operating

point. Real-world temporal drift, by contrast, degrades both attacks

far more steeply than synthetic experiments predict, and controlled

ablations show this collapse is individual-specific.

Our theoretical bound separates this accuracy into a statistical

term (pool size 𝑛, feature dimensionality 𝑚) and a signal term

(condition-related shifts 𝛿 𝑗 ); experiments across 19 disease groups

confirm the decomposition, with case pools systematically easier to

attack (mean gap ≈ 0.10) and transferred non-members frequently

misclassified as members. Detecting that an individual belongs to

a disease cohort is itself a genuine privacy concern, but current

attacks cannot reliably distinguish true pool members from non-

members who share the same condition.

Limitations and future work. Our evaluation focuses on health-

related datasets; whether the same group-signal dominance and

complementary attack weaknesses arise in other domains remains

open. Our experiments span three datasets, including two longitu-

dinal datasets in which consecutive submissions show only weak

temporal correlation. Confirming our findings across a wider range

of modalities (particularly longitudinal data with strong within-

individual stability) is a natural direction for future work. A fur-

ther open question concerns the temporal-drift collapse itself (Sec-

tion 5.3.2): the structured, person-specific component of individual

drift that degrades the attack is reproduced neither by any other

individual’s drift nor by a population-level model. Understanding

what generates it and whether it can be exploited by a stronger

attacker or harnessed as a defense is an important direction for

future work. The theoretical bound rests on strong assumptions

(Gaussian, independent features with equal variances) and our lon-

gitudinal experiments show that each can be violated in practice.

Relaxing these assumptions, extending the bound to handle feature

correlations, and quantifying defenses such as differentially private

summary releases are natural next steps.
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A Proofs
Proof of Theorem 4.1. We aim to bound the minimum error

of any statistical test that distinguishes between the two given

hypotheses.

For both hypotheses, we have 𝑣, 𝑥 ∼ N(𝜇 + 𝛿, 𝜎2) for the target
𝑣 and members 𝑥 ∈ 𝑆 of the pool.

We define the hypotheses as follows:

• 𝐻0: 𝑣 ∉ 𝑆 , so 𝑣 ∼ N(𝜇, 𝜎2), and 𝜇 ∼ N(𝜇 + 𝛿, 𝜎2/𝑛) as it
is independent of 𝑣 and models the mean of the sum of 𝑛

Gaussian random variables.

• 𝐻1: 𝑣 ∈ 𝑆 , so 𝑣, 𝑥 ∼ N(𝜇 + 𝛿, 𝜎2), and 𝜇 = 1

𝑛
(𝑣 +∑

𝑥∈𝑆\{𝑣} 𝑥)
which is dependent on 𝑣 .

Let 𝑃 and 𝑄 denote the joint distributions (𝑣, 𝜇) under 𝐻1 and

𝐻0, respectively. The optimal test between 𝐻0 and 𝐻1 achieves a

minimum error rate of

min error =
1

2

(1 − TV(𝑃,𝑄)),

where TV denotes the total variation distance, i.e., the largest differ-

ence between the probabilities that two distributions assign to the

same event [26, 40]. This expression assumes equal prior probabili-

ties for the two hypotheses, which simplifies the analysis and yields

the minimax error rate. In realistic scenarios, the prior probability

of membership is typically very small. While this can reduce the

overall Bayes error for an adversary, it also means that reliably

identifying members becomes more difficult. As such, the equal-

prior setting provides a meaningful lower bound on per-member

inference success and serves as a conservative, best-case analysis

for privacy.

To upper bound TV(𝑃,𝑄), we apply Pinsker’s inequality [3, 6,

39]:

TV(𝑃,𝑄) ≤
√︂

1

2

𝐷KL (𝑃 ∥𝑄).

Since we assume 𝑚 independent features, each normally dis-

tributed, we can compute the KL divergence per feature and sum

over𝑚 features.

Distribution under 𝐻0. For a feature 𝑗 , the joint distribution of

(𝑣 𝑗 , 𝜇 𝑗 ) is a bivariate Gaussian with:

𝜇𝑄 𝑗
=

[
𝜇 𝑗

𝜇 𝑗 + 𝛿 𝑗

]
, Σ𝑄 𝑗

=

[
𝜎2

𝑗 0

0 𝜎2

𝑗 /𝑛

]
.

Distribution under 𝐻1. Since 𝑣 contributes to 𝜇, we compute:

V[𝜇 𝑗 ] =
1

𝑛2

(
𝜎2

𝑗 + (𝑛 − 1)𝜎2

𝑗

)
=
𝜎2

𝑗

𝑛
, Cov(𝑣 𝑗 , 𝜇 𝑗 ) =

1

𝑛
𝜎2

𝑗 .

Thus,

𝜇𝑃 𝑗 =

[
𝜇 𝑗 + 𝛿 𝑗
𝜇 𝑗 + 𝛿 𝑗

]
, Σ𝑃 𝑗 =

[
𝜎2

𝑗 𝜎2

𝑗 /𝑛
𝜎2

𝑗 /𝑛 𝜎2

𝑗 /𝑛

]
.

KL divergence for a single feature. The KL divergence between

two multivariate Gaussians with𝑚 dimensions is given by [12]:

𝐷KL (𝑃 ∥𝑄) =
1

2

[
log

det Σ𝑄

det Σ𝑃
−𝑚 + 𝑡𝑟 (Σ−1

𝑄 Σ𝑃 ) + (𝜇𝑄 − 𝜇𝑃 )𝑇 Σ−1

𝑄 (𝜇𝑄 − 𝜇𝑃 )
]

We compute:

det Σ𝑄 𝑗
=
𝜎4

𝑗

𝑛
, det Σ𝑃 𝑗 =

(𝑛 − 1)𝜎4

𝑗

𝑛2
,

det Σ𝑄 𝑗

det Σ𝑃 𝑗
=

𝑛

𝑛 − 1

.

Σ−1

𝑄 𝑗
=


1

𝜎2

𝑗

0

0
𝑛

𝜎2

𝑗

 , Σ−1

𝑄 𝑗
Σ𝑃 𝑗 =

[
1 1/𝑛
1 1

]
, tr(Σ−1

𝑄 𝑗
Σ𝑃 𝑗 ) = 2.

𝜇𝑄 𝑗
− 𝜇𝑃 𝑗 =

[
−𝛿 𝑗

0

]
, (𝜇𝑄 𝑗

− 𝜇𝑃 𝑗 )𝑇 Σ−1

𝑄 𝑗
(𝜇𝑄 𝑗

− 𝜇𝑃 𝑗 ) =
𝛿2

𝑗

𝜎2

𝑗
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(a) P values for the 𝐿1-distances. (b) Test statistics for the likelihood ratio test.

Figure 8:Histograms of test statisticswhen removing 1

4
patients from the cross-sectional prostate cancer case pool (𝑛 = 65−16 = 49)

while also excluding those 16 from the population.

Putting this together:

𝐷KL (𝑃 𝑗 ∥𝑄 𝑗 ) =
1

2

(
log

( 𝑛

𝑛 − 1

)
+
𝛿2

𝑗

𝜎2

𝑗

)
.

Total divergence. Since features are independent:

𝐷KL (𝑃 ∥𝑄) =
𝑚∑︁
𝑗=1

𝐷KL (𝑃 𝑗 ∥𝑄 𝑗 ) =
𝑚

2

log

( 𝑛

𝑛 − 1

)
+ 1

2

∑︁
𝑗

𝛿2

𝑗

𝜎2

𝑗

Final bound on the minimum error. Applying Pinsker’s inequality:

TV(𝑃,𝑄) ≤

√√√
𝑚

4

log

( 𝑛

𝑛 − 1

)
+ 1

4

∑︁
𝑗

𝛿2

𝑗

𝜎2

𝑗

.

Thus,

min error ≥ 1

2

©­«1 −

√√√
𝑚

4

log

( 𝑛

𝑛 − 1

)
+ 1

4

∑︁
𝑗

𝛿2

𝑗

𝜎2

𝑗

ª®¬ .
□

B Additional Plots
Filtering dependent features. To further quantify the role of fea-

ture dependencies within a single timepoint, we filtered the longi-

tudinal dataset to retain only approximately independent features

(Pearson |𝑟 | < 0.9) and repeated the attacks under synthetic Gauss-

ian noise. As Figure 12b shows, AUC on this filtered dataset drops

substantially compared to the full feature set, with the LLR test

affected more severely than the 𝐿1 test; TPR @ 1% FPR drops in

step. This result directly tests the feature-independence assumption

underlying Theorem 4.1: correlated features inflate apparent attack

power beyond what independent features would yield, meaning

that the theoretical bound is conservative in the presence of corre-

lations. In practical terms, reported attack accuracy on correlated

datasets, including our cross-sectional results and those of prior

work [2], likely overstates the privacy risk, because part of the

apparent signal stems from inter-feature dependencies rather than

from individual membership.

Table 4: Disease-associated miRNA counts (|𝐴|) identified
from the literature for each condition in the cross-sectional
dataset (𝑚 = 466). Pool size 𝑛 is the number of individuals in
each disease group.

Disease 𝑛 |𝐴 |

Wilms tumor 124 15

Lung cancer 73 2

Prostate cancer 65 1

Myocardial infarction 62 2

COPD 47 3

Sarcoidosis 45 1

Ductal adenocarcinoma 45 13

Psoriasis 43 3

Pancreatitis 37 3

Benign prostate hyperplasia 35 1

Melanoma 35 47

Non-ischaemic systolic heart failure 33 5

Colon cancer 29 10

Ovarian cancer 24 24

Multiple sclerosis 23 12

Glioma 20 6

Renal cancer 20 16

Periodontitis 18 1

Stomach tumor 13 1
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(a) Renal cancer case pool of the cross-sectional dataset
(𝑛 = 20).

(b) Random pool of the cross-sectional dataset (𝑛 = 20).

Figure 9: For each subfigure, top: AUC; bottom: TPR @ 1% FPR. 𝐿1 and LLR tests under increasing adaptive Gaussian noise
(𝛼 · 𝜎 𝑗 per feature) on the renal cancer dataset. These panels complement Figure 2 in the main text.

(a) LLR test on the prostate cancer case pool (𝑛 = 65). (b) 𝐿1-distance test on the prostate cancer case pool (𝑛 =

65).

Figure 10: For each subfigure, top: AUC; bottom: TPR @ 1% FPR. Joint noise and feature reduction on the prostate cancer case
pool. Five noise scales (𝛼 = 0, 0.25, 0.5, 0.75, 1) are shown. This figure complements Section 5.3.1.
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(a) LLR test on a random pool (𝑛 = 65). (b) 𝐿1-distances test on a random pool (𝑛 = 65).

Figure 11: For each subfigure, top: AUC; bottom: TPR @ 1% FPR. Joint noise and feature reduction on the random pool (𝑛 = 65).
Five noise scales (𝛼 = 0, 0.25, 0.5, 0.75, 1). The five noise curves collapse as feature count decreases, reflecting the sub-additive
interaction described in Section 5.3.1.

(a) Distribution of absolute per-feature changes between consecutive
timepoints in the longitudinal miRNA dataset (GSE68951). Horizon-
tal bars indicate the median; whiskers extend to the minimum and
maximum. The median change is approximately 0.30 log2 units (≈1.2-
fold), comparable to one within-feature standard deviation.

(b) Top: AUC; bottom: TPR @ 1% FPR. Synthetic Gaussian noise with
maximum 0.9 independency between miRNAs on the longitudinal
dataset. Filtering to approximately independent features reduces per-
formance, confirming that inter-feature correlations inflate apparent
attack power.

Figure 12: Temporal drift and feature-independence analysis on the longitudinal miRNA dataset.

559



Proceedings on Privacy Enhancing Technologies 2026(4) Berrang et al.

(a) Using only over/under-regulated miRNAs relevant to
lung cancer (𝑛 = 8).

(b) Using only the miRNAs not over/under-regulated due
to lung cancer (𝑛 = 8).

Figure 13: For each subfigure, top: AUC; bottom: TPR @ 1% FPR. Longitudinal dataset stratified by disease-associated miRNAs.

Figure 14: AUC (top) and TPR @ 1% FPR (bottom) under nearest-neighbor drift-vector swaps as a function of 𝑘 and distance
metric (Euclidean, cosine, correlation) on the longitudinal miRNA dataset (𝑛 = 8). Horizontal lines show values under real
drift, independent Gaussian noise, and the LOO conditional mean predictor. (a) LLR test. (b) 𝐿1 test. Top axis: percentile of all
pairwise distances corresponding to the 𝑘th neighbor.
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