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Abstract

Extracting training data from large language models (LLMs) is a se-
rious privacy breach that exposes (potentially private) data without
data owners’ consent. Existing extractions follow the generation-
then-audit paradigm, where the greedy decoding method in genera-
tion limits the extraction scope and only verbatim memorized data
is under audits. A majority of partially memorized member data
(around 90%) remains unexplored, of which LLMs could memorize
almost all tokens but fail to rank the training token to top-1 at some
positions. To measure the degree of such a partial memorization,
we introduce a new notion of memorization, k/n-correction, by the
number of non-top-1 tokens k in a suffix of length n. This notion
quantifies the memorization in a fine-grained manner. Experiments
show that models memorize more with smaller average k values as
the model size increases.

To extract the partial memorization, we propose a new decoding
method, named Membership Decoding, by introducing membership
information in the generation process. The Membership Decoding
method is a plug-and-play replacement for standard decoding that
requires only black-box token probabilities. We formalize the data
extraction problem as a next member token prediction problem.
Accordingly, we propose a new token-level membership inference
method by leveraging likelihood from reference models, shifting
the generation from the original token distribution to the mem-
ber token distribution. Extensive experiments show that partial
memorization is much more prevalent than verbatim memoriza-
tion, and membership decoding can extract previously unextractible
partially-memorized sequences, succeeding in correcting sequences
with up to k = 2 non-member tokens in the suffix of length n = 10.
The proposed attack demonstrates the potential privacy risks in
partial memorization.
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1 Introduction

Training data extraction attacks are able to reconstruct training data
from a target model. Such an exposure of training data without the
data owner’s consent is a severe privacy breach. The privacy breach
is escalated when the extracted content possesses actual privacy-
sensitive information like personally identifiable information (PII).
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Figure 1: Relationship between the scope of generation, mem-
ber data, k/n-correction, and verbatim memorization. Greedy
decoding extracts verbatim memorization, while MIA can
identify all member data. To fill this gap, we propose Mem-
bership Decoding to extract member data on partial memo-
rization k > 0.

In the context of large language models (LLMs), this privacy risk
is further enhanced because more data increases the chance of PII
being present, and larger models memorize more. More training
data have enabled LLMs to have remarkable capabilities in text
generation [3], reasoning [12], agent workflow [7], but also in
memorization [5]. Thus, it is crucial to understand the memorization
behavior of LLMs to estimate the potential extraction risks. Recent
works [3, 6, 31] have quantified the memorization by verbatim
memorization, where LLMs complete a training prefix with the
same training suffix with greedy decoding. To extract verbatim
memorized sequences, attackers follow the generation-then-audit
pipeline: generate a suffix by prompting a training prefix first, and
then audit its membership in the training dataset by performing
membership inference attacks (MIAs) [5, 6].

However, the risk estimation based on verbatim memorization is
not comprehensive. Partial memorization could be extracted with
advanced decoding strategies. The extraction risk is not a binary
state where verbatim memorization is unsafe and otherwise is
safe, but a spectrum where the suffixes are partially memorized
to different degrees with varying levels of exposure. The partial
memorization indicates that LLMs could memorize almost every
training token in suffix but fail to recall at some positions during
greedy decoding. The correct suffix token may rank at the Top-5
of the generation distribution with high confidence, yet remains
“hidden” because a more generic, frequent, or safe token narrowly
edges it out for the Top-1 position. For example, Alice could make
mistakes at the first try of recalling her 9-digits identity number.
These partially memorized data that is not captured by greedy
decoding, as depicted in Figure 1. This requires a new privacy
notion to define and measure the partial memorization.
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index | k/n-correction | Prefix — Generation k-extractible
Alice’s ID is 123 456 789 k =| Alice’s ID is 123 456 7| = 11 tokens
1 k=2n=9 Alice’s ID is — 000 000 000 | |Alice’sID is | = 4 < k = Safe
p2 k=1Ln=38 Alice’sID is 1 — 23 456 666 | |Alice’sIDis 1| =5 < k = Safe
p3 k=1Ln=3 Alice’sID is 123 456 — 666 | |Alice’s ID is 123 456 | = 10 < k = Safe
ps | k=0n=2 Alice’sID is 123 456 7 — 89 | |Alice’s ID is 123 456 7 | = 11 = k = Risky

Table 1: Examples for memorization notions under greedy decoding.

Red denotes generating non-member tokens and

denotes the corrected member token. k/n-correction can capture the risk accurately for different given prefixes, while k-

extractible does not differentiate.

Furthermore, the generation-then-audit pipeline is not optimal
for extraction. The generation step is the bottleneck of extraction
that partial memorization is not generated. In existing extraction
studies, greedy decoding limits the extraction scope to verbatim
memorized sequences. To address the limitation in greedy decoding,
advanced decoding strategies introduce bias and randomness to the
decoding process, such as beam search decoding [27], biasing the
decoding with the later token probability, and top-K sampling [9],
randomizing the decoding within top-K tokens. They could expose
partially memorized sequences to extraction attacks. For example, to
recall the correct identity number, Alice can use auxiliary messages
like state code or try multiple times. Recent works [13, 31] have
studied the memorization amplification brought by randomness
as multi-shot extraction. However, multiple generation trials are
computational expensive for LLMs. In this paper, we explore the
direction of bias, introducing membership information to bias the
generation.

In this work, we explore the key research question as follows:

Can LLMs generate partially memorized training data
with a membership-guided decoding strategy?

To answer this question, we first quantify the partial memorization
with a new notion, k/n-correction, measuring how many tokens
of a suffix are not clearly memorized by LLMs given its training
prefix. Specifically, given a suffix of length n, we compute k as the
number of targeted suffix tokens that are not the most probable
in the next token prediction distribution. The generation of these
k member tokens must take additional information to correct the
distribution for member token generation. Verbatim memorization
is a special case of k/n-correction where k = 0 and can be extracted
without additional membership guidance. A stronger extraction
attack should achieve higher accuracy in extracting seriously partial
memorization, i.e., more k/n-correction sequences with larger k >
0. A clear relationship among generations is shown in Figure 1.
After defining the goal of extraction, we propose a novel extrac-
tion pipeline to address the challenge of introducing membership
information to bias generation. The key idea is to reframe the train-
ing data extraction problem as a training data completion problem
in an autoregressive way, which naturally align with the normal
usage of LLMs. At each token generation step, we shift the genera-
tion goal from generating the most probable token to generating
the most probable member token. Accordingly, we bias the token
distribution towards the member token distribution with help of
membership inference attacks. This generation process guided by
MIAs at every step can keep the generation staying on the path of
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member tokens, even when the greedy path diverges. The extrac-
tion pipeline is shifted from “generation-then-audit” to “audit-in-
between-generation”. It also shifts the focus from post-hoc analysis
to real-time integration of membership during generation.

Following this motivation, we propose the Membership De-
coding framework from greedy decoding by altering the token
selection criterion with MIAs. This framework allows us to lever-
age MIA scores to calibrate the prediction distribution at each
generation step. Accordingly, to address the special need in differ-
entiating member from non-member tokens, we propose a novel
token-level membership inference attack based on maximizing the
posterior probability of observing the member prefix. In this MIA
score, we hypothesize that the member token has the largest “prob-
ability advantage” if the model has been trained on the token. The
probability advantage is compared to well-generalized reference
models. As such, we compute the posterior distribution of the token
rather than the original likelihood distribution, which is more dis-
criminative for membership inference. Crucially, the membership
information can be inferred from standard, black-box accessible
with token likelihoods.

In this work, the proposed membership decoding framework
unifies the extraction attacks and allows for extraction with more
advanced MIAs. Our contributions are threefold:

(1) We provide a fine-grained partial memorization metric, k/n-
correction. With this metric, we find that partial memoriza-
tion dominates 90% of training sequences, and structured
code/math data is more vulnerable to extraction.

(2) We introduce a novel extraction pipeline, Membership De-
coding, that shifts the paradigm from “generation-then-audit”

to “audit-in-between-generation”. This proof-of-concept demon-

strates the feasibility of expanding extraction studies to cap-
ture partial memorization.

(3) We propose a novel token-level membership attack to dif-
ferentiate member tokens from non-member tokens during
Membership Decoding. Experiments demonstrate the effec-
tiveness of our approach in extracting some k =1 and k = 2
sequences that greedy decoding misses entirely.

2 Related Work

2.1

Membership inference attacks (MIAs) aim to decide whether a spe-
cific data point was included in the training dataset of a target
model [4, 23, 29, 30, 32]. MIAs are first introduced for auditing ma-
chine learning algorithms [23]. This method and subsequent works

Membership Inference Attack
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are based on the training of many reference models to calibrate the
MIA score for the target model behavior.

MIAs on LLMs have been considered a challenging problem [8].
Methods can be categorized into training-based MIA and training-
free MIA. Training-based MIAs, like LiRA [4, 21], train many IN
models and OUT models to calibrate the MIA scores for a specific
target sample, which is expensive for LLM. Training-free MIAs
[16, 18, 22, 28] analyze LLM signals themselves. Min-k% [22] and
its variant Min-k%++ [33] calibrate the k-lowest token likelihood,
which is insensitive to token changes out of the minimum k. DC-
PDD [35] calibrates token probability with token frequency dis-
tribution. Rather than identifying true members, they define non-
member detectors by catching outlier signals. Neighbor-comparison
[16] catches the overfitting signal by referring to neighbor data,
which is inefficient, involving massive generations from the refer-
ence model. RECALL [28] computes the likelihood shift amount
with a non-member prefix.

All existing MIA methods act as evaluation-only tools, catching
the average member token signal for sequence MIAs. They fail to
provide an active and discriminative signal on the member token
to guide generations. Thus, they are not suitable for generative
guidance. In this work, we design a token-level membership score
to distinguish member tokens from non-member tokens to lead the
training data generation.

2.2 Training data extraction

Data extraction attacks aim to recreate a training data point from a
target model. It reveals severe privacy risks of leaking sensitive and
personally identifiable information (PII). Unintentional memoriza-
tion is recognized as a main source of extraction. Existing extraction
attacks can be categorized as training-based and training-free at-
tacks.

Training-free attacks perform membership inference attacks
after massive generations. [6] performed loss-based MIA on text se-
quences generated with greedy decoding. The extractible sequences
are limited to verbatim memorized sequences. [13, 24] expanded
the generation scope by probabilistic sampling, taking the top-k
sampling method to explore members. [31] adjusted the probability
distribution of tokens with repetition penalty and temperature to
allow diversity in massive generation. However, performing mem-
bership inference attacks on massive generations is expensive and
inefficient for extraction.

Training-based attacks train assistant models to extract training
data from target models [20, 25]. [20] proposed to learn a model
adapter in the form of a soft prompt to extract training data. [25]
proposed to learn a soft prompt generator to dynamically enhance
the extraction capability. However, these training-based attacks
require white-box access to the target model for gradient compu-
tation. They also need a large amount of training data to train the
adapter or generator. They are not applicable in black-box settings
where only output logits or probability distributions are available.

Apart from the extraction of exact suffixes, approximate extrac-
tions relax the constraints to allow partial matching [2], n-gram
matching [14], and approximate string matching [15]. In this work,
we focus on the exact suffix extraction, which is more challenging
and more useful in real-world applications.
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3 Threat Model and Problem Definition
3.1

We first define membership in LLMs, where we consider all pos-
sible prefixes of a full training sequence as members due to the
next token prediction training objective. Then we define the k/n-
correction notion to capture the degree of partial memorization,
which provides more fine-grained information than the existing
k-extractible notion. The k/n-correction can estimate the extraction
risk of a sequence and create risk profile of different models for
comparison.

Memorization

Definition 3.1 (Membership in LLMs). A sequence x is a member
of a model f if x is the prefix of a sequence in the training dataset
of f. Otherwise, it is a non-member.

Definition 3.2 (k-extractible). A suffix s is k-extractible if it is
generated by the model f when prompted with a prefix p of length
k, and [p, s] is a member.

k-extractible is the first memorization notion in LLMs [6], which
measures the number of tokens needed in the prefix to extract the se-
quence by greedy decoding. The greedy decoding strategy chooses
the token with the highest likelihood as a continuation, which is
the default setting for one-shot extraction in most prior works
[5, 6]. Sampling introduces randomness for multiple suffix gener-
ations, known as multi-shot extraction. A member sequence is
(n, p)-extractible [13] if it is generated in n trials with probability
p, measuring memorization under probabilistic decoding. However,
these privacy notions fail to answer the question of how much of
a member sequence is actually memorized by the model. To ad-
dress this, we introduce the k/n-correction notion, which counts
the number of tokens in the suffix that are not decoded by greedy
decoding on the given prefix. It captures the degree of memoriza-
tion by k, and a non-trivial suffix length n, as a side note, indicating
the usefulness of the extracted sequence.

Definition 3.3 (k/n-correction). Given a specific member sequence
x = [p,s] € D where p is the prefix and the suffix of length n as

s = [Slsu-’sn]’

we define the generation path of greedy decoding as

$=1[51,....%],
where

§¢ =arg r;lea‘icPrf(v|p, S<t).

We claim that the prefix p is k/n-correction (k tokens correction
out of n tokens suffix) if

k= Z]I(§, #5,).
t=1

The k/n-correction provide more fine-grained memorization
analysis than k-extractible, which provides a binary view on the
extraction risk by only locating the last incorrect token. Our notion
considers the total number of incorrect tokens in the suffix, which
is more informative for understanding the memorization behavior
of LLMs. The k-extractible is sensitive to the location of the last
incorrect token, while k/n-correction considers the total number
of incorrect tokens in the suffix of a given prefix. We provide a
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concrete example in Table 1 to explain the difference. Given the
member sequence “Alice’s ID is 123 456 789, k-extractible consider
prefix ps “Alice’s ID is 123 456 ” with suffix “666” from greedy de-
coding as a safe prefix. However, such a safety is fragile where
adversaries can extract the full suffix by correcting only one token
“6” to “7” as p4. Such a partial memorization sequence can be ex-
tracted easily, as observed in [13]. While k/n-correction can reflect
such a vulnerability by flagging k = 1. More importantly, a shorter
prefix doesn’t necessarily indicate a smaller extraction risk: the
shorter prefix p, shares a similar risk as ps.

Risk profile of LLMs. The k/n-correction can further estimate the
extraction risk of a dataset by averaging the k values of the sequence,
allowing comparison between models on the same training dataset.
In experiments, as shown in Figure 4, we find that k decreases on
average as model size increases, showing heavier memorization
in larger models in the Pythia model family [3]. This can serve as
the risk profile of LLMs. Additionally, the extraction success rate
decreases as k grows. It suggests that the k/n-correction notion is
valid and more practical in estimating real-world extraction risk
and memorization.

Prefix length is not the adversary’s choice. The extraction ad-
versary acquires prefix from a partially leaked or a PII-masked
document. Shortening the prefix with fewer tokens doesn’t provide
any advantage in extraction, and could even increase the difficulty
of extracting a suffix with a larger k/n-correction value. Thus, we
consider the prefix as a given condition rather than a variable in
the definition. The adversary’s goal is to extract the suffix on the
given prefix, which is more practical in real-world applications.

3.2 Problem Definition

We define the data extraction attack in language models as a training
data completion problem. The goal is to design a mechanism to
generate the target suffix on the given prefix:

Definition 3.4 (Training Data Extraction). Given a target language
model f trained for next token prediction on dataset D and a prefix
p from a member sequence x = [p,s] € D, the goal is to design a
mechanism g to generate the target suffix s:

9(p. f) =s. 1

The extraction mechanism g can be deterministic or probabilistic,
like greedy decoding [6]

g = arg max(f(p)i).
and sampling [13, 31]
g = Sampling;(f (p);)-

However, none of the existing attacks takes membership informa-
tion into the generation. In this paper, we explore the member
information of the prefix to calibrate the next token prediction
distribution during the sequence generation process.

We evaluate the extraction of the suffix from the prefix as follows:

Definition 3.5 (Success Extraction). An extraction attack g is
successful if the generated suffix g(p, f) = § is identical to the
target suffix s, ie., [17 I(s; =§;) = 1.
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Targeted data extraction. We focus on targeted data extraction,
where the adversary seeks a specific s known to follow p, ie.,
x = [p,s] € D. The targeted data extraction is more privacy-related,
where adversaries often have some prior knowledge about the tar-
get data (e.g., a leaked prefix of “Alice’s ID is 123”) and want to
extract the remaining information (e.g. a complete ID number “456
789”). It also allows us to evaluate the extraction risk of specific
sequences, which is more informative for understanding the mem-
orization behavior of LLMs. Untargeted data extraction [6] always
starts from a short prefix that is followed by multiple suffixes, which
is less risky and less informative. But we emphasize that any ex-
traction of training data violates data owner’s privacy even when
the content is not confidential. In experiments, we take prefix with
more than 100 tokens to lower the possibility of multiple member
suffixes, and suffix with n = 10 token to ensure that the extracted
sequence is substantial. However, extracting partially memorized
suffixes at any length is valuable for auditing; it can flag anomalies
in default generation by identifying common phrases, or uncover
privacy risks by exposing unique, sensitive information.

3.3 Threat Model

Following the common practice, we consider the threat model de-
fined in the literature [6].

Victim Definition. The victim provides black-box access to the
target language model and returns the logprobs of a list of tokens
on the query sequence. In a real-world scenario, the victim can be a
commercial LLM provider, which provides API access to the model.
We further assume that the victim discloses only the top-H tokens
for privacy protection, as the commercial practice with H = 20. The
target model is trained with the next token prediction objective.

Although a top-H token return policy offers robust defense by
omitting member tokens from the attack search space, it is not
infallible. Our findings reveal that the member token frequently
appears within the top-5 or top-10 rankings, enabling the successful
extraction of partially memorized sequences.

Adversary’s Capabilities. Adversary can query any sequence X<;
and receive the logprobs of the top-H tokens. The weight and in-
termediate prediction of LLM are hidden. An adversary can sample
the member prefix p = x., with an unknown suffix s to initiate the
extraction. The adversary can also have access to a reference model
h with the same tokenizer as the target model.

As a proof of concept, we demonstrate that our black-box attack
remains highly practical despite requiring a reference model for cal-
ibration. This setup does not depend on knowing the target model’s
exact training distribution. For open models, our experiments uti-
lize a downscaled model from the same family. For closed-source
commercial APIs, we propose a viable workaround: an attacker can
construct a reference model by pairing public datasets with the
provider’s official tokenizer, which is publicly accessible for billing
calculations. This underscores that the availability of a reference
model is a highly realistic threat assumption. Our empirical tests
on open weights show that membership signals are robustly struc-
tural: even a miniature 70M model can effectively calibrate outputs
from a 12B target model. This finding exposes a critical security
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Algorithm 1 Greedy Decoding

Algorithm 2 Membership Decoding

Require: Prefix x.,, target suffix length n, model f, vocabulary
Vv
Ensure: Generated member suffix x,,,, X1, -
1: fort =mtom+n-1do
Construct candidate set:
{Cf = [x<s, Ui]}li‘:/ll
Compute likelihood score for each candidate c!:
Prct, )

2
3
4
5
6:  Select the token that maximizes the score:
7
8
9

<> Xm+n-1

x; « argmax,, Pr(ct, f)
. end for

-
@ X

return X, Xm+1, - - Xm+n—1

gap, suggesting that commercial LLMs could face similar extraction
risks using minimal public resources.

Adversary Objective. The goal of the adversary is to extract the
member suffix given the member prefix. A stronger attack can
achieve higher extraction accuracy on k/n-correction sequences
with larger k > 0.

Evaluation. The evaluation is performed on individual k values,
which is more informative to understand the memorization behav-
ior of LLMs. A larger k indicates how poorly a suffix is memorized
by the model with respect to the next token prediction distribu-
tion. A stronger attack should be able to extract those sequences
even when the model poorly memorizes. Our goal is to extract
member data that is k/n-correction with k > 0, expanding
generation scope to partial memorization.

In this work, we focus on the one-shot extraction setting [6],
where the adversary can only generate one candidate suffix for
accuracy measurement. But the multi-shot extraction with sampling
[13] is considered as baseline in experiments.

4 Method

In this section, we explain our membership decoding formulation
to address the training data extraction problem. The graphical illus-
tration of membership decoding is presented in Figure 2. We also
propose a new score for context-aware token-level membership in-
ference, distinguishing a member token from a set of non-member
tokens in the vocabulary.

Challenges. The first challenge is that the candidate space of
possible member suffixes is huge. It grows exponentially in the
suffix length n: |[V|". The second challenge is that the membership
inference attack score is not accurate when the data is not verbatim
memorized. The score is computed as the likelihood of suffix given
prefix Pf(xm,»»»,xm+,,_1 lx<m) = H;n:tr'zl_l Pf(xt|x<t)~
4.1 Membership Decoding

Greedy Decoding. Before expressing our decoding process, we
briefly introduce the default generation process of greedy decoding.
First, we create a set of candidate continuations cf = [x<s, 0;] from
the vocabulary V for the current prefix x;. Then, we compute the
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Require: Prefix x.p,, target suffix length n, model f, vocabulary
Vv

Ensure: Generated member suffix x,,, Ximt1, -« - » Xman—1
1: fort=mtom+n—1do
2 Construct candidate set:
N
4:  Shortlist with Top-H tokens:
5 {c;“ }f’,] where h; = arg max;e (1. m) I"rf(c/’”ﬁf')
6:  Compute MIA score for each candidate c;:
7 Scorempa(ct, f)
8:  Select the token that maximizes the score:
9: X; < arg max,, Scoreyra(ct, f)
10: end for
11:
12: return X, Xm+1, - - - Xm+n-1

next token likelihood probability for each candidate c!: Prs(v;|x<;).
Finally, the token with the highest likelihood is selected from the
candidate set ¢ as the next token in greedy decoding. The gen-
eration process continues until the maximum length is reached.
The overall process is shown in Algorithm 1. The greedy decoding
process is a local optimization that selects the most likely token at
each step, aiming for a global optimization of generating the most
likely sequence. This process decomposes the most probable global
(sequence-level) generation problem into local (token-level) genera-
tion subproblems. It reduces the search space to the vocabulary size
at each step. However, it is not optimal for training data extraction
attacks. The member token may not be the most probable (Top-
1) at each step, especially when the data is partially memorized.
No membership information of the prefix is utilized to guide the
generation.

Insights. Inspired by the greedy decoding, we address the first
challenge by formulating the training sequence extraction problem
as a training data completion problem. We decompose a sequence-
level extraction problem into a sequential token-level membership
inference attack. The key insight is that the prefix of any length
of a member sequence is also a member. We can perform MIAs
on the next member token prediction given the member prefix. In
particular, due to the auto-regressive nature of LLMs, the training
objective of a training sequence is a series of token predictions with
cross-entropy loss I:

m+n-1
Lltemen) = D Wxilf(x<r).
=1
Each prefix x.; serves as a member of the target sequence x<p+n
in the training dataset. The model is trained to predict the next
member token x; given its prefix x.,;. Thus, we can perform token-
level membership inference attacks during generation to complete
the member suffix.

Membership Decoding. Compared to greedy decoding, we alter
the usual “most probable” token generation to “member” token
generation for the training data extraction attacks as presented
in Algorithm 2. At each generation step t, a member sequence is
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Figure 2: The membership decoding process and calibration step, compared with greedy decoding.

identified from the candidate set by membership inference attacks.
First, we construct the member candidate set by appending a token
from the vocabulary V to the member prefix x.; as Step 2. This step
can reduce the search space to the size of the vocabulary |V| at each
step and grows linearly with the suffix length n, as the greedy de-
coding does. Second, we compute the MIA score for each candidate
c! as Step 6. The MIA score is designed to infer the membership
information of the candidate sequence. Finally, we select the token
with the highest MIA score as the next member token in Step 8.
The generation continues until the member sequence is completed.

We define the extraction attack mechanism g as a next member
token prediction function that takes the prefix x., and the model
f to predict the next member token x; until the member sequence
X<ma+n is completed.

g(x<t, f) =x1, Vi=mm+1,--- ,m+n-1.

In each next token prediction, the mechanism g leverages the mem-
bership score to select a member token as the next token. This
process calibrates the default token distribution to favor member
tokens, bringing minor overhead to the default decoding process.
Thus, we name this framework Membership Decoding, aiming to
pop up the member token during the generation. This framework
allows us to explore different membership attacks by varying the
membership score in Step 6. In summary, we propose the Member-
ship Decoding framework to address the training data extraction
problem. This is a local (token-level) optimization that aims for a
global (sequence-level) extraction.

To adhere to real-world API constraints on privacy protection
(such as the top-20 logprobs in OpenATI’s chat completion API), we
apply the constraint of disclosing the Top-H tokens to shortlist
our candidate set ¢! as Step 4. This API constraint is proposed to
alleviate the information leakage from the model by limiting the
number of disclosed logprobs. On one hand, a clear protection is
set up when the member token is excluded from the shortlisted
candidate set, significantly reducing the adversary’s search space
from full vocabulary size |V| to a manageable subset of size 20. It
lowers the ceiling of success for all extraction attacks relying on
logprobs. On the other hand, by only “correcting” tokens within
this high-probability window, we ensure that the extraction yields
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meaningful tokens while mitigating the risk of nonsensical tokens
due to the false positives from MIAs. This approach ensures that
we are auditing the model’s memorization signals rather than ex-
ploiting random noise in the low-probability tail.

In the next section, we explain our design for the membership
score. Greedy decoding is a special case of membership decoding.
It implements Loss-based MIA [30], computing membership score
as the likelihood of a candidate token given the prefix:

Scoreross(f, Ct) = Prf(xt|x<t)-

However, the Loss-based MIA score fails to calibrate the hardness of
the target sample [4]. Without calibration, the membership scores
are not accurate, especially when the data is partially memorized.

4.2 Maximize a Posterior as MIA Score

In this part, we propose our MIA score computation method in
Membership Decoding. We first explain the motivation of our score
design from the perspective of maximizing a posterior probability.
Then we detail the computation of the posterior probability with
Bayes’ rule. Finally, we explain the approximation of the likelihood
and evidence terms in Bayes’ rule with the next token prediction
probability and reference models, respectively.

Insights. Given x.;,Vt < n are members of the model f, we aim
to evaluate the probability of observing (x<;, x; = v;) as a member
sequence. To address the second challenge, we need to calibrate
the membership score to better distinguish the member sequence
from the non-member sequences. The key insight is that if ¢ is the
member continuation of x.,, the posterior probability of observing
the member prefix x.; should be higher than given a non-member
continuation v;.

Posterior. We define MIA score as the probability of “f is trained
on x<;” given “f is trained on (x<4, x; = v;)™:

Scoremra(f, x<r, xr = v;) = P(f, x<t|x: = 0;).

However, we cannot directly compute this probability of a candidate
sequence c! given the prefix x.,. It requires computing the proba-
bility of observing “f is trained on x,” over all possible training
datasets, which is intractable. To address this challenge, we apply
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Bayes’ rule to compute the posterior probability of a candidate
sequence ¢! given the prefix x;:

om = argmax P(f, x<;|x; = v;), )
0;
p P(x; =v;
(with Bayes) = argmax (o x<)Pxs = uilf, x<,), (3)
v P(x; =v;)
P(x; = vilf,
(Independent) o arg max M, 4)

i P(x; =v;)

where the prior P(f, x-;), the probability of “f is trained on x;”,
is independent to candidates and left out.

Likelihood. The likelihood is the probability of observing the next
token v; given the member prefix x.; and model f. We approximate
likelihood with next token prediction probability of prefix x; on
target model f:

(©)

Evidence. The evidence P(x; = v;) is the total probability of
“observing the token v; as the next token given the prefix x.,”. It is
computed by marginalizing all possible models h evaluated on the
prefix x;:

P(x; = vilf,x<y) = Prf(xt = vi|x<y).

P(x; =v) = Y P(hx<)P(x =0ilhx<),

hx<t

(6)

To approximate this evidence computation, we resort to open-
weight LLMs as the reference models. However, it is challenging to
find reference LLMs h that are trained on the same target sequence
X<m+n, 1.€., IN models. Otherwise, the estimation is biased to the
models that are not trained on sequence X<+, i.e., OUT models.
We calibrate this bias by assuming that the estimation on IN models
is interpolation between overfitting models and OUT models as
RMIA [32] and overfitting models return probability 1 on all next
token predictions:

P(x; = vi|hiN, x<t) = a - P(x; = vilhouT, x<t) + (1—a) - 1 € [0, 1],

()
where « is a hyper-parameter to control the calibration strength.
The likelihood of IN models is overestimated as overfitting models
when o = 0, and underestimated as OUT model when a« = 1.
The overfitting assumption of probability 1 is an idealization case.
This assumption represents the expected “overfitting gap” between
member and non-member. Finally, the evidence is approximated
with one reference model as follows:

Pl = o) = 2 ((1+@) Pl =oilhxc) + (1-a)). (9)

Hyper-parameter Selection. We take a = 0.5 throughout the ex-
periment to avoid the bias between underestimation biasing to OUT
models and overestimation biasing to overfitting models. This value
is found empirically in the experiment, and a detailed analysis of
the effect of « is in the experiment section. @ = 0.5 assumes the
IN model assigns at least 50% probability to the candidate token
regardless of the reference OUT model’s prediction. Ablation study
on a is presented in the experiment section, which shows that the
performance is not sensitive to « when a € [0.25,0.75].

657

Proceedings on Privacy Enhancing Technologies 2026(4)

Overall, we compute our token-level membership score as fol-
lows:
2 'P"f(xt = vi|x<;)
(1+a) - Prp(x = vilx<) + (1 — @)

©)

ScoreMIA(cf,f) =

In summary, we define the membership score by calibrating
the next token prediction probability with the evidence of observ-
ing token v; as the member continuation over all possible models
h. Greedy decoding [6] takes no calibration as a Loss-based MIA
method. Reference-based [18] methods calibrate with the likeli-
hood of the reference model, which is @ = 1 in our case. Similarly,
the token frequency method calibrates with the approximate total
probability by the token frequency distribution from the refer-
ence dataset. Our membership decoding framework unifies these
methods by varying the membership score, allowing us to evalu-
ate different membership inference attacks in finding the member
token.

5 Experiment

In this section, we first evaluate the memorization issues in LLM
via the k/n-correction notion. Then we evaluate the effectiveness
of membership decoding in generating partially memorized data.

5.1 Experiment Setup

Datasets. We evaluate on the MIMIR benchmark [8], which is
created from the Pile dataset [10] for MIA evaluation. We take 7
datasets from different domain: “Pile CC”, “ArXiv”, “PubMed Cen-
tral”, “HackerNews”, “DM Mathematics”, “GitHub”, “Wikipedia”,
each of which contains 1,000 member sequences. And we present
the average result across all datasets as “Average”. For each member
sequence, we define the suffix as the last n = 10 tokens, and all
the leading tokens as the prefix. All the prefixes have more than
100 tokens and are less likely to overlap with the other sequences
with a different suffix. The suffix is unique in the extraction experi-
ment. The dataset contains no privacy-sensitive data and serves as
a testbed for extraction attacks. We emphasize that the exposure
of training data without the owner’s consent is a severe privacy
breach, even if the content is not sensitive.

Models. For all the experiments, we take the transformer models
introduced in Pythia [3]. The target models are Pythia-1b, 1.4b, 2.8b,
6.9b, 12b, and the reference model is Pythia-70m, consistent with
the literature [22, 28] as a weakly-fit baseline of a non-member
evidence estimator. Smaller models tend to memorize less of the
training data [2] and can be considered as a well-generalized OUT
model. For Pythia-12b, the prefix length is limited to 300 tokens due
to the memory limitation. We also present the result of the OPT
family [34] and OLMo family [11]. All experiments are conducted
on two NVIDIA RTX-TITAN GPUs with 24GB of memory. The
model weights and datasets are loaded from HuggingFace [26].
No randomness is introduced in both generation and membership
inference attacks. All results are reproducible.

Baseline. We compare four decoding baselines:

o Loss [30] (Greedy decoding): It selects the token with the
highest probability Pr(v;|x<;), defining MIA score as the
likelihood as Eqn. 5.
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e Freq: It calibrates the likelihood with the token frequency
in the reference dataset Pr¢(v;|x<;)/Prp(vilx<,), where fre-
quency is computed from reference dataset [35].

o Diff: It selects token with the highest likelihood difference
Prg(vilx<) = Pry(vilx<;), catching the likelihood gains com-
pared to the reference model.

o Ratio [18]: It selects token with the highest likelihood ratio
Pry(vilx<;)/Pru(vilx<;), i.e., @ = 1 in Eqn. 9, catching the
likelihood increase rate compared to the reference model.

e Our: We select the token that maximizes the posterior as
Eqn. 9.

The other token-insensitive MIA methods like Min-k% [22] are not
applicable in our membership decoding framework, as they fail to
distinguish member tokens from non-member tokens at every step.

Metric. The performance is measured by the sequence-level ex-
act match defined in Definition 3.5. We evaluate the performance
in the subgroup of k values according to the k/n-correction. The
sequences in group k = 1 have 1 incorrect token during greedy
decoding. The performance is presented as the percentage of se-
quences with an exact match in each group, as accuracy.

Settings. To isolate the evaluation of the next member token pre-
diction task for MIAs, we construct two settings: Hard and Easy.
The Hard setting requires performing the next n = 10 member
tokens extraction. While the Easy setting requires performing 1
member tokens prediction at the failure case of greedy decoding.
Evaluation data is constructed by the failure prefix of greedy decod-
ing, where the token with the highest probability is not a member
token.

5.2 Memorization with k/n-correction

In this section, we answer the following research questions re-
garding the memorization level of training data in LLMs and its
relationship with model scale and data domain:

e Q1:Does the proposed notion of memorization k /n-correction
reflect the memorization level of training data in LLMs?

e Q2:How does the memorization level of training data change
across different model scales and data domains?

Partial memorization is more prevalent than verbatim memoriza-
tion. We evaluate the k value for each sequence by querying the
target model with the prefix [p,s<;|,t = 1,-- - n as Definition 3.3.
The k is the number of incorrect token predictions in the greedy
decoding process. Computing this notion of memorization is as
efficient as the generation process. To evaluate the extraction risk
across data domains, we present the k-value distribution of Pythia-
6.9b in Figure 3 and specify the average percentage in the legend.
The detailed percentage of sequences with each k value is shown
in Table 6 in Appendix. On average, only 10.5% of sequences are
verbatim memorized (k = 0), and 89.5% of the training dataset are
partially memorized. The high risk partial memorization sequence
with k = 1 and k = 2 accounts for a significant portion (18.7%) of
the dataset. This result demonstrates the importance of studying
the partial memorization problem in this work.

The k/n-correction notion reflects the memorization level of train-
ing data in each domain. The higher percentage of sequences with
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Figure 3: k-value distribution on 7 datasets on Pythia-6.9b

small k values indicates a higher memorization level. The “GitHub”
dataset presents a significantly higher memorization issue, where
more than 40% sequences are verbatim memorized. While the “Hack-
erNews” dataset is mainly composed of k = 4, 5, 6 sequences, sug-
gesting a lower memorization level. The k/n-correction notion indi-
cates that the Pythia-6.9b model memorizes more “GitHub” samples
than “HackerNews” samples, which is supported by their respective
MIA vulnerability presented in the paper [8]. Such results from the
cross-validation suggest that the k/n-correction indeed captures
the memorization level of the training data and is able to reflect the
vulnerability to membership inference attacks.

Average k-value vs Model Size
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Figure 4: Average k-value across multiple model scales

Models at a larger scale memorize more training data. k/n-correction
notion can serve as a memorization profile to compare the memo-
rization level of different models. We compute the average k value
of the datasets at different model scale in Figure 4. We introduce a
smaller model with ‘Pythia-410m’ for a full-scale comparison. The
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average k value of a dataset is computed by ' k * Percentage@k.
The average k value presents a clearly decreasing trend when the
model scales up. This phenomenon suggests that larger models
memorize more training data than smaller models, which has also
been observed in previous works [5]. It supports us to take smaller
models as reference models in membership decoding, as they mem-
orize less training data.

Structured data is more vulnerable to partial memorization. The
average k value of each data domain preserves the same order
(HackerNews > PubMed > Mathematics > GitHub) across model
scales. It suggests that the memorization level of the data domain
is consistent for all model sizes, and the cause is inherent in the
data domain. The GitHub and Mathematics domains have a lower
average k value than other domains, as shown in Figure 3 and 4.
The average k value of GitHub and Mathematics datasets is around
3, while the average k value of other datasets is around 5. It suggests
that structured data (code and math) might be more susceptible to
the partial memorization problem than natural language.

Privacy Implications. From the above comparison across data
domain and model scales, the k/n-correction notion provides a
detailed memorization profile. It can be used to audit the model and
identify the vulnerable data domain and model scale. This infor-
mation is helpful for practitioners to understand the memorization
and guide the model training and deployment.

5.3 Easy Setting (Single Token)

In this section, we isolate the effectiveness of the scoring func-
tion itself without the compounding error of a long generation. It
evaluates the case where the attacker has prior knowledge of the
candidate token set but greedy decoding returns an outlier, like
those in constrained decoding [17]. We answer the following re-
search question related to the member token prediction power of
membership inference attacks:

e Q3: How well can the membership inference attacks extract
the member token when not ranking the first?

Dataset construction. The test dataset is constructed by the failure
cases of greedy decoding in 7 datasets, where member token does
not rank the first in the next token prediction. All the test sequences
are 1/1-correction sequences with member prefixes following the
attack assumption that the prefix is a member.

Metric. We measure the membership inference attack perfor-
mance in terms of the Top@H accuracy (H = 1,2,4,8, 16, 20) as
Definition 3.5 with n = 1. The Top@H accuracy measures whether
the member token appears within the top H highest-probability
tokens. It reflects the extraction power of the MIAs even if the best
member guess is wrong. For every sequence in this setting, greedy
decoding fails for Top@1 by definition. We acknowledge that test-
ing examples in Easy setting are biased, as the most probable token
is a non-member. However, none of the testing methods leverages
this bias explicitly as prior knowledge to improve the performance.
Thus, the comparison across methods is fair and valid.

Hidden member tokens in the next token prediction distribution are
still extractible, even with a lower probability. All four membership
scores have non-zero accuracy on Top@1 (around 5% on “ArXiv”) as
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shown in Figure 5. The membership inference attacks can still iden-
tify the member token from the target model logprobs, even when
it is hidden in the probability distribution with a lower probability.
The consistent success across all data domains shows that MIAs
are robust to domain changes and the extraction risk is universal.
These results prove that the membership guidance in decoding is
able to keep the generation path on the member token path.

Our MIA score can rescue greedy decoding on Top@1 while main-
taining a comparable accuracy on Top@H as greedy decoding. It
indicates that our MIA score is on the right track of improving the
order of member token. While Ratio and Freq fail to improve the
ranking consistently at Top@2 and Top@4. This improvement also
demonstrates the effectiveness of the total probability calibration
in Eq. 8.

The extraction of k /n-correction sequences is challenging. On one
hand, our results provide a proof-of-concept that the extraction of
member tokens is possible. It shows the vulnerability of partially
memorized data to training data extraction attacks. But the low
accuracy (< 10%) in single token correction experiments shows the
difficulty of this problem for the current methods. On the other
hand, the accuracy of Top@20 is around 80%, indicating that the
full suffix extraction in Hard setting is not always possible as the
member token is not presented in the candidate set of membership
decoding. Our results illustrate that the real-world API constraint
on limiting the returned tokens does provide certain protection
against the training data extraction attacks.

5.4 Hard Setting (Full Suffix)

In this section, we evaluate the membership decoding on generating
the next n = 10 consecutive member tokens on each group k of k/n-
correction sequences. We answer the following research question:

e Q4: Can LLMs generate partially memorized training data
with the membership guidance?

The extraction difficulty increases with a larger k, as more non-
member tokens score a lower loss and more chance of the member
token being out of the top 20 tokens. With a larger k, membership
decoding is required to correct more tokens to keep the generation
on the member path. The Loss baseline is left out as the group k is
defined by it.

Partially memorized sequence is vulnerable to training data extrac-
tion attacks. As shown in Table 2, our method successfully extracts
sequences of k/n-correction with k = 1, 2. Even though the num-
bers seem low, they are impossible for greedy decoding to achieve.
This result illustrates a qualitative breach of privacy that greedy de-
coding entirely misses in one-shot extraction. Partially memorized
data can still be extracted with the membership guidance, as the
member token is still extractible from the target model logprobs.
The shorter member prefix from a k-extractible sequence is not
safe from training data extraction attacks. Our result provides a
proof-of-concept demonstration that the privacy risk of the training
data is not only from verbatim memorization, but also from partial
memorization.

The extraction of partially memorized data is more challenging
than verbatim memorized data. The results from the Pythia show
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Figure 5: Easy: Result of single token MIA on each k/n-correction sequence on Pythia-6.9b. The membership information can

recover the member token when the greedy decoding fails.

that the extraction success rate decreases in log-scale as k increases.
The extraction rate on GitHub is around 10% for k = 1 sequences
and 1% for k = 2 sequences. This result reflects the nature of partial
memorization. The drop-off performance on k > 3 is because the
larger the value a sequence has, the less is memorized by the model,
and the weaker the membership signal is. The membership signal
could be too noisy to guide the generation for a large k value, which
leads to a low extraction success rate. This is also verified in the
later defense experiment in Figure 8, where the recoverability of the
larger k sequences decreases significantly. The result also suggests
that the membership guidance in decoding is more effective for
sequences with smaller k values.

The total probability calibration improves the overall utility of the
membership score. Compare to the reference-model-based method
Ratio, our MIA score takes the total probability calibration in Eq.
8, which improves the extraction accuracy from 0 to 8.2% on k =
1 sequences on GitHub Pythia-6.9b, and from 0 to 1.3% on k =
2 sequences. This shows that the total probability calibration is
effective in improving the overall utility of the membership score.
The assumption in the Ratio method that IN models share the same
likelihood as the OUT model underestimates the likelihood of IN
models and decreases the accuracy of the membership score.

The performance drop on k = 0 sequences is because the failure
of MIAs during the generation process. Since the k value and the
location of the non-member token are unknown to the attacks, MIA
is performed at every step to determine the member token. For
k = 0 sequences, the member token is always the most probable
token, and the MIA score is expected to be the highest. However,
the MIA score can fail to rank the member token as the top one at
some step, which leads to a non-member token being generated
and the generation path going off the member path.
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5.5 OPT and OLMo Results

To further evaluate the effectiveness of membership decoding un-
der different model architectures and datasets, we also conduct
experiments on OPT [34] and OLMo [11] families. The reference
model is the smallest in each family, i.e., OPT-125m and OLMo-1.3b.
For the OPT family, we take three model scales: OPT-1.3b, OPT-
2.7b, and OPT-6.7b. We evaluate on four datasets: HackerNews,
Pile-CC, PubMed Central, and ArXiv in Pile [10]. For the OLMo
family, we take OLMo-7b as the target model and evaluate on a
Dolma dataset example subset [11]. We sample 5000 examples from
the Dolma_v1.6 example dataset and limit the prefix length to 90
tokens due to the memory limitation. The other experiment settings
are consistent with those in the previous experiment.

The experiment results are shown in Table 3 for OPT and Table
4 for OLMo. Among all three membership scores, our score out-
performs others on both model families. It suggests that the total
probability calibration in Eq. 8 is effective across different model
architectures and datasets. The results also indicate that member-
ship decoding is a general framework for training data extraction
attacks. Also, the privacy risk from partially memorized data is
prevalent across different model architectures and datasets.

5.6 Multi-shot Extraction

In this section, we compare our method with multi-shot extraction
methods: sampling decoding and beam search decoding. For TopK
sampling, we sample 10 samples and take perplexity as their MIAs
scores. For beam search, we set the beam size to 4 and return the
one with the highest probability. The other experiment settings are
consistent with those in the Hard setting.

We present the accuracy averaged across datasets in Figure 6
with k-value ranging from 0 to 2. On the one hand, the multi-
shot extraction method does not show significant improvement
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Table 2: Hard setting: Extraction accuracy (%) on Pythia
v Method | Wikipedia \ Pile-CC \ ArXiv | PubMed Central
\ | 1b 1.4b 2.8b 6.9b 12b| 1b 14b 2.8b 6.9b 12b| 1b 14b 2.8b 6.9b 12b| 1b 1.4b 2.8b 6.9b 12b
Freq 6.9 12.0 9.2 11.8 12.2]18.8 24.2 30.3 18.2 347| 00 0.0 00 0.0 0.0 ]30.8 27.3 33.3 30.8 26.7
0 Diff 11.9 93 125 11.8 16.2[25.0 33.3 36.4 455 57.1| 6.7 105 23.8 17.4 31.8| 0.0 0.0 0.0 154 6.7
Ratio |00 00 00 00 00[00 00 00 00 20|00 00 00 00 00|00 00 00 00 0.0
Our 86.1 84.3 80.8 83.8 79.7|93.8 90.9 90.9 86.4 93.9|73.3 68.4 71.4 783 72.7|76.9 81.8 83.3 92.3 93.3
Freq 1.5 08 07 00 0700 00 00 00 00]00 00 00 13 00|00 00 00 00 00
. Diff 00 00 07 29 36|00 00 91 100 56|19 50 15 52 45|00 00 00 00 22
Ratio |00 00 00 00 00]00 00 00 00 00|00 00 00 00 00|00 00 00 00 0.0
Our 44 54 80 100 65|00 00 9.1 200 11.1/00 50 3.0 26 68|00 24 22 25 6.7
Freq 00 00 00 00 00|00 00 00 00 00|00 1.0 00 08 00]00 00 00 00 00
) Diff 00 00 00 00 00[00 00 00 00 00|00 00 19 00 00|00 1.6 00 0.0 0.0
Ratio |00 00 00 00 00]00 00 00 00 00|00 00 00 00 00|00 00 00 00 0.0
Our 00 00 00 00 09|28 00 00 00 00|10 00 00 00 00|00 00 00 00 00
k ‘ Method ‘ HackerNews ‘ DM Mathematics ‘ GitHub ‘ Average
\ | 1b 14b 2.8b 6.9b 12b| 1b 1.4b 2.8b 6.9b 12b| 1b 1.4b 2.8b 6.9b 12b| 1b 1.4b 2.8b 6.9b 12b
Freq [32.0 20.0 41.4 37.0 40.0] 23 0.0 0.0 00 0.0 |243 27.6 30.9 30.8 32.3|16.4 159 20.7 18.4 20.8
0 Diff 16.0 240 24.1 259 23.3| 23 68 59 104 7.8 (258 30.3 35.7 40.0 445|125 16.3 19.8 23.8 26.8
Ratio |00 00 00 00 00|00 00 00 00 00|00 00 00 00 07[00 00 00 00 04
Our 100. 100. 100. 100. 100.|65.1 68.2 76.5 75.0 76.5|92.3 93.8 94.5 94.1 96.2|83.9 83.9 853 87.1 87.5
Freq 91 00 00 00 00]00 00 00 00 00|00 00 00 06 05|15 01 01 03 0.2
lDiFf 91 00 00 77 00]00 00 00 00 08116 91 105 84 89|32 20 31 49 37
Ratio |00 00 00 00 00/00 00 00 00 00|00 00 00 00 00|00 00 00 0.0 0.0
Our 91 83 00 77 00|73 77 75 91 92 |13.8 17.0 163 120 104| 49 66 6.6 91 7.2
Freq 00 00 00 00 00|00 00 00 00 00|00 00 00 00 00]00 01 00 01 00
) Diff 00 00 00 00 00]/00 00 00 00 00|08 16 09 08 10|01 05 04 01 0.1
Ratio |00 00 00 00 00/00 00 00 00 00|00 00 00 00 00|00 00 00 00 0.0
Our 00 00 00 00 00|00 05 10 05 11|16 08 35 08 1.0|08 02 06 02 04
Table 3: Extraction Accuracy (%) on OPT by k, Method, Dataset
k ‘ Method ‘ HackerNews ‘ Pile-CC ‘ PubMed Central ‘ ArXiv
\ |1.3b 2.7b 6.7b|1.3b 2.7b 6.7b|1.3b 2.7b 6.7b [1.3b 2.7b 6.7b
Ratio [0.00 0.00 0.00[3.10 0.00 7.70]0.00 0.00 0.00 | 0.00 0.00 3.70
0 | Diff 33.3 21.1 29.4|50.0 459 64.1|20.0 29.4 33.3 | 457 22.7 14.8
Our 93.3 89.5 94.1/93.8 89.2 89.7|60.0 70.6 75.0 |80.4 86.4 74.1
Ratio [0.00 0.00 0.00|0.00 0.00 0.00]0.00 0.00 0.00 |0.00 0.00 0.00
1 | Diff 0.00 0.00 0.00|0.00 6.70 7.70|0.00 2.30 0.00 |6.40 5.60 1.60
Our 0.00 8.30 0.00|0.00 13.3 11.5|6.20 2.30 4.00 | 7.40 6.50 11.5

compared to our method in a one-shot setting, at the cost of higher
computational overhead. On the other hand, the performance drops
as k increases, indicating that extracting less memorized data is
challenging in general.

5.7 Parameter Analysis on Calibration

In this section, we analyze the impact of calibration parameter
a in Eqn. 7. We vary a with [0, 0.25,0.5,0.75, 1] and evaluate the

extraction accuracy on Pythia models. « = 1 underestimates the
probability of IN models as the same as OUT models, while & = 0
overestimates the IN model by assigning probability of 1 to the
member token. The other values of « represent different calibration
strengths between these two extremes. We present the average
performance of different a values across datasets and k values in
Figure 7 and detailed results in Table 7 in Appendix A.1.
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Table 4: Extraction Accuracy (%) on OLMo-7b
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Figure 6: Average performance across datasets on multi-shot
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The extraction of verbatim memorization (k = 0) and partially
memorized data (k > 0)) present a different pattern as alpha in-
creases. The performance shows an increasing trend on k = 1 and
k = 2 sequences and a decreasing trend on k = 0 sequences. But
the performance drops to 0 when underestimation occurs at o = 1.
Our initial selection of @ = 0.5 in avoiding the bias to two extremes
allows us to extract partial memorization with a reasonable perfor-
mance on verbatim memorization. The extraction performance is
robust to calibration strength ¢ when « € [0.25,0.75].

The principle of selecting a is to achieve a better overall perfor-
mance on both verbatim memorization (k = 0) and partially memo-
rized data (k > 0). Given a prefix with unknown k-value, we can
formulate the « selection problem as an expected attack success
rate (ASR) maximization problem on an auxiliary dataset:

n
max Z Percentage@k = ASR(k, ct)
(24
k=0

(10)

where Percentage@k is the percentage of sequences with k-value
in the auxiliary dataset, and ASR(k, @) is the attack success rate on
k-correction sequences with calibration parameter a. The optimal a
can be computed by grid search on the auxiliary dataset. We provide
a detailed computation example in Appendix A.2. Our results can
guide the selection of & at different model scales and dataset types
in practice.

5.8 Suffix Length Study

Table 5: Suffix length n = [10, 20, 50] on Pythia-2.8b.

Method‘ k=0 | k=1 | k=2

| 10 20 50|10 20 50|10 20 50
Freq [207 13.1 3.3 /0.1 0.0 0.0]0.0 0.0 0.0
Diff 19.8 10.0 6.2 |3.1 0.6 0.9]0.4 0.0 0.0
Ratio | 0.0 0.0 0. [0.0 0.0 0.0]/0.0 0.0 0.0
Our 85.3 77.4 89.9|6.6 54 6.0]/0.6 0.3 0.5

In this section, we evaluate the performance of membership de-
coding on different suffix lengths. We take Pythia-2.8b as the target
model, and present the average results in Table 5. The performance
of our extraction is robust to the suffix length fork =0and k =1
sequences. A longer suffix does not increase the extraction difficulty
for k = 1 sequences, as the model memorizes most of the suffix
tokens. The membership signal is strong enough for the attack to
identify the memorized member tokens.

6 Discussion

Computational Efficiency. A common concern in iterative de-
coding strategies is the computational overhead. In Membership
Decoding, we calibrate the token distribution at each step, which
involves querying both the target and the reference models. While
the per-token computational cost is indeed higher than greedy de-
coding generation, the cost is the same when we consider the cost of
the post-hoc MIAs. We spent this budget on the generation process.
More importantly, the standard greedy decoding wastes a massive
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Figure 8: Limit the returned logprobs to H tokens.

amount of computation on generating non-member sequences. In
contrast, Membership Decoding’s guided search path is much more
likely to terminate in a member sequence, making it a more efficient
attack in terms of total adversary effort.

Robustness to Reference Model. The choice of reference model can
impact the performance of membership decoding. The reference
model plays a critical role in estimating the evidence and providing a
baseline for the calibration. The reference information provides the
necessary inference power to sort out the member token. However,
the reference model can be noisy and may not perfectly represent
the distribution of non-member tokens. The calibration parameter
a can help mitigate the impact of noise by controlling the strength
of the calibration. The effectiveness of Pythia-70m as a reference
model across different target model scales and data domains proves
the robustness of our approach.

6.1 Potential Defense

To mitigate the extraction risk from membership decoding, one
must either obscure the necessary MIA signal or increase the re-
quired number of corrections (k) such that extraction becomes
computationally infeasible. Differential privacy (DP) training [1]
can be applied during model training to limit the amount of in-
formation about any individual training example that the model
can memorize. However, DP often leads to a non-negligible utility
trade-off. Model editing techniques [19] can be employed to selec-
tively remove specific memorized sequences from the model by
purposefully increasing their k value in k/n-correction.

For black-box models with API access, limiting the granularity
of returned logits (e.g., returning only the Top-1 token or adding
calibrated noise) can effectively mitigate the attack by corrupting
the high-precision membership signals required for iterative cali-
bration. We evaluate the impact of limiting the returned logprobs to
Top-H tokens in Figure 8. A sequence is recoverable if its member to-
ken is ranked in the top-H tokens during the generation process. A
clear decreasing trend of recoverability is observed as H decreases,
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showing the effectiveness of this defense strategy. Also, sequences
with larger k values are less recoverable even when H = 20.

7 Conclusion

Membership inference attacks and data extraction attacks have
been studied to measure the privacy risk of language models. How-
ever, the set of data points that could be extracted successfully using
a data extraction attack is much smaller than the set of data points
whose membership can be successfully inferred. In this paper, we
fill this gap by introducing membership decoding. We show that
by guiding the data extraction attack using advanced membership
inference techniques, we can generate training data. Another lim-
itation of existing extraction attacks is that they only focus on
generating verbatim memorization. As we show in this paper, our
method enables reconstructing member data, even though it isn’t
fully memorized by the model in generation. Our results enable a
novel direction to study LLMs’ memorization of partially memo-
rized data whose risk is unexplored in the literature.
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A Appendix

A.1 Memorization with k/n-correction

Percent@k 0 1 2 3 4 5 6 7 8 9 10
ArXiv 23 7.7 120 13.8 179 17.6 169 7.8 2.8 1.1 0.1
DM Math 4.8 12.1 19.4 21.6 20.3 129 6.2 2.2 04 0.1 0.0
GitHub ~ 442 166 13.2 9.0 65 51 33 1.0 0.8 0.3 0.0
HNews 27 13 45 7.6 165 199 21.5 153 8.6 2.0 0.1
Pile-CC 44 20 41 101 165 221 17.8 142 57 2.9 0.2
PubMed 13 40 83 152 214 203 166 84 33 1.0 0.2
Wiki 13.6 14.0 125 107 13.7 142 106 7.0 2.9 0.8 0.0
Average 105 8.2 10.6 12.6 16.1 16.0 133 8.0 3.5 1.2 0.1

Table 6: Detailed k-value distribution on 7 datasets on Pythia-
6.9b

In this section, we present the detailed k-value distribution of
Pythia-6.9b on 7 datasets in Table 6. The percentage of sequences
with k = 0 is around 10% on average. The GitHub dataset presents
the highest percentage of verbatim memorization at 44.2%, while
1.3% on PubMed dataset. The average percentage of k = 0 is largely
biased by the GitHub dataset. The partial memorization issue is
more prevalent in general.

A.2 Parameter Analysis on Calibration

We provide the detailed result of the calibration parameter « in
Table 7. The performance drops to 0 when o = 1, which underesti-
mates the probability of IN models as the same as OUT models.
We also provide two detailed examples in computing the ex-
pected attack success rate for different « values on DM-Mathmatics
and GitHub datasets with Pythia-6.9b.
On DM-Mathematics dataset and Pythia-6.9b,

4.8%81.2+12.1%6.6+19.4%0 =469.62, a=0
4.8%79.2+12.1%7.4+19.4%0 =469.70, a =0.25
48+75.0+12.1%9.1+19.4%0.5=479.81, a=0.5
4.8%70.8+12.1*8.3+19.4% 0.5 =449.97, a=0.75

48%0+121%0+194%0=0, a=1
On GitHub dataset and Pythia-6.9b,

44.2%96.2 +16.6 % 6.0 + 13.2 % 0 = 4,351.64 a=0
44.2% 955+ 16.6 *7.8 +13.2% 0.8 =4,361.14 a=0.25
44.2 %941+ 16.6 *12.0 + 13.2 % 0.8 = 4,368.98, a=05
44.2 % 89.6 + 16.6 x 16.9 + 13.2 * 1.5 = 4, 260.66 a =0.75
4420+ 16.6 %0+ 13.2%x0=0 a=



LLMs Leak Training Data Beyond Verbatim Memorization Proceedings on Privacy Enhancing Technologies 2026(4)

Table 7: Calibration parameter a.

| Method| Wikipedia | Pile-CC | ArXiv | PubMed Central
\ | 1b 1.4b 2.8b 6.9b 12b| 1b 14b 2.8b 6.9b 12b| 1b 14b 2.8b 6.9b 12b| 1b 1.4b 2.8b 6.9b 12b

a=0 97.0 96.3 93.3 92.6 90.5|100. 100. 97.0 95.5 100.|100. 89.5 90.5 95.7 86.4|84.6 81.8 83.3 100. 93.3
a=0.25 |94.1 944 90.0 89.0 87.8(93.8 100. 93.9 93.2 98.0|86.7 84.2 90.5 91.3 81.8|84.6 81.8 83.3 100. 93.3
0|a=05 |86.1 84.3 80.8 83.8 79.7|93.8 90.9 90.9 86.4 93.9 733 684 714 78.3 72.7|76.9 81.8 83.3 92.3 93.3
a=0.75 |76.2 75.0 75.8 75.0 69.6(90.6 84.8 84.8 84.1 89.8|46.7 52.6 61.9 47.8 54.5|69.2 81.8 83.3 84.6 80.0
a=1 00 00 00 00 00|00 00 00 00 20|00 00 00 00 00]00 00 00 00 0.0

a=0 22 31 58 57 1400 00 91 00 56|00 17 15 13 23|00 24 00 25 44
a=0.25 | 3.7 47 66 64 29|00 00 91 100 56|19 33 30 13 34|00 24 00 50 44
1|a=0.5 44 54 80 100 65|00 0.0 91 200 11.1(00 50 3.0 26 6.8 |00 24 22 25 6.7
a=0.75 | 44 109 109 79 94|00 00 91 150 56 |00 50 60 7.8 68|00 49 22 25 44
a=1 00 00 00 00 00|00 00 00 00 00|00 00 00 00 00]00 00 00 00 0.0

a=0 00 00 09 00 00|28 00 00 00 00|10 00 00 00 00]00 00 00 00 o0.0
=025 | 00 00 09 00 09|28 00 00 24 00|10 00 00 00 00|00 00 00 0.0 0.0
2 | a=0.5 00 00 00 00 09|28 00 00 00 00|10 00 00 00 00|00 00 00 00 0.0
«=0.75 | 00 00 09 08 17|00 00 00 00 00|00 00 00 08 00|00 00 00 0.0 0.0
a=1 00 00 00 00 00|00 00 00 00 O0OfO0O 00 00 00 00]00 00 00 00 0.0

k ‘ Method ‘ HackerNews ‘ DM Mathematics ‘ GitHub ‘ Average
\ | 1b 14b 2.8b 6.9b 12b| 1b 1.4b 2.8b 6.9b 12b| 1b 1.4b 2.8b 6.9b 12b| 1b 1.4b 2.8b 6.9b 12b

a=0 100. 100. 100. 100. 100.|79.1 84.1 80.4 81.2 82.4|96.1 96.5 98.2 96.2 98.5|93.8 92.6 91.8 94.5 93.0
a=0.25 |100. 100. 100. 100. 100.|74.4 79.5 78.4 79.2 78.4(95.0 95.7 97.2 955 97.3|89.8 90.8 90.5 92.6 91.0
0|a=0.5 |[100. 100. 100. 100. 100.|65.1 68.2 76.5 75.0 76.5|92.3 93.8 94.5 94.1 96.2|83.9 83.9 853 87.1 87.5
a=0.75 [ 96.0 96.0 96.6 96.3 96.7|55.8 61.4 68.6 70.8 70.6|86.6 90.0 90.2 89.6 91.4|74.5 77.4 80.2 78.3 78.9
a=1 00 00 00 00 00|00 00 00 00 00|00 00 00 00 07|00 00 00 00 04

a=0 91 83 00 7.7 00|52 48 38 66 58|88 79 100 6.0 42|36 40 43 43 34
=025 |91 83 00 7.7 00|73 48 57 74 75 |11.0 109 137 7.8 62|47 49 54 65 43
1|a=0.5 91 83 00 7.7 00|73 7.7 75 91 92 |138 17.0 163 12.0 104| 49 6.6 6.6 9.1 7.2
a=0.75 |18.2 0.0 125 7.7 00|73 87 6.6 83 10.0|17.1 18.2 184 169 156| 6.7 68 94 94 7.4
a=1 00 00 00 00 00|00 00 00 00 O0OfO0O 00 00 00 00]00 00 00 00 0.0

a=0 00 00 00 00 00|00 05 00 00 0500 00 09 00 00|05 01 02 00 0.1
«=0.25 | 0.0 00 00 00 00|00 05 05 00 05|08 00 26 08 00|07 01 06 05 02
2 | a=0.5 00 00 00 00 00|00 05 10 05 11|16 08 35 08 10|08 02 06 02 04
«=0.75 | 00 00 00 00 00(00 05 10 05 11|32 16 26 15 39|05 03 06 05 1.0
a=1 00 00 00 00 00|00 00 00 00 00|00 00 00 00 00|00 00 00 00 0.0
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