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Abstract

Collecting multidimensional user data is essential for personalized
services, yet it poses significant privacy risks. While privacy regu-
lations like the GDPR and CPRA advocate for data minimization,
attribute correlations can inadvertently amplify unintentional in-
formation disclosure, leading to correlation-induced information
leakage (CIL). Although data collectors often possess rich prior
knowledge of these correlations, existing Local Differential Privacy
(LDP) mechanisms are inadequate for effectively leveraging this
information to reduce CIL.

In this paper, we propose CoP, a coordinated perturbation mech-
anism designed to mitigate CIL in multidimensional data collection
while preserving utility. Unlike traditional LDP approaches, CoP
explicitly incorporates prior distribution knowledge to coordinate
the perturbation process across attributes. By optimizing the per-
turbation strategy based on known correlations, CoP achieves a
better privacy-utility trade-off. Extensive evaluations across both
synthetic and real-world datasets demonstrate that CoP signifi-
cantly outperforms state-of-the-art LDP mechanisms in reducing
disclosure while preserving analytical accuracy.
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1 Introduction

In the current information era, collecting multidimensional user
data (i.e., data with multiple attributes) has become essential for
personalization and analytics such as feature recommendation in
online services, app/OS telemetry, and IoT/health/wearable mea-
surements [15, 39, 46]. Usually, such personal information contains
various sensitive data, e.g., personally identifiable information (PII),
financial data, and health records, which could pose significant
privacy and security risks [41, 46]. Moreover, service providers typ-
ically have rich datasets they have previously collected to improve
their services, e.g., content recommendations in TikTok [39]. Data
minimization is advocated by privacy regulations such as the
General Data Protection Regulation (GDPR) [18] and the California
Privacy Rights Act (CPRA) [5] to mitigate privacy risks inherent in
personal data collection. However, current data collection practices
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often exceed what is necessary [19]. This is mainly because ser-
vice providers tend to ignore potential privacy leakages caused by
statistical dependencies, and/or ignore prior knowledge in privacy
protection mechanisms [27]. This motivates the need for privacy
mechanisms that enforce data minimization while retaining only
the information required for the intended service task.

Current data minimization techniques are mainly enforced by
collecting only a task-relevant subset of attributes, and coarsening
values (e.g., bucketing/quantization) when high precision is unnec-
essary [18, 38]. When the remaining information is still sensitive,
minimization should be supported by a formal privacy mechanism?.
e-Local Differential Privacy (e-LDP) [13] provides such a guarantee
by perturbing user data locally before disclosure.

In service-oriented settings, utility is also essential: the pro-
tected data must retain sufficient task-relevant information for
downstream analytics, model learning, or adaptive decision-making.
Here, utility does not mean exact reconstruction of each user’s
private attributes or deterministic per-user personalization. Rather,
it refers to the expected usefulness of randomized reports for the
intended service task. For example, in a personalized content recom-
mendation system (e.g., For You’ feed in TikTok [39]), a platform
may select content for a user and observe stochastic engagement
feedback, such as a randomized click, rating, or a reward derived
from dwell time. This type of service does not need to recover the
user’s exact private attributes; instead, it only requires the reported
signal to remain informative enough to update the recommendation
policy. Thus, LDP-protected reports can support learning or adap-
tive decision-making when the service can tolerate noisy inputs,
and the reports preserve sufficient task-relevant information.

In multidimensional data, useful information is mainly provided
by the accuracy of each perturbed attribute report, which we re-
fer to as direct information leakage (DIL?). However, additional
information may also be inferred from attribute dependencies, lead-
ing to correlation-induced information leakage (CIL?). Although
CIL can sometimes improve prediction accuracy, this utility gain
comes from unintended dependency-driven disclosure. In particular,
CIL reveals information about an attribute beyond its own DIL.
This creates tension with data-minimization and purpose-limitation
principles, which require personal data to be collected for specified
purposes and limited to what is necessary for those purposes, as
reflected in GDPR [18] and CPRA [5]. Moreover, the amount of
inferable information from CIL (i.e., additional disclosure) depends
on the data collector’s prior knowledge of attribute dependencies,
making it difficult to specify, audit, or limit at the time of collection.
Therefore, our goal is to preserve the DIL needed for the intended

! A mechanism is an algorithm that perturbs the actual user data.
2Formal definitions are given in Section 2.3.
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Figure 1: CoP workflow. Offline - A curator estimates dependencies from prior data and optimizes the policy parameters—
dependency graph, per-attribute privacy budgets, and transition probabilities used for attribute perturbation—to retain utility
(DIL) while reducing CIL under ¢-LDP. Online - Users apply CoP with deployed © to perturb X into reports Y, enabling
downstream analytics/personalization. CoP selectively mitigates CIL, thereby enhancing data minimization and reducing
vulnerability to attribute inference attacks while retaining utility.

task while mitigating unnecessary CIL caused by attribute depen-
dencies.

Existing LDP mechanisms for multidimensional correlated data
mainly follow three approaches: (i) splitting the privacy budget
among attributes, such as SPL [41] and GRF [44]; (ii) splitting
the population, such as random sampling (RS) [41] and random
sampling with fake data (RS+FD) [2]; and (iii) joint perturbation,
such as key-value collection (PCKV) [20] and joint randomized
response (JRR) [31]. Budget splitting increases the noise added
to each attribute and can reduce utility. Population splitting can
improve aggregate estimation, but is unsuitable when valid unit-
level multidimensional records are required, because different at-
tributes are collected from different user groups. Joint perturbation
perturbs attributes together, but existing methods do not explic-
itly distinguish between useful direct information and unintended
correlation-induced information. As a result, they cannot selectively
mitigate CIL while preserving DIL.

To address this, we propose a novel coordinated perturbation
mechanism, CoP, to mitigate CIL while preserving utility for a
given privacy budget ¢, as shown in Figure 1 (improving data mini-
mization by retaining the required information while mitigating
unintended additional disclosure). The policy parameters © (i.e.,
dependency graph, per-attribute privacy budgets, and transition
probabilities used for attribute perturbation) must be computed
by a curator (e.g., a service provider) using prior knowledge and
then deployed to each user. Then, users use CoP to perturb their
data before sending it to the service provider. Moreover, CoP can
be used as a perturbation mechanism in application-specific LDP
frameworks such as longitudinal data releasing [35], contextual
bandit [48], etc.

In Section 3, we delve into the relationship between information
leakages and attribute inter-dependency using Shannon informa-
tion theory [8]. We theoretically show that calibrated coordination
among attribute perturbation processes can reduce CIL while main-
taining the useful direct information needed for utility. We make
two assumptions: (i) attribute correlations are available as prior
knowledge, and (ii) such correlation information is not itself private,
as it can often be estimated from historical or public datasets.
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Next, in Sections 4.1-4.5, we design CoP that mitigates CIL by
leveraging prior knowledge based on information-theoretic findings
in Section 3. Then, we develop a unified Algorithm 4 to compute
the policy parameters ©. Further, Section 4.4 shows that CoP pro-
vides e~LDP guarantee. Next, Section 4.7 presents Algorithm 5 that
perturbs user data using CoP policy parameters © at the user level.

Finally, in Section 5, we evaluate CoP on both synthetic and
real-world datasets and show that it consistently outperforms state-
of-the-art baselines. We also perform state-of-the-art attribute-
inference attacks, demonstrating that CoP offers stronger resistance
to inference attacks than competing methods. Together, these re-
sults validate the effectiveness of coordinated perturbation in
mitigating CIL while preserving utility-relevant DIL.

The following are the main contributions of our work.

(1) We study CIL in LDP from an information-theoretic perspec-
tive and derive leakage bounds for a general coordinated
perturbation approach. Here, we show that carefully coordi-
nated perturbations can reduce CIL.

(2) We show that preserving the original correlation structure
during perturbation provides a generic coordinated pertur-
bation approach when correlation information is not private.
We propose CoP as a prior-knowledge-aware coordinated
perturbation mechanism to mitigate CIL while retaining DIL.

(3) Finally, we experimentally validate the information leakage,
privacy guarantee, and utility of CoP using synthetic and
real-world datasets. Results show that CoP outperforms
state-of-the-art mechanisms.

2 Preliminaries and Problem Statement

In Sections 2.1-2.3, we present and review the related definitions
and theorems required for the rest of the paper. Next, Section 2.4
presents the threat model considered. Finally, Section 2.5 formulates
the problem statement.

2.1 Local Differential Privacy

In this work, we adopt the definition of LDP proposed by Duchi et
al. [13].



Coordinated Perturbation for Controlled Disclosure Under Local Differential Privacy

DEFINITION 2.1 (LocAL DIFFERENTIAL PRIVACY [13]). Let the
input alphabet be X and the output alphabet be Y. A mechanism Q
is e-locally differentially private if,

o6l _

sup ~ <e,
SCY, xx'eX Q(S|x)

1

where Q(S|x) = p(Y =y, y; € S| X = x) is the privatization
mechanism. The function p(-) denotes the probability of an event.
Here,x € X,y; € Y and e > 0.

2.2 Measuring Information Leakage

Information-theoretic measures provide a principled way to quan-
tify statistical dependence. In privacy and communication theory,
Shannon measures are widely used to formalize information leak-
age [8, 9]. We adopt Shannon measures because they extend natu-
rally to multivariate settings via the chain rule and support com-
positional analysis, whereas alternatives such as min-entropy are
more worst-case-oriented [29].

Entropy. Entropy measures the uncertainty of a random variable.
Entropy of discrete random variable X, H(X) is defined as

H(X) == ) p(x) log(p(x)).

xeX

@

Here, X is its alphabet and the function p(-) denotes the probability
of an event.

Mutual Information (MI). MI quantifies the reduction in uncer-
tainty about one random variable given knowledge of another [7].
Intuitively, MI measures the dependency (linear and nonlinear) be-
tween variables. MI between random variables X and Y, I(X;Y) is

defined as
I(X;Y)=H(X)+H(Y) -H(X,Y). 3)

Conditional Mutual Information (CMI). Let X, Y, Z be random
variables. The CMI between X and Y given Z is

I(X;Y|Z) = H(X|Z) + H(Y|Z) - H(X, Y|Z). (4)

Intuitively, I(X; Y|Z) quantifies the information shared between
X and Y when Z is known. Then, we can extend MI to multiple
variables using the chain rule as

I(X1, Xa, .o, X3 Y) = Z I(Xi; Y X0, .o Xict).

i€[n]

®)

Pointwise Information (PMI). PMI quantifies the likelihood of si-
multaneous realizations of variables. For discrete random variables
X and Y, PMI for realizations x and y is defined as

plxly) _ o p(x.y)
p(x) p(x)p(y)

pmi(x;y) = log (©)
A realization y is positively informative about x if pmi(x;y) > 0.
Then, observing y increases our expectation that x will occur. Con-
versely, if pmi(x;y) < 0, then observing y decreases our expectation
that x will occur. Further, I(X;Y) is given by,
I(GY) = ) p(x,y) pmi(x;y). W)

X,y
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2.3 Information Leakage of Perturbed Data

Let X = (X1, ...,X,) be statistically dependent attributes, and let
Y = (Y1,...,Y,) be perturbed values of X generated by random
processes Mj, ..., My, respectively. Then, the information leakage
for X, k € [n] is given by,

I(Xk; Y1, ..., Yy) = I(Xg; Vi) + Z I(Xg; Yi| Y, Ve, ..., Yiog).
ie[n], ik
®)

We can group the information leakages in (8) as

(1) Information leakage caused by the perturbed version of the
same attribute: I(Xy; Y;). This measures the information re-
leased about Xj by mechanism M, which contributes di-
rectly to utility. We refer to this as “direct information leak-
age” (DIL). Since this directly supports the utility of X, it
is important to retain sufficient DIL to balance utility and
privacy.

Information leakage caused by neighbouring attributes:
Yieln], izk I(Xis YilYe, Ya, ..
induced information leakage” (CIL). Although CIL can im-
prove the estimation of X, we treat it as additional leakage
because it enables inference of Xy beyond the information
intentionally disclosed through Y, thereby undermining
the goal of minimizing collection. Therefore, mitigating CIL
is important for improving the privacy-utility trade-off.

2.4 Threat Model

Suppose each user holds record X = (Xj,...,X,). The service
provider collects a perturbed report Y = (Y3,...,Y,) generated by
randomization mechanisms. Then, we consider a threat model in
which an adversary possesses correlation information derived from
public/historic data, or, in the worst case, the ground-truth probabil-
ity distribution. The adversary aims to perform attribute inference
attacks by leveraging dependencies among attributes, even when
local perturbation mechanisms are employed. A potential adversary
(i) the service provider itself; or (ii) an attacker who gains access to
the collected reports. In this work, adversarial knowledge gain is
quantified using CIL. For example, CIL of X} represents the possible
additional learning about X contained in Yy, ..., Yi_1, Yit1, ..o, ¥y
beyond what is already disclosed by Y.

2.5 Problem Statement

Let X = (Xj,...,X,) denote a user data record, where each X; is a
discrete feature requested by a service provider to enable person-
alized functionality (e.g., recommendation, adaptive actions). The
service provider collects Y = (Y3,...,Y,), a randomized version of
X, which is sufficient to support the service.

A key issue is that statistical dependencies between attributes
can reveal more information than intended. We model this CIL of
Xk as

CIL(X) = D I(Xis Yil Ve i, Yica). ©)
ie[n], ik
At the same time, the collected Y must retain sufficient task-relevant
DIL to preserve utility. We quantify task-relevant utility of Xj as

Utility(Xy) = U(Xk, Yi). (10)

., Y;_1). We refer to this as “correlation-
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Here, U (+) denotes the utility function that assigns a score to report-
ing y when the true value is x. Equivalently, U(-) can be defined
through a loss function, where higher utility corresponds to lower
expected distortion (See Section 4.3 for more details). Our goal is to
design a strategy that preserves this attribute-level expected utility
while limiting CIL. Formally,

Utility (Xx)
CIL(Xk) < Tk,

e-LDP constraints,

maximize

subject to

(11)
Vk € [n].

Here, 7, denotes the maximum allowable CIL for attribute Xj. Di-
rectly optimizing CIL(X}) is challenging because it depends on
CMI over the released attributes. Therefore, Section 4.3 instantiates
this high-level objective using a tractable f-divergence-based proxy
for controlling CIL.

3 Analyzing Information Leakage in LDP

In this section, we theoretically analyze the information leakage of
LDP mechanisms in statistically dependent environments.

Following the system model in Section 2.3, we can quantify the
total information leakage about X caused by releasing Y by,

I(X; Y) = I(Xe; Vi) + I(Xie; Yo | Y, (12)

using the chainrule. Here, Y_r = (Y1, ..., Yio1, Yea1s - - o Yo ) I(Xk; Yi)
corresponds to DIL, and I(Xy; Y_x|Yx) corresponds to CIL. Then,
CIL of X, CIL(X) (i.e., CIL(X}) = I(Xk; Y—k|Yx)) can be written
as in Theorem 3.1. Therefore, there are two main approaches to
minimize CIL(Xy): (i) minimizing I(Xy; Y_x) or (i) maximizing
T(Yis Yoi) = I(Ye; Yoie| X))

Next, we discuss these two approaches.

THEOREM 3.1. Let Xy, Yi, Y_i be random variables (with Y_i. pos-
sibly vector-valued). Then,

I(Xpes Yo Yee) = I(Xi; Yoio) = I(Yi; Yop) + I (Vs Yog | Xie).

Proof is provided in Appendix B.1.
e Approach 1: Minimizing I(Xj; Y_i). This is fundamentally lim-
ited when the utility of X_j = (X3, ..., Xk—1, Xk+1, - - . » Xn) must be
maintained. Intuitively, if Y_j remains informative about X_g (i.e.,
for utility of X_g), then Y_j inevitably carries some information
about X} due to correlation between X and X_. Formally:

THEOREM 3.2. Let Xy,..., X, be statistically dependent attributes,

andlet Y_r = (Y1,...,Ye—1, Yes1, - .., Yy,) be generated from X_j =
(X1, -+ Xp—1, Xk41, - - - » Xn) by randomized mechanisms My, ...,
Mk—l’Mk+l’ .. .,Mn. Then,

I(Xje; Y_i) > max {0, I(Xp; X_r) — H(X_) + I(X_j; Y_)} .

Consequently, for a fixed utility requirement on X_j. (captured by
I(X_k; Y_k)), the leakage I(Xy;Y-x) cannot be made arbitrarily
small.

The proof follows from the chain rule and the Markov property
(equivalently, data processing) and is provided in Appendix B.2. This
result highlights that leakage through neighboring releases scales with
both the correlation strength (via I(Xy; X_x)) and the required utility
of X_g (via I(X_; Y_i) ).
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| H(X)) DH(Y)) DH(Y;) BI(X1;YaY))|
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Figure 2: (a) Two attribute perturbations using LDP mecha-
nisms. (b) Entropy Venn diagram for H(X;), H(Y;), and H(Y,).
Here, “Green region” illustrates the CIL(X;), I(X;; Y2|Y;) (be-
fore increasing I(Y;; Y2)). (c) Entropy Venn diagram for in-
creased I(Y;;Y;) by coordinated perturbation. Here, the inter-
sected area between H(Y;) and H(Y) is larger than Figure 2(b).
Therefore, “green region” reduces as I(Y;; Y2) increases.

e Approach 2: Maximizing I(Yy; Y_r) — I(Yy; Y_r|Xk). The term
I(Ye; Yo ) — I(Yy; Y_g| Xk) represents the shared information be-
tween Y and Y_; in a manner explained by Xj. Therefore, we
should maximize the information shared between Y; and Y_; to
minimize CIL(X}). Operationally, increasing the shared informa-
tion between Y and Y_; minimizes the extent to which Y_j reveals
about X, beyond what is already revealed by Y;.

To illustrate this intuition, consider a simplified two-attribute
scenario as shown in Figure 2a. Then, Figure 2b and Figure 2c de-
pict entropy Venn diagrams, where each circle denotes an entropy
and overlaps denote MI. In the independent-perturbation case (Fig-
ure 2b), the green region represents the CIL(X;), I(X1; Y2|Y1). When
we increase the dependence between Y; and Y, while preserving
their marginals (Figure 2c), the overlap between H(Y;) and H(Y3)
increases (larger I(Yy; Y2)) and the green region shrinks, indicat-
ing reduced CIL(X;). For illustration, we treat I(X;;Y;) as fixed
because it is determined by the utility target for X;. We also treat
the overlap between H(X;) and H(Y,) as lower-bounded due to
Theorem 3.2 under a fixed utility requirement for X,.

In summary, coordinating the perturbation processes such that
the released reports Y exhibit calibrated dependency provides a prin-
cipled route to mitigating CIL while retaining DIL (i.e., mitigate infer-
able information from dependency while retaining utility-relevant
information). Next, we propose a novel coordinated perturbation
mechanism, CoP, based on this finding.

4 Designing CoP and Computing Policy
Parameters

This section describes the design and computation of policy pa-
rameters for CoP. In Section 4.1, we explore how to calibrate de-
pendencies among Yj, .. ., Y;, to mitigate CIL (based on the findings
in Section 3). We then present the design of CoP along with the
supporting theories and privacy guarantees (Sections 4.2-4.5). Next,
we develop a unified algorithm to compute the policy parameters ©
of CoP in Section 4.6. Finally, Section 4.7 presents the perturbation
algorithm for CoP.

Moreover, as specified in the threat model (Section 2.4), in de-
signing CoP, we assume that the attribute dependency structure is
available as prior knowledge and is treated as non-sensitive in our
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setting. This is reasonable when correlations can be learned from
public/historic datasets [3, 30].

4.1 Coordinating the Perturbation Process

Let X = (Xi,...,Xy) denote a user data record, and let Y = (Y1,...,
Y,,) denote their released (perturbed) reports. In this work, we focus
on finite-domain attributes (categorical or discretized numerical fea-
tures). For simplicity, we assume that each report alphabet matches
the corresponding input alphabet, ie., |Y;| = |X;| for all i € [n]
(after any encoding/discretization), although our analysis does not
fundamentally require equal alphabet sizes.

Our goal is to control the CIL(Xk) (i.e., CIL of X}), quantified by
I(Xg; Y_k|Yk). Theorem 3.2 indicates that leakage from neighbour-
ing releases is fundamentally driven by the dependency between
Xk and X_j (e.g., via I(Xj; X_x)) together with the utility that must
be preserved in Y_g (e.g., via I(X_g; Y_¢)). In contrast, Theorem 3.1
shows that inducing dependency between Y; and Y_; can reduce
CIL by increasing redundancy, i.e., by increasing I(Yx; Y_x). This
motivates calibrating the dependency of (Y, Y_x) to track the de-
pendency structure of (Xi, X_¢), so that Y_; does not act as an
additional independent source of evidence about Xj beyond Y.

A natural way to introduce such dependency is to calibrate the
joint distribution of the perturbed reports toward that of the original
attributes:

Py,..,

This condition should be interpreted as a dependency-calibration
objective, not as an exact equality requirement. In particular, the
goal is not to reproduce the original data distribution exactly, but
to preserve enough of its dependency structure so that neighboring
reports, i.e., Y_g, are less likely to introduce uncontrolled additional
evidence about Xj. beyond what is already reflected in Y. Therefore,
joint distribution calibration provides a high-level principle for
controlling CIL.

However, directly enforcing this joint calibration is not scalable.
It would require defining a mechanism over the full joint alphabet
X = X; X - - XX, whose size grows exponentially with the number
of attributes as |X| = []}-, |X;|. To obtain a scalable mechanism,
we approximate the dependency structure using local conditional
factorization as

n
Pxyxn = anpra(k),
k=1

where pa(k) C [n] \ {k} denotes the selected parent attributes of
Xk in the dependency graph. For root attributes, pa(k) = 0, and the
corresponding factor is the marginal distribution Pk, .

Based on this factorization, we construct an attribute-wise co-
ordinated perturbation mechanism. Attributes are perturbed se-
quentially, and the perturbation of Xj is allowed to depend on the
perturbed outputs of its parent attributes as

Y ~ Py X, Yo ) 15X Ypa())-
The local calibration objective is then
PYklypa(k) ~ PXklxpa(k)'

That is, instead of matching the full joint distributions directly, we
match local conditional dependencies between each attribute and
its selected parents.
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Next, let us consider an example.

Example - Let X; and X, be two statistically dependent binary
attributes, and let Y; and Y, be their perturbed outputs (Figure 3).
Suppose Xj = {x11, x12} and X = {x21, x22} are alphabets of X; and
X>. Since the input and perturbed output alphabets are the same,
we have alphabets of Y} and Y, as Y; = {y11,y12} = {x11, x12} and
Yo = {ya1, Y22} = {x21, x22}, respectively. Suppose, for given user
data, X; perturbs first, and the perturbed output is yy;. Then, to
achieve Px,|x, = Py,y,, we need to make sure Y; (i.e., perturbed
output of X) has distribution Pyx,|x,=x,;, & Py,|v1=y,,- Therefore,
we need two mechanisms (i.e., M ,, and M ,,,) for X; since Py,
should be changed based on Y; (See Figure 3).

Perturbing X; Perturbing X,
r . alg - N

tY1 =yn X2Y2

9
ifY; = ym\\* X2Y2

s.t. PY2\Y1=?J12 ~ PX2\X1=E12

X s.t. PYZ\Yl:yn ~ PXZ\Xlzzu

Figure 3: Example - Coordinated perturbation process of two
attributes X; and X,.

The optimization in Section 4.3 instantiates this idea using a tractable
f-divergence constraint between the conditional distribution of the
perturbed reports and the corresponding conditional distribution of
the original attributes. This constraint provides a tractable local
calibration condition for controlling CIL(X).

Next, we introduce a two-stage pipeline for coordinated pertur-
bation by generalizing this sequential perturbation approach.

Stage 1 (Dependency graph (DG) construction). We build a
DG that captures salient inter-attribute relationships. Constructing
a correlation model (or a DG) is a common dimension-reduction
technique in the literature for identifying statistically significant
dependencies among attributes. Section 4.2 provides details on how
we infer this dependency structure.

Stage 2 (Atomic mechanism (AM) instantiation). We instan-
tiate atomic e-LDP mechanisms for each attribute. For attribute
Xk, the AMs are parameterized by a vector Z; that represents the
probability distribution of X; conditioned on I realization of its
parent pa(k). Here, we limit the dependency to a single parent at-
tribute because the joint alphabet of the parent mechanisms grows
exponentially with the number of parent attributes. Concretely,
if pa(k) # 0, we set Zy; = ka|xpa(k):l, where the conditional is
computed from the prior knowledge. If pa(k) = 0, we use an un-
informative default prior (uniform over Xj) to avoid introducing
dataset-specific bias through Z; ;. We then compute the AMs for
all attributes. Section 4.3 details the formulation and computation
of these AMs.
Next, we describe how the DG is constructed.
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4.2 Stage 1: Generating the Dependency Graph
We generate the (DG) using a two-stage screening procedure:

(1) Attribute-level screening using MI. Theorem 3.2 suggests
that CIL increases with the shared information between
attributes. Accordingly, we retain only strongly dependent
attribute pairs. For each pair (X;, X;) where i, j € [n], i # j,
we estimate the I(X;; X;) and keep the edge (i, j) if

I(Xi;X5) > Linr - (13)

Here, I;p, is a threshold.

(2) Realization-level screening using PMI. In our prelimi-
nary experiments, we observed that the high mutual infor-
mation may be driven by a small number of particularly
informative value co-occurrences, while many other realiza-
tions contribute little to CIL. Therefore, for each retained
attribute pair (from attribute-level screening), we compute
the PMI for each realization pair (x;, x;) and keep only those

satisfying

pmi(x;;x;) > PML, . (14)
Here, PMI,}, is a threshold. See Appendix C.1 for additional
details.

From this two-stage screening procedure, we identify the most
significant attribute dependencies and reduce the dimensionality.
Algorithm 1, provided in Appendix D, summarizes the procedure
for constructing the dependency graph (DG). Since Algorithm 1
learns the dependency structure from external or public sources, it
does not consume the privacy budget of the users being sampled.
The algorithm iterates over all attribute pairs (line 2) and visits
their joint realizations (line 4). Then, for each joint realization, it
computes the corresponding PMI at line 5. It then retains only those
MI between attributes I(X;; X;) > ;4 and realization-level links
with pmi(x;;x;) > PMI;p, (lines 6-8). The resulting set of retained
links constitutes the DG’s edge set (i.e., E). Here, we use a dictionary
variable (i.e., a key-value pair) to store the edge information.

Time Complexity Analysis. Since this algorithm visits all at-
tribute pairs and their attribute realizations, the time complexity
is O(n?t?). Here, n is the attribute count and ¢ is the alphabet size
of attributes, and it is assumed that MI and PMI values are already
computed and cached. Next, we formulate the AMs.

4.3 Stage 2: Computing Atomic Mechanism

AMs are individual mechanisms for each attribute, perturbed based
on the perturbed outputs of the parents. As defined in problem state-
ment (11), our goal is to maximize utility while controlling CIL(Xj)
under the LDP guarantee. Therefore, we optimize the transition
probabilities of AMs to achieve the above requirements.

Next, we define the necessary terms to formulate the optimiza-
tion problem to compute the transition probabilities of AM cor-
responding to Xj with realization I € Y,k of the output of its
parent. Here, Ypq(k) denotes the alphabet of the perturbed output
of the parent attribute X,,(x). Let Xi and Y; be AM’s input and
output, and let Xy and Y be alphabets of X; and Y; respectively.
Then, a prior distribution corresponds to realization I, Zy ; as

Ziy = (p(arlD), - placlD); ai € X, i € [t], t = |Xie| = [l
(15)
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Let Q denote the transition probability matrix of an AM, and let Eyy
denote the distortion matrix, where each entry quantifies the error
incurred when a true value is mapped to a perturbed output. The
error function F(-) is chosen according to the attribute type, e.g.,
categorical or discrete numerical, or according to an application-
specific distortion criterion. C denotes the uniform distribution of
size t.

p(bilai,l) p(belar D)
Q= : : , (16)
p(bilas, D) p(belas,l)
€11 €1y
Ey=(: - | (17)
er1 o ers
C=(c1 ¢ - ). (18)

Here, bj € yk, ai € Xy, l € Xpa(k)a €ji = |F(ai, bj)|, i,j € [i’], t=
|Xk|, and ¢; = % for all i € [t]. We have defined the objective
function and the constraints of the optimization problem as follows.

The original problem in (11) involves two goals: maximizing
Utility (X)) and limiting CIL(Xj). In our optimization formulation,
we control CIL by imposing constraints on the distribution of the
perturbed report Yi. Therefore, the objective function focuses on
maximizing utility. The resulting objective function and constraints
are described below.

Objective Function. We minimize the expected distortion of at-
tribute X, which is equivalent to maximizing the attribute-level
utility defined in Eq. (10).

Constraints. We introduce three constraints.

(1) First, we impose a local dependency-calibration constraint:
Dy (CTQIIZk1) < a.

Here, Z; = ka|xpa(k)
tion, and CTQ denotes the corresponding perturbed con-
ditional distribution Pyk|ypa( o= The parameter a controls
the allowed deviation between these two distributions. This
constraint provides a tractable local calibration condition
for controlling CIL. Instead of directly optimizing the full
CMI term CIL(X} ), we bound the discrepancy between the
perturbed conditional distribution and the prior conditional
distribution. By keeping this discrepancy small, the mech-
anism limits the extent to which neighboring reports (i.e.,
Y_i) provide additional side information about X} beyond
its own report Y. See Section 4.1 for more details.

(2) Next, we have e-LDP constraints where Q(-|a,l) < e“Q(-|a’,])
for all a,a” € X. Here, operation = denotes element-wise <
comparison of two vectors.

(3) Finally, we have constraints related to probabilities (proba-
bilities are non-negative and sum to one).

=1 is the prior conditional distribu-

Based on the above objective function and constraints, we can
formulate the optimization problem as
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miniénize Expected distortion = CT diag(QEy)

subject to Df(CTQ||Zk,l) < a; a = dependency-calibration tolerance,
O(-la, 1) 2 €°Q(-|d’,1); Ya,a’ € X, ¢ - privacy budget,
q>0; Vq € Q, probabilities > 0, (19)

> Qbilal) =1; Va € X, bi € Y,

ic[t] sum of probability distribution = 1.

Here, superscript T is the transpose of the matrix and ‘diag(QEy )’
is the vector formed with diagonal values of QEy;. See Section 4.4
for a formal e-LDP privacy guarantee for CoP. The minimization
problem (19) is convex for f-divergence D¢ (-||-) with convex f (e.g.,
KL-divergence, total variation [45]). We simplify this optimization
further to a linear optimization by adopting an entry-wise bounded
deviation constraint

ICTQ - Ziy| < e, (20)

where & = (a,a,...,a) € R’. This converts the distribution-
matching component into 2t? linear inequalities. Then, we can
solve this linear program (LP) using the primal-dual interior-point
method [4]. If we use the interior-point method to solve the LP,
then we have O(#®) constraints. Further, we have simplified LDP
constraints to O(t?) by adopting the (utility-aligned) diagonal-
dominance condition (See Appendix C).

Time Complexity Analysis. We solve the problem using the inte-
rior point method. The time complexity of an AM is O(t log(1/7))
as there are t? optimization variables and O(t?) constraints. Here,
7 is the precision of the LP solution [4], and ¢ is the alphabet size
of AM’s inputs and outputs.

4.4 Privacy Guarantee of CoP

We next analyze privacy leakage of CoP under LDP by modeling
attribute relationships using Markov chains. As stated in Theo-
rem 4.1, prior knowledge of attribute dependencies allows us to
derive a tighter upper bound on the privacy leakage than the stan-
dard sequential composition bound [14]. Here, ‘privacy leakage’
denotes the worst-case log-likelihood ratio between the output
distributions induced by two possible values of the same input
attribute, analogous to the LDP Definition 2.1. Thus, it quantifies
how well an adversary can distinguish between two candidate val-
ues of an attribute after observing the perturbed output. Although
the dependency-aware analysis can provide a tighter bound, the
worst-case privacy leakage of CoP is still bounded by X;c[, €
following the sequential composition rule. Therefore, CoP satisfies
£-LDP whenever };c (] & < & Where ¢; denotes the privacy budget
allocated to the i*" attribute.

We further develop a polynomial-time algorithm with complex-
ity O(nt® log t) to compute the optimal value of the upper bound
in (22). The details of this computation are provided in Appendix E.

THEOREM 4.1. Let X = (Xj,...,Xy) be inputs of CoP and let

Y =(Yy,...,Y,) be corresponding perturbed outputs. For an attribute
X, define its privacy leakage as the worst-case log-likelihood ratio
Ly = max 2Oz Bl
y1€W, 1€V, Yn€n, xx’€Xi P(YLY2s ..., YnlX")
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Then, the privacy leakage Ly, is bounded by,
Cl) G

T v
Ci,j Gj,i

Ly, <&+ max <e  (22)

xx'€X;, Cij, jelnl], iiij[n], it
Here, ¢; denotes the privacy budget of the i'" attribute, and C;; €
{1,€%}', where t; = |X;|, captures the maximum contribution of
the perturbation mechanism applied to attribute X;. Here, G;; =
(p(xjalx), ..., p(xje; 1)), G}’i = (p(xjalx’), ..., p(xj¢;|x")) and
Xj = {xj,b' e ,Xj,tj}‘

Moreover, the worst case privacy leakage of CoP is Y;e[p] €i-

Proof is available in Appendix B.3.

4.5 Computing Per-Attribute Privacy Budgets
for CoP

Using (22), we can analytically estimate the privacy leakage of CoP
for given privacy budget ¢. Therefore, we can maximize the per-
attribute privacy budgets until the privacy leakage of CoP equals
¢. This maximizes data utility for a given privacy guarantee. We
develop a polynomial-time, O( @), Algorithm 3 (provided in
Appendix F) to calibrate per-attribute privacy budgets. Here, €
denotes the precision of calibrated privacy budgets.

4.6 Computing Policy Parameters ©

Next, we develop a unified Algorithm 4 (provided in Appendix G)
to compute policy parameters © of CoP. First, we compute the
DG using Algorithm 1 at line 1. Next, we calibrate per-attribute
privacy budgets using Algorithm 3 at line 2. Next, we traverse all
the edges in the DG and compute the corresponding AMs (lines 5-7).
Next, we compute AMs for all attributes, assuming a uniform prior
distribution to cover starting nodes (lines 8-10).

Time Complexity Analysis. One attribute can have at most ¢
such AMs with another attribute. Thus, the overall time complex-
ity of CoP is O(n?t®log(1/7)) in the worst case, as there are n?
combinations between attributes.

Space Complexity Analysis. One AM takes O(t?) space to keep
transition probabilities. One attribute can have at most t such AMs
with another attribute. Since there are n? combinations between
attributes, the overall space complexity of CoP is O(n?t%) in the
worst case.

Moreover, each attribute-specific AM can be computed in parallel,
given the required inputs (e.g., priors and constraints). In Section 5.4,
we report empirical runtime and memory usage across datasets,
showing that CoP is practical to compute and benefits substantially
from parallel execution. Since the curator-side computation is per-
formed one-time offline and can be parallelized, polynomial-time
complexity is acceptable in practice. We next describe the client-side
perturbation procedure.

4.7 Perturbing Using CoP

Algorithm 5 (provided in Appendix H) summarizes the perturbation
procedure of CoP. The key idea is to perturb attributes in a stochastic
traversal over the dependency graph (DG) (See Appendix I for a
discussion of why we adopt stochastic traversal).

In the algorithm, we maintain two sets: the set of perturbed at-
tributes S, and the set of unvisited attributes S4. At each iteration,
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we randomly select a starting attribute X € S4 (line 5), perturb
it using its corresponding AM M,[X] (line 6), and add it to Sp
(line 7). Next, we expand from the already perturbed but unvisited
attributes. For each perturbed but unvisited attribute X’ € Sp, we
visit its neighbors in the DG (lines 8-15). The for-loop (line 10) pro-
cesses neighboring attributes in descending PMI order with respect
to (X', 1), where [ is the perturbed output of X’. For each selected
neighbor, we perturb it using the corresponding AM, conditioned
on the parent output [ (line 11), and add the newly perturbed at-
tribute to S, (line 12). We repeat this expansion until no further
unperturbed neighbors remain; if S4 is still non-empty, we choose
a new starting attribute from S4 and repeat. Finally, we reorder the
perturbed outputs to match the original attribute order in the input
record.

Time Complexity Analysis. The perturbation step of CoP has
linear time complexity, O(n), because each of the n attributes is
perturbed once.

5 Evaluation

First, we describe the experimental setup in Section 5.1. We then
evaluate CoP along three main aspects: (i) the effectiveness of co-
ordinated perturbation in Section 5.2, (ii) robustness and practical
configuration in Section 5.3, and (iii) scalability in Section 5.4.

5.1 Experimental Setup

5.1.1 Environment. We implement our experiments using Python
3.10 and run them on an AMD Ryzen Threadripper PRO 3955WX
processor, 128GB of RAM, and 4TB of storage. We used the fol-
lowing open-source libraries for implementation: CVXPY[11] for
convex optimization, HIGHS[21, 23] as the solver, and Pyitlib [16]
for MI calculations.

5.1.2  Datasets. We select four real datasets that reflect practical
attribute-collection scenarios where inter-attribute dependencies
are known to be strong: biological attributes (CelebA [32]), de-
mographic/socioeconomic surveys (Adult [3]), recommendation/
interaction logs (KuaiRec [17]), and health surveys (Cardiovascular
dataset (CVD) [37]). They cover diverse domains, sample sizes, and
attribute alphabets, enabling the evaluation of CIL under heteroge-
neous dependency patterns.

The synthetic datasets provide controlled dependencies. We gen-
erate pairs of attributes (X', X"”) using parametric relationships
X" = f(X') + n with f(-) € {sin(27x), mx + ¢, x%, Vc? — x2}, and
n ~ N(0,0?). We vary o” to control the dependency strength and
discretize the variables into 10 bins. Table 2 in Appendix J summa-
rizes the selected datasets. In these datasets, we have converted
continuous attributes to discrete values via binning, as this work
focuses on privacy leakages related to discrete/categorical data.

5.1.3 Baselines. To benchmark CoP, we compare against four
state-of-the-art baseline mechanisms for multidimensional data
collection under LDP, including both correlation-aware designs
and standard composition-based solutions. Since our target setting
is service-oriented (the server collects a perturbed report for every
required attribute), we exclude attribute-sampling solutions (e.g.,
RS/RS+FD [41]) that report only a subset of attributes per user.
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JRR [31] - Joint Randomized Response introduces correlated
perturbations (via a joint randomization model) to reduce estimator
variance while maintaining the same privacy guarantee as classical
randomized response.

GRF [44] - GRF is a correlation-aware dimensionality-reduction
baseline. It constructs an attribute-dependency graph using a cor-
relation metric (e.g., Pearson correlation coefficient (PCC)) with a
threshold to identify connected components. The privacy budget is
allocated per component rather than over all attributes, reducing
over-conservatism when dependencies are sparse. We report results
for two threshold values (PCC=0.5 and PCC=0.3, weak and moder-
ate correlation [1]) to reflect sensitivity to graph construction.

ITS [6] - ITS models correlation-induced privacy leakage in
correlated data and provides a privacy/utility-aware calibration
under common two-level perturbation protocols (e.g., GRR/OUE-
style mechanisms). We use ITS as a correlation-aware baseline for
multidimensional collection when dependencies are known or can
be estimated from public/historical data.

SPL [41] - Split budget (SPL) is a standard multidimensional
LDP baseline that perturbs all n attributes independently while
allocating the total privacy budget across attributes via sequential
composition [14] (e.g., ¢/n per attribute under an overall ¢). Al-
though SPL is not correlation-aware, it is widely used and provides
a strong reference point for the privacy-utility trade-off under full
reporting. We implement SPL with Generalized Random Response
(GRR) [41] in our evaluation.

5.1.4  Evaluation Metrics. Next, we present the metrics used in
evaluations.

Total DIL - Total direct information leakage quantifies the sum
of the DILs of each attribute, which usually contributes to data util-
ity. We can interpret Total DIL as an attribute-level utility measure
similar to Yy, Utility(Xx). Here, Utility(Xy) denotes the utility
function defined in (10). Therefore, Total DIL is an information-
theoretic measure of population-level utility of reported data.

Total DIL = Z I(X;; Yy),

i€e[n]

(23)

where Y; is the perturbed value of X; attribute. We empirically
evaluate Total DIL using Pyitlib library.

Total CIL - Total correlation-induced information leakage quan-
tifies the sum of the CILs for each attribute. Total CIL indicates the
amount of unnecessary information leakage (inferable via correla-
tions) that happens in data reporting.

Total CIL = Z Z I(Xi; YilYe, Vi, ..., Vi),
ke[n] i€[n], i#k

(24)

where Y; is the perturbed value of X; attribute. We empirically
evaluate Total CIL using Pyitlib library.

MSE - In addition to the information-theoretic utility measure-
ment ‘Total DIL’, we use mean squared error (MSE) between actual
and reported data (i.e., deviation). In particular, MSE quantifies
the average deviation between the original and reported multidi-
mensional records over the population; hence, lower MSE indi-
cates better utility. This complements (10), where Utility(Xy) is
defined as an attribute-level expected utility, while MSE provides
a record-level average distortion measure. Let Jyym and Jeut be nu-
meric and categorical attribute sets. Here, n = |Joum| + |Jeat| as n
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Figure 4: Evaluating the effect of the coordination parameter « in (20) on CoP using a synthetic dataset with o = 0.5. Decreasing
a strengthens coordination between perturbed outputs, leading to higher redundancy across reports and lower Total CIL.

is total attribute count. Then MSE of i*” record can be computed
MSE; = (Zje]num Srum (Xij, Yij) + 2je oo Jear (Xijs yij)) /n, where

ﬁlum(xij:yij) = (xij - yij)2 and fcat(xij, yij) = 0if Xij = Yij and
Sear(xij, yij) = 1 otherwise. Then, MSE is

1
MSE = - Z MSE; ,
i€[R]

(25)

where R denotes the total number of records in the dataset.

5.1.5 Hyperparameters and Utility-Matrix Settings. Unless other-
wise stated, we use Ly, = 0.05 and PMIy, = 0.1 as the default
hyperparameters for constructing the dependency graph in the
main experiments. The sensitivity of these hyperparameters is eval-
uated in Section 5.3.2. For AM computation, we use a 0—1 loss matrix
for categorical attributes and an #-based loss matrix for discrete
numerical attributes.

5.1.6  Attribute-Inference Attack Models. Total CIL is an information-
theoretic metric that quantifies the additional privacy risk caused
by inter-attribute dependencies. To evaluate the practical impact of
this leakage, we perform attribute-inference attacks, where the ad-
versary attempts to infer the actual value of a target attribute from
a perturbed record. In our threat model, we assume a worst-case
adversary that knows the perturbation mechanism and the under-
lying data distribution, but does not observe the exact ground-truth
values of individual records.

LetX = (Xi,...,X,) beactual user record,andletY = (Yy,...,Y},)
be the perturbed output. For each target attribute k € [n], we train
an attacker gy : Y_i > Xj, where Y_j denotes all released attributes
except Y. Here, inference is primarily driven by inter-attribute de-
pendencies. During training, we split the datasets into a disjoint
training set and an evaluation set. We apply the mechanism to the
training records to obtain perturbed reports Y, and train g on pairs
(Yi, X)-

Attackers - We instantiate gi using two attackers: (i) a neural
TabTransformer-based attacker (Arrans) and (ii) a non-neural Maxi-
mum a Posteriori (MAP) attacker (Apap). See Appendix K for more
details.

Metric - We measure attribute-inference success using Macro-
F1 [34]. For each attribute X, k € [n], we compute the Macro-F1
score between the attacker’s prediction gi(Y_y) and the ground
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truth X, and then average across attributes.

1
Inference Accuracy = — Z MacroF1 (gx (Y_x), Xk).
n
Keln]

(26)

Lower ‘Inference Accuracy’ indicates stronger resistance to at-
tribute inference.
Next, we present the experimental results.

5.2 Effectiveness of Coordinated Perturbation

5.2.1 Impact of Coordinated Perturbation on CIL. First, we evalu-
ate the impact of coordinated perturbation on CIL. & (0 < & < 1)
in (20) controls the amount of impact on an attribute’s perturbed
value from already perturbed parent attributes—the strength of
coordination among attributes decreases as « increases. For the
evaluation, we use a synthetic dataset with o = 0.5 (average MI
between attributes = 0.9 bits). First, we evaluate MSE versus pri-
vacy budget ¢ with different & = {0.001,0.01,0.05,0.1,0.2,0.5, 1} as
shown in Figure 4a. As expected, changing « has a negligible effect
on the utility of the data as MSE is approximately equal across «
values. For further validation purposes, next we evaluate Total DIL
versus MSE, which represents the amount of direct information
leakage for given utility as depicted in Figure 4b. Since Total DIL
is approximately equal across a, CoP achieves coordinated pertur-
bation while retaining the utility-relevant information (i.e., direct
information release).

Next, we examine the Total CIL versus MSE across « values (Fig-
ure 4c). In this experiment, we vary the privacy budget, compute
the resulting MSE and CIL, and then plot CIL against MSE. As « is
reduced, the mechanism imposes stronger coordination among per-
turbed values. This increases the redundant information retained
between the perturbed outputs, thereby making their distribution
more closely aligned with the distribution of the original attributes.
Therefore, Total CIL decreases as « decreases. Thus, these observa-
tions empirically validate the claim in Section 3—calibrated coordi-
nation between perturbed outputs can mitigate CIL while retaining
utility-relevant information.

We further observe a non-monotonic relationship between To-
tal CIL and MSE. Total CIL increases at intermediate MSE levels,
but decreases when MSE becomes sufficiently large. At low MSE,
the perturbed outputs are already highly informative about the
true attributes, so leakage is dominated by direct disclosure, and
there is limited additional CIL. At intermediate noise levels, direct
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Figure 6: Total CIL vs MSE for real datasets.

information is partially reduced, while dependency information
remains exploitable, resulting in higher CIL. In contrast, when the
noise level is sufficiently high, both direct and dependency-based
information are suppressed, which reduces Total CIL.

5.2.2  Effect of Dependency Strength. Next, we evaluate the perfor-
mance of CoP under varying levels of inter-attribute dependency
using synthetic datasets. Specifically, we generate four datasets
with average mutual information values of 0.3 bits, 0.6 bits, 0.9 bits,
and 1.1 bits between attributes, corresponding to o € {2,1,0.5,0.1},
respectively (Figure 5).

The results show that CoP maintains low Total CIL across a
broad range of dependency strengths. In particular, the Total CIL of
the baseline mechanisms increases significantly as inter-attribute
correlation strengthens. In contrast, the Total CIL of CoP increases
only marginally with stronger attribute dependencies.

These results indicate that CoP becomes significantly advan-
tageous over existing mechanisms as the degree of inter-attribute
dependency increases.

5.2.3 Benchmark on Real Datasets. Next, we compare CoP against
baseline mechanisms on real datasets, as shown in Figure 6. Overall,
CoP consistently achieves lower CIL than the baselines across a
wide range of utility levels.

We also observe that, on the CVD dataset, the CIL of CoP is closer
to that of the baseline mechanisms (Figure 6d). This is expected
because only a small number of attributes in CVD exhibit strong
dependencies, which limits the extent to which coordinated pertur-
bation can mitigate CIL (See heatmap of pairwise MI, Figure 14d in
Appendix). This is consistent with our synthetic experiments, which
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showed that the advantage of CoP grows as dependency strength
increases (Section 5.2.2).

These results suggest that CoP is particularly effective on real
datasets with strong inter-attribute dependencies, while remaining
competitive even when attribute dependencies are weak.

5.2.4 Attribute-Inference Attacks. So far, we have evaluated the
reduction in CIL achieved by CoP through coordinated perturba-
tion. To evaluate the practical implications of this reduction, we
next conduct attribute-inference attacks on both synthetic and real
datasets.

We first study the effect of dependency strength using synthetic
datasets (Figure 7). The goal of this experiment is to examine how
attack success varies as inter-attribute dependency increases. As
expected, stronger dependencies lead to higher inference risk for
all mechanisms. However, CoP remains more resistant to attribute-
inference attacks, as the attacker achieves consistently lower infer-
ence accuracy than the baseline mechanisms.

Next, we evaluate inference accuracy vs MSE for the Gender
attribute in the CelebA dataset. Here, we use only the perturbed
data of correlated attributes as the attack input. This experiment
directly examines a natural concern for prior-knowledge-aware co-
ordinated perturbation: because Gender is strongly correlated with
other facial attributes, a mechanism that leverages dependency infor-
mation could, in principle, make the hidden target attribute easier to
infer from released correlated attributes. As shown in Figure 8, CoP
achieves the lowest attack success rate across a broad range of data
utility levels (0.1 < MSE < 0.4). Therefore, even in this challenging
high-correlation setting, CoP reduces the practical inferability of
the hidden target attribute relative to the baseline mechanisms.
This attack-based result is consistent with our information-theoretic
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Table 1: Inference attack accuracy under Ar,,,s and Ay ap across datasets. Lower is better.

Mechanism Adult CelebA KuaiRec CVD
ﬂTrans ﬂMAP ﬂTrans ﬂMAP ﬂTrans ﬂMAP &Z{Trans ﬂMAP
JRR 0.250 0.250 0.484 0.485 0.370 0.500 0.264 0.264
ITS 0.253 0.251 0.484 0.484 0.368 0.498 0.263 0.263
GRFpee=o3 0.263 0.265 0.504 0.503 0.601 0.550 0.270 0.266
GRFpce=o5 0.243 0.240 0.466 0.460 0.601 0.553 0.262 0.261
SPL 0.252 0.247 0.487 0.484 0.368 0.499 0.265 0.263
CoP (Ours) 0.234 0.230 0.451 0.447 0.312 0.289 0.249 0.251
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Figure 7: Attribute inference attacks on the synthetic datasets
over different attribute dependency levels for MSE = 0.1.

—— SPL
—<— JRR

—-—-

CoP
—— TS

GRF(THRpcc = 0.3)
—e— GRF(THRpcc = 0.5)

o
o
o
©

Inference Acc.
o
o

Inference Acc.
o
o

o
>
IN
i

(a) Arrans Attacker (b) Aprap Attacker

Figure 8: Attribute inference attack on learning gender at-
tribute in CelebA. Here, inference accuracy corresponds to
the MacroF1 score for Gender.

analysis, which shows that CoP reduces CIL by increasing redundant
information among perturbed attributes.

Finally, we conduct attribute-inference attacks on all real datasets
at MSE = 0.4. Table 1 reports the inference accuracy for each mecha-
nism. Across all settings, CoP achieves the lowest inference success,
indicating reduced vulnerability to attribute-inference attacks. Im-
portantly, these attack-based results are consistent with the reductions
in CIL observed in the earlier experiments.

5.3 Robustness and Practical Configuration

5.3.1 Evaluation Under Imperfect Prior Knowledge. We next eval-
uate the robustness of CoP under imperfect prior distributional
knowledge. To simulate imperfect priors, we estimate the distribu-
tion of the KuaiRec dataset using GRR [41] under different privacy
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Figure 9: Evaluating CoP under imperfect prior knowledge
for KuaiRec. (a) Total CIL vs TV. (b) Total CIL vs MSE of CoP
under imperfect prior knowledge with baselines.

budgets. Smaller privacy budgets introduce stronger perturbation,
resulting in larger deviations between the estimated and true dis-
tributions. We then use the estimated distributions to learn depen-
dencies and optimize the atomic mechanisms (AMs) of CoP, and
evaluate the resulting mechanism on the original dataset.

We quantify prior mismatch using total variation distance (TV)
between the true and estimated distributions. TV ranges from 0 to
1, where values close to 0 indicate similar distributions and values
close to 1 indicate substantial distributional mismatch.

Figure 9a shows Total CIL as a function of TV distance under
three MSE levels. As TV distance increases, Total CIL also increases,
since the prior distribution used for coordination becomes less
representative of the true dependency structure. Nevertheless, this
increase remains gradual, indicating that CoP is robust to moderate
prior uncertainty.

Figure 9b further compares CoP with the baseline mechanisms
under imperfect prior knowledge. The results show that CoP contin-
ues to achieve lower Total CIL than the baselines across noisy-prior
settings. This suggests that the proposed coordination strategy does
not rely on exact prior knowledge and remains effective even when
the available dependency information is imperfect. Overall, these re-
sults support the practical applicability of CoP in service-oriented data
collection scenarios where the prior distribution may be incomplete,
noisy, or estimated from limited historical data.

5.3.2  Sensitivity of CoP for hyperparameters Iy, and PMI,p,. Next,
we analyze the sensitivity of CoP for hyperparameters (i.e., I, and
PMI,p,). Increasing Iy, or PMILy, systematically prunes weak and
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Figure 10: Analyzing sensitivity of CoP for dependency graph
(DG) construction by varying I, and PMI,.
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Figure 11: Evaluating CoP over different error functions F(-)
for atomic mechanisms (AMs)—0 — 1 loss, #; loss, and ¢, loss—
on the synthetic dataset with o = 0.5. (a) Evaluate utility using
0 — 1 Loss assuming dataset contains categorical fields, and
(b) Evaluate utility using L, Loss assuming dataset contains
discrete fields.

noisy dependencies from the dependency graph (DG), retaining
only the most statistically significant edges. For example, on the
Synthetic dataset with o = 0.5 (average MI of 0.9 bits), increasing
Iy reduces the number of DG edges from 239 to 0.

To assess the mechanism’s sensitivity to these thresholds, we ex-
amine how Total CIL varies with the privacy budget ¢ across differ-
ent threshold settings, fixing one threshold at 0 while changing the
other (Figure 10). We observe a range where performance remains
stable: Total CIL remains tightly bounded and near-optimal over a
broad low-threshold regime (e.g., 0 < I,y < 0.2and 0 < PMIy,, < 1).
Total CIL begins to increase only when the thresholds become ex-
cessively large, at which point the DG loses the core informative
dependencies required for effective coordinated perturbation.

5.3.3  Sensitivity of CoP for distortion matrices (Eyy). As discussed
in Section 4.3, the AM can be optimized for different utility criteria
by changing the error function F(-) in (17). We evaluate CoP under
three standard error functions—0 — 1 loss, #; loss, and £, loss—to
examine how the choice of F(-) affects performance.

Figure 11 depicts loss versus privacy budget ¢ on the synthetic
dataset with o = 0.5. For categorical data, we evaluate utility using
0-1 loss, which is the most natural choice for categories (Figure 11a).
For discrete data, we evaluate utility using ¢, loss (Figure 11b).
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We observe that using F(-) = 0-1 loss yields the lowest error for
categorical data, whereas mechanisms optimized under ¢ and ¢,
loss perform better for discrete data. This is expected because the
AM is explicitly optimized with respect to the distortion matrix Ey,
which is constructed from the chosen error function F(+) (see (17)
and (19)).

5.3.4 Recommended defaults for hyperparameters and distortion
matrices. Based on our empirical sensitivity analysis, we recom-
mend default settings for the hyperparameters and distortion ma-
trices. Across the real datasets, the ranges 0 < Iy, < 0.1 and
0 < PMIy, < 1 yield nearly identical Total CIL. This indicates
that retaining all estimated dependency edges is unnecessary; fil-
tering weak edges provides structural regularization, maintaining
comparable CIL reduction while reducing the computational cost
of AM optimization. Thus, we recommend using values within
these ranges as a starting point and tuning them further to balance
computational cost and performance. In our experiments, we set
Lipy = 0.05 and PMIy,, = 0.1 by default. See Appendix M.3 for more
recommended defaults for distortion matrices.

5.4 Scalability

Detailed runtime and memory results are provided in Appendix M.2.
The results show that the main cost of CoP is the one-time offline
computation of the policy parameters ©, performed by the curator.
This stage is parallelizable and benefits substantially from increas-
ing the thread count. In contrast, the online user-side perturbation
step is lightweight, requiring only milliseconds per record after ©
has been computed. Hence, CoP is suitable for practical deployment
with offline calibration.

6 Discussion and Future Work

This section clarifies the modeling scope of CoP and discusses prac-
tical extensions to continuous domains, high-cardinality attributes,
and richer dependency structures.

Continuous and high-cardinality domains. Although CoP is
formulated for discrete attributes, it can be extended to continuous
domains through discretization or binning. The binning granular-
ity introduces a trade-off: finer bins preserve more information
about the original values, but increase the effective domain size,
perturbation-matrix size, optimization cost, and sample require-
ments for estimating conditional distributions. Thus, practical de-
ployments should choose the binning strategy by balancing utility,
statistical reliability, and computational cost.

Higher-order dependency modeling. CoP currently uses a single-
parent dependency graph to capture dependency pathways for
coordinated perturbation. In principle, CoP can be extended to mul-
tiple parents by replacing Z ; in (15) with Z 1, where Z ;. denotes
the conditional distribution of X} given the joint realization L of
its parent set pa(k). The perturbation procedure in Algorithm 5
would also need to be modified so that the atomic mechanism for
Xk is selected according to the perturbed outputs of all selected par-
ent attributes. Such an extension could capture richer dependency
structures and provide tighter control of CIL. However, the size of
the conditional distribution grows with the product of the parent-
domain sizes, increasing both estimation and optimization costs.
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Therefore, the single-parent graph provides a practical trade-off
between modeling accuracy, leakage control, and scalability.
Future directions. Extending CoP to better support continuous
and high-cardinality domains, as well as more expressive depen-
dency structures, is a promising direction for future work. In particu-
lar, adaptive discretization and sparse or bounded-order dependency
graphs could improve applicability while preserving computational
scalability.

7 Related Work

We review two relevant lines of work: (i) (L)DP and its information-
theoretic interpretations, and (ii) LDP mechanisms for multidimen-
sional correlated data.

7.1 (L)DP and Information-Theoretic Privacy

DP and LDP are standard privacy frameworks that overcome known
limitations of heuristic anonymization methods such as k-anonymity
and [-diversity [14, 42]. DP is typically used when a trusted curator
can add noise centrally, whereas LDP is preferred when the data
collector is untrusted and each user randomizes their data locally
before reporting [20, 46].

A complementary line of work studies privacy from an information-
theoretic perspective, connecting DP/LDP to quantities such as
mutual information, maximal leakage, and related channel-capacity
measures [9, 10, 26]. For instance, [10] derives information-leakage
bounds implied by DP, while [9] relates the privacy budget ¢ to
mutual information between a mechanism’s input and output. How-
ever, most of this literature focuses on central DP and does not ex-
plicitly analyze the correlation-induced information leakage caused
by inter-attribute dependencies under LDP [9, 10].

7.2 LDP Mechanisms in High-Dimensional Data

Multidimensional data often exhibit interdependencies, which can
increase privacy leakage [28]. In the LDP literature, four high-
level strategies are commonly used to handle multidimensional
data while mitigating correlation-induced privacy leakage: (i) split
the privacy budget among attributes, (ii) split the population, (iii)
dimensionality reduction techniques, and (iv) joint perturbation.
Split the Privacy Budget Across Attributes. A common ap-
proach is to divide the total privacy budget across attributes and
perturb each attribute separately. For example, SPL [41] often al-
locates the budget uniformly, which is simple but can be overly
conservative in correlated data because it effectively assumes worst-
case leakage. More recent work tightens privacy accounting by
incorporating prior knowledge (e.g., universal norms [30], public
datasets [3, 32], or information learned during data collection [43])
and analyzes leakage for multidimensional data under two-level
perturbation mechanisms such as GRR and OUE [6, 12]. However,
these methods focus on leakage accounting and budget allocation,
rather than explicitly designing the perturbation channel to mini-
mize CIL under utility constraints.

Split the Population. Instead of splitting the privacy budget, this
method splits the population into disjoint groups to sample differ-
ent attributes (e.g., random sampling (RS) [41], random sampling +
fake data (RS+FD) [2], etc.). Recent work proposes sampling-based
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mechanisms for statistical learning in high-dimensional data, such
as frequency estimation [41], and k-marginal estimation [36]. While
effective for aggregate estimation, these techniques are not appli-
cable to scenarios where we need valid unit-level user data, such
as collecting user data to provide a service (e.g., contextual bandit
recommender [47]).

Dimensionality Reduction. Another line of work reduces dimen-
sionality before perturbation, for example, by learning dependency
graphs using correlation metrics (e.g., LoPub [36], GRF [44]) or by
transforming data into coefficient spaces (e.g., Fourier, Hadamard,
or principal components) and adding calibrated DP noise to the
transformed coefficients [25, 40]. These methods can improve scal-
ability and utility for certain linear statistics, but they may struggle
with complex nonlinear dependencies and generally do not explic-
itly optimize against CIL.

Joint Perturbation. Joint mechanisms perturb multiple attributes
together to exploit structure and reduce noise. For example, PCKV [20]
perturbs the key first (using ¢;) and then perturbs the value (using
&) conditioned on the perturbed key, while JRR [31] jointly perturbs
multiple attributes and uses debiasing to improve aggregate estima-
tion. Although effective in their target settings, these mechanisms
are not readily generalizable to generic discrete multidimensional
records and typically do not incorporate prior knowledge as an
explicit component of mechanism design for reducing CIL.

Summary and Gap. Modern services often require collecting mul-
tidimensional user data for personalization and decision-making [39,
47]. Existing LDP approaches either use a partial user record (e.g.,
RS) or cannot mitigate CIL while preserving utility-relevant in-
formation. Moreover, prior knowledge is rarely incorporated as a
principled component of mechanism design for mitigating CIL.

Motivated by these gaps, we propose a prior-knowledge-aware
coordinated perturbation mechanism, CoP with information-theoretic
grounding to mitigate CIL while preserving utility-relevant infor-
mation.

8 Conclusion

Multidimensional user data is essential for many service-oriented
applications, but dependencies between attributes can introduce
CIL, leading to unintended disclosure beyond what is needed for
utility. Motivated by data minimization, we proposed CoP, a coor-
dinated perturbation mechanism that exploits prior dependency
information to mitigate CIL while preserving utility-relevant DIL.

We formulated CoP as an optimization-based policy design prob-
lem, proved its e-LDP guarantee, and showed that its atomic mecha-
nisms can be computed offline and efficiently deployed on the user
side. Through experiments on synthetic and real-world datasets, we
show that CoP reduces CIL across multiple settings. We also show
that CoP provides stronger resistance to MAP- and TabTransformer-
based attribute-inference attacks. At the same time, it maintains a
favorable privacy—utility trade-off compared with state-of-the-art
LDP baselines. Overall, these findings demonstrate that coordinated
perturbation with prior dependency awareness is a practical and
effective way to improve the privacy—utility trade-off for correlated
multidimensional data.
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B Proof of Theorems
B.1 Proof for Theorem 3.1

Proor. Using the chain rule in two ways,
I(Yos Yio Xie) = I(Yi; Yop) + I(Xp; Y-k | Yoo), (27)
T(Y_g; Yie, Xp) = I(Xges Yop) + T(Yes Yo | Xi). (28)
Equating the right-hand sides and rearranging
TG Yop Vi) = I Yoi) = 1(Yie; Yog) + I(Yies Yoie | Xe).-

This completes the proof. O

B.2 Proof for Theorem 3.2

Proor. Assume the Markov chain Xz — X_; — Y_i holds, i.e.,
P(Y_r| Xk, X_k) = p(Y_g|X_). This follows because each Y; is ob-
tained by independently perturbing X; for all i # k. Hence, by the
Markov property,

I(Xi; Yog|X k) = 0.
Using the chain rule in two ways,
I(Xp; X_je, Yop) = I(Xpe; Yoio) + I(Xpe; X_ge | Y_io),
I(Xp; X, Yoi) = I(Xp; Xoge) + T(Xpes Yope | X k) = I(Xis X))
Equating gives
I(Xi; Yop) = I(Xp; X)) — I( X X_g | Yop). (29)

Since I(Xk;X,k|Yfk) < H(X,kly,k) and H(X,kly,k) = H(X,k) -
I(X_k; Y_k), we obtain

I(Xis Yoi) 2 I( X X)) — HX ) + I(Xgs Yog). (30)
Equivalently, using the nonnegativity of MI,
I(X; Yor) = max {0, I(Xp; X—g) — H(X_g) + I(X_g; Y_p) }. (31)

For a fixed data distribution, the quantities I(Xy; X_x) and H(X_x)
are fixed. Moreover, the utility requirement for X_; imposes a lower
bound on I(X_g; Y_x) (i.e., DIL). Therefore, the minimum value of
I(Xk; Y_x) is lower bounded by the utility requirements of X_.
This completes the proof. ]
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B.3 Proof of Theorem 4.1

Intermediate results. First, we establish intermediate results:
Lemma B.1, Propositions B.2 and B.3 to prove Theorem 4.1.

LemMA B.1. The function f(x) defined as f(x) = 4L is mono-

asx+by
tonic. Specifically, f (x) is increasing with respect tox ifa;by—azby >
0, and f (x) is strictly decreasing with respect to x if a;b; —azb; < 0.

Proor. We have df;(;> = —‘Zii;gjfé
d >0 ;ifaiby, —ayb; >0,
Therefore, M H a2 =&
dx <0 ;otherwise.
This completes the proof of Lemma B.1. O

ProposITION B.2. LetC = (cy,...,ct) be a positive vector, and let
Cmax = Max; ¢; and cyin = min; ¢;. For fixed probability distributions

G=(g1,-..,9:) and G’ = (g}, ...,9;), define
S et Cigi
F(C,G,G') = el 99

2ielt] Ci9;

Then there exists a vector C € {Cmin, cmax }* such that
F(C,G,G’) = F(C,G,G").

Therefore, to compute the maximum value of F(C,G,G") over all
vectors C, it is sufficient to consider vectors whose entries take only
the boundary values cyin and cpmax.

Proor. We know that F(C,G,G’) = %,where cieCyg €
G,g; € G',0 < ¢;,gi,9; < 1;Vi € [t]. For any c;,g; and g}, we can
rewrite F(C,G,G’) as
cjgi+A

F(C,G,G) = ,
( ) cjg}+B

where A = ;e\ () ¢igi and B = ¥ e\ () €ig;- From Lemma B.1,
F(-) is a monotone function of ¢. The values of ¢ which maximizes
F(C,G,G’") can be determined as, ¢ = ciay if g;B — g}A > 0. Other-
wise ¢ = Crin-

Therefore, to compute the maximum value of F(C, G, G") over C,
it suffices to evaluate the function using a vector C which consists
only the boundary values ¢pmin, Cmax (i-€., C € {Cmin, Cmax }?).

This completes the proof of Proposition B.2. O

ProrosITION B.3. Let C = (cy,. .
ing

., ¢t) be a positive vector satisfy-

ci <ecj, Vi jel[t], e>0,

and let cayx = max; ¢; and cpin = min; ¢;. Let G = (g1,...,9g:) and
G' =(g},...,9;) be probability distributions over the same alphabet,

ie.,
9,920 D gi= ) gi=1
i€[t]

i€[t]
Then, for a given function
Cmin Zie[f]\s gi * Cmax Zjes 9gj

I(Cmin» Cmax» S, G, G') = '
min> Cmax Crnin Zie[t]\s g: + Crmax ZjES g_’/

Cmax and Cpin SAtisfy Cmax = €°Cmin at the maximum of I(+) over all
vectors C and subsets S.


https://doi.org/10.1016/j.csi.2023.103827
https://doi.org/10.1016/j.csi.2023.103827
https://github.com/SandaruJayawardana/CoP-artifacts-PETS
https://github.com/SandaruJayawardana/CoP-artifacts-PETS
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Figure 12: Markov chain relationship between variables for
analyzing privacy leakage of X;.

ProoF. Since ¢; < ecj; Vi, j € [t], we have cpax < €“Crmin.
Therefore, we can write Cpax as Cax = Kk Cmin USING Cmin, Where
k € (1,€°]. Then I(¢min, Cmax, G, G”) can be written in the form of
I(Cmin, S, k, G, G/) as
Cmin 2ie[t|\s 9i + KCmin Djes gj
Cmin Zie[t]\S g; + kemin ZjES !]} '
Letustake A =3 ;c5 gjand B = ¥ jc5 g} Weknow that 3¢ 1)\s gi+
2 jes 9j = 1 because it is a summation of a probability distribution.

Then we have ¥ ;c[;\s gi = 1 — A. In the same way we can write
2ie[t)\s 9; = 1 — B. Then we can write (32) as

Cmin(l - A) + (kcmin)A
Cmin(1 - B) + (kcmin)B '
N (Cmins, k, A, B) is monotone over k. From Lemma B.1, we can max-
imize N(-) by setting k as, k = e® if A — B > 0. Otherwise k = 1.
However, foranya € Aandb € B,a<b = N(k,ab) <1
anda > b = N(-) > 1. Since we can change a and b by varying
S, we can always set a > b to maximize N(-). Therefore, A— B > 0
at the maximum N(-), and k should be k = e®.
Therefore, at the maximum I(-) the coefficients satisfy cpax =
€’ Cmin- This completes the proof of Proposition B.3. O

I(.) =

(32)

N(cmin, k, A B) =

Proof of Theorem 4.1.

Proor. Next, let us move to the proof of Theorem 4.1. First,
we prove this theorem for a simple three-attribute scenario (i.e.,
X1, X3, X3) and later generalize the results to n attributes.

We assume that X is correlated with X, and Xs. Then, privacy
leakage of Xi, Ly, is given by,

(Y1, Y2, ys|x1)
sup —_

In =,
y1€Y1, Y2€, ys€ Vs, X1,x{€X1p(y1’ Y2, y3|x1)

Ly,

3 3 P (Y1,Y2,Y3,x1,X2,X3)
szXg x3€X3

= sup In (1) (33)
- ’ >
y1€Y, Y2€hs, Y3, x1.x €X) szez\’z Zx3€X3 p—(yl’yzl;?i’,x)vx%x3>

1

based on Definition 2.1.

Suppose the dependency graph of CoP is X3 — X; — X;. Then,
we can build Markov chain dependencies between variables to
analyze the leakage of X; as shown in Figure 12. Here, Y1, Y5, Y3
and M, Mj, M3 denote the perturbed outputs and perturbation
mechanisms (i.e., AMs) of Xi, X, and X3 respectively. Since we
want to analyze the privacy leakage of X (i.e., Lx,), we create a
Markov relationship X; — X, and X; — Xj;. Also, we have Markov
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relationships Y3 — Y, and Y, — Y; as CoP performs coordinated

perturbation by following the dependency graph.
Y1y, 1(43 X1X2X3)
X

DixseXy LixseXs p(yglxs)p(yz|y3,xZ)p(ylIyz,x1)p(X3|x1)p(xz|x1)
P11y, 1) Xxyex, P(Y2lys, x2)p(x2lx1) Zisex, P(Y3l23)p (3 |x1).
Therefore, substituting this result into (33), we have

P2 (y1ly2, x1)

Then, from Markov chain, we have 3, c x, Yix;cxs

Lx, = sup (In  sup
' x1,x7€X1 y1eY, yzeyzp(yllyz’x{)
,%2)p (2] x
fin sup Yy X, P(Y2lys, x2)p (x2|x1) (34)

yreh, yseds uxse Xy P(Y2]Y3, X2)p (x2|x])
+1n sup 2ixseXs P(Y3|x3)p(x3]x1)
yge%ZX3EX3P(y3|x3)P(x3|x{) ’

Next, let us consider each term on the RHS of (34).
pyily2.xy)
p(ylyz.x)) *

e Term In sup
yi€Y, y2€Y,
Here,

nedh, ye, P(Y1ly2, X7)
as it denotes the privacy leakage of X;’s AM when perturbed output

of X,, ¥, = y, (because each AM guarantees e-LDP).
ZixgeXy P(Y2lys.x2)p(xalxr)
Dixpex, P(Y2lys,x2)p(xalx))

In <e (35)

eTermIn  sup

Y26, y3€M3
Next, let us consider the term

DX, P(Y2lys, x2)p (x2|x1)

sup
Y260, Y3€ Y3 ngEXz P(yz |y3, XZ)P(XZ |x1)
Suppose Xz = {x31,..., %24} be the alphabet of the attribute X;
with |X;| = t;. Then, we can define terms p(y2|ys, x2), p(x2]|x1),
plxalx)), x2 € Xo, Yo € Yo, x1,x; € Xj in vector forms as
(P(Y2lys x21), - -, p(Y2lys, x21,)), Gox1 = (p(xzilx1),...s

p(xzs,1x1)), Gé’l = (p(xz11x7), ..., p(x2,1,|x7)). Then, we can write
(36) as shown in (37) with removing In.

(36)

In

CcrG
F(C,G,G')=  sup = (37)
26X, y3€M3 c Gz,l
Then, we can formulate (37) as a maximization problem as

imize F(C,Gy;,G},) C'Ga
maximize ,Ga.1, =—
xe S e

’ (38)

c<e VYe,ceC

0<c<1 VeceC

subject to e-LDP constraints,

probability constraints.
From Proposition B.2, the maximum of F(-) is given by C €

{Cmins Cmax }12. Here, ciin = min(C) and c,uqx = max(C). Then, we

can be simplify F(-) as I(cmin, Cmax> G, G"), where

Cmin Dic[]\s Ji + Cmax X jes 9j

I(C in> C ,S,G,G,): '
mins Cmax Crmin Zie[tg]\sg;_‘_c"’“x Zjesg}

(39)

Here, S C [t;] denotes the elements associate with c¢pqy.

Next, we can show that the maximum of I(-) is given when
Cmax = €“2Cmin using Proposition B.3. Therefore,
Cmin 2ie[t]\s Ji t Cmax X jes 9j
Cmin Zie[tz]\S g; + Cmax ZjeS g}
_ 2ie[p©\s9i + €7 Xjes gj

Die[n)\s 9; + €% Ljes 9]

I() =
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Let Cy5 € {1,e®2}"2. Then,

I() = =——. 41
) o, (41)
ZixyeXy P(Y2lys.x2)p(xalx1) .
YxyeXy P(Y2ly3.x2)p(xzx]) is bounded by

Therefore,In  sup

Y2€Yz, Y3€Y3
T
Cl,ZGZ-l

T ~r
Cl,ZGZ,l

< maxlIn (42)

Ci2

ZxzeXs P(y3lxs)p(xslxn)
Yixzexs P(yslx3)p(xslx]) *

e Term In sup
yseds
Similarly, we can simplify the term

In su Zx3ex3 P(y3lx3)p(x3lx1)
ysedts ZxseXs P(Y31x3)p(xs]x])

as it has a similar form compared to the term (36). Then,

Dixsexs P(yslx3)p(xslxr)
In sup

<
yses 2x3e(\’3 p(y3IX3)p(X3IX{)
(43)

Therefore, from (34), (35), (42) and (43), Lx, can be written as

C1,Gi

T ~r
Cl,]'stl

In

Jjel3], j#1

Here, C;; € {1,e%}%, and t; = |X;| for all j € [3], j # 1. More-
over, we can easily show that the longest Markov chain gives the
maximum leakage. In the worst case, it includes all the attributes.
Therefore, the generalized privacy leakage of any attribute X; € X
is given by

LX1 <&+ (44)

max
x1,x]€X1, Cj, jE€[3], j#1

CiiCia
LXi <&+ i max. o In T A (45)
xi,x€X;, Cij, je[n], J#lje[n]) i#j Lj g
cr' Gy
Moreover, we know that C;; € {1,e}" and In CITJGi < g
L] 1
Therefore, maximum privacy leakage is given by,
LXi <&+ Z £ = Z & (46)
jeln], i#j i€[n]
This completes the proof of Theorem 4.1. ]

C Simplifying the LDP Constraints in (19)

We have simplified the LDP constraints by adopting the (utility-
aligned) diagonal-dominance condition. Here, we assume that for
each output symbol y, the maximum of Q(y|x) over inputs is at-
tained at x = y. This is a reasonable assumption as the utility of
perturbed data is maximized when x = y (i.e., lowest deviation).
Therefore,

Q(Yk = alXg = a) = Q(Yk = a|Xi = a), (47)

for all a,a’ € Xi>. Under (47), to guarantee Q(-|a) =X eQ(-|a’)
in (19), it suffices to bound the max-to-min ratio for each fixed

3We use (47) as a utility-aligned structural assumption (the truthful output is most
likely).
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Figure 13: Relationship between realization-level PMI before
and after local perturbation on (a) CelebA and (b) Adult. For
a fixed realization x; and varying symbols a € Aj, each point
compares pmi(Xy = xx; X; = a) with pmi(Xy = xx;Y; = a). The
positive trend indicates that symbol-level dependency signals
in the original data tend to persist after local perturbation.
Here, X is perturbed with GRR mechanism at ¢ = 5.

a € Xi. Thus, the sufficient set of inequalities is

Va,a' € Xy,
Va,a’ € Xg.

Q(ala) < €*Q(ald’),
Q(ala) > Q(ala’),

C.1 Realization-Level Information Leakage

In our preliminary analysis, we study whether symbol-level de-
pendency patterns persist after local perturbation. Specifically, we
compare the PMI between original attribute values and the PMI
between an original attribute value and the perturbed values of
correlated attributes.

Let X; and X; be two correlated attributes, and let Y; and Y;
denote their locally perturbed outputs, respectively. We assume
a domain-preserving LDP mechanism, so that Xj, Y, € Ay and
X1, Y; € Aj share the same alphabets.

For a fixed realization x; € Ay and for each symbol a € A, we
compare

pmi(Xy =x5;X; =a) and pmi(Xg =xx;Y; =a). (45)

Figure 13 plots these quantities for the CelebA and Adult datasets.
Each point corresponds to one symbol a € A;. We observe a clear
positive association between the two quantities: symbols that are
strongly associated with Xy = xj before perturbation tend to remain
relatively informative after perturbation as well. In particular, when
pmi(Xx = xx; X; = a) is large, pmi(Xy = xx; Y; = a) also tends to
be large.

This observation suggests that realizations with high PMI can
reveal more information even after perturbation. On the other hand,
if a realization has a low PM], its potential information leakage is
small. Therefore, we can identify realizations with high potential
for CIL by comparing PMI against a threshold.

D Algorithm: Generating the Dependency
Graph

Algorithm 1 summarizes the DG computational procedure.
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Algorithm 1 Compute dependency graph (DG).

Input:
Px,x; Vij€|[n], i#]. > Joint distributions.
Ly, PMIy,, > Hyperparameters (i.e., MI and PMI thresholds).
1 E > A dictionary to keep edge information of attributes.
2 forall X;,X; i,je[n], i# jdo > All possible attributes.
3 I « Compute I(X;; X;) using Eq. (3).

4 foralll € X;, k€ X;do

5: i < Compute pmi(X; = [;X; = k) using Eq. (6).
6: if i > PMI;, and I > I;j, then

7 E[X, ] « X;

8 end if

9: end for

10: end for
11: return E

E Algorithm: Computing Privacy Leakage of
CoP

Next, we propose Algorithm 2 to compute a tight upper bound for
the privacy leakage of CoP using Theorem 4.1. This algorithm first
selects an attribute (i.e., Xj) at line 2 and traverses all possible real-
ization pairs (x, x") over the alphabet of Xj. at line 3. Next, we load
the vectors G and G’ and compute the element-wise ratio G @ G’.
We then sort these ratios in descending order and store the result-
ing vector in Q (Lines 6-7). In line 8, we introduce two variables
Aand B to keep 3} jcs gj and 3 e g, respectively. According to

CCTTg, for selected G, G’, we should
add g, g’ to A, B, respectively, if gi, > %
update A and B by checking the ratio gl, by traversing the Q vector
as in lines 9-13. Next, the computed leakage is aggregated into
lsum at line 14, which maintains the total leakage for the selected
x,x" € Xi. Next, we repeat the calculation for the next neighboring
attribute. /4y keeps the maximum leakage over all attributes at

line 16.

the Lemma. E.1, to maximize

. Therefore, we

Time Complexity Analysis. Time complexity for computing
privacy leakage is O(n?t®logt) since for-loop at line 2 have O(t?)
time complexity and computing leakage for selected G, G’ (lines 5-
15) has time complexity of O(tlogt) because of the sorting G @ G’
step (e.g., merge sort). Here, n and ¢ denote the attribute count and
the alphabet size, respectively.

LEMMA E.1. Let0 < A, B,g’ <1, and e® > 1. Then,

1+ AA

1+ (A+0g)A 1+ AL
o=z —.
1+ BA

— >
1+(B+g)A 1+BA ~

Here, A = (e — 1).

Proor. Let us take A as follows,

1+ (A+og)(ef=1) 1+A(ef—1)

T 1+ (B+g)(ef—1) 1+B(ef-1)
_g(ef=1)(c+0oB(ef —1)—1-A(e - 1))
1+ (B+¢)(ef—1)) (1+B(ef - 1))

(50)
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Since the denominator and ¢’ (e® — 1) are always positive, the sign
of A only depends on (o + 0B(e® — 1) — 1 — A(e® — 1)). Therefore,

{20
A
<0

;ifo+oB(ef —1) —1—A(ef — 1) > 0,

. (51)
; otherwise.

Ifo+oB(ef—1)—1—-A(e—1) > 0, we have o > %.

1+(A+og’) (ef—1) 1+A(ef-1) 1+A(ef-1) .
s T+ (Brg) (=) ~ T#B(er—) 2 0 & 0 = jyp(ee—y)- [his

completes the proof. O

Therefore,

we have

Algorithm 2 Compute privacy leakage of CoP.

Input:
Px,x; Vi,j € [n], i # . > Joint distributions.
I3 > Per-attribute privacy budget.

: lmax — —0©
: forall k € [n] do
for all x, x" € X,
lsum <0
foralli e [n]\ {k} do
G «— P(X;|Xy =x), G’ «— P(X;|Xy =x")
Q «sort(Go G’) > Descending order of
element-wise ratios.

> Variable to keep the maximum leakage.

x # x" do

NSk

8: A B« 0 > Variables to keep the summations.
9: for allg € Q do

10: if g > % then

11: A«— A+gB« B+g v Here,gandg are

the element of G and G’ corresponds to q.

12: end if

13: end for

14 lyum — lsum + I {15 A3

15: end for

16: lmax — max{lmax’ lsum}

17: end for

18: end for

19: return L,

F Algorithm: Calibrating Privacy Budgets for
CoP

Privacy budget calibration is a common approach for allocating a
per-attribute privacy budget and maximizing utility under given
privacy parameters in multidimensional spaces. Given a target
per-attribute privacy leakage cap ¢, the goal is to find the largest
per-attribute budgets ¢; such that the privacy leakage of every
attribute satisfies < e. We develop Algorithm 3 to calibrate privacy
budgets in CoP. Here, we assume that each attribute is perturbed
with a single privacy budget.

From naive privacy budget splitting (SPL), we know that the pri-
vacy budget of each attribute should be > ¢/n. Moreover, according
to Theorem (4.1), privacy leakage of each attribute monotonically
increases with its privacy budget. Therefore, we start the privacy
budget of each attribute with ¢/n (line 1) and increase é iteratively
until the privacy leakage of any attribute equals ¢ (lines 3-11).

Time Complexity Analysis - The privacy leakage analy-
ﬂ) (while-loop at

sis (Algorithm 2) repeats at maximum of (—;
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line 3). Therefore, time complexity for calibrating per-attribute pri-

243
vacy budget is O(%}Ogt) as each iteration has time complexity

O(n?t*logt).

Algorithm 3 Compute per-attribute privacy budgets for CoP.

Input:
Px,x; Vi, j € [n], i # j. > Joint distributions.
g € > Privacy budget and Step size.
1: € «—¢/n > Assign initial privacy budgets using naive privacy
budget method SPL.
2: isOptimized < False > To keep calibration status.
3: while not(isOptimized) do
4: L « Compute leakage using Algorithm 2 for é.
5: if L < ¢ then
6: Ee—i+e
7 else > it" privacy budget is optimized.
8 isOptimized < True
9: Break
10: end if
11: end while
12: return é

G Algorithm: Computing Policy Parameters ©
Algorithm 4 computes policy parameters © of CoP.

Algorithm 4 Compute CoP.

Input:
Px,x; Vi.je[n], i#] > Joint distributions.
Lipy, PMLp, > Hyperparameters for DG generation.
€ > Privacy budget.
1: E « Compute DG using Algorithm 1 for Py, x; Vi, j € [n], i #
j and I;,, and PMI,p,.
2. (é1,...,&,) < Calibrate attributes’ privacy budgets using Al-
gorithm 3 for Px; x; Vi, j € [n], i # jand e.

3 M, > To keep computed AMs corresponding to DG.

4: M, > To keep computed AMs for each attribute as starting node.

s: foralle € E do > Visit every edges.

6: M, [e] « Compute AM for e by solving LP in Eq. (19).

7. end for

8: for all X;, i € [n] do > Visit all attributes.

9: M, [X;] « Compute AM for X; by solving LP in Eq. (19).
Here, Z is a uniform distribution.

10: end for

11: returnE, (eq,---,¢e,), Me, M,

H Algorithm: Perturbing Using CoP

Algorithm 5 summarizes the perturbation procedure of CoP.

I Why Stochastic Traversal is Important in the
Dependency Graph

A fixed traversal perturbs attributes in the same order for every
record, which introduces a systematic order bias: attributes per-
turbed earlier can consistently influence those perturbed later, while
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Algorithm 5 Perturbation using CoP.

Input:
X1, .., Xn
M, M, E
E1s...5€&n
: SA — {Xl,..
Sp < {}

> Actual attributes’ values.
> AMs and dependency structure of CoP.
> Privacy budgets of each attribute.
> Keep unvisited attributes.
> Keep perturbed attributes.
Y —{} > A map variable to keep perturbed values.
: while |S4| > 0do > Check whether all attributes are visited.
X « Randomly select attribute from Sa.
Y, [X] « Perturbed using M, [X].
Sp.add(f(). > Add X to the perturbed set.
forall X’ € 5, NS4 do > Visit unvisited perturbed
attributes.
9: I Y, [X']. > Get perturbed value of X'.
10: forall X € neighbours(X’,1) \ S, do > Visit all
unperturbed child nodes of X.
11: Y, [X] « Perturbed using M, [X, I].
12: Sp.add(X). > Add X to perturbed set.
13: end for
14: Sa.remove(X’).
15: end for
16: end while
17: Y « order(values of Yy,). > Order the perturbed value w.r.t. X.
18: return Y

- Xn}

[ I - S B N R

> Remove X’ from unvisited set.

later attributes never influence earlier ones. As a result, the privacy
and utility impacts may become uneven across attributes, with some
receiving a persistent advantage or disadvantage solely because of
their position in the traversal order.

Stochastic traversal mitigates this issue by randomizing the
dependency-consistent perturbation order across records, ensuring
that no single attribute is always processed in the same position.
This reduces sensitivity to an arbitrary fixed ordering, distributes
coordination effects more evenly across attributes, and makes the
resulting leakage structure less deterministic.

J Summary of Datasets

Table 2 provides a summary of the datasets used in our experiments.

Table 2: Summary of datasets used in experiments.

Dataset #Samples  #Attr.  Alphabet Notes
CelebA [32] > 200K 40 2 facial attributes
Adult [3] > 45K 12 2-41  income survey
KuaiRec [17] > 10K 50 2-40 Kuaishou logs
CVD [37] > 68K 12 2-22 health survey
Synthetic 100K 5 10 -

K Attribute Inference Attackers

TabTransformer attacker. We model a strong learned adversary
using TabTransformer, which embeds each released categorical
attribute as a token and applies a Transformer encoder to capture



Proceedings on Privacy Enhancing Technologies 2026(4)

°
®

5
°
&

IIW pazijewioN
Attribute
9 7
N IN P;Z!IEWJON

11

°
°

9 11

1 3 5 7
Attribute

(a) CelebA Dataset

(b) Adult Dataset

Jayawardana et al.

-10

—
©
—
=
S
g
AN
Qo
TR
=
< m
©
o«
—
<
©
<

IW pazijewoN
Attribute
IW pazijeuwioN

1 6 1116 21 26 31 36 41 46
Attribute

1 3

9 11

5 7
Attribute

(c) KuaiRec Dataset (d) CVD Dataset

Figure 14: Pairwise mutual information in real datasets.

cross-attribute interactions, followed by a multi-class softmax head
for predicting X; [22]. We train a separate attacker g; for each target
attribute using auxiliary pairs (Y_ j»X;) and report the attribute-
averaged Macro-F1. We train for 10 epochs and select a batch size
of 16384.

MAP attacker. We also consider a maximum-a-posteriori (MAP)
attacker that learns a posterior model directly from auxiliary data,
without requiring an explicit analytic model of the perturbation
channel. Given auxiliary pairs, we estimate ﬁ(X g [Y_ ;j) and predict

X = argmaxﬁ(Xj :a|§~(,j).
a

In practice, we realize this rule using a smoothed categorical naive
Bayes model trained on perturbed reports and true labels [33],
following the standard auxiliary-data threat model for attribute
inference [24].

Macro-F1. Macro-F1 is the unweighted mean of the per-class F;
scores (one-vs-rest), giving equal weight to each class

1 2P.R,
MacroF1l = — Z ce
|C| ceC

P.+R.’
Here, Pc and Rc are the precision and recall for class C.

L Pairwise Mutual Information in Real Datasets

Figure 14 depicts pairwise normalized mutual information between
attributes of the real datasets.

M Additional Experimental Results
M.1 Utility-Privacy Trade-off

Figure 15a reports the MSE of CoP and the baseline mechanisms on
the CVD dataset under different privacy budgets. We observe that
CoP achieves lower MSE than ITS, SPL, and JRR across the con-
sidered privacy-budget range. However, GRF achieves lower MSE
than CoP at the same privacy budget ¢. This result should not be
interpreted from MSE alone, because GRF also incurs substantially
larger measured privacy leakage, as shown in Figure 15b.

Here, measured privacy leakage refers to the worst-case log-
likelihood ratio between output distributions induced by different
input values, analogous to the LDP definition. The measured pri-
vacy leakage of the baselines is computed using the theoretical
privacy-leakage analysis in [6], while the privacy leakage of CoP is
computed using Algorithm 2. Unlike the privacy budget, which is
usually a design parameter, measured privacy leakage reflects the
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resulting privacy exposure after accounting for attribute dependen-
cies.

To compare the mechanisms more directly, Figure 15c¢ reports
MSE as a function of measured privacy leakage. This view shows
that the lower MSE of GRF comes at the cost of substantially higher
privacy leakage. This is expected because GRF uses dependency
measures such as PCC or MI to approximate correlated attributes
and improve utility, but it does not explicitly characterize the pri-
vacy leakage induced by such correlations. As a result, GRF can
incur larger measured privacy leakage for a given privacy budget.
In contrast, CoP may have a higher MSE than GRF at a fixed privacy
budget. However, for a given level of measured privacy leakage, CoP
achieves lower MSE, indicating a better privacy-utility trade-off.

We also observe that the privacy leakage of CoP and ITS closely
follows the allocated privacy budget, as shown in Figure 15b. In
contrast, SPL and JRR show lower measured leakage because their
perturbation strategies are more conservative in this setting.

Overall, CoP achieves a more favorable privacy-utility trade-
off by maintaining lower MSE levels for a given level of privacy
leakage.

M.2 Empirical Time and Space Analysis

Table 3 summarizes the empirical run time and memory (Python
object size) for each dataset. tgenerarion denotes the run time of com-
puting policy parameters © of CoP and this is multi-threadable
computation. Increasing the thread count (TC) can significantly
reduce run time. Specifically, CoP is computed one-time offline by
the curator (server). In terms of storage requirements, the memory
needed to store the AMs is small for all datasets except KuaiRec.
The larger memory allocation for KuaiRec is due to its higher di-
mensionality and larger per-attribute alphabet sizes, which increase
the dataset’s size and the number of optimized AMs.

After computing policy parameters © of CoP perturbation e, surp
(at user-level) takes only milliseconds to generate the perturbed
output. These results indicate the feasibility of deploying CoP in
real-world applications.

M.3 Recommended Defaults for Distortion
Matrices

For the distortion matrices, we select loss functions according to
the attribute type. For categorical attributes, we use 0-1 loss, since
categories generally have no natural ordering and all incorrect
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Table 3: Runtime and Memory Analysis. Here, TC denotes the number of threads.

Dataset | # of Attributes | Per-attribute | tgenerarion (Min) | tpersury (s€C) ‘ Space (MB)
alphabet size | TC=1 TC =10 TC =

CelebA 40 2 0.26 0.042 0.00021 1.33

Adult 12 11.16 3.53 1.04 0.0012 1.91

KuaiRec 50 13.74 82.5 14.63 0.0074 208.8

CVD 12 8.16 0.11 0.093 0.00010 0.69

reports can be treated equally. For discrete numerical attributes, we
use £, loss, since the magnitude of the error is meaningful and larger
deviations should incur higher loss. Thus, the distortion matrix
captures the task-relevant notion of distortion: exact matching for
categorical attributes and distance-aware accuracy for numerical
attributes. Other task-specific distortion matrices can also be used
when the application requires a different distortion model, such as
ordinal loss for ordered categories or weighted loss for errors with
different service-level impacts.
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