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Abstract

In this paper, we introduce Poppy, a novel suite of privacy-preserving
algorithms designed for computing spectral centrality measures
over graphs distributed across mutually distrustful data centers.
Poppry is the first approach that achieves together generality, ac-
curacy, and scalability with respect to the number of participants.
Porpy uses the CKKS fully homomorphic encryption scheme to
support the arithmetic division operation over ciphertexts. Porpy
consists of three variants: Poppyg, optimized for sparse graphs using
SIMD operations; PoPPYp, tailored for dense graphs through effi-
cient encrypted matrix-vector multiplication; and Poppyg, a hybrid
between Poppyg and Poppyp for coping with contexts involving a
large number of remote nodes. In addition to its core algorithms,
PopPY comes with a pruning strategy based on a new notion of node
equivalence called INC-equivalence. Pruning is indeed of utmost
importance when using fully homomorphic encryption in order
to minimize the number of encrypted operations performed. The
INC-equivalence notion allows us to eliminate redundant nodes
efficiently and without any impact on the accuracy of the central-
ity scores. Our comprehensive theoretical analysis and empirical
evaluation on real-world and synthetic datasets demonstrate that
Porpy achieves together generality, accuracy, and scalability.
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1 Introduction

Graph data structures, which model entities and their relationships,
are pervasive [44, 47]. A significant number of graphs contain
personal data and are commonly partitioned across multiple data
centers due to performance requirements, compliance with privacy
regulations, or contractual terms. For example, financial transaction
graphs are often distributed across various banks or other financial
institutions. Large-scale social networks like Facebook or Twitter
(X) are managed by a single entity but both the infrastructures
that store the graph and the related individuals are geographically
distributed. As a result, computing global graph analytics over
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these distributed graphs poses major privacy challenges. When
data is held by mutually distrustful parties (e.g., competing financial
institutions), sharing personal data is restricted by legal, contractual
or reputational constraints. Even within a single organization, data
protection laws like the GDPR (EU) or the CCPA (California) may
impose conflicting restrictions on cross-border data transfers. A
striking example is the €1.2 billion fine imposed on Meta IE in 2023
for transferring EU user data to the USA.

In this work, we focus on spectral centrality measures, which
quantify the relative importance of nodes in a graph. Such measures
are widely used in applications like fake news mitigation, disease
spread modeling [21], and financial fraud detection'. They are typ-
ically computed from the dominant eigenvectors of the graph’s
adjacency matrix and include metrics such as Eigenvector Central-
ity [13], PageRank [14], Katz [32], HITS [34] and SALSA [38]. De-
spite their widespread use, securely and efficiently computing these
measures in a distributed setting remains challenging. In particular,
prior work exhibits notable limitations. First, algorithms based on
differential privacy (e.g., [51]) can support common spectral central-
ity measures but might strongly degrade the accuracy due to noise
injection. Second, algorithms based on additively homomorphic en-
cryption (e.g., [45]) are more accurate but they are restricted to a
few spectral centrality measures because they only support addi-
tions and scalar multiplications. Third, algorithms based on secure
multi-party computation protocols (e.g., [5, 50]) do not scale with the
number of participants. Finally, works focusing on outsourcing the
graph to an untrusted server (e.g., [37, 40, 46, 49]) do not address
the core problems of secure distributed computation of spectral
centrality measures. Trusted Execution Environments (TEEs) have
also been proposed to support privacy-preserving graph analyt-
ics by isolating computations in hardware-protected enclaves [19].
However, TEEs rely on strong hardware trust assumptions and
have been shown to be vulnerable to various side-channel and mi-
croarchitectural attacks [16], which may limit their applicability in
highly adversarial multi-party settings.

To circumvent these limitations, we propose Poppy?, a suite of
algorithms for computing spectral centrality measures over graphs
partitioned among mutually distrustful participants. POPPY is the
first approach that achieves together full generality (it is not re-
stricted to any single spectral centrality measure), accuracy (it
introduces much less noise than differentially private algorithms),

Uhttps://www.oracle.com/financial-services/aml-financial- crime- compliance/graph-
analytics-powers-the-game/
2Poppy means POppy Provides Privacy to centralitY measures computation.
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and scalability with the number of participants. The key enabler
brought by PoPpY is the support of the arithmetic division opera-
tion thanks to the use of the CKKS fully homomorphic encryption
scheme [18]. CKKS indeed supports approximate arithmetics over
encrypted data (e.g., additions, multiplications, divisions). Fully
homomorphic encryption schemes are well-known for their large
space and time overheads that make it challenging to achieve af-
fordable performances, even for small-sized graphs. In particular,
the dominant “think-as-a-vertex” graph processing paradigm leads
to prohibitive costs when using fully homomorphic encryption, as
shown in our experiments. PoPpY is the result of a deep and careful
redesign of both data structures and graph processing algorithms.

Poppy comes in three variants. The first variant, Poppys, lever-
ages the SIMD capabilities of CKKS to process multiple centrality
scores within a single ciphertext, significantly reducing the num-
ber of ciphertexts required. It is particularly well suited to sparse
graphs with low in-degrees. The second variant, Porpyp, reformu-
lates the computation as a matrix-vector product, thereby reducing
the number of costly homomorphic rotations. This makes Porpyp
more suitable for denser graphs with a limited number of remote
nodes. The third variant, Poppyy, combines ideas from Porpyg
and Poppyp by reducing the matrix dimension used in Poppyp.
Like Poppyp, it handles denser graphs well, but it performs better
when the number of remote nodes is large. In addition to these
core algorithms, Poppy includes a pruning strategy based on a
new notion of node equivalence called INC-equivalence. Pruning is
crucial when using fully homomorphic encryption in order to min-
imize encrypted operations. INC-equivalence enables us to remove
redundant nodes efficiently without affecting the accuracy of the
centrality scores.

Our main contributions are the following:

e We propose PoPPy, a suite of fully homomorphic encryp-
tion-based algorithms for computing spectral centrality mea-
sures over partitioned graphs held by mutually distrustful
data centers. Poppy achieves generality, accuracy, and scala-
bility. For concreteness, we instantiate Poppy with PageRank.
The three PoppY variants offer complementary trade-offs and
adapt to different graph topologies.

e We introduce a new structural equivalence relation, INC-

equivalence, and a corresponding pruning algorithm, PINC,

that reduces the number of nodes without affecting centrality
scores. We prove that INC-equivalence generalizes graph
orbits [23] and that PINC is complete and sound.

We prove the security of all Poppy variants in the honest-but-

curious model under the standard simulatability paradigm,

and we analyze their asymptotic complexities.

e We provide an extensive experimental evaluation on real
and synthetic graphs. Our results show that Poppy achieves
near-perfect utility (Kendall Tau close to 1), scales with the
number of data centers, and remains practical in CPU and
bandwidth for medium-sized graphs.> We further show that
PINC significantly outperforms existing pruning tools, prun-
ing up to 3.64X more nodes and running up to three orders
of magnitude faster.

3Up to 35k nodes and 103k edges.
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2 Problem Statement and Building Blocks

n Number of nodes in the graph G

k Denominator of the teleportation term

d PageRank Damping factor

u;’s | Set of encrypted vectors for Poppys computation
M Encrypted matrix for Porpyp computation

D" | Set of distant incoming data centers wrt DC;
DU | Set of distant outgoing data centers wrt DC;

T Number of iterations

{ Number of slots in a ciphertext

Table 1: Summary of the main notations used in this paper.

2.1 System Model and Spectral Centrality
Mesures

We consider the setting in which a graph G = (V, &) is partitioned
across a set DC of mutually distrustful data centers *. Each DC; €
DC stores a subgraph G; = (V;, &;) such that V; N V; = @ and
& NEj =wofori# j Eachedge (u,0) € &; satisfies u € V; and
v € V, meaning DC; holds all outgoing edges of its nodes. We
further distinguish between intra-data center edges, in which both
endpoints belong to the same DC;, from inter-data center edges,
which link nodes across different data centers. Two data centers
DC; and DC; are said to be connected if there exists at least one
inter-data center edge (see Fig. 1). If this inter-data center edge is
from DC; to DC;, we call DC; a distant incoming data center with
respect to DC; and DC; a distant outgoing data center with respect
to DC;. Figure 1 shows the running example used along this section.

Data center 2

Figure 1: A graph partitioned over two data centers.

Centrality measures assign scores to nodes based on their struc-
tural position in a graph. In particular, spectral centrality measures
rely on the stationary distribution of random walks and can be com-
puted by approximating iteratively the dominant eigenvectors of
the adjacency matrix. Common instances include the Eigenvector
centrality (EV) [13], that scores each node based on the score of
its incoming neighbors, the PageRank centrality (PR) [14], that
extends EV by weighting the scores transmitted by an incoming
neighbor with its out-degree and by including a teleportation term,
the Katz centrality [32], that generalizes PR by including multi-
hop contributions, and the HITS [34] and SALSA [38] centrali-
ties, that assign two scores per node (hub and authority) according
to both the incoming and the outgoing edges. The iterations rely on
simple arithmetic operations, such as multiplications by a constant
(all methods), additions and divisions by a constant (all but EV),

“Each node u € V is described by a node identifier rather than its real-world identity.
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and divisions by a sum of scores (all when normalized, HITS in any
case).

Throughout the paper, we use PageRank as a representative
spectral centrality measure. For a node u at iteration ¢, the PageRank
score PR;(u) is computed as:

PR, () = 1%1 vd Y

vein(u)

PR;_1(v)

degout(v) (l)

in which d is a user-defined constant between 0 and 1 and called the
damping factor (typically 0.85), k is a user-defined constant between
1 and n, in(u) is the set of incoming neighbors of u, deg,,,(v)
is the out-degree of v. PR values are initialized uniformly with
PRy(u) = 1/nfor all u € V. The left-term of the equation is called
the teleportation term and represents the importance given to ran-
dom “teleportations” from one node to another during the random
walk. It depends on the user-defined constants d and k. An optional
term might be added to each PageRank score at each iteration: the
sum of the PageRank of the nodes that have no outgoing edges
(also called dangling nodes) multiplied by the damping factor and
divided by the total number of nodes [28].

The possibility to include the optional term and to choose var-
ious arbitrary values for d and k impacts the convergence speed
of the iterative computation and the PageRank scores of nodes.
More specifically, without any normalization, the distribution of
the PageRank scores is not a probability distribution in general.
The PageRank scores are thus often normalized, either at the end
of each iteration or during the last iteration only. During iteration
t the normalized PageRank score of node u is:

PR (u)
2Zoev PR (0)

PageRank is relatively simple with only one score per node,
while both HITS and SALSA compute two scores per node. We
give an overview of HITS below before providing more details on
the applicability of our solution to deal with HITS and SALSA in
Appendix B.3. For each node u and iteration ¢, HITS assigns two
scores, H; (u) and A, (u), computed iteratively in two distinct steps:

A = Y Ha() and H@= Y Ai(0), ()

vein(u) veout(u)

PR, (u) = (2)

in which in(u) (resp. out(u)) is the set of incoming (resp. outgoing)
neighbors of u. Then, both score vectors are normalized as follows:

Al(u) Hj(u)
At Bl —— d t B —
Ry E A N s E

Each score is initialized with Aq(#) = Hp(u) = 1 for all nodes
ueWV.

2.2 Homomorphic Encryption

Porpy performs computations over encrypted data using the CKKS
fully homomorphic encryption scheme [18]. CKKS supports approx-
imate arithmetics over floats, making it well-suited for spectral
centrality measures.

CKKS has Single Instruction-Multiple Data (SIMD) capabilities en-
abling the encoding and encryption of fixed size cleartext vectors
allowing slot-wise homomorphic operations. Each ciphertext sup-
ports a limited number of homomorphic multiplications, called the

871

Proceedings on Privacy Enhancing Technologies 2026(4)

multiplicative depth. To support more multiplications, the cipher-
text can be bootstrapped and recover part of its initial multiplicative
capacity (not all). The multiplicative depth is a user-defined pa-
rameter. The larger the depth, the more the number of operations
supported but the costlier each CKKS operation. CKKS operates on a
ring dimension denoted N hereafter, a power of two, and derived
from a user-defined security parameter A and the user-defined mul-
tiplicative depth. The number of float values encoded together and
encrypted with CKKS (i.e., the vector size discussed above) is denoted
¢ and is at most the ring dimension divided by two (e.g., typically
215 to 219). In addition to arithmetic operations, CKKS supports rota-
tions that cyclically shift each vector element. All CKKS encrypted
operations inject a small Gaussian error to the encrypted values.
Indeed, the semantic security of CKKS relies on the Ring Learn-
ing With Errors (RLWE) problem. RLWE provides IND-CPA security,
which guarantees, in particular, that a ciphertext is computationally
indistinguishable from a random element.
The CKKS operations used in this paper are:

e KeyGen: Creation of public and secret keys.

e Encode, Decode: Conversion between cleartext and plain-
text.

e Encrypt, Decrypt: Conversion between plaintext and ci-
phertext.

e Add, Mult: Homomorphic addition and multiplication of ci-
phertexts or plaintext/ciphertext pairs.

e ScalarAdd, ScalarMul: Addition and multiplication with a
cleartext scalar.

e Rotate: Rotation by i slots. Given ¢ = (my, ..
tion by i produces a ciphertext ¢’ where
¢ =(Mijs1,....,mp,my,...,m;) if i > 0 or
¢ = (me—jis1)s- - me,my, ... me_y)) if i < 0.

e FastRotation: Optimized execution of multiple rotations
of the same ciphertext by reusing shared precomputation,
thereby reducing the amortized cost compared to performing
independent Rotate operations.

e EvalChebyshev: Evaluation of an approximate real-valued
function on encrypted data using a Chebyshev polynomial
interpolation over a bounded input interval.

.,My), a rota-

2.3

Attack model. The data centers participating to Poppy are as-
sumed to follow the “honest-but-curious” model: they follow the
protocol while inferring as much information as possible from the
messages exchanged and their own knowledge. Adversarial data
centers might collude or not together. The main objective of the
adversary is to learn information on the structure of the local sub-
graph of non-corrupted data centers.

Additionally, we assume, without loss of generality, that all the
cryptographic material necessary to run Poppy is available at each
data center at the beginning of the protocol. In practice, this can
be implemented by a trusted third party — responsible for initiating
Popry and for performing the final decryption - or by threshold
FHE [6, 43], compatible with all RLWE-based FHE schemes. In the
case of threshold FHE, both key generation and decryption are per-
formed collaboratively by the participants. The main additional step
to be performed online is the final collaborative decryption, which

Adversary Models
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consists of (1) computing a partial decryption of the final ciphertext
at each participant and (2) broadcasting the results to all partici-
pants. The computational overhead is negligible compared to using
a trusted third party while the communication cost is O(|DC|?),
instead of O (|DC|) when a trusted third party is used (where |DC|
denotes the number of data centers). Note that a partial decryption
is a ring element whose size is close to the size of a ciphertext.
Thus, threshold FHE ensures that the decryption key is not dis-
closed to any single entity, removing the trust assumption required
when using a trusted third party. In our implementation, though,
for simplicity, we assume that a trusted third party generates the
cryptographic material and holds the decryption key.

Security model. Our security model is based on the simulatability
paradigm [24] well-known for proving the security of secure multi-
party computation algorithms. Loosely speaking, it requires that
the information available to the adversary in a real Poppy execution
be computationally indistinguishable from the information avail-
able in an ideal execution by a trusted third party of an algorithm
computing the same centrality measure. The information available
to the adversary in the real setting consists of the following: the
parameters of the spectral centrality measure to be computed (in-
cluding the constants d and k), the cryptographic material sent by
the trusted third party (including the number of slots ¢ in a cipher-
text), the final centrality measures of its local nodes, their incoming
and outgoing inter-data center edges as well as the remote nodes.
Additionally, with respect to the adversary’s knowledge, we con-
sider that the following information is known to all participants:
the number of data centers, the total number of nodes in G and
the existence of inter-data center edges. We call leakage function
the function that outputs all the above information. We denote it
L(DC,{G:}). Colluding parties can be modeled as a single adver-
sary whose knowledge is the union of their individual knowledge.
This collusion does not introduce additional leakage beyond what
is captured by the leakage function. Our formal security model is
presented in Appendix A.

3 Basic Porpry Algorithms

We consider a distributed setting in which the data centers col-
laboratively compute a spectral centrality measure using Poppy.
Without loss of generality, we instantiate all algorithms below on
the well-known PageRank centrality measure. Thanks to the full
generality offered by Poppy, they can easily be instantiated on
other spectral centrality measures. The “think-as-a-vertex” para-
digm is widely used in distributed graph processing frameworks
such as Pregel [41] and PowerGraph [25] because it can be easily
parallelized within each data center. It treats each node in V as a
computing unit. In the cleartext setting, at each PageRank itera-
tion each node inputs the PageRank scores of its in-neighbors in
order to update its own PageRank score. The computation stops
when a termination criterion is met (e.g., convergence, maximum
number of iterations). Designing a “think-as-a-vertex” approach
that uses the CKKS fully homomorphic encryption scheme is trivial.
Each node simply maintains its own encrypted PageRank score,
updating it iteratively using homomorphic operations. However,
this approach does not leverage the SIMD capabilities of CKKS: each
ciphertext contains only one value, occupying a single slot out
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of ¢ slots available. This results in as many ciphertexts as there
are nodes in the graph, leading to a rapidly growing space usage
and thus to main memory exhaustion and prohibitive bandwidth
consumption. While conceptually simple, the specifics of fully ho-
momorphic encryption with SIMD capabilities make vertex-centric
programming inappropriate. Our experiments confirm that (see
Section 6). This finding motivates the design of our Poppy variants.

3.1 PorprYg Variant

Porpyg exploits the SIMD capabilities of CKKS by encoding all local
PageRank scores in a single ciphertext per data center: each slot
holds the score of one node. This reduces the number of ciphertexts
by a factor proportional to the number of slots (typically 2!° to 216).
For clarity, we assume that each DC fits its nodes in one ciphertext;
the extension to multiple ciphertexts is straightforward.

Porpyg essentially consists of the distributed iterative computa-
tion of the encrypted PageRank values. Remember that each PageR-
ank value results from a sum over (encrypted) incoming PageRank
values, multiplied by a scalar, and added to another scalar. Hence,
the key point of Poppyy is the creation of the ciphertexts that must
be added together in order to compute correctly the encrypted sum.
To this end, we perform each iteration in three steps: synchroniza-
tion, update, and preparation (see Appendix B for the detailed
algorithms). The synchronization and the preparation steps are sim-
ilar: together, they aim at generating the set of (encrypted) vectors
that will be summed up together during the arithmetic computa-
tion of the PageRank values. However, the synchronization step
inputs the remote (encrypted) vectors while the preparation one
inputs the local (encrypted) vectors. The update step performs the
arithmetic computations over the encrypted vectors generated. We
describe these three steps below, starting with the synchronization
and preparation ones.

Synchronization and preparation steps. The goal of these two
steps is to generate a set of encrypted vectors, denoted u;, whose
values are slot-aligned for homomorphic addition. Since CKKS does
not support intra-slot addition, the values to be aggregated must
be located at the same slot across different ciphertexts. During
the synchronizations step, each data center receives pre-aligned
ciphertexts from its neighboring data centers, containing only the
relevant PageRank values for its nodes. These remote u;’s are con-
structed by rotating the sender’s PageRank vector and masking
out all non-relevant slots. The received ciphertexts are summed up
locally and stored for later use during the update step. The prepa-
ration step performs a similar operation on the local PageRank
vector by rotating and masking the ciphertext to isolate each value
required during the computation. The number of such ciphertexts
per data center is thus bounded by the maximum in-degree of the
local subgraph. This two-phase mechanism ensures that each u;
contains exactly one non-zero slot at the correct position, allowing
the update step to aggregate encrypted PageRank values with no
additional rotation.

Update step. The update step homomorphically sums up locally
all the u; ciphertexts (from both local and remote sources), multi-
plies the result by the damping factor d, and adds the constant term
(1 —d)/k. Each operation is performed once for all the slots thanks
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to the SIMD capabilities of CKKS (see Appendix B for an illustration
of this step).

3.2 PorpPYp Variant

While Porry; fully exploits the SIMD features of CKKS, it may in-
cur significant rotation overhead — especially in dense graphs -
since slot alignment requires one rotation per in-neighbor. In the
worst case (e.g., a complete graph), this leads to a quadratic number
of rotations. To mitigate this, Porpyp replaces the summation of
rotated vectors with a matrix-vector multiplication between each
local adjacency matrix and the local PageRank vector. This results
in a number of rotations that is linear in the number of nodes, as
explained below.

In Poppyp, each data center precomputes a local un-encrypted
node-by-node adjacency matrix M in which each slot in a column
is divided by the outgoing degree of the corresponding node, and
which includes additional rows and columns to accommodate re-
mote nodes (for remote nodes, the division by the outgoing degree
is performed by the distant data center during the preparation
step on the encrypted PageRank vector sent). The matrix remains
constant across iterations.

The encrypted PageRank vector is structured as in Poppys, with
one slot per node. The matrix-vector multiplication is performed
using the Halevi-Shoup algorithm [27], which efficiently computes
encrypted linear transformations using rotations, leading to the
quadratic-to-linear worst-case reduction in the number of rotations
discussed above. In a nutshell, the Halevi-Shoup algorithm proceeds
by iterating over the generalized diagonals of the plaintext matrix.
For each generalized diagonal of the matrix, the encrypted PageR-
ank vector is rotated and multiplied by the plaintext diagonal. The
ciphertexts resulting from the multiplications of the generalized
diagonals are then summed up.

Similar to PopPyg, each iteration in PoPPYp consists of a syn-
chronization step, an update step, and a preparation step. While
the update step involves the matrix-vector multiplication presented
above in addition to the scalar multiplication with d and the scalar
addition with (1 — d)/k (see Appendix B for an illustration of this
step), the synchronization and preparation steps are significantly
simpler than in PoPpYs (no need to perform adhoc alignments): the
synchronization step involves injecting remote values into the local
PageRank vector, and the preparation step masks and extracts only
the relevant values to be sent to distant data centers.

3.3 PoprpyYy Variant

Finally, the Poppyy variant is a hybrid between Poppyp, and Poppys:
it uses a matrix multiplication for the local nodes, and an aditional
u;j vector for the remote nodes. This reduces the size of the matrix,
leading to a lower number of generalized diagonals, and conse-
quently to a lower number of rotations, additions and multiplica-
tions during the Halevi-Shoup matrix multiplication. The price to
pay is an additional number of rotations and masking to perform
for the remote nodes.

Similar to the others Poppy variants, each iteration in Poppyy
consists of a synchronization step, an update step and a prepa-
ration step. While the update step is similar to Poppyp, the syn-
chronization and preparation steps are similar to PoPpPYs in order
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to construct the ciphertext of the remote nodes. See Appendix B
for an illustration of the update step.

3.4 Normalization

Normalizing PageRank scores is needed in centralized contexts for
obtaining a probability distribution. In a distributed context with
mutually distrustful data centers, normalization is a must: each
data center only accesses the PageRank scores of its local nodes
and would be unable to understand their relative importance with-
out normalizing them. Poppy can perform normalization at the
end of each iteration or during the last iteration, similar to the
centralized context. Normalization consists of (1) summing up at
each data center the local PageRank scores, (2) summing up the
local sums of all data centers, and (3) dividing each PageRank score
by the total sum. The local sum consists of summing up, at each
data center, the slots of its encrypted PageRank vector through
the Rotate-and-Sum algorithm [27] (O(log ¢) rotations and addi-
tions). The total sum is computed by broadcasting the local sums to
all data centers and adding them locally. Finally, each data center
applies the EvalChebyshev interpolation to homomorphically ap-
proximate 1/|x| where x is the total sum. The resulting ciphertext
is then multiplied by the encrypted PageRank vector in order to ob-
tain encrypted normalized PageRank scores. The EvalChebyshev
interpolation raises two issues. First, a range must be given to
EvalChebyshev in which the total sum lies. In our context though,
we found experimentally that this issue is actually minor: a coarse
but realistic range can be defined without harming the interpolation
(see Section 6 for details). Second, the sum of the normalized PageR-
ank scores accumulates the (tiny) CKKS errors of the scores, and is
slightly different from one. However, the issue is minor as well be-
cause estimating the accumulated error locally at each data center
is easy: the distribution of the CKKS errors is public knowledge.

3.5 Using Several Vectors

The number of slots in a CKKS ciphertext is fixed by the ring dimen-
sion, which depends on the security level and the multiplicative
depth. For instance, with 128-bit security and depth 25, cipher-
texts typically provide 2! = 65,536 slots. This suffices for many
real-world graphs [22], especially when the graph is partitioned
across data centers. However, larger graphs may exceed this ca-
pacity. Increasing the ring dimension to accommodate more slots
significantly raises the computational cost of encrypted operations
and the space consumption of ciphertexts. As illustrated in Figure 2,
doubling the number of slots can more than double the cost of mul-
tiplications. Moreover, in practice, libraries such as OpenFHE [10],
Lattigo [2] and HElib [1] cap ring sizes (e.g., typically to 2'7), thus
limiting the number of usable slots (e.g., typically to 2¢).

To avoid artificially inflating cryptographic parameters, Porpy
algorithms support PageRank vectors split over multiple ciphertexts.
For Poppys, coping with multiple vectors is straightforward and
does not require any adaptation. For PoppYp, the PageRank vector
is partitioned into subvectors of size ¢ (the number of slots in a
single ciphertext) and each local matrix is split into £ X £ square
submatrices. The usual Halevi-Shoup algorithm is then applied
independently to each submatrix-subvector pair. Note that padding
might be necessary to guarantee that the size of the local matrix is a
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Ring Size 32768
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Time (ms)

ENCRYPT  MUL ROT  DECRYPT FAST_ROT

ADD

ADD_SCALAR MUL_SCALAR  MUL_PLAIN

(a) Costliest operations (b) Others operations
Figure 2: Average time (ms) over 100 runs on configuration
c2 (see Table 3) to perform each CKKS operation over multiple
ring dimensions, 128-bit security level, multiplicative depth
set to 4 using the OpenFHE library.

multiple of ¢. Further strategies for reducing the padding overhead
by reducing the size of the matrices can be designed. For simplicity,
we do not elaborate in this paper. The proof of correctness follows
the well-known divide-and-conquer algorithm applied to matrix
multiplication. For Poppyy, it is similar to Poppyp for the matrix
and to Poppyg for the vector.

3.6 Porpry Performance Tuning

The intricate set of parameters of a homomorphic encryption scheme
like CKKS and the large time and space overheads implied, increase
the complexity of the design of practical solutions to applications
with large datasets. Poppy is no exception to this rule. In addition
to the core algorithms described above, we have carefully designed
the implementation of Poppy to make it work in practice. First,
Poppy tackles the high cost of rotations, one of the most expensive
CKKS operations, (1) by reducing the cost of the rotation operation
based on the fast rotation operation (30% gain in time per rotation —
see Figure 2), and (2) by reducing the total number of rotations by
avoiding to perform redundant rotations of the PageRank vector
(a single rotation shifts all the slots). Note that using fast rotation
impacts the design of our algorithms because a preprocessing needs
to be performed on the ciphertext prior to applying the fast rotation
operation, and must be re-applied after performing any operation
other than a rotation in order to apply fast rotation again. Second,
Poppy tackles the large space overhead of CKKS data structures® (1)
by reducing the number of rotation keys used from % — 1 keys to
log(%) keys (where N is the CKKS ring dimension) at the cost of
expressing each rotation as a sequence of rotations (similar to [4]),
and (2) by minimizing the number of ciphertexts stored in parallel
in RAM (e.g., aggregating the u;’s in a single ciphertext, storing a
unique rotated ciphertext during the synchronization step and the
preparation step). Third, Poppy might need to bootstrap the cipher-
text regularly during the iterations due to the consumption of a
non-negligible number of multiplicative levels per iteration (e.g.,
the plaintext-ciphertext multiplications of the PageRank). More-
over, since the bootstrapping operation consumes a non-negligible
number of multiplicative levels, the initial multiplicative depth is
never fully recovered. For simplicity, we set the multiplicative depth

5For the ring dimension that matches Poppy’s needs (i.e., N = 131,072 for a 128-bit
security level and a multiplicative depth of 25) each ciphertext consumes ~ 39 MB and
each rotation key consumes ~ 3.5 GiB (with % — 1 = 65,536 rotation keys in total).
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such that after a bootstrapping operation there remains enough
multiplicative levels for performing exactly one iteration.

4 Pruning the Graph

As discussed earlier, rotations are the dominant cost factor for
Poppy, scaling with the number of nodes in the graph. Hereafter,
we discuss pruning strategies designed to reduce the number of
nodes involved in the computation without affecting the centrality
values. Our pruning strategies exploit key structural properties of
the graph — source nodes, dangling nodes and equivalent nodes —
that enable us to ignore a subset of nodes during the execution of
Porry. While our pruning strategies are presented in the context
of encrypted distributed computation, they are broadly applicable
to other contexts as well and thus are of independent interest.

4.1 Structural Properties of Prunable Nodes

A prunable node is a node that can be ignored during the execution
of PoprY without any impact on the resulting centrality scores.
The possibility to prune a node depends on the specific centrality
measure to compute (see Section 2).

4.1.1  Constant Nodes, Dangling Nodes, Equivalent Nodes. Source
nodes, also called constant nodes, have no incoming edge. For the cen-
trality measures that depend only on incoming edges (e.g., PageR-
ank, Eigenvector, Katz), source nodes have a constant centrality
score (e.g., equal to (1 — d)/k for the PageRank) and can be pruned
out of the graph during the computation (their final values can be
assigned after the computation).

Dangling nodes have no outgoing edge. For the centrality mea-
sures that depend only on incoming edges, they do not influence
the centrality score of any other node [30]. They can be pruned out
of the graph during all the iterations except the final one: their final
centrality score can be computed from the penultimate iteration.

Equivalent nodes share identical connectivity patterns, yielding
equal centrality scores at every iteration. For each set of equivalent
nodes, we only need to include, in the execution of Poppy, a single
representative node, the others being pruned out of the graph. After
the computation, the centrality score of each representative node is
copied to the equivalent nodes. The strictest notion of equivalence
is node orbits [23]. Two nodes are in the same orbit if they can be
permuted through an automorphism preserving the structure of
the graph. This guarantees that two nodes in the same orbit have
the same centrality scores at each iteration. While this notion of
equivalence is sufficient for all spectral centrality measures, it is
not necessary for measures based on incoming edges only and thus
performs poorly for these measures: nodes with identical incoming
patterns but differing outgoing structures will not appear in the
same orbit despite having equal centrality scores. We introduce
below a novel relaxed notion of equivalence called INC-equivalence
designed for measures based on incoming edges only.

4.1.2 INC-equivalence. Two INC-equivalent nodes are connected
by one or more incoming edges to subgraphs that have the same
structure (see Definition 2). INC-equivalence not only captures more
nodes than node orbits, leading to a stronger pruning, but can also
be computed much more efficiently. We define INC-equivalence
below and show in Theorem 1 that it generalizes the notion of
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Figure 3: Example of two graphs where the set of common an-
cestors of nodes 3 and 4 are inred (i.e., AsNA, = {0, 1, 5,11, 13})
and the set of their generalized lowest common ancestors is
in bold font (i.e., Ss4) = {5}).

orbits. Based on this novel notion of equivalence, we design the
PINC pruning algorithm (see Section 4.2) that is much faster than
orbit computation algorithms and that prunes in practice many
more nodes.

The notion of INC-equivalence between two nodes relies on the
definition of the subgraph in which the equivalence between the
two nodes is verified. This is roughly the subgraph located between
the two nodes and their lowest common ancestors. Since the graph
G can contain cycles, we first define the notion of generalized lowest
common ancestors (glca for short). Roughly speaking, a node w is
in the set of glca of nodes u and v if every path from any common
ancestor of w to either u and v goes through w. If there is no node
in the intersection of the ancestors of u and v, the glca of u and v is
an empty set. Figure 3 illustrates this definition. In the following,
let the ancestors (resp. descendants) of a node u be the set of nodes
that can reach u (resp. that can be reached from u) by a path in the
graph. Let A, (resp. D,) be the set of ancestors (resp. descendant)
of u.

DEFINITION 1 (GENERALIZED LOWEST COMMON ANCESTORS). Let
d(u,v) denote the length of the path from u tov. Let Dy = {a €
Ay N ANHd(a,u),d(a,0)} = {x,y}} be the set of common ancestors
of u and v such that each node of Dy, is at distance x of u and y of
v ory ofu and x of v.

The set of generalized lowest common ancestors of u and v,
denoted S(y.), is defined as follows. If A, N A, # 0, then S(y0) =
{a € Ay N Av, | Da(au).d(ao)) =1} Squo) is the set of ancestors of
u and v such that every path from any ancestor of a glca to either u
and v passes through the glca. Otherwise, S(y,) = 0.

We are now able to define INC-equivalence® (see Definition 2).
Two nodes are said to be INC-equivalent nodes if and only if there
exists an automorphism mapping one to the other in the subgraph
Gr that lies between them and their glca.

DEFINITION 2 (INC-EQUIVALENCE OF U AND v). Let S(y,0) be the
set of glca of u andv. Now, let M = {x € V|(x € A, UA,) A (x &
Aa,Va € Suv))} be the set of nodes that lies between u and v and
The concept of 0UT-equivalence can be defined in a similar manner. For centrality

metrics focusing on both incoming and outgoing edges (e.g, HITS or SALSA), the
well-known notion of orbits already combines INC-equivalence and OUT-equivalence.
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Figure 4: Subgraphs used for defining whether node 3 and
node 4 are INC-equivalent nodes (see Def. 2) in the two graphs
from Figure 3. The subgraph Gr = G[Vz] (Fig. 4a) is induced
inGby Vg = M34)UC34)UD(34) G, and Hg = H[Wk] (Fig. 4b)
is induced in H by Wk = M(3,4) U C(3’4) U D(3J4).

their glca. Note that if S(ys) = 0, M is the set of all ancestors of u
andv. LetC = {x € V|(x € D, U D,) A (x € A, UA,)} be the
set of nodes of the cycle u and v belong to. Let D = {x € V|3y €
(MUQ),(y,x) € E} be the immediate children of each node of M or
C. Finally, let Gr = (‘Vr, Er) be the induced subgraph of G = (V, E)
such that:

e Vr = M UCUD the union of all the nodes of the subgraph.

o Eg ={(x,y) € E|lx € Vg andy € Vr}

The nodes u and v are INC-equivalent nodes iff there exists an

automorphism of Gr, = mapping u tov: w(u) = v.

Figure 4 illustrates the INC-equivalence definition between the
nodes 3 and 4 of the graphs G and H from Figure 3. The auto-
morphisms used are respectively defined on Gg (Fig. 4a) and Hg
(Fig. 4b). Nodes 3 and 4 from G are not INC-equivalent nodes, while
nodes 3 and 4 from H are indeed INC-equivalent nodes. However,
in both G and H, nodes 3 and 4 do not belong to the same orbit.

Finally, Theorem 1 shows that INC-equivalence generalizes node
orbits (see the proof in Appendix C).

THEOREM 1 (INC-EQUIVALENCE GENERALIZES NODE ORBITS). Node
orbits form a subset of the INC-equivalence classes.

4.1.3 Completeness and Soundness of Prunable Nodes. Theorem 2
shows the completeness of the structural properties identified above,
and Theorem 3 shows their soundness. The proofs are in Appen-
dix C.2.

THEOREM 2 (COMPLETENESS). The structural properties defined
above (1) for spectral centrality measures based on incoming edges
only (i.e., constant, dangling, INC-equivalent nodes), and (2) for spec-
tral centrality measures based on incoming and outgoing edges, iden-
tify all the nodes that can be pruned out without impacting the cen-
trality scores.

THEOREM 3 (SOUNDNESS). Any node identified as being prunable
is either constant, dangling, or has the same centrality score as a
representative node that is not pruned out.

4.2 Computing INC-equivalent Nodes by PINC

We now focus on computing equivalent nodes, which boils down
to computing graph automorphisms. While there is no known poly-
nomial time algorithm for computing graph automorphisms in
general [9], efficient algorithms have been designed and imple-
mented for coping with classes of graphs that arise in practice (see,
e.g., the algorithms based on the “individualization-refinement”



Proceedings on Privacy Enhancing Technologies 2026(4)

paradigm [42]). This has led to the development of well-known
libraries like nauty and Traces [42] that can be used for comput-
ing node orbits. However, using these algorithms for computing
the INC-equivalence relationship for all pairs of nodes in a graph
would be prohibitively costly. In order to compute INC-equivalent
nodes efficiently, we design PINC an efficient algorithm dedicated
to INC-equivalence. Similar to Section 3, we describe PINC below
in the context of the PageRank centrality measure, but stress that it
can be easily adapted to the other spectral centrality measures that
are based only on incoming edges. For the sake of efficiency, the
PINC algorithm does not capture INC-equivalent nodes that appear
in cycles. Capturing the INC-equivalent nodes that fall within a
cycle would result in non-negligible space and time overheads for
pruning gains that would be minor in real-life graphs.

The PINC algorithm, described in Algorithm 1, is based on the
observation that the PageRank score of a node is a weighted sum
of the PageRank scores of its incoming neighbors. Therefore, if a
node u € V involved in the computation of the PageRank score
of v € V is equivalent to @ € V, then we can permute u and # in
the computation of the PageRank score of v. We will capture this
inheritance through the pattern of a node.

DEFINITION 3 (PATTERN OF NODE t). Let G, = (V,,Ep) be a
graph. The pattern of node t is defined as the set of pairs (s, w) where
s €V} is a node such that (s, t) € &Ep, and w € Ry is a weight. If t
is a constant node its pattern is (.

Algorithm 1: PINC algorithm for pruning nodes

Input :Agraph G
Output:The pruned graph G, = (V,, &)
1 gp —G
2 repeat
3 ¢ « True
4 Let P be the pattern vector for each node of G,,.
// Regroup nodes sharing similar pattern
5 Let G be the vector of groups.
6 for (u,v) € ((V[,)2 s.t Plu] = P[v] andu < v do
7 ‘ Glu].append(v)
8 end
// Merge groups with more than one node

9 forge Gs.t.|g| > 1do

10 ¢ « False
1 Let r be the representative node of g.
12 forueg\{r}do
13 Replace all the occurences of u by r in P
14 forx € V, s.t. (u,x) € &y do
// Update the weights of x
15 P[x].weight+ = Wlt(u)
16 end
17 end
18 end
19 Update G,,: removing all non-representative nodes in G.
20 until ¢;

21 return G,
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The PINC algorithm does not compute the automorphisms used
in the INC-equivalence definition directly, but it groups nodes in the
same way an automorphism would. At initialization, the weights
w of all patterns {(s, w)} are set to the out-degree of the source
node s. Then, PINC processes iteratively by (1) assigning nodes with
identical patterns to the same group, (2) representing each node
by a single representative node of its group, (3) keeping a single
outgoing edge from the representative node to each outgoing node,
and (4) updating the patterns of each outgoing node by summing up
the weights associated to the source nodes they were connected to.
A toy example is given in Appendix D.2. This approach echoes the
individualization-refinment method to detect automorphism [31, 42,
48], which assigns the same color to nodes with identical signatures,
analogous to the node patterns in our context.

We now show that the PINC algorithm is sound and that it is
complete when excluding INC-equivalent nodes that fall within a
cycle. All proofs can be found in Appendix D.3. Lemma 1 first shows
that PINC maintains patterns such that two nodes having the same
pattern are INC-equivalent nodes and Theorem 4 builds on Lemma 1
for showing that each node pruned out from the graph is INC-
equivalent nodes to a single non-pruned node. Finally, Theorem 5
shows that PINC is complete when excluding INC-equivalent nodes
that fall within a cycle.

In the following, let Py be the patterns at initialization and P,
the patterns at the end of iteration n of PINC.

LEMMA 1 (SAME PATTERN IMPLIES INC-EQUIVALENCE). For all
iterations n > 1, for each nodes u,0 € V2 if P,_;[u] = Py—1[v] then
u and v are INC-equivalent nodes.

THEOREM 4 (SOUNDNESS). Each node pruned from G is
INC-equivalent to a single non-pruned node in G,. In other words, at
each iteration, each node x € V \V,, is represented by a nodey € V,
s.t. x and y are INC-equivalent nodes.

THEOREM 5 (COMPLETENESS). In a graph G = (V, &): for all iter-
ations n > 1, for each nodes u,v € V? ifu and v are INC-equivalent
nodes then P,_1[u] = P,_1[v].

4.3 Pruning Nodes in Subgraphs

Each data center computes the constant nodes, the dangling nodes,
and the equivalent nodes locally over its own subgraph. Identi-
fying the constant nodes and the dangling nodes can indeed be
performed trivially by each data center independently from the oth-
ers. Idenfying the full sets of equivalent nodes is however harder.
For simplicity, Porpy computes the equivalence relationship only
locally. In order to avoid introducing false positives, we consider
that all inter-DC edges are incoming from distinct nodes or outgo-
ing to distinct nodes. As shown in the experimental evaluation, the
resulting pruning rates are still not negligible.

5 Analysis
Security. Theorem 6 shows that the Poppy algorithms are secure.

THEOREM 6 (PoPpYg, POPPYp, AND POPPYH ARE SECURE). Any
instance 7 of PoppYs, or of POPPYp, or of POPPYy executed on a set of
honest-but-curious data centers is secure.

The proof for Theorem 6 is straightforward and essentially relies
on the leakage function and the semantic security of CKKS. The
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leakage function defined in Section 2 covers all the information
leaked during an execution of Poprpy (see Algorithm 2). The proofs
thus consist in building a simulator that outputs random bitstrings
in order to simulate the CKKS ciphertexts exchanged during the
execution of &. Note that the security of Poppy when sending
ciphertexts at each iteration is equivalent to a single-round protocol
under the IND-CPA security of CKKS, since ciphertexts do not reveal
information about the underlying plaintexts. See Appendix A for a
proof sketch.

Complexity. We summarize the complexities in Table 2 (the base-
line is the “think-as-a-vertex” algorithm discussed in Section 3). We
can see that Poppys is more efficient on sparse graphs than Poppyp
as its complexity depends on the number of edges. Poppyp is more
efficient on denser graphs, and less efficient with a high number of
distant nodes y. PoppYy is more efficient then Poppyp on graphs
with a high number of distant nodes and a small number of distant
incoming edges |E"|.

Algo. ‘ Time ‘ Space ‘ Bandwidth
Baseline O(n;) O(n;) O(l&])
Porpyg O(|&;] +log(¢)) O(n;/t +log(¢)) O(n;/t)
Porpyp O(n;i/t + p+log(t)) O(n;/t +log(?) + p) O(n;/t)
Porpyy | O(ni/t +|EM| +log(¢)) O(n;/t +log(¢)) O(n;/t)

Table 2: Complexities for a single data center DC; where n; is
its number of local nodes.

6 Experimental Evaluation
6.1 Experimental Settings

Implementation and experimental setup. We implement the “think-
as-a-vertex” baseline algorithm and the three Poppy variants in C++
(approximately 10K lines of code), using the CKKS OpenFHE [10]
implementation. Our current implementation of Poppy is a proof-of-
concept that was tested on CPUs. Exploiting the parallelism allowed
by the design of Poppy is left as future work (e.g., by distributing the
computation within each data center across local computing nodes
or by using GPUs [3]) and, according to our preliminary results,
would lead to orders of magnitude performance improvements.
Each experiment runs on a single machine for all data centers,
looping sequentially over the data centers for each iteration. By
default, we run each experiment three times and report the average
performance and quality measures. The PINC algorithm is imple-
mented in C++ as well and compared to the widely used nauty
and Traces library [42]. Our codebase is publicly available’. The
experiments are primarily conducted on the Grid’5000 computing
cluster [11], employing up to four distinct hardware settings to vary
the available resources. Table 3 summarizes these configurations.

Config. | CPU | RAM
C1 | 2 CPUs Intel Xeon Gold 6254, 18 cores/CPU | 384GiB
C2 | 2 CPUs Intel Xeon Gold 5118, 12 cores/CPU | 512GiB
c3 2 CPUs AMD EPYC 7H12, 64 cores/CPU 1TiB
C4 Apple M1, 8 cores 16GiB

Table 3: Experimental configurations

Thttps://gitlab.inria.fr/cguichem/poppy-pets-artifacts
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Datasets. We use both real-world graphs [39] and power-law
synthetic graphs generated by the scale_free_graph function
of NetworkX [26]. We use the real-life graphs to evaluate per-
formance and quality, and synthetic datasets to evaluate scalabil-
ity. The eight synthetic datasets are called synthetic-x where
x € {1,000; 5, 000; 10, 000; 15, 000; 20, 000; 25, 000; 30, 000; 35, 000} is
the number of nodes of the graph (see Appendix E for details) and
Table 4 summarizes the five real datasets that we use. We fix the
random seed and the number of nodes, and without further informa-
tion, let the other parameters of the scale_free_graph function to
default values. The graphs were distributed across multiple data cen-
ters according to the geographical distribution of Twitter users [51],
allocating randomly and proportionally 43%, 31%, 11%, 10% and 5%
of nodes to five separate data centers.

Graph ‘ V] ‘ |E] ‘ Kmax ‘ |Const.| ‘ Dang,| ‘ Density
Students 185 311 6 17 22 0.0091
email-Eu-core | 1,005 | 25,571 | 212 14 137 0.0253
WikiVote 7,115 | 103,689 | 576 4734 1005 | 0.0020
p2p-Gnutella@4 | 10,876 | 39,994 72 20 5941 | 0.0003
Slashdot 77,360 | 905,468 | 2540 0 44 0.0002

Table 4: Real Datasets, where |Const.| (resp. |Dang.|) denotes
the number of constant (resp. dangling) nodes.

Centrality measure. We use the PageRank centrality measure for
our experiments. We set d = 0.85, k to the maximum in-degree
(see Table 4 for the real dataset values of k) and do not use the
optional term of the PageRank. The total number of iterations is set
to 7 = 10. We perform normalization once, after the final iteration.
See Appendix G for details on the choice of k and 7.

Performance and quality metrics. We evaluate performances in
terms of latency (wall-clock time), RAM consumption, and band-
width consumption. We measure quality by comparing the cen-
trality scores computed by Poppy against the groundtruth, i.e., the
scores obtained by a cleartext computation, over the same number
of iterations. We use five quality metrics:

Kendall Tau (resp. Top-10 Kendall Tau) The Kendall Tau is
a rank-based correlation measure that evaluates the similar-
ity between two ordered lists. It is computed between the
scores of the nodes obtained from the groundtruth cleartext
computation and the scores of the nodes after an execution
of Poppy. The Top-10 Kendall Tau is computed similarly, but
restricted to the set of nodes in the top-10 of the groundtruth
ranking.

Mean Absolute Error and Mean Squared Error The MAE
and MSE are defined as follows: MAE = i Yoey Do — Pol
and MSE = 1 3 (po—po)? where p, denotes Poppy’s final
centrality score for node v and p, denotes the groundtruth
centrality score of node v.

|po—pol

Relative Error The relative error is defined as 1, = A

6.2 Results and Analysis

6.2.1 Absolute Performance. Figure 5 displays the total number
of encrypted operations performed across all data centers for com-
puting Poppys, PoPPYp and PoPPYy on the p2p-Gnutella@4 graph
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over 7 = 10 iterations. Rotations constitute the dominant computing
cost, accounting for both the most frequent operation and the great-
est computing expense. Notably, Porpyg performs nearly twice as
many rotations as PoppYp, primarily due to additional rotations dur-
ing the synchronization and preparation steps (as highlighted
in Figure 6a). Consequently, Porpyp exhibits significantly reduced
wall-clock time compared to Poppys on dense graphs, as confirmed
by the results in Figure 6. Importantly, the performance of each
Poppy variant strongly depends on the underlying graph struc-
ture; no single variant consistently outperforms the others across
all scenarios. For instance, Porpyp shows better performance on
p2p-Gnutellad4 than Porpys and Popryy (Figure 6). In contrast on
synthetic graphs, Poppys performs better due to their sparser struc-
ture compared to p2p-Gnutellad4 (see Figure 7). While plaintext
multiplications and additions are respectively the second and third
most frequent operations, their contribution to the overall latency
remains negligible. This is due to their relatively low frequency —
typically 3 to 4 times less than rotations - and to their significantly
lower computation cost (approx. two orders of magnitude faster
than a rotation - see Figure 2).

. POPPYd
N POPPYs
POPPYh

o,
)39”
4
S2q,

Number of operations

ADD_SCALAR  ADD ROT  MUL_SCALARMUL PLAIN ENCODE

Basic CKKS Operations

Figure 5: Number of operations on p2p-Gnutella04 for 7 = 10
iterations (config. C1).

Figure 6 shows the maximum latency per iteration (i.e., slowest
data center) on p2p-Gnutella@4 broken down by algorithmic step
(a single run for each Poppy variant): synchronization, update,
and preparation, to which we add bootstrapping. Each iteration
in Poppys takes between 41,404 seconds (roughly 11.5 hours) for
the first iteration and 6, 083 seconds (approximately 1.69 hours) in
later iterations. The execution time steadily decreases during the
first several iterations — up to iteration 8 for Porpys and Porryy
and iteration 6 for Poppyp — before reaching a plateau. This is due
to the progressive consumption of multiplicative levels in CKKS,
which reduces the ciphertext sizes and the associated computing
overhead. From this point onward, bootstrapping is triggered at
each iteration to replenish the required levels, which adds a small
constant cost.

Popryp is generally faster than Poppys and PoPpPYy in this ex-
periment. The update step exhibits the highest latency due to the
matrix-vector multiplications. In contrast, the synchronization
and preparation steps dominate in PopPys, as each centrality score
from a remote data center must be individually rotated and masked
for every relevant edge, resulting in a significantly higher number
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of encrypted operations. However, the optimal choice depends on
the graph structure.

Figure 6 also shows the bandwidth consumption per iteration.
Synchronization and preparation consume bandwidth by sending
and receiving ciphertexts between data centers. If there exists at
least one incoming and one outgoing inter-data center edge between
each pair of data centers, then the number of ciphertexts in transit
is equal to 2 - (|DC| — 1), where DC is the set of participating data
centers. As discussed above, the ciphertext size decreases across
iterations, reducing the bandwidth consumption of each party by
a factor of 3 to 4. More precisely, each Poppy variant consumes
approximately 400 MB for the first iteration and 100 MB in later
iterations.

6.2.2  Scalability. Figure 7 shows the scalability of the Poppy vari-
ants using synthetic graphs of increasing size. These graphs are
all sparse, with the number of edges remaining below twice the
number of nodes. In this setting, PoPPYs consistently outperforms
Poppyp in terms of latency. This aligns with our theoretical analysis:
the complexity of Poppys depends on the number of edges, whereas
the complexity of Porpyp depends on the number of nodes (local
and remote), and the complexity of the hybrid Porpyy depends on
the number of local nodes and the number of distant edges.

Figure 8 displays the min/max/avg latency at a data center as the
number of data centers increases. In these two experiments, graphs
are uniformly partitioned among the data centers. We observe
that for all Poppy variants, the latency decreases with the number
of data centers (time is reduced by a factor of approximately 2
when increasing from 5 to 10 data centers). This is explained by
the decrease of the number of nodes per data center, linear in the
number of data centers. This observation confirms that each data
center could further distribute its local subgraph across multiple
local computing grids to reduce computation time.

Note that we observed much lower latencies when running the
“think-as-a-vertex” baseline algorithm on tiny graphs. However,
the execution crashed for graphs with 20k nodes or more due to
memory exhaustion on configuration C2 (512 GiB RAM).

6.2.3 RAM Consumption. Figure 9 shows the RAM consumption of
the data center holding the largest subgraph of the p2p-Gnutellao4
graph (pruning enabled). We observe a decrease from iteration
2 up to iteration 6 or 8, again due to the loss of multiplicative
levels. Bootstrapping starts after, providing the ciphertext with
the minimum multiplicative depth required to perform one Poppy
iteration. Therefore, from iteration 8, the memory consumption
remains constant across iterations for all Poppy variants.

6.2.4 Quality. Table 5 presents the quality results for three real-
world graphs. All Poppy variants introduce very low errors both in
the PageRank scores and in their relative order. The Top-10 Kendall
Tau is consistently high (between 0.9555 and 1.0), indicating that the
order of the most important nodes is almost perfectly preserved. The
high Kendall Tau on the full set of nodes (between 0.9312 and 0.9976)
confirms that the relative rankings of the vast majority of nodes
remain stable. The few discrepancies observed typically affect nodes
with very low PageRank scores: the noise introduced by the CKKS
encryption scheme may slightly alter their ordering. In all cases, the
MSE is extremely low (on the order of 10~° or less), underscoring
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Figure 6: Maximum latency and bandwidth consumption (slowest data center) per iteration on p2p-Gnutella04 (config. C1).

[ Graph [ V| [ |&] [ Poppy variant [ Kendall Tau [ Top-10 Kendall Tau [ MAE [ MSE ]
POPPYg 0.9965 1.0000 7,10.107° | 1,1.09710
email-Eu-core | 1005 | 25571 PopPPYp 0.9976 1.0000 4,66.107% | 5,1.107 1T
POPPYjy 0.9965 0.9555 7,11.107° [ 1,04.10°1°
Poppys 0.97006 1.0000 8,94.107° | 2,32.10710
WikiVote 7115 | 103689 PoppYp 0.9312 1.0000 2,15.107 | 1,43.107°
PoPPYjy 0.9473 0.9555 1,37.107° | 4,57.10"10
POPPYs 0.9610 1.0000 2,24.107° | 9,2.107°
p2p-Gnutella04 | 10876 | 39994 PoppYp 0.9629 1.0000 2,13.107 | 9,2.107°
PoPPYE 0.9636 1.0000 2,05.107° | 8,9.107°

Iteration 1

Table 5: Errors for three real graphs (without pruning).
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the high numerical fidelity of the encrypted computation. Finally,
the cumulative distribution functions (CDF) of the relative errors
obtained by the three Poppy variants on the p2p-Gnutella@4 graph
confirm the tight error bounds (see Appendix F for details). Overall,
the quality results confirm that Poppy introduces only minimal error,
with negligible impact on both the ranking and the magnitude of
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Figure 9: RAM consumption on p2p-Gnutella04 (config. C1).

the centrality scores. This validates the effectiveness of CKKS-based
secure computation in preserving high analytical accuracy, even in
large-scale distributed environments.

6.2.5 Impact of Pruning. Table 6 presents the pruning rates, la-
tency, and memory usage of both PINC and nauty and Traces [42]
on both real-life and synthetic graphs. We also plot the number
of nodes that are pruned by only one out of the two algorithms
(called exclusive pruning in the table). PINC consistently prunes
more nodes than nauty and Traces on all synthetic graphs and
on most real graphs (up to 3.64x more pruned nodes). The notable
exception is the Slashdot graph, which contains numerous cycles;
since our method deliberately avoids pruning nodes within cycles,
nauty achieves a slightly higher pruning rate in this specific case,
removing 449 nodes that PINC conservatively retains. This is coun-
terbalanced by the 184 nodes exclusively pruned by PINC, leading
finally to a pruning rate that is only 0.35% lower. Our algorithm also
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Figure 11: Impact of upper bound choice when fixing lower
bound to 1 on synthetic-1000 (config. C3).

shows strong advantages in latency and memory consumption, be-
ing up to three orders of magnitude faster than nauty and Traces
and using significantly less memory (up to 3.5x less). Finally, the
rightmost columns of Table 6 examine the pruning performance
when graphs are partitioned across the five data centers. PINC is
not designed for distributed graphs and each remote node is conser-
vatively assumed to be a non-equivalent node. Consequently, the
number of INC-equivalent nodes detected decreases when PINC is
applied to subgraphs. However, in practice with real datasets, due to
geographic propinquity and the well-studied homophily principle
in social networks, connected nodes should often be located in the
same data center, which mitigates this effect. Still, a non-negligible
proportion of prunable nodes can be identified and removed, es-
pecially in synthetic graphs (up to 27% reduction in the 10k-node
case).

To quantify the performance gains enabled by pruning, Figure 10
reports the average latency for a data center to compute Popry
over 7 = 10 iterations, with and without pruning. For example,
on WikiVote, using PopPpys variant, the latency is 61.484 seconds
without pruning and 55.582 seconds with pruning (1.11x faster),
and on p2p-Gnutella®4 the latency is respectively 54.830 seconds
against 29.571 seconds (1.85x faster). Similar trends are observed
for Poppyp and PopPYy: pruning consistently leads to faster com-
putation, lower memory usage, and reduced ciphertext operations.
This highlights the value of lightweight detection techniques in
large-scale encrypted graph processing.

6.2.6 Impact of Normalization. Since the normalization steps are
similar for all Poppy variants, we run our experiments on Poppys
only. Figure 11 displays the mean absolute error of Poprys on
synthetic-1000 with a lower bound set to 1 (before normaliza-
tion the total sum is greater than one) and a varying upper bound.
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We observe that the upper bound has a minor impact on the error
(between 2.10™* and 3.107*%). Table 7 displays the overhead due to
normalization (latency and error) for real and synthetic graphs. We
set the range of EvalChebyshev to +0.5 around the exact total sum.
We observe that the latency of the normalization is affordable (less
then 30s on average) and that the accumulated error in the normal-
ized sum is between 1073 and 10° and most of the time close to 1071.
Note that each data center could locally compute an estimate of
the accumulated error (the CKKS error is public knowledge) and use
this estimate for reducing the overall error (e.g., a cleartext division
of each PageRank score by the error estimate).

7 Related Work

To the best of our knowledge, no prior work has tackled the problem
of computing spectral centrality measures over large distributed
graphs while preserving data confidentiality using fully homomor-
phic encryption.

The work closest to ours is due to Sangers et al. [45], who propose
a privacy-preserving PageRank algorithm using the Damgard-Jurik
additively homomorphic encryption scheme [20], an extension of
the Paillier cryptosystem. Since PageRank involves real-valued com-
putations, they resort to scaling and rounding to operate in the
integer domain Zy. Their approach follows a vertex-centric com-
putation paradigm similar to our baseline algorithm and transmits
one ciphertext per node at each iteration—resulting in substantial
communication overhead. In contrast, each Poppy variant leverage
the SIMD capabilities of CKKS to pack multiple PageRank values into
a single ciphertext, substantially reducing bandwidth, especially
when ciphertexts are sufficiently full. See Appendix H for more
details on the comparison between [45] and Poppy. Additionally,
CKKS supports ciphertext-ciphertext multiplications and divisions,
enabling the normalization of the set of PageRank values and of
more complex spectral algorithms such as HITS or SALSA, which
are not feasible under additive-only encryption like Damgard-Jurik.

PGPregel [51] also addresses privacy in distributed graph ana-
lytics, but it relies on differential privacy rather than encryption.
While differential privacy offers provable privacy guarantees, it
fundamentally alters the output distribution through noise injec-
tion, thereby degrading utility. In contrast, FHE-based methods like
Poppy preserve exact semantics of the computation (up to CKKS ap-
proximation). The underlying algorithms also diverge significantly:
differential privacy uses randomized aggregation protocols over
plaintext data, whereas FHE requires the design of homomorphic
circuits to evaluate arithmetic expressions over encrypted values.

Several works explore the use of SMPC protocols for centrality
computation [5, 15, 29, 35, 36]. However, they generally assume
that all parties share a common node set and hold partial edge infor-
mation. In Poprpy, each data center owns a disjoint subset of nodes
and protects them against other parties. Moreover, SMPC-based
approaches often involve extensive interaction and require secure
computation protocols such as garbled circuits or secret sharing,
which may become communication bottlenecks for iterative algo-
rithms like PageRank. Unlike SMPC, PoppY’s use of FHE supports
non-interactive computation once ciphertexts are exchanged, offer-
ing better scalability for distributed settings. Recently [50] proposes
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Graph Exclusive Pruning | Pruning Rate Time (s) Memory (MB) Distributed graph
nauty [ PINC nauty | PINC | nauty [ PINC | nauty [ PINC | Inter-DC edges [ |Const,| [ Dang.| [ Pruning Rate
Students 0 76 9.73% | 51.35% | 0.0003 | 0.003 4.9 1.4 72.65% 16 22 0.54%
email-Eu-core 0 22 2.89% | 5.07% 0.02 0.07 13.3 8.5 38.49% 14 135 1.89%
WikiVote 0 2956 18.4% | 66.9% 35.4 0.34 39.7 22.9 37.07% 371 909 18.07%
p2p-Gnutella04 0 816 6.69% | 14.21% 18.6 0.50 22.2 13.3 45.21% 20 5520 4.95%
Slashdot 449 184 18.89% | 18.54% | 6626 | 4.39 252 205.3 19.08% 0 15 4.53%
synthetic-1000 0 339 43.6% | 83.7% 0.38 0.01 5.7 2.03 37.67% 505 109 24.9%
synthetic-5000 0 1545 50.7% | 87.4% 15.9 0.03 11.3 4.2 36.80% 2545 518 26.84%
synthetic-10000 1 3474 47.25% | 87.2% | 75.82 | 0.08 20.8 7.06 35.91% 5120 1072 26.1%

Table 6: Pruning performances of PINC on real and synthetic graphs (config. C4), where |Const.| (resp. [Dang.|) denotes the

number of constant (resp. dangling) nodes.

Graph Avg norm. > PRs MAE MAE MSE MSE Top-10 Top-10
latency (s) | after norm | before norm | after norm | before norm | after norm | Kendall tau | Precision
email-Eu-core 23 1.0012 6,59.107° | 2,13.107° | 1,01.1071° | 9,99.10712 1.0000 1.0000
WikiVote 23 1.0539 8.80.107° | 7,59.107¢ | 2.40.1071° | 2,13.1071° 1.0000 1.0000
p2p-Gnutella04 27 1.9132 2,02.107° | 8,40.107> | 9,06.10™° | 8,85.107° 0.9407 0.9667
synthetic-1000 24 1.1094 1,45.107° 1,1.1074 3,4.10711 2,00.10~7 1.0000 1.0000
synthetic-10000 26 1.1172 2,07.107° 1,19.107° 9,2.10~1 1,12.1078 0.9556 1.0000
synthetic-15000 27 1.1169 2,12.107% | 8,12.107¢ | 8,3.107! 6,89.107° 1.0000 1.0000
synthetic-20000 29 1.1150 3,81.107% | 6,80.107° 4,8.10710 | 4,52.107° 0.9556 1.0000

Table 7: Average normalization latency for PoppPys with pruning and normalization (7 = 10 iterations). The normalization
operation uses a lower and upper bound equal to the true PageRank sum +/—-0.5. The column Top-10 Precision displays the
fraction retrieved of the groundtruth top-10 nodes (config. C1 for real graphs and config. C3 for synthetic graphs).

two-party graph analysis algorithm (as PageRank) that is commu-
niction efficient using a combination of FHE and SMPC. However, it
is restricted to two parties whereas PoppY supports multiple parties.

A distinct body of literature investigates privacy-preserving
queries on encrypted graphs using searchable symmetric encryp-
tion (SSE) or FHE [17, 37, 40, 46, 49]. These works generally assume
a client-server architecture, where a trusted client issues queries
over a graph outsourced to an untrusted cloud server. In contrast,
Porpry assumes a distributed setting where each party holds its
data locally in the clear and can bypass the trusted entity thanks to
secure algorithms distributed over the participating data centers.
Furthermore, Porpy performs complex iterative analytics (spectral
centrality), not graph querying.

Kim et al. [33] apply homomorphic encryption to matrix factor-
ization for recommendations, using encrypted matrices. However,
they assume a centralized graph and does not address centrality
computation. More recent efforts have explored encrypted machine
learning on graph-structured data [8, 12, 40]. Although these works
leverage FHE, they neither consider the distributed setting nor
support spectral centralities. Crypto’Graph [8] addresses link pre-
diction using Diffie-Hellman-based secret sharing, but does not use
homomorphic encryption and operates in a different threat model.

8 Conclusion

In this paper, we introduced Poppy, the first approach able to com-
pute spectral centrality measures over a graph partitioned on mutu-
ally distrutful data centers with full generality, accuracy, and scala-
bility. To this end, Poppy exploits the full power of the CKKS fully
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homomorphic encryption scheme that supports approximate arith-
metic operations over encrypted floats, including the encrypted
approximation of the division operation, a key enabler for achieving
full generality. PoPPY consists of a suite of distributed algorithms,
Poprys, Poppyp, and PoPpPYy, and of a graph pruning algorithm,
called PINC, that uses the novel INC-equivalence notion between
nodes. Notably, Poppys efficiently leverages SIMD operations for
sparse graphs while Poppyp significantly reduces computational
overhead through encrypted matrix-vector multiplications on dense
graphs. PoPpyy is a hybrid variant that reconciles the best of the
two worlds for coping with moderately dense graphs. Extensive
experiments demonstrate the almost perfect accuracy of Porpy on
real and synthetic graphs and its scalability with respect to the
number of nodes in the graph and of participating data centers. To
further improve scalability, each data center could further distrib-
ute the computation across local computing nodes. Future work
includes developing a comprehensive cost model to choose the most
appropriate Poppy variant according to the graph, designing approx-
imate pruning techniques for increasing the pruning rate without
impacting performances and using GPUs to accelerate CKKS oper-
ations. Beyond the classical honest-but-curious adversary, we are
also currently investigating covert adversaries [7], a threat model
relevant to our setting. More precisely, a covert adversary can be
defined as a participant that is able to cheat or deviate from the
protocol to its advantage provided that the detection probability of
its malicious actions remain low. This could for instance correspond
to a scenario in which a company, through its data center, is trying
to learn information about the network architecture of competing
participating companies.
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A Security Model

Recall that the adversary in the real setting learns the output of the
leakage function L(DC, {G;}). Its output is defined as follows.

e The parameters of the spectral centrality computation, in-
cluding d and k.

The cryptographic public parameters, including ¢.

The final centrality scores of local nodes.

The incoming and outgoing inter-data center edges of lo-
cal nodes, including the identifiers of their corresponding
remote nodes.

The existence of all inter-data center edges.

The number of data centers |DC]|.

The total number of nodes n in G.

The security model of Poppy is defined in Definition 4 using this
leakage function.

DEFINITION 4. Let 7 be an instance of a Poppy algorithm exe-
cuted by the set of data centers DC for computing a given spectral
centrality measure over a partitioned graph {G;}, and L(DC, {G;})
be the leakage function. We say that  is secure iff for every ad-
versary A, attacking r, there exists an adversary A; in the ideal
model so that for every y € {0,1}*, the distribution representing
the adversarial knowledge over the input graph in the real setting
is computationally indistinguishable from the distribution repre-
senting the adversarial knowledge in an ideal setting in which a
trusted third party ttp computes the same spectral centrality mea-
sure: REAL . (y,£)({Gi}) = IDEALttpp; (y.£) ({Gi}) where REAL de-
notes the adversarial knowledge in the real setting and IDEAL its
counterpart in the ideal setting.

Theorem 6 shows that the Poppy algorithms are secure according
to Definition 4. The proof of Theorem 6 is straightforward (see the
sketch below).
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Proor (SKETCH). The proof consists of listing and analyzing the
information obtained by a data center (1) before executing an in-
stance 7 of a Poppy algorithm and (2) during the execution of 7.
First, the information obtained before 7 starts precisely consists
of the information already available to the data centers (e.g., the
inter-data center edges) and of the parameters needed by 7 (e.g., the
values of £, n, d and k). All this information, included in REAL, is pro-
vided to IDEAL through the leakage function L(DC, {G;}). Second,
it is easy to see from the Poprpy algorithms (e.g., Algorithm 3) that
the information obtained during the execution of 7 consists only
of CKKS ciphertexts. Since CKKS provides semantic security, CKKS
ciphertexts are computationally indistinguishable from random
bitstrings: they can be simulated in the IDEAL setting by a random
bitstring generator parameterized by the cryptosystem parameters
given in the leakage function (e.g., to obtain the bitlength of the
ciphertexts). As a result, we can conclude that REAL and IDEAL are
computationally indistinguishable from each other. O

B Porpry Algorithms
B.1 Porprys

Algorithm 2 describes the full execution sequence of Popryg at
DC;. Before launching the algorithm, data centers all agree on the
number of iterations 7, the dumping factor d, and the denominator
k of the teleportation term. Line 4 of Algorithm 2 references to
Algorithm 3. The output of Algorithm 2 is the decrypted PageRank
scores of the nodes of DC;.

Algorithm 2: Execution sequence of Porpys at DC;.

Input :The damping factor d, the denominator of the
teleportation term k, the number of iterations ,
the subgraph G;, D" (resp. D?*!) the set of distant
incoming (resp. outgoing) data centers of DC;.

Output: The decrypted PageRanks of the nodes of DC;.

1 Let ; be the size of the vectors needed for DC;.

2 pks, nt « Get(ni, l7i) // Reception of the total number of
nodes n, the public keys pks and the size of the vectors ¢
from the trusted entity.

3 Let U be the set of u;’s initialized ciphertexts, A be the set
of plaintext masks to isolate border nodes, and C be the set
of plaintext masks to isolate border constant nodes.

4 P « Compute(d, 7,k, U, A,C, D", DI*)

5 0 ¢ Get(P) // Decryption of P by the trusted entity.

6 return v.

Algorithm 3 describes the synchronization step, the update
step, and the preparation step along the iterations of Poppys. The
output of Algorithm 3 is the ciphertext of the PageRank scores of
the nodes of DC;.

Finally, Figure 12 illustrates the update step of Poppys for data
center DC; from our running example (see Figure 1).

B.2 Poppyp and PorPyy

Figure 13 (resp. Figure 14) illustrates the update step of Porpyp
(resp. Poppyy) for data center DC; from our running example (see
Figure 1).
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Algorithm 3: Porpyg for PageRank in data center DC;

Input :The damping factor d, the denominator of the
teleportation term k, the number of iterations 7, U
the set of u;’s initialized ciphertexts, A the set of
plaintext masks to isolate border nodes, C the set
of plaintext masks to isolate border constant nodes,
D" (resp. DY) the set of distant incoming (resp.
outgoing) data centers of DC;.

Output: The ciphertext P for the PageRanks of DC;.

1 fort «— 1tordo
// Synchronization

2 for each DC; in D" do

3 Let U be the remote u;’s.
4 U — Synchronize(DC;)
5 end

// Update PRs

s | P hd (i UL+ 5,0 UL
// Preparation

7 U «— Reconstruct(P)

8 for each DC; in D" do

9 Let P be the PageRank vector masked for a remote
data center.
10 P —P-A[j]+C[j]
11 Send P to DC;.
12 end
13 end
/* Last iteration */

// Synchronization
14 for each DC; in Z)f" do
15 U — Synchronize(DCj)
16 end
// Update PRs
v Pe Bdad (Sicqq Uil + Siejz UL

18 return P.

PR(z)

PR(y)

PRs =
PR(z)

PR(m)

PR(n) PR(y)

4

Figure 12: Update step in PoPPYs: computing the PageRank
ciphertext in data center DC,.

fo o e 0|1 PR(z)

% e|lo|e|o0 PR(y

- + X j‘, il 0 10|y |PRm
e|+]|oefo]e PR(n

\° ol ojo|ey PR(T)

Figure 13: Update step in PoPPYp in data center DC;
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Figure 15: Beginning of the update step in Porpys for HITS
in data center DC,

B.3 PopPys for HITS and SALSA

HITS and SALSA assign two scores to each node: authority scores,
which depend on the hub scores from the previous iteration, and
hub scores, which depend on the authority scores from the pre-
vious iteration. Each Poppy algorithm can be adapted with minor
modifications to support these measures.

Algorithm 4 describes the synchronization, update and prepa-
ration steps (similar to PageRank) performed at each iteration of
Poprys to compute HITS at data center DC;. The output of Al-
gorithm 4 consists of the ciphertexts of the authority and hub
scores for the nodes in DC;. Similarly to the PageRank computa-
tion, PoPpYs requires a set of encrypted vectors for the update step.
Let U (resp. ‘W) denote the set of initialized ciphertexts u; (resp.
w;) used to compute the authority (resp. hub) scores.

Figure 15 illustrates the beginning of the update step of Porpyg
to compute HITS in data center DC, from our running example
(see Figure 1). The number of u; ciphertexts is bounded by the
maximum in-degree of the local subgraph, while the number of w;
ciphertexts is bounded by the maximum out-degree. The second
part of the update step normalizes each score computed in the first
part by applying the Euclidean norm. This differs slightly from the
normalization of PageRank scores in that the Euclidean norm is
used: squared values are summed up, and a square root applies
to the resulting sum. In our homomorphic encryption setting, the
squaring operation corresponds to a ciphertext multiplication of the
score by itself, and the EvalChebyshev homomorphic operation
interpolates 1/+/x instead of 1/x. This does not significantly impact
the computational cost of the homomorphic evaluation.

The main difference between HITS and SALSA is that, in SALSA,
each contribution in the score update is divided by a locally known
constant, similarly to PageRank during the beginning of the up-
date step. Therefore, POPPYs can support SALSA with only minor
modifications to the preparation step, and more precisely in the re-
construction of the u; and w; ciphertexts. Additionally, the update
step of SALSA is simpler, since no normalization is required, which
reduces the cost of one SALSA iteration compared to HITS.
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Algorithm 4: Poprpyg for HITS in data center DC;

1 fort « 1to rdo
// Synchronization

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

Input :The number of iterations 7, U and ‘W the set of
u;’s and w;’s initialized ciphertexts, A4 (resp.
Ap) the set of plaintext masks to isolate border
nodes with inter-DC outgoing (resp. incoming)
edges, C the set of plaintext masks to isolate

border constant nodes, Z)f" (resp. DP™) the set of

distant incoming (resp. outgoing) DCs of DC;.
Output: The ciphertexts A and H for the authorities and

hubs of DC;.

end

end
// Update PRs

Norm/, «

// Preparation

end

end
end
/* Last iteration

// Synchronization

A Sy A0

A« Norm;‘ - A

U « Reconstruct(H),

Let A (resp. H) be the authority (resp. hub) vector
masked for a remote data center.

for each DC; in D do

A= A-Aaljl +ClJ]

Send A to DC;.

for each DC; in D' do
‘ W « Synchronize(DC;)

A — ZiE\(LH (L[[l] + Zi€|ﬂ| (L[E
' Sy Wil + 2, g Wil

1

for each DC; in D" do
H « H-Aylj]
Send H to DC;.

for each DC; in Z)f” do
‘ U « Synchronize(DCj)

end

for each DC; in D" do
‘ W « Synchronize(DC;)

end
// Update PRs

A" = Yiejug Ul + 2;cjqq UL
H — Yiejw) Wil + 2, qp W
1

’
Norm/, «

A — Norm;x CA
return A and H.

Ve A'[0]2

’
Normy; «

H < Normy, - H'

’
NormH —

Let U (resp. ‘W) be the remote u;’s (resp. w;’s).
for each DC; in D" do
‘ U « Synchronize(DC})

1

H < Normy - H’

‘W « Reconstruct(A))

1

Zoev H' [0]?

Zoev H'[0]?

*/
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C INC-equivalence proofs

C.1 INC-equivalence Generalizes Node Orbits

Theorem 1 shows that INC-equivalence generalizes node orbits.
For this proof we need the following notation of INC-equivalence
class. The INC-equivalence class of a node u € V is the set of all
INC-equivalent nodes of u. INC-equivalence is more general than
orbital equivalence.

Proor. For the following proof u is in the orbit of v is defined
asu,0 € V2 u € Orbits(v).
Let u,0 € V%, u € Orbits(v) then there is an automorphism 7 of G
s.t. m(u) =o.
By definition of the automorphism: V(x,y) € &, (x(x), n(y)) € &.
In particular, if (x,u) € &, (n(x), 7(u)) € & = (7n(x),v) € E.
Using Definition 2, we constucte the induced subgraph Gr =
(“Vr, ER) from u and v with Vg €V, Eg € Eand u,0 € (Vlg. We
define the partial automorphism of the graph G:

JIR (VR —> (VR
{n(x) if 7(x) € Vi
x +— ap(x) =

x otherwise

Then, for all x € Vg s.t. (x,u) € Eg, (n1r(x), 7r(u)) € Egp =
(7r(x),v) € Egp = (nr(x),v) € E because Vg € V and Eg C &E.
Finally, Vx € Vg, nr(x) = m(x) then all orbits are included in
INC-equivalence, which concludes the proof. O

C.2 Completeness and Soundness of Pruning

Theorem 2 states that the structural properties capture all the nodes
that can be pruned out. We consider two cases: centrality measures
that depend only on incoming edges (Lemma 2) and centrality mea-
sures that depend on both incoming and outgoing edges (Lemma 3).

LEMMA 2 (COMPLETENESS — MEASURES BASED ON INCOMING
EDGES). A node that can be pruned out without any impact on the
spectral centrality measure is either a constant node, a dangling node,
or is INC-equivalent nodes to a node that is not pruned out.

Proor (SKETCH). The proof consists in a reductio ad absurdum.
Let assume that there is a node that is not constant, not dangling,
not INC-equivalent to any other node, but that can still be pruned
out without any impact on the centrality measure. First, being non
constant implies that its centrality score changes over the iterations.
Hence, its centrality score must be computed at least during the
final iteration. Second, being non dangling implies that its centrality
score is input at each iteration in the computation of the centrality
score of at least one other node. Hence, its non constant centrality
score must be computed during all the iterations in order to be used
as an input. Third, having no INC-equivalent nodes for a given node
implies that the computation of its centrality score is not performed
for another node. As a result, pruning out this node would impact
the centrality measure. This is a contradiction. O

LEMMA 3 (COMPLETENESS — MEASURES BASED ON INCOMING AND
OUTGOING EDGES). A node that can be pruned out without any impact
on the spectral centrality measure is equivalent (node orbit) to a node
that is not pruned out.
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ProoF (SKETCH). The proof is similar. Let assume that there is a
node that is not equivalent to any other node, but that can still be
pruned out without any impact on the centrality measure. Having
no equivalent node for a given node implies that the computation
of its centrality score is not performed for another node. As a result,
pruning out this node would impact the centrality measure. This is
a contradiction. ]

Theorem 3 states that prunable nodes are either constant, dan-
gling, or have the same centrality score as a node that is not pruned
out. The proof is sketched below.

ProoF (SKETCH). By definition, constant nodes and dangling
nodes are prunable. We focus only on equivalent nodes. The proof
is similar for both spectral centrality measures that depend on
incoming and outgoing edges and spectral centrality measures that
depend on incoming edges only. The only difference is the graph
on which the equivalence relationship is defined. First, for spectral
centrality measures that depend on both incoming and outgoing
edges, a prunable node is in the node orbit of a non-pruned node
(by definition). This implies that the two nodes can be permuted by
an automorphism without any impact on the structure of the graph.
As aresult, they have the same spectral centrality score. Second, for
spectral centrality measures that depend only on incoming edges,
a prunable node is INC-equivalent nodes to a non-pruned node (by
definition). This implies that the two nodes can be permuted by an
automorphism without any impact on the structure of the incoming
subgraph. As a result, since their centrality score only depends on
incoming edges, they have the same spectral centrality score. O

D PINC
D.1 Description

Intuitively, the pattern of a node represents the nodes and the
weights involved in the computation of its PageRank score. The
pattern vector of a graph G is a vector P of length |'V| in which
P[u] stores the pattern of node u. Therefore, if P[u] = P[#], then at
each iteration t, the PageRank score of u is equal to the PageRank
score of #). Algorithm 1 elaborates on this principle. Nodes with
identical patterns are grouped together and a single representative
node per group is retained. Then the patterns of the nodes they
connect to is updated by replacing all the nodes in the same group
by the representative node and by accumulating the weights. These
operations are repeated until no further grouping is possible. In
Algorithm 1, the vector of groups G is a vector of size |'V|, where
G|u] represents the set of INC-equivalent nodes of u. During the
execution of PINC, the size of V, decreases by removing the equiv-
alent nodes. Thus, the size of the vectors P and G will decrease too.
Algorithm 1 stops when all groups of G contain a single node.

D.2 Toy Example

We present a toy example of the execution of Algorithm 1 on a
small graph.
At initialization, we have the following pattern vector Py:

Po = {{(5 )1 AG. H A0 . (L) A2 ). (6, 1))
{2 3.6, )} 2.1 7). (7. D) AG. )}
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Figure 16: An illustration of the pruning process on a small
graph using Algorithm 1

To be more explicit, let’s list the pattern vector P for each node

of G:

Pol0] ={(5,5)} Py[1] ={(55)}

Pol2] ={(0. 1), (1, 1)} Pol31 = {(2, 7). (6, 1)},

Po[4] = {(2,3).(6, 1)}, Rol5] =2,

Pol6] = {(1, 7). (7. D}

Po[7] = {(5, )}
Then at iteration 1, we group the nodes sharing the same pattern:
Po| (53) [(0).(13)[23).0635] 2 13071
G | {0,1,7} {2} {3,4} {5} {6}

After choosing the representative node for each group (for the
sake of simplicity, let’s say the smallest node in the group), we
apply three consecutive changes on the pattern vector P :

(1) Erase the pattern of the non-representative nodes :
Py={{(5 HHLGHT A0, 1), (L PH (2 1), (6, 1)

{29462 {(1 ), (7. D) 46T}

(2) Replace all the occurences of the non-representative nodes
by their representant :

Py = {{(5 1 AGATTAO 1), (0, )1 {(2 ). (6,5},

{(2 3 5 $§)}9®’{(05%)’(0’ l)}’,{/('s’/%/)’}’}

(3) Update the patterns and sum the weights of the representa-
tive nodes in P:

P = {{(Ss %)}!M {(05 §)}! {(2’ %): (6’ %)}9

{(2 i g 55)}56:{(0’9)}:M}

At iteration 2, we group nodes according to P;:

(5,3 [ 01,15 [ 25063 2
{0} {2,6} {3} {5}

Which leads to the following sequence of pattern vector P; :
(1) Erase

Py = {{(5 D1 AGHTAO DEAE ). (6, 1))
{29675} 2. {7, {5577}

(2) Replace
Py = {{(5. DI AEHTAO DI AR . 2 D),
{26 2 0T es477)

Py
G,
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(3) Update
Py ={{(5 HLAGHTAO HL{ D)
(@D} 2 L03T AT}

At iteration 3, we group nodes according to P,:

GplO)[E)] o
foy | {2y | {3} | {5
Since each group has only one node, we stop the algorithm and

return the pruned graph G, which is the graph with only the nodes
in {0, 2, 3,5} as illustrated in Figure 16.

P,
G3

D.3 Proofs

D.3.1 Soundness. Lemma 1 shows that two nodes with the same
pattern, as defined in Definition 3, are INC-equivalent nodes.

In the following, let Gy be the set of group classes at initialization
and G; the vector of group classes at iteration i of PINC. Similarly,
let Py be the pattern vector at initialization and P; the pattern vector
at the end of iteration i of PINC. Recall that G, = G at iteration 1,
and that G, is modified at the end of each iteration of PINC.

Proor. During the following proof, merging u and v means keep-
ing a representative (for example node ) in the pruned graph G,
and removing the other node (for example node v).

The pattern of node u is defined as the set of pairs (s, w) for each
edge (s,u) € &, where

and C(s) represents the set of nodes in the group of node s in
Algorithm 1. Our proof is by induction. At iteration 1, Algorithm 1
merges two nodes u and v with the same pattern (i.e. if Py[u] =
Py[v]). They have the same pattern if they have the same set of
parents and the same weight. We start by considering the parents.
By definition, if nodes u and v have the same set of parents then:

Vx € Vp, (x,u) € &, & (x,0) €&,y

We consider the weight now. By definition, if nodes u and v have
the same weight then:

1 1
degour(2) y,v)ZGSP Zecz(y) degour (2)
st (zv)e&p

zeC(y)
st (zu)e&p

(y,u)€6p

Since at iteration 1, no node has been merged (Vx € &, |C(x)| = 1)
we have the following equality of weights:

1
Z Z degout(y)

(yu)e&p (y,0)e&p

1

degout(y) -

Now, lets try to find an automorphism, i.e, a way to map the nodes
of the graph onto each other while keeping all edges unchanged.
Using Definition 2, the induced graph Gr constructed from nodes u
and v is equal to Gr = (Vg, Eg) with Vi = {4,0} US(,,0) and Eg is,
by definition, the set of edges between the nodes of Vg. Moreover,
we observe that the set of glcas of u and v is the set of their direct
parents. Indeed, if Py[u] # Py[v] then one of the nodes would have
a parent that the other does not. This means u and v must have the
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same set of parents which, by Definition 1, is the set of glcas. Then
nodes u and v are trivially permutable in Gg and the mapping

m(u) =v, n()=u, n(x)=xforallx e Vg\ {uov}

is an automorphism of Gg. As a result, u and v are INC-equivalent
nodes. To conclude, at iteration 1, two nodes with the same pattern
are INC-equivalent nodes.

Let assume now that the implication holds for iteration n and
prove that it holds as well for iteration n + 1.

At iteration n + 1, let nodes u and v € G, be two nodes with the
same pattern. We start by considering the parents of nodes u and v.
By definition:

Vx €V, (xu) €&y © (x,0) €&,y

Then we consider the weigth. By definition:

1 1
Z degom(Z): Z Z degout (z)

zeC(y) (yv)e&p 2€C(y)
st (zu)e&p st (z0)€&p

(yu)e&p

For node y € V), for eachnode z € V s.t. z € C(y) and z # y then
(1) node z has been removed from G, at the end of iteration n (y and
zhas been merged in G, ) and (2) the pattern of each node a such that
(y,a) € &, has been updated as follow: P, [a] . weight+ = m.

Now lets try to find a new automorphism such that nodes u and
v are in the same group. Let Vi = {u, 0} U S(y,4), and let Gg be the
subgraph induced by Vi. We have assumed that all nodes that were
merged in earlier iterations are INC-equivalent nodes, so replacing
them by their representative in G, preserves the structure and the
weight of the edges in Gr. Because P, [u] = P,[v], u and v have the
same set of parents in G and contribute exactly the same weights.
Hence, the mapping

m(u) =v, n(v)=u, =x(x)=xforallxe Vg\{u o0}

is an automorphism of Gr preserving adjacency and weights. There-
fore u and v are INC-equivalent nodes at iteration n + 1.

To conclude, for each iteration n > 1, if P,_1[u] = P,_1[v] then
u and v are INC-equivalent nodes. O

Theorem 4 states that each node pruned from the graph G is
INC-equivalence to a single non-pruned node in G,. We prove this
theorem below.

ProoF. The proof of Theorem 4 follows directly from Lemma 1.
Our proof is by induction. At iteration 1, to construct G; we
merge nodes with the same pattern in Py. Then, Yu € V,

Giu] ={x:Vx € V,Py[x] = Py[u]}

is the group class of node u. From Lemma 1, two nodes with the
same pattern are INC-equivalent nodes. We conclude that each node
in the group class of u, i.e, in Gy [u], is INC-equivalent with u. Then
we chose a representative and remove all other nodes in V.

Let assume that the implication holds for iteration n and prove
that it holds as well for iteration n + 1. Vu € V),

Gi[u] ={x:V¥x € C(u)}

is the INC-equivalence classe of node u. It holds that two nodes in
G; are INC-equivalent nodes if they have the same pattern in P;_;,
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i.e. if they share the same ancestors and the same weights. Thus,
Yu € V), G;[u] is equals to

Gilu] ={x:Vx € V,,, Pi_1[x] = Pi-1 [u]}
The pattern of node u € V, (v,u) € &, is equals to

Pifu] ={(v,w(0))}

At iteration n + 1, to construct Gp4+; we merge nodes with the
same pattern in P,,. Then, Vu € Vo,

Gni1lu] = {x: Vx € Vp, Py [x] = Pplu]}

is the group class of node u. From Lemma 1, two nodes with the
same pattern are INC-equivalent nodes. We can conclude that each
node in the group class of u is INC-equivalent with u. Then we
can chose a representative and remove all other nodes in V,,. Each
pruned node in V \ V), has a single representative in V},. ]

D.3.2  Completeness. Theorem 5 states that PINC is complete when
excluding INC-equivalent nodes that fall within a cycle, i.e., each
INC-equivalent nodes pruned from PINC shares the same pattern
with a non pruned node. The proof for this theorem his very similar
to the proof of Lemma 1 using an induction.

Proor (SKETCH). The proof consists of a recurrence. Two INC-
equivalent nodes after the end of the first iteration of PINC nec-
essarily shares the same set of parents with the same weights.
By definition, they have the same pattern. Assume that each INC-
equivalent nodes at the end of iteration n, shares the same pattern.
At iteration n + 1, if two nodes are INC-equivalent nodes they nec-
essarily have the same set of parents and the same weigth in G,
because PINC keep only one representative per INC-equivalence
class at the end of each iteration. ]

E Synthetic Datasets

Table 8 summarizes the characteristics of the synthetic datasets.

Graph V| |E| | kmax ||Cons.| | [Dang.| | Density
synthetic-1000 | 1,000 | 1,816 | 278 748 111 0.0018
synthetic-5000 | 5,000 | 9,434 | 1110 | 3,798 548 0.0004
synthetic-10000 | 10,000 | 19,232 | 2168 | 7,573 | 1,106 | 0.0002
synthetic-15000 | 15,000 | 28,961 | 3121 | 11,350 | 1,677 | 0.0001
synthetic-20000 | 20,000 | 39,004 | 4037 | 15,149 | 2,190 | 0.0001
synthetic-25000 | 25,000 | 49,064 | 4936 | 18,947 | 2,731 | 0.0001
synthetic-30000 | 30,000 | 58,825 | 5824 | 22,737 | 3,312 | 0.0001
synthetic-35000 | 35,000 | 68,793 | 6676 | 26,540 | 3,844 | 0.0001
Table 8: Synthetic Datasets, where |Const.| (resp. |Dang,.|) de-
notes the number of constant (resp. dangling) nodes.

F Relative Error of Porpry

Figure 17 displays the cumulative distribution functions of the
relative error for Poppy on graph p2p-Gnutella@4. We observe
that 99% of PageRank scores exhibit a relative error below 8.85-1072
and 90% below 9.65 - 1073.
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G Convergence Rate

Figure 18 displays the average, maximum and minimum of PageR-
ank plaintext scores over iterations for different teleportation de-
nominators and across different graphs. We chose to present the
convergence rate for a single synthetic graph (synthetic-35000),
as the similar structures of the synthetic graphs leads to compara-
ble convergence patterns regardless of the number of nodes. The
choice of the teleportation denominator has only a limited impact
on the convergence speed, but significantly affects the range of the
PageRank scores. For most graphs, convergence is reached before
iteration 10. The email-Eu-core graph is the only dataset that does
not converge completely within the first 10 iterations: the maximum
PageRank score converges after around 20 iterations. Using 10 iter-
ations in our experiments provides a reasonable trade-off between
computational cost and ranking stability. Figure 19 shows the same
metrics (average, maximum and minimum) for both plaintext and
encrypted PageRank over iterations. We observe that computing
PageRank with Poppy has no impact on the convergence speed.
Indeed, all curves are nearly overlapping for all metrics.

H Comparison with [45]

Figure 20 compares PoppY with [45] on synthetic-25000, in terms
of computation cost and communication cost per iteration, for the
slowest data center. Note that we do not include Poppyp to this fig-
ure because PoPpyp is not competitive on synthetic-25000. The
implementation of [45] is not available so we have reimplemented
[45] in Python. We observe that the computation cost and the com-
munication cost per party remain constant across iterations for
[45], while PoppY’s costs decrease during the first iterations until
it reaches a plateau. After reaching this plateau, Porpys becomes
competitive in terms of computation cost compared to [45]. How-
ever, [45] has a lower communication cost (KiB) at all iterations.
Figure 21 displays the communication in KiB for Poppy and [45] for
various graphs. We observe that the communication cost of [45]
is linear in the size of the graph while PoppY’s is constant before
reaching the maximum number of slots available. Indeed, Porpry
and [45] differ fundamentally on the structure of their ciphertexts.
Poppy uses CKKS that has SIMD capabilities and that is such that the
number of slots used in a ciphertext has no impact on the ciphertext
size. [45] is based on the “think-as-a-vertex” paradigm, which leads
to a number of ciphertexts exchanged at each iteration equal to
the number of nodes in the full graph. Thanks to this observation,
we simulated the communication of [45] for synthetic-300000 by
multiplying by 10 the size (in KiB) of the ciphertexts communicated
per iteration during an execution of [45] on synthetic-30000 —
see Figure 21d. In this setting, assuming that the graph is uniformly
distributed among 5 data centers (leading to 60, 000 nodes per data
center), the number of slots in a CKKS ciphertext becomes close to
the maximum number of slots available (i.e., 65,536 slots at most),
and we expect PopprY to be competitive with [45] after 4 to 6 itera-
tions depending on the Poppy algorithm used. As a result, as the
size of the graph increases and the CKKS ciphertexts become fully
exploited, the communication gap reverses, and Poppy becomes
competitive. Furthermore, since Poppy exhibits decreasing compu-
tational and communication costs across iterations, it is expected to
be more efficient on graphs with slower convergence rates. Finally,
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we stress that additively homomorphic encryption does not support
homomorphic division, preventing [45] to support normalization in
PageRank and in any other spectral centrality measures, like HITS
(to which normalization is required for convergence).
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