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Abstract

Recent work (Falzon and Tang USENIX 2025) has shown that a
protocol participant who behaves honestly but strategically chooses
its inputs can break input privacy in the Private Join and Compute
functionality. In this work, we expand our understanding of attacks
in this setting by investigating a broader class of functionalities,
namely: Private Set Union (PSU), PSU-Cardinality (PSU-CA), and
Meta’s multi-key private matching (MKPM) functionality.

We begin with a simple yet novel attack on PSU that fully recon-
structs the intersection using only two protocol invocations and
forms the conceptual foundation for our more complex attacks. We
also show that any attack on PSI-Cardinality, such as that of Guo
et al. (USENIX 2023), lifts to an attack on PSU-CA that recovers
the intersection with only three additional queries. For the MKPM
protocol, we distinguish its intended matching functionality from
the protocol-specific leakage, give an attack against the intended
functionality, and then show that exploiting the additional leakage
enables even stronger attacks, including partial reconstruction of
the other party’s records from a single protocol invocation.

We conclude by discussing possible mitigations for deploying
such systems. Our analysis demonstrates limitations of existing
secure multi-party computation security definitions and highlights
the real-world privacy risks associated with deploying these func-
tionalities in practice.
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1 Introduction

Functionality leakage is an inherent feature of systems, such as
secure multi-party computation (MPC), that allow two or more par-
ties to compute over private inputs. Until recently, MPC primitives
were largely theoretical, and their security definitions reflected
this focus: standard MPC security aims to ensure that the only
information leaked is the functionality output.

Today, these primitives are increasingly deployed. For exam-
ple, Google’s Private Join and Compute protocol uses MPC for
ad-conversion measurement [27], and Coinbase’s MPC wallet em-
ploys MPC to split a client’s private key into two shares—one held
by the client and the other by Coinbase [13]. At the same time, it
is well known that given a function and access to one input and
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the resulting output, an adversary can infer additional information
about the other party’s input. This information leakage is intrin-
sic to the functionality and not a failure of the protocol to meet
its defined security. The growing adoption of MPC protocols thus
makes it critical to understand what information can be inferred by
participants and under which threat models such leakage becomes
practically significant.

Among the most widely studied and deployed MPC protocols are
set-operation functionalities, such as private set intersection (PSI),
which allows parties to privately compute the intersection of their
datasets. Set-operation functionalities have been extensively ex-
plored in both protocol design and attack analysis (see Section 1.2).
However, prior cryptanalytic work that considers adversaries who
honestly execute the protocol and seek to infer information from the
output is narrow in scope, focusing almost exclusively on PSI-like
protocols [20, 28, 34]. This leaves a broad range of other function-
alities largely unstudied in this adversarial setting.

Analyzing New Functionalities. In this work, we focus on private
set operations and more complex join functionalities. Our analysis
begins with private set union (PSU), where two or more parties, each
holding a set, compute and output the union without revealing any-
thing else [4, 7, 8, 17, 23-25, 32, 33, 37, 38, 41, 47, 48, 50-53]. We
also consider a variant called PSU-Cardinality (PSU-CA), which com-
putes and outputs the cardinality of the union, offering aggregate
statistics without revealing the contents of the inputs [14, 21].

To enable richer private data analytics, database operations often
go beyond basic set operations. For example, a company may wish
to group information about the same individual across multiple
databases, where each record contains a key (e.g., name) and asso-
ciated attributes (e.g., email, credit score). If a key appears in the
intersection, the corresponding attributes can be unioned to com-
plete the individual’s information. This functionality, known as a
database join, can be viewed as a rich generalization of PSI and PSU.
In practice, more expressive operations such as multi-key joins are
often required. Building on our analysis of PSU and PSU-CA, we
further study the multi-key extension of Meta’s Private-ID protocol,
Multi-key Private Matching for Compute (MKPM) 5], to understand
the security guarantees provided by such protocols.

Threat Model and Recovery. In this work, we consider a realistic
adversary who executes the protocol honestly but may craft its
inputs to maximize the information it can infer about the other
party’s data. A simple illustration of this arises in PSU, which is de-
signed to hide the intersection of the input sets. While the intended
security goal is to disclose “nothing beyond the output,” even trivial
queries can violate this guarantee. For example, an adversary could
submit the empty set and immediately learn the other party’s entire
input. Prior work, such as Frikken [23], addresses this problem by
assuming thresholds or authorization mechanisms to prevent such
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pathological queries. In this work, we go further: we ask whether
it is possible to circumvent these types of mitigation strategies.
Looking beyond simple, abstract functionalities to concrete pro-
tocol instantiations introduces additional subtleties. We explicitly
separate the intended functionality (what is supposed to be com-
puted) from additional protocol-specific leakage (e.g., set sizes and
structural information). For example, many PSI/PSU schemes leak
the parties’ input set sizes in addition to the intersection/union. In
the case of Meta’s multi-key join protocol [5], we also distinguish
between the ideal multi-key matching functionality and the actual
protocol leakage, which reveals extra information in exchange for ef-
ficiency. This distinction motivates our two-part analysis of MKPM:
one part considers the intended functionality, and the other consid-
ers all leakage available in a real protocol execution. Our analysis
shows that attacks can become drastically more efficient when the
adversary also learns this additional leakage. This highlights the im-
portance of carefully examining protocol-specific leakages, which
is often neglected in the literature, as was the case for MKPM [5].

1.1 Contributions

We present seven attacks that reveal the fundamental limitations in
how existing PSU and multi-key join functionalities protect input
privacy. Our attacks are summarized in Table 1.

We consider an adversary that participates in the two-party
protocol, honestly executes it, and learns the output, but may mali-
ciously craft its input to maximize information gained. As in prior
work [20, 28, 34], we assume that the adversarial party, 151, holds a
target set T it seeks to learn about. The honest party, P,, holds the
recovery set Y. The input structure depends on the functionality.
For PSU and PSU-CA, T = {t;}ie[n] and Y = {yg}xe[m] are sets
of values. For MKPM, T = {t;};c[»] and Y = {yi}ic[m] are sets
of records, where each record is a vector of values. As in prior
work [20], we assume the recovery set is static. However, as we
will see, many of our attacks do not rely on this assumption, as
significant information can be recovered in one protocol invocation.

Attacks against PSU and PSU-CA. To pave the way for the attacks
against the more complex functionality of multi-key private match-
ing, we first describe a straghtforward set-based attack against PSU.
The attack only requires two queries on disjoint sets that form a
partition of the target set T (e.g., T = X; U X3). Using these two
queries, the adversary can fully recover the intersection T N'Y that
PSU is supposed to protect. Next, we consider PSU-CA, which only
reveals the cardinality. Even in this setting, we can still recover the
intersection T N'Y through a sequence of adaptively chosen queries.
We establish a direct connection to PSI-CA, showing that any attack
against PSI-CA (e.g., [20, 28, 34]) can be transformed into an attack
against PSU-CA using only three additional queries. Although our
results on PSU are simple, they have not been noted in the litera-
ture, nor can they be circumvented using, for example, enforcing
a threshold on the input set size as is commonly suggested. This
further raises question of whether PSU can be safely used as a stan-
dalone protocol or as as a component within more complex systems.
Moreover, by establishing the relation between attacks on PSU-CA
and PSI-CA, we demonstrate how vulnerabilities in one functionality
can be leveraged to attack a broader class of functionalities.
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Attacks against Meta’s Multi-Key Private Match. We next turn
our attention to Meta’s multi-key join functionality [5] and present
five concrete attacks. We begin by analyzing the intended func-
tionality (without leakage) and show that, even under the most
idealized output specification, an adversary can infer which records
in T share attribute values with records in Y. We further establish
a close relationship between PSU-CA and MKPM, demonstrating
that our attack on PSU-CA can be directly leveraged to recover this
information in the multi-key join setting.

The remaining attacks further exploit protocol-specific leakage.
In particular, one attack recovers all values shared between T and Y,
while the final three produce an exact reconstruction of the records
in Y, up to the shared values. These latter attacks are able to do so
using a single query. Together, these results underscore the importance
of explicitly modeling and cryptanalyzing seemingly benign, protocol-
specific leakage that extends beyond the intended functionality.

Experimental Evaluation. We implemented all attacks to demon-
strate their practical efficiency. For example, our PSU attack scales
to recovery sets of size |Y| = 10° elements, with runtimes ranging
from 0.74 s to 3.13 s. For adaptive attacks requiring multiple queries
(e.g., PSU-CA and MKPM without leakage), the empirical query
cost is significantly lower than the theoretical upper bound, demon-
strating greater practical efficiency than theory alone suggests.

Broader Impact. Finally, we discuss the broader implications of our
work. We re-examine common mitigation strategies, such as rate
limiting and input validation, and explain why these mechanisms
may be insufficient against the adversaries considered in this work.

1.2 Related Work

The seminal works of Freedman, Nissim, and Pinkas [22] and
Agrawal, Evfimievski, and Srikant [1] laid the foundations for
modern PSI. Since then, a long line of work has proposed pro-
tocols for both PSI (e.g.,[9, 10, 15, 16, 36, 45, 46, 49]) and PSU
(e.g., [17, 24, 32, 33, 50-53]). More recent constructions extend PSI
to support private computation over payloads on intersecting ele-
ments, such as sums [30] and inner products [12, 40].

The systematic study of attacks on set-operation functionalities
was initiated by Guo et al. [28], who presented intersection-recovery
attacks against PSI-CA, PSI-SUM, and Meta’s Private-ID [6]. Jiang et
al. [34] strengthened these results by reducing the required number
of queries. Falzon and Tang [20] proposed attacks on Google’s
Private Join and Compute (PJC) [40] using combinatorial, statistical,
and signal-processing techniques. In a complementary direction,
Zinkus et al. [54] described a generic approach to automatically
quantify functionality leakage.

These attack works, however, largely focus on single-key or set-
based operations and do not analyze more complex matching and
join protocols on multi-key tables. For example, subsequent work
extended Private-ID to support multi-key datasets [5]. Other proto-
cols consider different models, such as delegation of computation to
an untrusted third party [44], joins across multiple parties [39], or
secret-shared outputs to enable downstream computation [11, 43].
Asharov et al. [2] proposed the first maliciously secure protocols
that support JOIN and GROUP-BY. However, attacks involving ad-
versarially chosen inputs and repeated executions often fall outside
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Ref. Func. Goal #Qry Approx. Adapt.
[28] PSL-CA IR O(n) v
g ICA R O(n) 7
PSI-Sum IR - v
KVR O(klogn) v
KVR - v
(20] PIc KVR 2k
KVR ©O(klog(n/k)) v
§4.1 PSU R 2
§4.2 PSU-CA IR O(n) v
§5 MKPM MRR O(n) v
§6 VIR O(n) v
§7.1 TR 1
§7.2 L-MKPM TR 1
§7.3 TR 1

Table 1: An overview of our attacks and prior work. We
report the recovery goal, the number of queries required,
whether the attack can reconstruct the values approxi-
mately, and whether it is adaptive. We abbreviate the re-
covery goals as follows: IR=intersection recovery (Def. 3.1),
KVR=key-value recovery, MRR=matchable record recovery
(Def. 3.2), VIR=value intersection recovery (Def. 3.3), and
TR= T-reconstruction (Def. 3.4). Here n denotes the size of
the adversary’s target set and k is the size of the intersection
of the target set and the recovery set.

their explicit threat models, leaving their resilience to the kinds of
inference attacks we study as an open question.

2 Preliminaries

Notation. For n € N, we define [n] :={1,...,n}. Forany £,n € N
such that £ > [log,(n + 1)], Biny(n) € {0, 1}’ denotes the ¢-bit
binary representation of n.

For sets X, Y and any function f : X — Y, we denote the image
of X under f as f(X) := {f(x)|x € X} € Y. Moreover, Funcs[X, Y]
denotes the space of functions f : X — Y and InjectiveFuncs[X, Y]
denotes the set of all injective functions of Funcs[X, Y]. Perms[X]
denotes the set of all permutations of X.

2.1 PSU and PSU-CA Functionalities

In its most basic form, the PSU functionality is a two-party protocol
in which parties P; and P, hold sets X and Y, respectively. At the
end of the protocol, both parties learn the union of their sets, X UY.

The PSU-Cardinality (PSU-CA) functionality is a variant in which
P; and P, holding sets X and Y as above, learn only the cardinality
of the union, i.e., | X U Y]|.

2.2 Multi-key Private Matching Functionality

Indexed Records. The Multi-Key PrivateID (MK-PrivateID) pro-
tocol [5] extends the single-key PrivateID protocol [6] to support
matching on multiple keys (e.g., names or email addresses). We use
terms identifiers and keys interchangeably, following the terminol-
ogy of the original paper [5]. Each record contains multiple indexed
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values under different keys (See Section 2.2.1 for the representation).
The keys themselves are implicit.

Matching Procedure. We refer to the functionality implemented
by MK-PrivatelD as the Multi-key Private Matching (MKPM) func-
tionality. In this setting, two parties P; and P, hold sets of records
X and Y, respectively. MKPM first groups records that share at least
one common indexed value, and then applies a tailored matching
procedure to produce a one-to-one correspondence between the
two sets. This design is motivated by the use case in which par-
tially duplicated records correspond to the same individual, and a
one-to-one mapping suffices for downstream data analysis.

During matching, one-to-many and many-to-one relationships
may arise (i.e., when a record from one party shares indexed values
with multiple records from the other.). The protocol resolves many-
to-one matches using a ranked, deterministic join logic, and resolves
one-to-many matches randomly.

To enable downstream computation over the associated data,
the protocol introduces universal identifiers (UIDs) to label joined
records. It outputs to each party a mapping from UIDs to its records
such that matched records are assigned the same UID, while un-
matched records receive distinct UIDs.

Figure 2 illustrates this process. It shows an example input featur-
ing a one-to-many match (Fig. 2a) that is resolved into a one-to-one
correspondence, along with the resulting output (Fig. 2b).

Security Guarantee. The original work [5] sketches a proof for
semi-honest security. However, we note that the specified func-
tionality leaks more information than the intended output. We
therefore distinguish the intended functionality, which computes
the set of UIDs and the mapping of UIDs to records (Fmkpm), from
the real functionality (¥ -mkpm), Which reveals additional infor-
mation. Returning to our example, given the tables in Figure 2a,
Fmkpm outputs only the maps and UID sets shown in Figure 2b,
whereas F1-mkpm additionally leaks to party P, a graph isomorphic
to that comprising the red and blue edges in Figure 2a.

2.2.1  Functionality. We now present a formal description of the
functionality Fmkpm. Let V denote the universe of record values.
Party P; holds

X ={x; = (xi1,. .., Xijjy .., Xin;) | J € [mi]}
of size n, and party P, holds
Y i={yx = W1, - Ykt - - > Yoy ) | £ € [mi]}

of size m. Here, we slightly abuse notation, using n;, my to denote
the lengths of records x; and yy, respectively, for all i € [n] and all
k € [m]; all values x; ; and yi, lie in V.

To suppress leakage arising from positional information in the
matching protocol, the original work [5] introduces random permu-
tations. Specifically, the records in X are permuted while preserving
the order of indexed values within each record, whereas in Y both
the records and the values within each record are permuted. We
denote the resulting collections by X’ and Y’, respectively.!

The core of the protocol is the match procedure (see Appen-
dix A.1 for detailed pseudocode), which outputs a one-to-one cor-
respondence between the two sets. It takes as input the shuffled

! Although sets are unordered, the implementation [42] treats inputs as ordered lists of
records; we follow the authors of [5] in adopting this terminology.
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Parameters: Two parties, P; and P,, set sizes n, m € N and record
lengths n;, mg € N for i € [n] and k € [m].

1 Receive the input from party P;: X = {x; | i € [n]}

2 Receive the input from party P,: Y = {yx | k € [m]}

3 Sample x <« Perms[[n]] and ny < Perms[[m]]

4 Let X’ :={x] | i € [n]}, where X] := X, (;)

5 Let Y' :={y, | k € [m]}, where y, :=yay, )

6 Shuffle the values in y; for all k € [m]

7 Compute set UID, mappings Mx, My « match(X’,Y’)
(See Figure 13 in Appendix A.1.)

8 Sample fi, f < InjectiveFuncs[V, U]
9 Ly ={(Ax[1D..... i(x}[m])) | i € [n]}.
).

10 L= (AL Ay ImeD) | K € [m]). |
| 11 7w «sPerms[[n]]. |
l [ l

>

12 X" :=={x}" | i € [n]}, where X]' := X, (;).
13 L = {11, ... o (x} [m])) | i € [n]}.
14 LY — (L3, Ly), L2 — L2

15 Output:
r==-"
- Send UID, Mx L,Lljto P;.
r==19
- Send UID, My L LZJ‘ to Ps.

Figure 1: The Multi-Key Private Matching functionality
Fmipm (X;Y). The additional steps of the leakage-aware func-

********* hl
‘-

,,,,,,,,, .l

inputs X’ and Y’. Each record in X’ (resp. Y’) is matched with at
most one record in Y’ (resp. X’). Both parties receive a common
set of universal identifiers, along with a mapping from each UID to
their local records or L for unmatched records.

The intuition behind match is to process indexed values in an
order chosen by Party Py, allowing it to prioritize values that are
less likely to change. For example, matching on a social security
number typically yields higher-quality results than matching on a
phone number, which is more likely to change.

More formally, for each identifier position j in X’, the match
procedure scans all yx € Y’ and matches yy to the first x; € X’
whose j-th value appears in yy, that is, for which there exists an ¢
such that yi [¢] = x;[j], where i is minimal.

A detailed description of Fpkpm is provided in Figure 1.

2.2.2 Leakage. In favour of higher efficiency, MK-PrivateID leaks
additional information. We capture this leakage using an extended
“leaky” functionality, denoted by Fi-mkpm. The leakage differs for
P; and P, and we describe each separately.

To model this leakage, we introduce a hiding function, which is
an injective random function from the value space to the UID space,
fi : V. — U. This function assigns UIDs to values and allows us to
formalize the relationships between records that can be inferred
from the output UIDs. By applying the hiding function to the values
in the shuffled sets X” and Y’, we obtain hidden copies of these sets,
which are available to party P;. In particular, repeating values are
mapped to the same UIDs consistently in the hidden copies of X’
and Y’. See the definition of £}, and L3, in Figure 1. Also note that
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the order of indexed values within the records of X is preserved
in L}l{. In contrast, the order within the records of Y is shuffled to
obtain Y’ and, thus, the same does not hold for L;.

The leakage observed by P, is more limited. Party P, learns only
a hidden and re-shuffled copy of X. Specifically, the records of X
are re-shuffled using fresh randomness, yielding a set X”. A new
hiding function f; : V — U is then sampled and applied to all
values in X"/, and the resulting hidden set is available to P,.

The pseudocode can be found in Figure 1, where the additional
leakage is shown dashed boxes.

3 Threat Model and Recovery Goals

Threat Model. Without loss of generality, and in line with prior
work [20, 28, 34], we assume that P; is adversarial (denoted by P;).
The adversary follows the protocol specification but may adaptively
choose its inputs and repeatedly invoke the functionality. Party P,
is honest and holds a fixed set Y of elements, the recovery set,
about which P; aims to learn information. We note that three of
our attacks require only a single query and therefore also apply
when P,’s recovery set is dynamic.

A target set T of values is also introduced, which is held by the
adversarial party P;. The set T represents values corresponding
to points of interest, and the adversary aims to determine which
elements of T also appear in Y, according to the recovery goals
defined in the next section.

3.1 Recovery Goals

Since we analyze multiple set operations in this work, we specify a
recovery goal for each functionality to model attack scenarios. Look-
ing ahead, we focus on intersection recovery in Fpsy and Fpsy-ca-
For the complex functionality Fmkpm, we introduce tailored recov-
ery notions that capture the information about the target set that
an adversary may aim to learn. In the following discussion, we let
T be the target set and Y be the recovery set.

3.1.1  Recovery Goal against Fpsy and Fpsy-ca. Private Set Union
(PSU) aims to hide the intersection of the input sets [33]. Accord-
ingly, the natural attack objective against PSU and PSU-CA is to
recover this intersection, i.e., determine which elements of the
target set T also appear in Y.

Definition 3.1. An adversary A achieves intersection recovery
ifit outputs T N'Y.

3.1.2  Recovery Goal against Fmkpm. Given that Fukpm operates
on sets of records, a natural recovery goal would be to recover
the set of records that appear in both input sets. However, the
functionality aims at matching records based on shared values
(not on the equality of the records). We thus adapt the notion of
intersection recovery to the multi-key setting to mirror this logic,
aiming instead to identify the records in the target set T that share
values with records in Y.

The matching logic of MK-PrivatelD (see Figure 13 for a defini-
tion and Figure 2 for an example) assigns the same UID to matched
pairs of records and distinct UIDs to unmatched ones. One can view
match as computing a pseudo-union of records, where a record in
the target set and one in the recovery set are considered “equal”
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Email: Phone # Email:
Xp : | alice@mail.com | 30 4829 1746 i yo : | alice@mail.com
X1 : | bob@mail.com 90 5561 2844 y1 : | carol@mail.com

N

y2:

bob@mail.com

(a) The inputs from Parties P; (left) and P; (right).

Phone # UID: Rec: UID: Rec:
04 8632 5578 2093 | xo 2093 | yo
30 4829 1746 9349 | L 9349 | y1

3042 | x; 3042 | v,

UID = {2093,9349,3042}  UID = {2093, 9349, 3042}

(b) The outputs to Parties P; (left) and P, (right).

Figure 2: In (a), we illustrate a one-to-many match: party P;’s record x, matches party P,’s records y, on email and y; on phone
(red edges). The conflict is resolved randomly, yielding a one-to-one mapping in which x, and y, are assigned the same UID
(2093), while y; is assigned a distinct UID (9349). Record x; matches only y; on email (blue edge) and thus both are assigned UID
3042. Both parties learn their local mappings and the universe of UIDs.

if they are assigned the same UID. A natural generalization of set
intersection is to recover the records in the adversary’s target set
that are matched with some record in the recovery set.

Since the adversary’s goal is to learn as much as information
about the target set, which may contain sensitive information, we
define the recovery goal as outputting all records in the target set
that share at least one value with a record in the recovery set. This
captures scenarios in which indexed values, such as social secu-
rity numbers or email addresses, uniquely identify an individual.
Notably, the original paper [5] explicitly emphasizes precautions
against leaking this information in the protocol design. We refer to
records that could potentially be matched by the protocol logic as
matchable records. We formalize this as follows:

TNY:={teT|3yeY, 3j,teNstt[j] =y[]}

Definition 3.2. An adversary A achieves matchable record
recovery (MRR) if it outputs TM'Y.

3.1.3  Recovery Goals against F| -mxpm- As discussed in Sec. 2.2.2,
Fi-mkpm is the extended functionality that captures the leakage
inherent to the protocol. Thus we introduce two additional recovery
goals to better understand potential attacks that were not consid-
ered in the original paper [5].

The first recovery goal is to recover the set of shared values.
This precisely captures the values that the adversary would like
to identify in the recovery set. Given a record set X (defined as in
Section 2.2.1), we denote by V(X) the set of values present in the
records of X, defined as

V(X) = {veV|3dx e Xsuchthatv e x}.

Here, we slightly abuse notation by writing v € x to denote that
there exists an index i € N such that x[i] = v. The value recovery
goal is formally defined as follows.

Definition 3.3. An adversary A achieves value intersection
recovery (VIR) if it outputs V(T) N V(Y).

The final goal is the strongest one: identifying all values shared
between the target and recovery sets and how these values co-occur
across the records of Y. It reveals which shared values appear in
the same record and which values are repeated across multiple
records—information that is not captured by VIR.

This corresponds to the most informative inference about Y
with respect to the target set T that an adversary can obtain from
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Figure 3: Given a (a) target set T and a (b) recovery set Y,
we depict a (c) possible T-reconstruction Ry. Each matched
record in Y corresponds to exactly one record in Ry, and all
values shared between the matched record and the target set
T appear in the corresponding record in Ry.

ﬁl’s output. We refer to this notion as T-reconstruction of Y, and
formalize it as follows. See Figure 3 for an illustration.

Definition 3.4. An adversary A achieves T-reconstruction (TR)
of Y if it outputs a multiset Ry for which there exists an injective
mapping ¢ : Ry — Y such that

1 Forally* € Ry and all v € y* we have v € ¢(y").

2 For all y* € Ry and all v € ¢(y*) we have if v € V(T) then
vey".

3 Forally €Y, if there is some v € y such that v € V(T), then
y € ¢ (Ry).

These three conditions formally define correctness. We defer the
detailed discussion to Appendix A.2.

4 Analysis of PSU and PSU-CA

In this section, we present the analysis of PSU and PSU-CA. Since
they are relatively straightfoward, we use them as a warm-up to
the more involved attacks against multi-key matching in the later
sections.

While PSU and PSU-CA have received increasing attention,
the information leaked by their output remains largely unstudied.
Frikken [23] observed that submitting an empty set in PSU fully
reveals the other party’s input and proposed abort-based mitiga-
tions. Jia et al. [33] further analyzed PSU leakage, showing that Guo
et al’s [28] PSI-CA attack extends to certain PSU variants, even
under early-abort conditions, and proposed an “enhanced” PSU
functionality that delays protocol leakage to the end of protocol
executions.
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We show that such countermeasures are insufficient by describ-
ing an intersection-recovery attack against PSU that uses only two
queries and does not require the adversarial input to be empty or
disjoint from the recovery set. We then prove that PSU-CA leaks
at least as much information as PSI-CA by reducing any PSI-CA
attack with g queries to a PSU-CA attack with g+3 queries.

4.1 Analysis of PSU

Recall that the corrupted party P; holds the target set T and can
invoke Fpsy (X;Y) on arbitrary sets X with a fixed Y. Its goal is to
recover T N'Y. Our attack relies on the following observation:

PROPOSITION 4.1. Let T and Y be sets and X; U X, be a partition
of T. It holds thatY = (X; UY) N (X, U Y).

Proposition 4.1 follows directly from the fact that X; and X, are
disjoint. The recovery set Y can therefore be reconstructed with
only two PSU queries. Since the adversary knows T, the intersection
T NY, if needed, can then be computed easily.

We refer to this attack as PSU-D1rr. Note that it requires no
special inputs such as the empty set, but works with any two inputs
that are disjoint from each other. Specific mitigation strategies that
focus on prohibiting such special inputs are therefore ineffective.

4.2 PSU-CA Attack

The cardinalities of the union and intersection of two sets are
tightly related. We give a generic transformation that converts
any intersection-recovery attack against PSI-CA (e.g., [28]) into
one against PSU-CA. For sets X and Y, our attack uses the relation

IXNY|=[X]+|Y]-[XUY]

This equation lets us translate PSU-CA outputs into the PSI-CA
setting, thereby lifting any PSI-CA intersection-recovery attack to
PSU-CA. The remaining challenge is that |Y]| is not guaranteed to
be known. We therefore show how to infer |Y| using three PSU-CA
evaluations, while avoiding the trivial approach of querying the
empty set.

PROPOSITION 4.2. Let X and Y be two sets and let X; U X, be
a partition of X. Moreover, let z := | X U Y|, z; := |X; U Y| and
25 := | X, U Y|. Then, we have |Y| =z, — (z — z1).

The proof is provided in Appendix C.1. Thus, with three addi-
tional Fpsy-ca evaluations at the start of the attack, the adversary
can simulate the psj-ca functionality. In particular, for any PSI-CA
attack, the adversary can replace each query z « Fpsi-ca(X;Y)
with z’ « Fpsuy-ca(X;Y) and then compute z as | X| + |Y| — 2’.

We state our result in the following theorem:

THEOREM 4.3. For every adversary A such that ATPs-caGY) (T) =
T N'Y which makes q PSI-CA queries, there is an efficient adversary
B with access to Fpsy-ca(+; Y) which recovers T NY and makes q + 3
PSU-CA queries.

The proof is given in Appendix C.2. In Appendix C.3, we de-
scribe and analyze PSU-CA-SEARCHTREE—an attack that uses the
transformation described above to turn the PSI-CA attack from Guo
et al. [28] to one against PSU-CA.
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Figure 4: The binary search tree for the target set X =
{1,2,3,4,5,6} in the intersection-recovery attack of [28],
shown for recovery set Y = {1, 2}. Nodes marked with o are
queried via PSI-CA, while nodes marked with e have their in-
tersection cardinality inferred from their parent and sibling.
Depth first search terminates early at X;; and X ;. Inferred
membership is shown in for X NY and red for X \ Y.

5 Matchable Record Recovery with Fukpm

In this section, we show how the PSU-CA-SEARCHTREE attack can
be applied to Fmkpm with some additional assumptions to achieve
matchable record recovery (Definition 3.2). In Appendix D we explain
how the attack can be applied to the single key private matching
functionality Fskpm realized by PrivateID [6].

5.1 A Primer on Guo et al’s PSI-CA Attack

Before describing our attack, we briefly review Guo et al’s [28]
intersection-recovery attack against the PSI-CA functionality,which
outputs the intersection cardinality |X N Y].

In Guo et al’s attack, the adversary has a target set X and can
query the PSI-CA functionality Fpsi-ca(+; Y) on adaptively chosen
sets X’ C X, where Y is a fixed recovery set. The goal is to recover
XNY.The key observation is that some PSI-CA outputs immediately
reveal membership information: (1) if [ X" N Y| = 0, then no element
of X" lies in Y and (2) if | X’ N Y| = |X’|, then every element of X’
liesin Y.

To exploit this, the adversary builds a balanced binary search
tree over X, where each node contains a subset of X and its children
form a partition of that subset. The adversary traverses the tree
and queries PSI-CA on selected nodes until it finds subsets whose
membership can be fully determined by the two termination cases
above. Since the children partition their parent, the adversary can
infer one child’s intersection cardinality from the parent and sibling
values, reducing the number of queries needed: if X; UX is a disjoint
partition of X, we have |[X; N Y| = [X N Y| — |X; N Y|. Repeating
this process recursively allows the adversary to label elements as
either in X NY orin X \ Y, thereby recovering the intersection.

We give a pictorial example of the attack in Figure 4 and a more
detailed description of the attack in Appendix B.

5.2 From Union to UID Cardinalities

In the context of MKPM, the adversary is given a target set of
records T C V", and can evaluate Fpkpm (X; Y) for arbitrarily many
inputs X. Its goal is to determine the set of matchable records, TT1Y.
The functionality Fmkpm outputs the set universal identifiers, UID,
to both parties. Rather than assigning a common UID to two identi-
cal records, it applies a matching logic (see Figure 13) which assigns
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a common UID to each pair of matched records, and a distinct UID
to every unmatched record in T and Y. Thus, using |UID| as the
cardinality for carrying out PSU-CA-SEARCHTREE appears to be a
natural approach for identifying matching records in T.

The PSU-CA-SEARCHTREE attack (Section 4.2) relies on the fact
that [ XUY| = |X; UY|+|X, UY|—|Y| where X and Y are arbitrary
sets and X; U X, form a partition of X. We now translate this
to the multi-key setting. Let UID, UID;, and UID; be the UIDs
output when evaluating Fmipm (X;Y) and Fukpm(Xi;Y) for i €
{1, 2} respectively. For the attack to apply, we require the following
relation to hold:

|UID| = JUID, | + [UID| - [Y]. )

Unfortunately, this condition does not hold for general inputs.
The reason is that the MKPM functionality shuffles the inputs before
applying the matching logic. Consequently, the matching procedure
introduces randomness, leading to inconsistent record matches
across different protocol runs, even with the same input sets. Thus,
different evaluations of Fukpm on identical inputs can yield UID
sets with varying cardinalities.

We give an example of such a matching in Figure 5.

To rule out such cases, we impose a restriction on the input sets
that, if satisfied, ensures that Eq. 1 holds, thus allowing us to carry
out the attack. Luckily, one-to-many relations do not violate Eq. 1.
It therefore suffices to exclude many-to-one relations.

Definition 5.1. Let X, Y be sets of records. We say X is Y-isolated,
if for all y € Y we have

H{xeX|3ijstx[i] =y[j]}| <1

This constraint may exclude certain scenarios. For example, if
the sets contain IP addresses, many-to-one relationships are likely
to occur since multiple users in the same local network share an
IP address. However, the adversary’s input may be Y-isolated in
scenarios where the adversary targets a specific range of identifiers,
such as all phone numbers with a specific area code or all email
addresses from a particular domain.

THEOREM 5.2. Let T,V C V" be sets of records. If T is Y -isolated,
then PSU-CA-SEARCHTREETMKPM CSY) (T yecovers T M Y.

The proof can be found in Appendix E.1.

Time and Query Complexity. The PSU-CA-SEARCHTREE can be
applied directly to the output of Fumkpm, as long as the adversary’s
input sets satisfy Definition 5.1. The attack thus has the same worst-
case time complexity and maximum number of protocol invocations
as when applied to Fpsy-ca. Specifically, it requires O(nlog n) time
and at most n + 1 protocol invocations (although typically fewer
queries are needed due to the probability of early termination).

6 Value Intersection Recovery with 7 -pmkpm

We now leverage the additional leakage that -mkpm outputs to
Py to mount stronger attacks. We adapt Guo et al’s search tree
approach [28], designed for Fps|-ca, to recover the shared values
and achieve value intersection recovery (Def. 3.3).

For this attack, we restrict the adversary to using only subsets
of its target set T as input: it may submit any T’ C T but cannot
append, split, or rearrange the values within records (this contrasts
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O | %2 ---________
T oo - Y
UID| = 2
T [l UID, | =1 alel v

|UID,| =1

Figure 5: An example that PSU-CA-SEARCHTREE attack can-
not be applied to the output of Fpukpm(T;Y). Lines between
records indicate potential matches based on matching val-
ues. Solid lines denote the matched records chosen by the
matching logic. We see that |UID| # |UID,| + |UID;| — |Y| and,
as such, T is not Y-isolated.

with Section 7, where the adversary can modify record contents by
appending or reordering values). We assume all records in T have
equal length £ € N. The goal is to compute the intersection of
values which we denote as pos := V(T) N V(Y). Throughout the
attack, we also construct a second set, neg := V(T) \ V(Y), of values
in T that are not in Y.

Our adapted attack starts by building a binary search tree 7~ over
T similar to Guo et al’s attack [28]. The root node corresponds to
the entire target set T. Each node v is labeled with a subset v.set C T.
Its children v, < v.left and vg < v.right form a disjoint partition
of the parent: vy .set Uvg.set = v.set and vy .set Nog.set = 0. We use
a fixed, deterministic rule to compute the partition (e.g., by index
into equal halves) and recurse until leaves are single records.

Starting at the root, the adversary traverses 7 in DFS order,
selecting a node at each step and querying Fi-mkpm (+; Y) on that
node’s associated subset of records. Let X « v.set for a non-leaf
node v, and X; < vp.set, X, « wvg.set be its children. In Guo et
al’s PSI-CA attack, querying a parent X and one child X; suffices to
infer the sibling’s output: from | X NY| and | X; N'Y| one immediately
obtains |X; N Y| without a third query.

Under 71 -mkpm, this sibling inference is not possible: each query
generates UIDs with fresh randomness, so given (L, L;) and
(L} ’ .C;), one cannot derive (£} ) L%,). Instead of inferring the
sibling’s full leakage, we switch to a metric for which the sibling’s
value can be inferred without an additional query—namely, the
number of matched values per column in £}, and .E)l(l —and use this
to guide the DFS traversal. Formally, this metric is defined as:

ColCA(LY, Ly) =| > 1{t[i] € V(L})}

te L;
X i€[frec]

We make the following important observations about ColCA.
PROPOSITION 6.1. For any two sets of records X and Y, we have
ColCA(Ly, Ly) = ColCA(X,Y).

In words, because the hiding function used is deterministic, the
leakage preserves the per-column counts of matching values be-
tween the plaintext inputs X and Y.
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PROPOSITION 6.2. Let X and Y be sets of records, and let X; U X,
be a partition of X. Then we have

ColCA(Ly, Ly) = ColCA(Ly , Ly) + ColCA(Ly,, L})*.

Proofs are given in Appendix F.1 and F.2, respectively.

From Prop. 6.2 we obtain ColCA (L} » L%,) = ColCA(L}, L;) -
ColCA(L!] > L}). Here, .E)IQ denotes the (hypothetical) leakage
from a protocol run on X, which is never actually executed. This
suffices, since we only need ColCA(L! , £}), and this vector can
be inferred without knowing .L)l(z explicitly.

For a leaf node containing a single record, i.e., X = {x}, the
vector ColCA(L}, L3) is binary: its i-th entry is 1 if and only if
the i-th value of x appears in Y, and 0 otherwise. More generally,
consider any node with record set X. Suppose that after querying
this node we obtain

c = ColCA(LY, L}) € {0, |X[}%e.

By Prop. 6.1, this equals ColCA(X, Y), so the i-th entry counts how
many records in X have their i-th value in V(Y). If the i-th entry
is | X/, then every record in X has its i-th value in Y; if it is 0, then
no record in X has its i-th value in Y. Thus, for such a node, each
column is either entirely positive (all values occur in Y) or entirely
negative (no value occurs in Y). Thus for each i € [0, ..., fec — 1] if
c[i] = |X]| we add {x[i] : x € X} to pos, and otherwise we add it to
neg. Once we have processed all the nodes in this way, pos must
include all values in V(T) N V(Y).

The remaining component of our adapted attack is a heuristic
that (i) decides which child to follow during DFS traversal and (ii)
provides the priority for enqueuing the other child. For any set
X, this heuristic must be computable from X and ColCA(L}, .Ci,)
alone, since this is all we know about the (hypothetical) leakage for
that node. For ¢ = ColCA (L} ,L;), we define

_ ixecX @)
[rec |X| '
As in the original PSI-CA attack [28], our heuristic prioritizes the
child node whose subsets contain more matched values, which
increases the fraction of the intersection that can be recovered
when the adversary is limited to a bounded number of protocol
invocations. We additionally propose two further heuristics in F.4
and evaluate our three heuristics in Appendix H.
The pseudocode of MKPM-SEARCHTREE is given in Figure 17
(Appendix F).

P (€ X)

THEOREM 6.3. The MKPM-SEARCHTREETL-MeM V) (T attack (Fig-
ure 17) achieves value intersection recovery (Def. 3.3).

The proof can be found in Appendix F.3.

Time and Query Complexity. Let n = |T|, m = |Y|, and let £, be
the maximum record length in T and Y. Assume n is a power of two
and that priority-queue operations push and pop take amortized
time O(logn). Since n nodes are pushed and popped in total, this
contributes O(nlog n) time. For inputs X of size a and Y of size b,
ColCA(X, Y) can be computed in expected time O (frec(a + b)). It is
called once at the root and for half the nodes at each depth, yielding
an expected total cost of O(£ecn(logn + m)). The heuristic p},

2We use standard vector operations; addition and subtraction are applied element-wise.
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adds only lower-order terms, so the overall expected runtime is
O(trecn(logn + m)).

Like the original PSI-CA attack, MKPM-SEARCHTREE requires at
most n protocol invocations, though this bound is loose due to early
termination of DFS traversals (see Section 8 for an empirical evalu-
ation). Even when the number of protocol invocations is restricted,
partial intersection recovery remains feasible (see Appendix H).

7 T-Reconstruction with | _pmkpm

In this section, we describe three powerful attacks that exploit the
“leaky” functionality Fi-mkpm. Buddhavarapu et al. [5] acknowl-
edge this leakage but deem it acceptable as an aggregate metric
that would only raise concerns across multiple executions. In con-
trast, we present three attacks that achieve T-reconstruction (Defi-
nition 3.4) with a single protocol invocation.

We first present a baseline attack that is highly efficient but relies
on a strong assumption on the protocol inputs. We then describe
two additional attacks that progressively relax these assumptions.

7.1 The Baseline Attack

Recall that while the records in the adversary’s input X are hidden
and shuffled, the order of values within each record is preserved.
We first observe that matching records between X and the leak-
age L}, is trivial when X contains one record. Exploiting this, we
present BASEATTACK, which flattens the target set T into an input
X consisting of a single record r that contains all values in V(T).

The baseline attack constructs a dictionary D that maps hidden
values appearing in the leakage £, = {X} back to their original
plaintext values in the input X = {x}. Specifically, for all j =
0,...,|%|, the adversary sets

D : x[j] — x[j]-

It then uses D to recover plaintext values in the recovery set L;.
It initializes an empty multiset Ry, and for each hidden record
yi € L} it initializes an empty record s;. For all j = 0,..., [y, it
checks whether y;[j] € D; if so, it appends D[y;[j]] to s;. Finally,
it adds s; to Ry. In this way, the adversary recovers the plaintexts of
all values in Y that are in common with those in T. This procedure
yields a T-reconstruction Ry of Y.

The pseudocode of BASEATTACK is shown in Figure 6 (left). We
also define an algorithm SuBsTITUTE that takes a set of hidden
records L}, and a dictionary D : G — V mapping hidden to plain-
text values, and replaces the values in the records of £3, with the
corresponding entries in D. Identifiers that do not occur in D are
not replaced. This algorithm is used as a subroutine in all attacks
in this section and is given in Figure 6 (right).

Correctness of the attack directly follows from the fact that all
values in the flattened target record are uniquely identifiable in a
single invocation of | -mkpm-

Time and Query Complexity. Let £, denote the maximum record
length in T and Y. Let n = |T| and m = |Y|. The attack has an
asymptotic time complexity of O (#ec(n + m)). The attack requires
only one query and therefore establishes a tight lower bound on
the number of queries needed to achieve TR (Definition 3.4).

7.1.1 A First Optimization. The baseline attack relies on an atypical
input structure—one very long record—which is both unnatural
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BASEATTACK L-MKPM (-Y) (T) SussTITUTE(L}, D)

1: T () 1: Initialize R < 0
2: forteTdo 2: forye L} do
3: fori=1,...,[t| do 3: r—()
4: if t[i] ¢ r then 4: forie [0,y - 1] do
5: r « r|[t[i] 5: if y[i] € D then
6: X e {r} 6 r—r|D[y[i]]
7+ (UID,Mc, (LY, £3)) 7:  ReRU{r}

— Fr-mxpm (X, Y) 8: return R
s: {f} — Lk

9: Initialize dictionary D « 0
10: forie [0, |t] —1] do

11: D[t[i]] « r[i]

12: Ry ¢ SussTITUTE( L, D)

13: return Ry

Figure 6: Baseline attack with oracle access to the MKPM
functionality with leakage 7 -mkpm (-, Y). Y is part of the ora-
cle and is unknown to the adversary.

Xo:| Qo | Y alice@mail.com +41 98 765 43 21

X1:| 0 [ 01 bob@mail.com +41 12 345 67 89

Xp:| 01 | U eve@mail.com +41 45 678 91 23

x3:| vy | U gus@mail.com +41 56 789 12 34

(a) Target set T (boxed in blue) and input set X (the entire table).

Xo | € @l ey es

x;:| e | e | es | es

x3:| e | e | e7 | es

Xo:| €1 | €1 | €9 | €10

(b) The hidden, shuffled leakage L} .

Figure 7: An example of a target set transformation by ENu-
MATTACK. (7a) shows the target set T (blue box) and the input
set X, extended with prepended encoding (green box). Note
the second value v, in the last record. (7b) shows the corre-
sponding hidden, shuffled records £} . The hidden values
corresponding to (vy,vp) are highlighted in green, and that
corresponding to v; is highlighted in blue.

and easy to detect in practice. This motivates more refined attacks
that achieve TR without such conspicuous inputs.

A first optimization avoids arbitrarily long records by exploiting
that record lengths are preserved in the leakage. The values in V(T)
can be partitioned into multiple records, each of a unique length. Let
X' denote the resulting set of records and L}, the corresponding
leakage. Since each record has a distinct length and the order of
values within records is preserved, the adversary can uniquely
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match each record in £, to the plaintext record of equal length in
X, build a dictionary as before, and again achieve TR.

Time and Query Complexity. This optimized attack still uses
one query and has time complexity O (frec(n + m)). The maximum
record length decreases from |V(T)| to approximately /2|V(T)]|.
While less conspicuous than the single-record variant, it remains
easily detectable.

7.2 Record Enumeration Attack

We now present an attack whose input set consists of equal-length
records. For simplicity, we assume that every record in the target
set T has the same length; the attack extends directly to target sets
with records of varying lengths.

We refer to this attack as the Record Enumeration Attack. It relies
only on two properties of the functionality i -mkpm: (i) the order
of values within each record of P,’s input is preserved in the leak-
age, and (ii) values are hidden deterministically, so that repeated
occurrences of the same value yield the same hidden value within
a single protocol execution. The attack proceeds by enumerating
the records in T and prepending to each record an encoding of its
index using known values. If this enumeration can be recovered
from the leakage, then the adversary can compute a dictionary D
from hidden to plaintext values and subsequently use D to output
a T-reconstruction of the recovery set Y.

Without loss of generality, assume that |T| is not a power of
two, and let vg,v; € V be two distinct values. Fix an ordering
(to, ..., ty_1) of the records in T, where t; denotes the i-th record.
Each index i € [0,n — 1] is encoded as a binary string of length
fenc = [log, n], where bits 0 and 1 are represented by v, and vy,
respectively. This binary encoding is prepended to t;, and we denote
by X the resulting set of records.

We now analyze the output to P, when Fr-mxpm (-3 Y) is invoked
on X. Recall that 7| -mkpm hides values via an injective random
function fx while preserving the order of values within each record
of X. Consequently, for any X € L3, the first fenc hidden values
correspond to the encoded prefix and therefore comprise only two
hidden values, i.e., e and e’. Moreover, we have either e = fx(v9)
and e’ = fx(v1), or e = fx(v;) and e’ = fx (vo).

By distinguishing between these two cases, the adversary can
recover the index encoded in the prefix of each X € £; and es-
tablish a correspondence between the hidden records in £}, and
the plaintext records in X. To determine whether a hidden value
e corresponds to v, or v, observe that since n is not a power of
two and |T| < 2%, no record is assigned index 2fnc — 1, and the
corresponding encoding (v, ...,v1) is not used. This serves as a
tiebreaker: the encoding of index 0 is the only encoding composed
of a single value, namely (vy, .. .,vp).

Without loss of generality, suppose that e = fx (vy). The decoding
procedure first identifies the hidden record in L)l( whose first fenc
values are all equal; denote this record by %,. Since values are not
permuted within records, we must have %,[0] = fx(vy) = e. As
before, the adversary can now compute a dictionary that maps
hidden values to plaintext values. It initializes an empty dictionary
D. Then using the encoded prefix of each % € £}, the adversary
recovers the corresponding index i € [0,n — 1]. For each % € L)l(
and each j =0,...,|X| — 1, it sets D : X[j] — x;[j], where x; is the
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| alice@mail.com | +41 98 765 43 21 | bob@mail.com ‘

—
’ bob@mail.com l +41 12 345 67 89 | eve@mail.com ‘

v
| eve@mail.com [ +4145 678 91 23 | v |

Figure 8: Result of preprocessing a set of records in
SNAKEATTACK. The first attribute is unique across all records.
The original records have black borders. Added values are
outlined in green. Arrows indicate the (implicit) linked list.

record in X with index i. As before, this dictionary, together with
Ly, can be used to compute a T-reconstruction Ry.

The assumption that n is not a power of two can be dropped. The
adversary can introduce a third tie-breaking value v, ¢ {vo,v;} and
modify the encoding of the index 2 — 1 by replacing the last symbol
in (v, ...,01) with v;. This guarantees a unique, identifiable prefix
and removes the ambiguity between the encodings of 0 and 2¢ — 1.
We adopt this approach in our full attack. An example of a target
set and its augmented input is shown in Figure 7a. Its resulting
leakage is shown in Figure 7b.

The pseudocode of ENUMATTACK is given in Figure 20.

THEOREM 7.1. ENUMATTACK L-MKPM(SY) (T) (Figure 20) achieves
T-reconstruction of Y (Def. 3.4).

The proof of Theorem 7.1 can be found in Appendix G.3.

Time and Query Complexity. Assuming that the binary encoding
can be computed in time O(log n), then computing the augmented
input set takes O (n log n). Identifying %, also incurs time O (n log n).
Constructing the dictionary D takes time O(n(logn + #..c)), while
computing Ry using D and £} requires time O (£,ecm).

Overall, the attack runs in time O(nlogn + fec(n + m)) and re-
quires only a single query.

7.2.1 Generalizing to base-k. We note that while our attack uses as
base-2 (binary) encoding, one could also generalize this approach
to base-k for any integer k > 2. This would naturally reduce the
length of the encoding needed at the expense of more complex
encoding/decoding procedure. Care must be taken to avoid encod-
ings that cannot be uniquely recovered e.g., avoiding use of the
(vi,...,0;) for i > 0. We leave the details for future work.

7.3 Snake Attack

While ENUMATTACK improves over BASEATTACK in terms of de-
tectability, it still requires inputs whose record lengths grow with
the target set size. We address this limitation by imposing an or-
der on the records without explicitly assigning a unique index to
each one. Concretely, we extend each record by only two values;
these values form a chain of pointers that enables the adversary to
reconstruct a total order on the records.

The attack starts by checking whether there exists a column
(attribute) j* in T such that every value in that column is unique,
ie., [{t[j*] | t € T} = |T|. This is a reasonable assumption, as
many values (e.g., email addresses) are typically unique per user. If
no such column exists, the adversary can create one by sampling n
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distinct values in V and prepending one value to each record in T
(in which case j* = 0).

The adversary links the records of T by fixing an arbitrary order-
ing (to, ..., ts—1) and appending the unique value of the (i + 1)-st
record to the i-th record for all i € [n — 1]. This yields an input set
X = {xq,...,Xp-1} such that t; corresponds to x; in an (implicit)
linked list. Party P, then invokes the functionality F-mkpm( - ;Y)
on X to obtain the output. See Figure 8 for a small example.

Since the hiding function fx used in ¥{-mkpm is injective and
deterministic, the pointers in X are preserved in the corresponding
leakage £} . The adversary can thus locate the start of the list as the
record whose j*-th value is not appended to any other record (i.e.,
the head of the linked list), and traverse the linked list to recover
the original ordering of X.

Formally, given the leaked set L)l( and the column index j*, the
adversary can reorder the elements of .E)l( into alist (s, ...,Sn—1) as
follows: sg is the unique record whose j*-th value does not appear
as an appended “next” value in any other record, and for each i > 1,
s; is the unique record whose j*-th value equals the appended
pointer in s;_;. Thus, s; corresponds to the i-th plaintext record in
the linked list.

The adversary then initializes an empty dictionary D and, for
eachi=0,...,n—1andeach j =0,...,[s;| — 1, sets D : s;[j] —
x;[j]. The adversary can once again apply this dictionary to .L%, to
recover a T-reconstruction of Y.

The pseudocode of SNAKEATTACK is given in Figure 21.

THEOREM 7.2. SNAKEATTACKL-MPM 5Y) (T) (Figure 20) achieves
T-reconstruction of Y (Def. 3.4).

The proof of Theorem 7.2 can be found in Appendix G.5.

Time and Query Complexity. Let £, denote the length of the
largest record in T and Y. Determining whether a column in T con-
tains only unique values can be done in O (£e.n) time. Constructing
the (implicit) linked list has an average-case time complexity of
O(n), as does identifying the linked list in the leakge. Constructing
the dictionary involves up to #.n writes. Computing Ry using D
and .C%, requires time O(£.m). The overall average-case time com-
plexity for SNAKEATTACK is O (£ec(n + m)). Similar to the previous
attacks, it requires only one protocol invocation.

8 Experimental Evaluation

Experimental Setup. We implemented our attacks in Python 3.12.3
and ran the experiments on a 64-core AMD EPYC 7742 2.25 GHz
processor with 512 GB memory. Each experiment was executed on
a single physical core, and our test suite (which ran 40-50 experi-
ments in parallel) did not exceed 10 GB of memory.

We simulated the protocol on the same node on which we exe-
cuted the attacks. Our reported time measurements exclude network
latencies and functionality evaluation; the reported times thus re-
flect only the time required to carry out the attack. Each experiment
was repeated 50 times, and we report average runtime and query
counts across runs.

8.1 Data Generation

Our attacks are largely data-independent. For ethical reasons, we
evaluated the attacks using synthetic data, which also allowed
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Figure 9: Runtime of PSU-DIFF for a recovery set of size
|Y| = 10°. (a) Runtimes vs. intersection ratio p for target set

sizes —— 0.5 - 10, —— 10%, —— 1.5 - 10°. (b) Runtimes vs.

target set size |T| for p values —— 40%, —— 60%, —<— 80%.

precise control over the test data parameters. We note that Falzon
and Tang [20] also used synthetic datasets in their evaluation.

PSU and PSU-CA. Given the high efficiency of our PSU-DIFF
attack, we tested it with a recovery set of size m = 10°. For the
Fpsu-ca attack, we used m = 10%. The target set size n ranged from
50% to 150% of m in 10% increments.

We varied the intersection size as a fraction of T,

p=|TNY|/n,

from 0% to 100% in 10% increments. When n > m, we only measured
up to the largest feasible fraction that is a multiple of 10%.

To generate T, we sampled n elements without replacement from
the interval [0, 2n). To construct Y, we first sampled pn elements
from T and then sampled the remaining m — pn elements without
replacement from the interval [2n,2(n + m — pn)).

MKPM and L-MKPM. The Fmkpm and Fi-mkpm functionalities
take as input sets of records. Each record in our datasets consist of
an email address, a phone number, an IP address, and an advertising
ID (AAID).? The first three values were generated using the Faker
Python package [19], while the AAID was a randomly sampled
string of 32 hexadecimal digits.

For a given pair of target and recovery sets T and Y, we define
the match rate n as the fraction of all values in T that also appear
in Y, including multiple occurrences of the same value. Specifically,
for N := 37 [t|, we have:

7= (ZZ 1{o € V(Y)}

teT vet

/N.

While 7 describes the overall match rate of T, the match rates for
individual columns of T may vary.

In our experiments with Fmkpm and 7 -mkpm, the recovery set
contained m = 10* records. We varied 5 from 0% to 100% in 10%
increments. When n > m, we measured up to the largest feasible
fraction divisible by 10%. The target set size n ranged from 50% to
150% of m, increasing in 10% increments.

3This set of values follows Meta’s Developer Reference: https://developers.facebook.
com/docs/private-computation/reference/
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Figure 10: The number of queries required by the (a)
PSU-CA-SEARCHTREE and (b) MKPM-SEARCHTREE plotted
against the target set size for intersection ratios p and match
rates 1: —— 0%, —*— 10%, —— 20%, 30%, —— 40% and
—%— 50%. The experiment was run with |Y| = 10%.

8.2 PSU Attack Evaluation

Overall, the PSU-DIFF attack (Section 4.1) is very efficient, as shown
in Figure 9. On a large recovery set with |Y| = 10° elements, run-
times range from 127 ms to 367 ms. The measurements largely fol-
low from Python’s set-intersection implementation, which is linear
in the size of the smaller operand.

Figure 9a shows the runtimes plotted against the intersection
ratio p. For large target sets, larger values of p lead to a decrease in
runtimes , since the increase of the shared elements between T and
Y results in smaller sets Z; = X; U Y; this makes the computation
of Y = Z; N Z, more efficient. For smaller target sets, the runtime
seems to be dominated by the computation of the intersection TNY,
which is constant. The initial increase in runtimes for small values
of p does not fit this explanation, but may be attributed to a smaller
number of memory allocations during the computation of TN'Y.
Confirming this would require more extensive testing.

Figure 9b plots runtimes against the target set size |T|. The run-
time is dominated by computing the intersection T N Y, which
grows linearly in |T| as long as |T| < |Y| and stagnates after that.
The reason for the decreased runtimes for larger values of p and
target sets with |T| > 10° is unclear, but preliminary tests suggest
that the affected data sets exhibit a better cache locality.

8.3 Search Tree Attacks Evaluation

We now evaluate our search tree attacks: PSU-CA-SEARCHTREE
(Figure 14) and MKPM-SEARCHTREE (Figure 17). We used the same
set sizes across experiments for both attacks. We plot the number
of queries in Figures 10 and 18, and their runtimes in Figure 11.

The time and query measurements of the two attacks are largely
symmetric with respect to the intersection ratio and match rate.
Specifically, for any ¢, measurements for experiments with p,n €
{e,1 — ¢} are nearly identical. We therefore only report measure-
ments for p,n < 0.5. This symmetry follows from the number of
queries performed by the attacks. Isolating a small set of matched
elements from a large set of unmatched ones (small intersection
ratio) is equivalent to isolating a large set of matched elements from
a small set of unmatched ones (large intersection ratio). In both
cases, the expected number of queries is the same.
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Figure 11: Runtimes of the two search-tree attacks. (a,b) Run-

times plotted against the intersection ratio p and match rate

1 for target set sizes —<— 0.5 - 104, —— 10%, —— 1.5 - 10%. (c,d)

Runtimes plotted against the target set size n = |T| for inter-

section ratios p and match rates n: —— 0%, —<— 10%, —*— 20%,
30%, —<— 40%, —— 50%.

8.3.1 Queries. Figures 10 and 18 (Appendix H) plot the number of
queries required by each attack as functions of the target set size,
and intersection ratio p and match rate 7, respectively. Figure 10
shows that the number of queries grows linearly with the target
set size, matching our linear theoretical bounds. In Figure 18, we
observe that values of p and 5 near 0.5 incur the largest number of
queries, and that this is consistent across target set sizes.

Both attacks make almost the same number of queries, despite
MKPM-SEARCHTREE having a stricter early-termination criterion
(i.e., to avoid pushing a node onto the stack, its record set must
not share any values with the recovery set). In all experiments,
the attacks’ difference never exceeds 0.5% of the theoretical upper
bound. The exception is when p or 7 is 0 or 1: MKPM-SEARCHTREE
issues only one query, whereas PSU-CA-SEARCHTREE always issues
three queries. This is because PSU-CA-SEARCHTREE requires two
additional queries to determine |Y|.

The heuristic used to choose which child to follow during path
traversal and which subset to process next after termination, has
only a minimal impact on the number of queries. This is expected,
as the attacks terminate only once all subsets in the priority queue
have been processed. The number of subsets in the queue depends
solely on the (random) partitioning, not on the heuristic. In this
subsection, we thus only report the measurements for the positive
heuristics (ppg,_c, and py, ) in this section.

8.3.2 Runtime. Figure 11 shows the runtimes of both attacks as a
function of the intersection ratio p or match rate 1 and the target
set size. PSU-CA-SEARCHTREE runs in 3 ms to 130 ms, depending
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Figure 12: Runtime measurements of —— BASEATTACK, ——
ENUMATTACK and —— SNAKEATTACK plotted against (a) the
match rate 5 and (b) the target set size.

on the parameters. MKPM-SEARCHTREE is markedly slower, with
runtimes from 145ms (p =0 and n = 0.5 - 10*) up to 177 s (5 = 0.5
and n = 1.5 - 10%).

Although the two attacks issue almost the same number of
queries, MKPM-SEARCHTREE is more than three orders of mag-
nitude slower than PSU-CA-SEARCHTREE. We attribute this to the
computation of ColCA, which is recomputed after every query and
requires scanning all values in £}, and the current target subset.

Figures 11a and 11b demonstrate that runtimes are significantly
influenced by p and 7, peaking for values near 0.5, which aligns with
our prior observation that this regime involves the highest query
counts. Meanwhile, Figures 11c and 11d indicate that runtimes for
both attacks scale roughly linearly with target set size, despite the-
oretical complexities of O(nlogn) for PSU-CA-SEARCHTREE and
O(An(logn + m)) for MKPM-SEARCHTREE. We believe the loga-
rithmic overhead from priority-queue operations only becomes
noticeable in larger data sets.

In Appendix H, we present additional experiments conducted un-
der limited query budgets. Our findings reveal that adversaries can
reconstruct substantial information even with a reduced number
of protocol invocations.

8.4 L-MKPM Attack Evaluation

The T-reconstruction attacks presented in Section 7—BASEATTACK,
ENUMATTACK, and SNAKEATTACK—all require one protocol execu-
tion. We thus only discuss the runtime measurements, which are
plotted against the match rate 1 and target set size n in Figure 12.

The attacks are all highly efficient. BASEATTACK is the fastest,
with runtimes from 38 ms (n = 0.5 - 10*) to 112ms (n = 1.5 - 10%).
SNAKEATTACK is 1.5-2X slower, ranging from 66 ms to 214 ms, due
to simpler pre-processing but costlier post-processing. ENUMAT-
TACK is the slowest, with runtimes from 266 ms to 884 ms, because
its encoding and decoding operations involve prepending and in-
specting log, n values per record.

Figure 12a shows that all three attack runtimes are largely in-
dependent of the match rate. This is consistent with theory since
match rate affects only the reconstruction dictionary size. Figure 12b
shows that BASEATTACK and SNAKEATTACK runtimes increase lin-
early with target set size, matching their theoretical time complex-
ity. We also see that ENUMATTACK incurs the longest runtimes and
steepest growth as n increases.
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9 Discussion

Re-thinking Security. Standard security models in the MPC liter-
ature do not explicitly account for inference attacks arising from
functionality outputs. Such attacks are often handled only indirectly,
for example, through set-size thresholds. However, our analysis of
Fpsu, Frsu-ca, and Meta’s multi-key private matching functionality
FL-mkpPMm, together with prior work [20, 28, 34, 54], underscores the
need for a more systematic treatment of MPC protocol security.
The functionality outputs should be explicitly incorporated into
the security model. Failing to do so results in weak input privacy
guarantees: in the worst case, a single query may suffice to partially
or even fully recover another party’s input.

Modified Ideal Functionalities. Since these ideal functionalities
inherently reveal some information about the inputs through their
outputs, the associated risks are unavoidable. In response, various
“mitigations” have been proposed for PSI and PSU, including apply-
ing rate limiting, restricting the input domain, and adding noise to
outputs. Since these approaches modify the original functionality,
we refer to them collectively as modified ideal functionalities.

We discuss the implications of each modification, but it remains
unclear to what extent they are truly resilient to inference attacks.
As a result, we need better models for understanding and quanti-
fying input leakage, which we view as an important direction for
future work.

First, rate limiting helps against attacks that require some lower
bound w(1) queries (e.g., our search-tree attacks and prior work [20,
28, 34]). However, two concerns arise. First, attacks typically im-
prove over time, so only information-theoretic query lower bounds—
and not the current best-known attack—should inform “query bud-
gets” Second, rate limits can be circumvented via Sybil attacks,
which are often outside the protocol threat model but represent a
very real risk.

Second, one may enforce that inputs lie within a certain input
domain. For example, ACORNS [3] use range proofs to ensure that
inputs are within the specified input domain. Goel et al. introduced
PICS [26], a PSI framework in which protocol participants must
first publicly commit to their input sets. The maliciously-secure PSI
protocol is augmented with zero-knowledge proofs to ensure that
the computation is consistent with the committed inputs across
multiple executions. However, such restrictions do not rule out
inference attacks using valid inputs, as shown in [20].

Third, one may add noise to the output. For example, Differential
Privacy (DP) [18] provides a formal framework for adding noise
and enforcing query budgets to guarantee a weak form of input
privacy, namely membership privacy. Differentially private set op-
erations [35], as well as a differentially private record-matching
functionality [29], have already been proposed. Care must still be
taken in selecting suitable parameters and query budgets. Indeed,
some of the attacks against PSI-CA in [34] were evaluated against
a differentially private PSI-CA variant and were found to remain
effective despite the use of DP.

Looking Towards Deployment. Recent works have sought to
extend two-party joins to multiple parties [39, 43] and the delegated
compute setting [44]; such variants typically rely on a non-collusion
assumptions between parties. At the same time, we observe growing
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adoption of MPC technologies by large organizations (e.g., Google’s
Private Join and Compute [31]).

This leads to a critical question: if attacks that leverage adversar-
ially chosen inputs are within scope, in which application scenarios
do they not arise? The intended scope and trust assumptions (e.g.,
non-collusion) should be made explicit at the time of proposal; oth-
erwise, security proofs risk having limited practical relevance and
may be misapplied.

In practice, non-collusion assumptions may fail—for example,
under subpoena power, regulatory pressure, or single-administrator
access—leading to risks similar to those identified in our analysis.
Clearly communicating these assumptions and their implications
is therefore essential for responsible deployment and for avoiding
a false sense of privacy among users.

Ethical Considerations

This work assumes intended use of the PSU, PSU-CA, and Meta’s
MKPM protocols. Our analysis leverages intrinsic vulnerabilities in
the functionality outputs and does not break the protocols them-
selves or the underlying cryptographic primitives.

Use of Synthetic Data. Our experiments use only synthetic data,
generated either by (a) sampling numerical values from integer in-
tervals or (b) using the Python Faker library [19]. This ensures that
no personally identifying or sensitive data is leaked and eliminates
any risk of harm to individuals or groups.

Disclosure. We contacted the authors of the MKPM work [5] on
27.02.2026, to share our findings and a preprint of this work. We
received an official response on 02.03.2026 from the developers
acknowledging the leakage of the protocol. They further stated that
MKPM is not currently being used in any production systems.
Our analysis was thus conducted on the functionality of a proto-
col that, at the time of writing, is not deployed and therefore does
not pose any negative impacts on live systems or stakeholders.

Open Science

In accordance with the open science policy, our code base has
undergone artifact evaluation. Our artifact contains the code for our
attacks and for generating the synthetic data, as well as instructions
on how to run the code. The open source respository can be found
here: https://github.com/deRaguso/mkpid-attacks-artifact.
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A Preliminaries Supplementary Content
A.1 Pseudocode of Match Procedure

The pseudocode for the matching logic of Fmkpm and Fr-mxpm
(Figure 1) is given in Figure 13.

A.2 Correctness Conditions of
T-Reconstruction

Injectivity of ¢ ensures that each y* € Ry corresponds to exactly
one y € Y. Condition (1) enforces per-record soundness, i.e., ev-
ery value in a reconstructed record appears in the corresponding
original record. Condition (2) captures V(T)-restricted per-record
completeness i.e., each reconstructed record contains all values
from its original record that also appear in V(T). Finally, Condi-
tion (3) enforces V(T)-restricted global completeness i.e., all records
containing a value from V(T) are at least partially reconstructed.

B Guo et al’s Attack on PSI-CA

The PSI-CA functionality is particularly interesting, since many
protocols implementing PSI-related functionalities also leak the
cardinality of the intersection, making attacks on PSI-CA applicable
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match(X,Y)

/ Recall that X = {xy, .. . ¥n}

1: Initialize empty maps Mx and My.

xnh Y ={yn,..

2: Initialize empty set UID.
3: matched® « (1)"; matched? « (1)™
41 Nmagx — max x|
xeX
/ Match Records

5: forj=1,..., nmax do

6: fork=1,...,mdo

7: if matched¥ [k] = T then continue

8: fori=1,...,ndo

9: if matched® [i] = T V |x;| < j then continue
10 : fort=1,...,|yi| do

11 if x;[j] = yx[£] then

12: uid «$ G \ UID

13 UID « UID U {uid}

14 Mx [uid] « x;

15 My [uid] « yi

16 : matchedX [i] « T; matched? [k] « T

/ Assign uids to unmatched records

17: fori=1,...,n

18 if matched™ [i] = L then
19: uid < G \ UID

2 UID « UID U {uid}
21: Mx [uid] « x;

22 My [uid] « L

23: fori=1,...,m

24 : if matchedY [i] = L then
25 uid < G \ UID

26 : UID « UID U {uid}
27 : Mx [uid] « L

28 : My [uid] « y;

29 : return UID, Mx, My

Figure 13: Record matching logic used in MK-PrivateID.

to a broad range of protocols. Guo et al. [28] initiated a line of work
on the privacy-implications of PSI-CA by presenting an intersection-
recovery attack against it. We will show two adaptations of this
attack later in this work, which is why we briefly introduce it here.
The authors of [28] assume an input-malicious party A with a
target set X, which may evaluate PSI-CA(X’;Y) = |X’ N Y| for
arbitrarily many X’ and a static recovery set Y. The goal of A is
to determine X N Y. They present two search tree-based attacks
against PSI-CA: (1) a generic attack assuming no prior knowledge
about the recovery set and (2) a feature-aware attack, where the
membership in the recovery set is correlated with a set of features
that are known to the adversary. The two attacks differ only in their
approach to building the search tree. We focus on the former.
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The attack is based on two observations regarding the size of
set intersections. First, there are two cases, where the intersection
cardinality immediately implies the intersection: (a) if | X N Y| =0,
then X NY =0 and (b) if | X N Y| = |X], then X N'Y = X. Naturally,
these cases are unlikely for general X and Y, but note that they
generalize to subsets of X:

PROPOSITION B.1. Let X andY be arbitrary sets and let X" € X
be a non-empty subset of X.

(@ IfIX'NY|=0,thenX' € XNY

b) IfIX"NY| =|X'|, then X’ CY and, thus, X’ CXNY

An adversary wishing to learn which elements of X are contained
in Y can leverage this observation by evaluating PSI-CA on subsets
of X, where one of the two cases of B.1 applies. The main challenge
of the attack lies in finding such subsets. To this end, the adversary
can recursively subdivide the target set X, constructing a balanced
binary search tree such that the root node contains X and any two
siblings form a partition of their parent. The two subsets comprising
the partition are randomly chosen and of roughly equal size. See
Figure 4 for an illustration with |X| = 6. Recall that for any tree
node N, we denote its children with N.left and N.right, and the
subset of X stored at N with N.set.

Evaluating PSU-CA on every node in this tree — although posing
a valid approach - is inefficient. However, we can save half of the
evaluations with the following, second assumption. Consider any
set X’ C X and a partition X{,X,; of X', i.e, X] UX] = X’ and
X]NX; =0.Then, |X'NY| = |X]NY|+|X;NY]|. The adversary can
therefore infer [X; N Y| = |X' N Y| - |X] N Y| if it knows | X" N Y|
and |X] N Y|. Choosing the right way to traverse the tree at least
ensures the former.

We now combine the two observations to obtain the full intersection-

recovery attack. The attack starts by initializing an empty set S, to
which elements of the intersection are added over the course of the
attack. Next, | X NY]| is determined by evaluating PSI-CA(X,Y). We
then traverse the binary tree in a DFS-style manner, starting at the
root. Let N be some node along a DFS path. [N.set N Y| is known,
either from evaluating PSI-CA at the tree’s root or, by induction,
from the previous iteration of the path traversal. Let L := N.left
and R := N.right be the left and right children of N respectively.
We can determine |L.set N Y| by evaluating PSI-CA(L.set, Y) and
then compute |[R.setNY| = |[N.setNY|—|L.setNY], thus leveraging
the second observation from above.

To decide with which child to continue the path traversal, we
compute the heuristic ppsi-ca(|Z N Y|, |Z|) := |Z N Y|/|Z| for both
child sets Z € {L.set, R.set} and continue with the child that has the
larger value. This prioritizes subsets with a larger ratio of matched
values. As elaborated below, this aids in the early termination of DFS
path traversals. The other node is entered into a priority queue that
is sorted by the same heuristic for later treatment. Continuing the
example mentioned above, Figure 4 contains markers that indicate
at which nodes the intersection size is determined by evaluating
the PSI-CA functionality and at which nodes it can be inferred from
its sibling and parent nodes.

A DFS path traversal can be aborted at some node N*, if either
case of Proposition B.1 applies, i.e., if [IN*.set N Y| € {0, |[N*.set|},
since either none or all of the elements stored at N* lie in the
intersection. If case (1b) applies, the elements of N*.set are added
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to S. In the worst case, this happens if N* only stores a single
element, but is likely to occur earlier, as the authors of [28] point
out. In the example in Figure 4, early terminations occur at the
nodes X;; and Xj ;, as indicated by the missing markers in the
respective subtrees.

Upon the completion of a DFS path traversal, the next node to
be processed is popped from the aforementioned priority queue.
As the probability for an early termination is correlated with the
heuristic ppsi-ca, with which subsets are inserted into the queue,
paths that are more likely to terminate early are processed first.
This increases the recovered fraction of the intersection in case
the adversary has a limited query budget, i.e., it can only make a
limited number of PSI-CA evaluations.

In the worst case, when no early path terminations occur, the
attack evaluates PSI-CA once for the tree root and once for half of
the nodes of any given depth in the tree. Since a balanced binary tree
with n := |X| leaf nodes contains exactly 2n—21°82 "1 nodes of depth
[log, n], the attack evaluates PSI-CA at most 1 + Z{g:lgz ol gd-1
(2n — 2M°8271) /2 = n times. While this is not better than querying
every element of X separately, the authors of [28] highlight that we
can expect the number of functionality evaluations to be smaller,
due to the aforementioned early termination of path traversals.

C Additional Content for PSU-CA Attacks

C.1 Proof of Prop. 4.2

Proor. Let n = |X|,n; = |X;| and ny = |X;|. By definition, X;
contains exactly n — n; fewer elements than X and X; N'Y exactly
z—2z1 < n—ny fewer than X N Y. Exactly d := (n —ny) — (z — z1)
elements of X \ X; must therefore be contained in Y, i.e., [(X \ X7) N
Y| = d. Since X; and X; form a partition of X, we have X \ Xj = X;
and n — n; = ny and, thus, |X; NY| = d. Then,

7 =1X; VY|

[Xo| + Y] = [X2 N Y]
nz + Y| - ((n—n1) - (z-z1)
ny + Y| = (n2 - (z— z1))
Y]+ (z—z1)

Reordering terms concludes the proof. O

C.2 Proof of Prop. 4.3

Proor. We provide a concrete construction of 8 for any A in
Fig. 15. Correctness of B follows directly from Prop. 4.2 and the
fact that we have | X NY| = |X|+|Y| - |[X U Y] for any sets X and Y.
8 makes three PSU-CA evaluations on lines 2 - 4 and one for every
PSI-CA query made by A. Since determining m and translating
union cardinalities to intersection cardinalities only involves simple
integer arithmetic, 8 has a similar runtime to A. [m}

C.3 Instantiating the PSI-CA Attack

We now integrate the generic construction from 15 into the PSI-CA-Search

Tree attack, which we introduced in Appendix B.

Recall that the attack starts by building a binary tree 7~ such
that the root 7 .root holds the target set X and the sets stored at
the two children of any node in the tree form a partition of the
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PSU-CA-SEARCHTREEPSU"CAY) (X))

1: Initialize empty sets pos, neg.

2: Initialize max-priority queue Q.

3: T « buildTree(X)

4: Ty =T.root.left; Tr = T.root.right
5: Xy =Tp.set; Xgr = Tgr.set

6: z ¢« PSU-CA(X,Y)
7: zp « PSU-CA(XL,Y)
8: zr <« PSU-CA(XR,Y)
9: mezr—(z—21) /42

10: ke |X|+m-z

1n: kp « |Xp|+m-zp

12: kr <« |Xg|+m—zr

132 Q.push(pesi-ca(zr, IXL|), (Te, kL))
14: Q.push(ppsi-ca(zr, IXr|), (Tr, kr))
15:  while Q is not empty do

16 ¢ (Te, ke) < Q.pop()

Xc — Te.set

17 / DFS path traversal
18 while 0 < k. < |X,| do
19 Ty « Tc.left; Tr < Tc.right
20 : Xp, « Tp.set; Xg « Tg.set
21: zr, < PSU-CA(XL,Y)
22 kp « | Xp|+m -z
23 kr — ke — kg
24 prL < prsi-ca(kr, |XL])
25 PR < ppsi-ca(kgr, IXR])
26 : if pr > pr then

/ Continue with left child
27 T « Tr; ke < ki
28 : Q.push(pr, (Tr, kr))
29 : else

/ Continue with right child

30 Te « Tgr; ke <« kgr
31 Q.push(pr, (T, kL))
32: if k. = |X¢| then

33: pos « pos U X,

34: else

35 neg < neg U X,

36 : return pos, neg

buildTree(7)

1: Initialize a tree T with a single node root, which stores
7. Build a balanced binary search tree by recursively
dividing the set stored at a node into two disjoint
subsets of roughly equal size.

2: return T

Figure 14: Intersection-recovery attack
PSU-CA-SEARCHTREE with oracle access to PSU-CA(-, Y) for
a fixed recovery set Y. Note that Y is part of the oracle and
unknown to the adversary. Changes to PSI-CA-SEARCHTREE
are highlighted in gray.
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GPSU-CAGY) (T)

ﬂ PSI-CA-Sim(X)

z « PSU-CA(X, Y)
k—|X|+m-z

1: Partition T into two dis- 1:
joint subsets Tj, T,. 2
2: z PSU-CA(T,Y)
3: z; « PSU-CA(T,Y)
4: 2y « PSU-CA(T, Y)
5: mee—zy— (z—21)
6: 7 — ﬂPSI-CA-Sim(T)

7: return Z

3: returnk

/ Prop. 4.2

Figure 15: Generic construction of an intersection recovery
attack B against PSU-CA given an intersection recovery at-
tack A against PSI-CA. Note that Y is part of the oracle and
unknown to either attack.

set stored at their parent. In particular, the immediate children of
T.root store the sets X; and X;, which form a partition of X. The
attack then evaluates PSI-CA on X and X; (the latter happens in
the first loop iteration) and computes |X; N Y| = | X NY|—|X; NY].
This inference is not possible if the attacker can only evaluate
PSU-CA, as it needs to know m. However, using 4.2 the attacker
can determine m by evaluating PSU-CAon X, X; and X; and then
infer [ XNY| = |X|+m—|XUY|and |X;NY| = |X;| +m—|X; VY| for
i € {1, 2}. This is almost equivalent to how PSI-CAattack processes
the tree root and its two child nodes,

with the difference that we require an additional evaluation of
PSU-CAto determine |X; NY|. After that, the attacker can carry out
the rest of the PSI-CA attack, translating union to intersection cardi-
nalities. The attack is shown in 14. Note that in contrast to PSI-CA,
we maintain two sets pos and neg, where pos contains all elements
of X that belong to the intersection and neg all elements that do
not occur in Y. This allows us to evaluate the performance of the
attack in more detail under limited query budgets, see Appendix H.
We state the correctness in the following theorem:

THEOREM C.1. Let X and Y be two arbitrary sets.
PSU-CA-SEARCHTREETPSU-cAUY) (X)) outputs X N Y.

ProoF. The theorem follows directly from the correctness of
PSI-CA-SEARCHTREE and Prop. 4.2 and the identity [ X N Y| = |X]| +
Y- |XUY]. o

For our experimental evaluation in Appendix H, we additionally
propose two further heuristics: ppq _, Which prioritizes the recon-
struction of the set difference X \ Y over that of the intersection, and
Ppsi-ca» Whose aim is to maximize the total (positive and negative)
membership information we can infer. In light of these additional
definitions, we define the alias p;;S,_C A = Ppsi-ca to avoid confusion
in the presentation of our experimental results.

X1 -k
X1
max(k, |X| - k)
x|

Prsi-ca (K, 1X]) =

Prsi-calk, [X]) =
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Time and Query Complexity. Suppose that n = |X| is a power
of two (the analysis extends to general n; see the argument in the
analysis of PSI-CA-SEARCHTREE in Appendix B). There are 2n — 1
nodes in 7. The two loops in Figure 14 collectively visit each of
these nodes at most once. The body of the inner loop requires con-
stant time except for the push operation, which requires amortized
O(log n) time. This yields an overall time complexity of O (nlogn).

PSU-CA-SEARCHTREE evaluates PSU-CA three times in lines 6 -
8. Ignoring early terminations, the attack then makes further evalu-
ations for at most half of the nodes in the rest of the binary search
tree (excluding the root and its two direct children). As mentioned
above, there are 2n — 1 nodes in T. The attack therefore evaluates
PSU-CA at most (2n — 4)/2 + 3 = n + 1 times.

As is the case of PSI-CA-SEARCHTREE, we can expect this number
to be lower due to the early termination of DFS path traversals. See
Section 8.3.1 for an empirical evaluation.

D Applying the PSU-CA Attack to PrivateID

Meta’s PrivateID protocol [6] implements the Single-Key Private
Matching (SKPM) functionality which we denote as Fskpm.

The functionality Fskpm involves two parties, P; and P,, each
with input sets X € V and Y C V, respectively. The functionality
computes Z := XUY and assigns new identifiers to the elements of Z
by evaluating them under an injective random function, producing
the set UID. It then computes two maps Mx : UID — X U {1} and
My : UID — Y U {L}, which locally map elements in UID to the
original elements in X and Y (or L if the element only occurs in
the other party’s set). In the end, party P; receives the set of UIDs,
UID, and dictionary Mx; party P, receives UID and My.

See Figure 16 for the formal definition.

Parameters: Two parties, P; and P,.
Functionality: Fsxpm (X;Y):
1 Receive the input from party P;: X = {x; | i € [n]}
2 Receive the input from party Pp: Y = {y; | i € [m]}
3 Compute Z :=XUY.
4 Sample f < InjectiveFuncs[V, U].
5 Compute dictionaries Mx : U » X U {L}and My : U —
YU{L}stforallze Z:

z ifzeX
z ifzeY
MY[f(Z)] - {J_ otw.

6 Compute UID « {f(z) | z € Z}.
7 Output:

- Send UID, Mx to P;.

- Send UID, My to P,.

Figure 16: The Single-Key Private Matching functionality
Fskpm, implemented by Meta’s PrivateID protocol [6].

Since each element z € Z = X UY is mapped to its unique identi-
fier under an injective function f, the relationship |UID| = [ X U Y|
holds for any sets X and Y. Consequently, we can directly apply
PSU-CA-SEARCHTREE to Fskpm to recover X NY in at most |X| + 1

1000

Raguso et al.

protocol invocations. Guo et al. [28] examined PrivatelD in the
context of their intersection recovery attack on PSI-CA, where they
recover XNY in at most | X| protocol invocations. However, their ap-
proach relies on the fact that PrivateID leaks | X NY| during protocol
execution, whereas our attack depends solely on the functionality
output.

Since the PSU-CA-SEARCHTREE attack applies directly, we omit
the pseudocode.

E Additional Content for MRR Attack
E.1 Proof of Theorem 5.2

In order to prove correctness, we must first prove the following
two lemmas.:

LemMa E.1. Let X,Y C V= be two sets of records. If X is Y-
isolated, the cardinality of UID output by Fmkem (X;Y) (Figure 1) is
consistent across multiple evaluations.

Proor. For any x € X, let Yy C Y denote the set of records in Y
that share at least one identifier with x, i.e.,

Yo:={y €Y |3ijeNstx[i] =y[j]}.

If X is Y-isolated, then by definition, we have that Yy N Y = 0
for any x,x” € X such that x # x’. Therefore, there exist no two
records in X that could be matched with the same record in Y.

We first consider sets Yy that are not empty. Since x can only
be matched with some y € Yy and all y € Yy can only be matched
with x, match (Figure 13) will match x with exactly one yx € Yy,
which are assigned the same UID (line 11). All other y € Yy \ {yx}
will remain unmatched and are assigned a unique UID (line 24).
Furthermore, all y € Y which do not belong to any Yy for some
x’ € X will also remain unmatched and are assigned a unique
UID (also line 24). Lastly, all x € X for which Yy = 0 will remain
unmatched and receive a distinct UID (line 18).

Thus, UID contains one UID for each y € Y and one UID for
each unmatched x € X, ie, |UID| = |Y|+ |[{x € X | Yx = 0}|.
This is independent of the order of the records in X and Y and
also independent of the shuffling done before the matching step in
MKPM. Since MKPM only uses randomness to shuffle the inputs,
the lemma follows. O

LemMA E.2. Let X and V C V= be two sets of records and let X
and X; be a partition of X. Moreover, let (UID, Mx) «s Fumipm (X;Y)
and (UID;, Mx ;) < Fmkpm(Xi; Y) fori € {1,2}. If X is V-isolated,
we have |UID| = |UID¢| + |UID,| — |V].

Proor. We show this by induction on |X;|. If | X;| = 0 all records
of Y are unmatched and, thus, |UID;| = |Y|. Note that X, = X and
thus we have |UID| = |UID,| = |UID,| + |UID;| — |Y|. In the first
equality, we use Lemma E.1.

Assume |X;| = nq for some n; > 0 and |[UID| = |UID; |+ |UID;|—
|Y|]. Since X; and X, form a partition of X, we must move a record
from X, to X to achieve |X;| = n; + 1. Note that |UID| remains
unchanged due to Lemma E.1. Let x € X and let X7 = X; U {x} and
X} := X \ {x}. Moreover, let UID] and UID; be the sets of UIDs
resulting from evaluating Fmiem (X[, Y) and Fuiem (X5, Y).

We distinguish two cases.
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Case 1: If no identifier of x occurs in Y, x was assigned its own
UID. Therefore, [UID}| = |UID, | +1 and [UID)| = [UID,| -1, which
implies the claim.

Case 2: For the second case, assume x shares some identifiers
with n* records of Y. Call this set Y. Since X is Y-isolated, all records
y € Yy only share identifiers with x, but no other x” € X,. Thus, x
is matched with some y* € Y4, i.e,, x and y* are assigned the same
uid € UID,. After removing x from X5, y* will still be assigned
some uid’ € UID, which it does not share with any x” € X;, again
since X is Y-isolated. Therefore, |UID;| = |UID}|. Similarly, since
X ¢ X;,noy € Yy and X’ € X; are assigned the same uid € UID;. By
the definition of Yy and since X is Y-isolated, x will be assigned the
same uid € UID] as some y € Y after being added to Xj, implying
|UID| = |UID/].

The claim then follows. o

We can now use the above lemmas to finally prove Theorem 5.2.

PROOF. Let the output from PSU-CA-SEARCHTREE MkPm (V) (T)
be the two sets pos and neg. Note all records of T are contained
in some subset T, C T that will eventually reach line 32, since the
attack only terminates once the priority queue is empty. Therefore,
every record of T is added to either pos or neg. For any T. reaching
line 32 we have that either (1) k. = |T;| or (2) k. = 0 by the loop
condition on line 18. Let UID, result from evaluating Fmkpm (Tc, V).

By Lemma E.2 we have k. = |T;| + |[V| — |UID,|.

Case 1: If k. = |T,|, then we have |UID.| = |V]|, i.e., all records of
T. are matched. Since records are only added to pos if this
case applies, we have pos C TN V.

Case 2: If k. = 0, then |UID,| = |T;|+|V|, i.e., no records of T, were
matched. Therefore, no record in T, shares any identifiers
with any record in V. Since records are only added to neg if
this case applies, we have neg C T\ (T V).

We have therefore shown that pos only contains matchable
records, neg only contains non-matchable records and that every
record in T is contained in either pos or neg. O

F Additional Content for VIR Attack
F.1 Proof of Prop. 6.1

Proor. Since the value hiding function f is injective, we have
that for any value v € V(X) and v’ € V(Y), v = ¢’ if and only
if f(v) = f(v’). In other words, two values in X and Y are equal
if and only if their corresponding hidden values in £3, and £},
match. Since the order of values in records of X remains unchanged,
matched values remain in the same column. The numbers of matched
values in the columns of X and L}, are therefore equal. o

F.2 Proof of Prop. 6.2

ProOF. Let ¢ = ColCA(L]} ,.E;) and fix some i € [0, frec — 1].
We write c[i] for the i-th entry of this vector. By Proposition 6.1,
we also have ¢ = ColCA(X,Y).

Let ¢ = ColCA(.Ell,.E;) and ¢, = ColCA(.Elz,.E;). Again
by Proposition 6.1, these equal ColCA(X3,Y) and ColCA(X,,Y),
respectively. Set c[i] = x and ¢;[i] = x;. By definition of ColCA,
exactly x; records in X have their i-th value appearing in Y. Since
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X; and X, form a partition of X, the remaining x, = x — x; records
must lie in X5, so ¢ [i] = x».

Thus, for all i € [0, frec — 1],

c[i] =x =x; +x3 = c1[i] + eo[i],

which proves the proposition.

F.3 Proof of Theorem 6.3

Proor. The set pos is updated only by adding values from some
column i € [0, fec — 1] of a node set X C T if

ColCA(L}, LI)[i] = X].

By Prop. 6.1, this is equivalent to ColCA(X, Y)[i] = |X]|. By the
definition of ColCA, this means that every i-th value in X occurs in
Y, so all values added to pos in this case are in V(Y). Hence pos C
V(T) N V(Y), i.e., pos contains no false positives. An analogous
argument for updates to neg shows that neg C V(T) \ V(Y).

Next, observe that after each partitioning step (line 9), both
child subsets are either processed immediately or inserted into the
priority queue. Since the attack terminates only when the queue
is empty, every record in T appears in some node that reaches the
membership-inference phase (line 20). Thus, every value in V(T) is
eventually added to either pos or neg.

Combining these facts, we obtain

pos =V(T)NV(Y) and neg=V(T)\V(Y).

Therefore, pos equals the value intersection V(T) NV(Y), and value
intersection recovery (Definition 3.3) is achieved. O

F.4 Additional Heurisitics for
MKPM-SEARCHTREE

We propose two additional heuristics for determining which path
in the search tree to prioritize exploring: p;, ., which prioritizes the
reconstruction of the set difference V(T) \ V(Y) and p; ., whose
aim is to maximize the total (positive and negative) membership
information we can infer.

i SreelXl -
X)) =—7——— 3
Puac (& X) = =5 ©
* erc max(x, |X| B x)
c,X) = 4
Phac(s X) bl “

F.5 Pseudocode for MKPM-SEARCHTREE
The pseudocode of MKPM-SEARCHTREE is given in Figure 17.

G Proofs for Analysis of 71 -pmipm

G.1 Proof of Correctness of SUBSTITUTE

LemMA G.1. Let X and Y be two sets of records and let (L3, L))
be the hidden shuffled records received by P,. Moreover, let fi : V —
U be the hiding function sampled in F-mkpm to produce L;( and
L3, If D is a dictionary mapping fi(v) tov for allv € V(X), then
SuBsTITUTE(D, L;) (Figure 20) produces an X -reconstruction of Y.

PRrOOF. Let R be the multiset produced by SUBSTITUTE. Note that
for each § € £ exactly one reconstructed record r is added to R.
Letd :R — Li, denote the function mapping these reconstructed
records to the corresponding y. Clearly, d is a bijection.
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MKPM-SEARCHTREE L-MkPM (-Y) (T)

1: Initialize empty sets pos, neg
2: Initialize empty max-priority queue Q
3: T « BuiDTRrEE(T)
41 (UID,Mc, (L, LYy)) < Fi-mxpm(T,Y)
5t Q.push(1, (ColCA( L}, £3), T.root))
6: while Q is not empty do
7 (¢0) < Q.pop()
DFS-style path traversal

8: while Jis.t. 0 < ¢, [i] < |v.set| do
9: o, — v.left; vg « v.right
10 (UID, M, (L;(L, L;)) —$ FL-mkpm (or.set, Y)
11 cp — ColCA(Lé(L, Ly)
12: CR< C—cCL
13 pL < pmk (cr,vp.set); pr < ppyx (cRr, vr.set)
14: if pr > pr then
Proceed with right child
15 : Q.push(pr, (cr,vL))
16 U« UR; € < CR
17 else
Proceed with left child
18 : Q.push(pg, (cr,vr))
19: Ve UL ceCp
20 : fori=1,...,6e do
21: if c[i] > 0 then
22: pos « pos U { x[i] | x € v.set }
23: else

24 : neg «— neg U { x[i] | x € v.set }

25: return (pos, neg)

BUILDTREE(T)

1: Initialize a tree 7 with a single node root, which stores
T. Recursively partition the set at each node into two
disjoint subsets of roughly equal size to obtain a bal-
anced binary search tree.

2: return 7

Figure 17: MKPM-SEARCHTREE with oracle access to the ex-
tended MKPM functionality Fi-mxpm (-, Y).

We now define an injective function ¢ : R — Y and prove that it
satisfies the three conditions for X-Reconstruction (Definition 3.4).
For any record r € Rlet (dy,...,d) =d(r) € L; and let

o(r) = (f7H(d), ... i (dw)

Note that f;!(d;) exists for all r and j, since d(r) € Ly, by defi-
nition. Moreover, since f; is injective, f;"! is injective for elements
in f1(V). ¢ is injective since d and f;! are injective. We show the
three properties from Definition 3.4 separately:
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1 Letr € R, k :=|r| and i < |r|. Moreover, let (di,...,dy) =
d(r) for some k’ > k. By definition of d and by construction
of r (line 6), there exists some j* € [k’] such that r[i] =
D[dj+]. Suppose for a contradiction that r[i] ¢ ¢(r), that
is, we have r[i] # f,"!(d;) for all j € [k’]. But since for all
j € [K'] withd; € D we have f;"'(d;) = D[d;], we also have
that r[i] # D[d,], i.e., there is no j such that r[i] = D[d;].
This is a direct contradiction to r[i] = D[d;+].

2 Letr € Rand (dy,...,dy) = d(r) for some k’ € N. Let v €
¢(r), i.e, there is some i € [k’] such thato = ;7! (d;). If v €
V(X), then by assumption we have f; (v) € D and D[ f1(v)] =
0. Since v = fl’l(di), we have fi(v) = fl(fl’l(di)) =d; and
thus d; € D. Therefore, the condition on line 5 is met and
Dld;] =D[fi(v)] =visaddedtor.

3 Holds trivially, since we have ¢(R) =Y by the definition of
d.

The lemma thus follows. m]

G.2 Pseudocode of ENUMATTACK

The pseudocode of ENUMATTACK can be found in Figure 20.

G.3 Proof of Correctness of ENUMATTACK

Proor. In order to prove the theorem we prove the following
proposition. The theorem follows directly from Proposition G.2 and
Lemma G.1.

ProposITION G.2. Let T and Y be two sets of records and let D be
the dictionary constructed during an execution of
ENUMATTACK L-MKPM (5Y) (T (Figure 20). Moreover, let fi be the hid-
ing function sampled during the evaluation of Fi -mxpm in line 8 in
Figure 20. We have D[ fi(v)] = v for allv € V(T).

Proor. of Proposition G.2 Let X = {xo,...,X,-1}, where x;
denotes the altered target record constructed in line 6 for i €
{0,...,n — 1}. We show that D[f;(v)] = o for all v € V(X). Since
V(T) € V(X), this implies the claim.

We first show that uy = fj (vy) for the value uy defined on line 10.
Note that the transformation of an index’s binary representation
to a sequence of vy and v; in lines 23 - 27 of ENCODEINDEX could
produce two encodings that only contain one value, namely, (vy)*
and (v;)’ for i = 0 and i = 2 — 1 respectively. However, the latter is
prevented by the condition on line 29 and therefore ENCODEINDEX
only outputs one sequence where all values are equal. Hence, there
is only one record in X whose first ¢ values all coincide, namely, x,
with encoding (vg)’. Since f; is injective and the values in records
of X are not shuffled, the latter also holds for .Eé(. Therefore, Xy =
(i(xo[1]), .-, fi(x0[A + £])) (line 9). Since x¢[1] = vy, we have
o = %o[1] = i (x0[1]) = fi(t9) (line 10).

We now show that the attack correctly recovers indices from
L},. We have already established that %, is correctly matched with
Xp, as it’s encoding is the only one containing only vy. Any other
encoding s produced by ENCODEINDEX either (a) is (v1)¢™!||v; or (b)
only contains the values vy and v;.

Case (a): This case is only produced on input i = 2 — 1 and the re-

sulting vector of hidden values in the leakage is (f; (v1))* ™| i (v2)-

This satisfies the condition on line 29 of DECODEINDEX,
which therefore yields the correct index 2¢ — 1.
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Case (b): In this case, the vector of hidden values correspond-

ing to s in the leakage, which we denote § := (fi(s[1]),

., fi(s[£])), does not satisfy the condition on line 29, since

the only encoding that would do so is (v;)¢. But this is never

output by ENCODEINDEX. Therefore, § is interpreted as a bi-

nary encoding, where every occurrence of u is interpreted

as 0 and every other hidden value as 1. The correctness of

this recovery therefore follows from the fact that uy = f; (vy),
which we established above.

By the definition of | -mkpm, we have x = (fi(x;[1]), ..., fi(x:[A+
?])) foralli € {0,...,n — 1}. Since V(X) := Ujxexoex 0, the claim
holds by the construction of D in lines 12 - 15. O

The theorem follows directly from Proposition G.2 and Lemma G.1.
i

G.4 Pseudocode of SNAKEATTACK

The pseudocode of ENUMATTACK can be found in Figure 21.

G.5 Proof of Correctness of SNAKEATTACK

Proor. To prove the theorem, we prove the following propo-
sition. The theorem follows directly from Proposition G.3 and
Lemma G.1.

ProrosITION G.3. Let T and Y be two sets of records and let D
be the substitution dictionary constructed during an invocation of
SNAKEATTACKTL-MKPM Y) (T Moreover, let f; be the hiding function
sampled during the invocation of Fi -mkpm in line 11. Then, we have
D[fi(v)] = v forallv € V(T).

ProoF. of Proposition G.3 Let X := {xy,...,x,} where x; is
produced by MAKESNAKE in line 10 and let k’ := |x;| forany i € [n]%.
We show that D[ fi(v)] = o for all v € V(X). Since SNAKEATTACK
potentially adds fresh values to records of T, but does not remove
any, we have V(T) C V(X), which implies the claim.

Similar to the proof of Proposition G.2, we show that x;[j] =
fi(xi[j]) for all i € [n] and all j € [k’]. The result then follows
from the construction of D in lines 14 - 16. In particular, we will
show that the linked list we create in ENCODEINDEX is preserved in
the leakage, and that this linked list allows us to uniquely identify
each record. We show this by induction on i. Let j* denote the index
of a column whose values are all unique (note that if such a column
does not exist, it is created on line 3).

For i = 1, observe that the value #,[j*] is not appended to any
record in MAKESNAKE; in other words, it is the only item in the
linked list that doesn’t have anything pointing to it. In contrast,
for all i’ > 1, the value ty [ j*] is appended to tj ;. X; is therefore
the only record in X whose j*-th value is not contained in the
last column, i.e., X [j*] ¢ {%Xs [k’] | i’ € [n]}. By the definition of
FL-MKpm, this property is preserved in the leakage £3,. That is, the
corresponding record in b = (fi(%1[1]), ..., fi(X1[k’])) is the only
record in L)l( such that h[j*] ¢ {hv[K’] | i’ € [n]}. In line 31 in
UNKNOTSNAKE we pick hjng := h. Thus, for all j € [k’] we have
that hina[j] = fi (x1[]]) and, therefore %[ ] = himal /] = fe(xs [,
where the first equality follows from line 34.

4We assume that all records have the same length A. Thus, k’ € {1+ 1,1 + 2}
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Now assume that for some i < n we have x;[j] = fi(x;[j]) for
all j € [k’]. We show that there is a unique record which x;[k’] is
pointing to (that has not been traversed by the previous items in the
linked list), and that, once again this property is preserved in the
leakage allowing for unique identification of the record. By construc-
tion in MAKESNAKE, we have x;+1[j*] = x;[k’]. Since all values in
the j*-th column are distinct, x;1 is the only record in X that satis-
fies this condition. As before, since f; is injective, the corresponding
record in the leakage h = (fi (x;41[1]),. .., fi(Xi+1[k’])) is the only
record that satisfies h[j*] = x;[k’]. Moreover, all hidden values in
the j*-th column of £}, are distinct. Thus, the dictionary Loc in
DECODEINDEX contains exactly the n keys { fi (xi [j*]) | i’ € [n]} =
{fixw[j*]) | i’ € [n]}, which are mapped as Loc[ fi (xy [j*])] =7’.
In line 34, we pick X;41 = hjpg for ind = Loc[%;[k’]], imply-
ing Xi1[Jj*] %;[k’] and, thus, %X;4;1 = h. We therefore have
Xi+1[j] = hlj] = fiGxin [J]) for all j € [K']. o

The statement follows from Proposition G.3 and Lemma G.1. O

H Additional Evaluation Results
H.1 SearchTree Attack Queries Experiments

In Figure 18 we plot the number of protocol invocations required by
the (a) PSU-CA-SEARCHTREE and (b) MKPM-SEARCHTREE attacks,
plotted against the intersection ratio p and match rate # for a fixed
|Y| = 104

H.2 Performance under Limited Query Budgets

We also evaluated the performance of our search tree-based attacks
under constrained query budgets. We allocated query budgets in
the range of 10 — 100% percent of the theoretical maximum in 10%
increments. Once an attack reached a given query budget, path
traversal was terminated and the priority queue was cleared to
process remaining subsets without further queries.

Our goal was to measure how much of the original recovery goal
the attacks managed to achieve. Recall that with enough queries,
both PSU-CA-SEARCHTREE and MKPM-SEARCHTREE output two
sets pos = AN Band neg = A\ B, where A = X, B =Y for
the PSU-CA-SEARCHTREE attack and A = V(T), B = V(Y) for the
MKPM-SEARCHTREE attack. Limiting the number of queries, we
now have pos € ANB and neg C A\ B. We discuss three metrics: (1)
the recovered fraction of the intersection |pos|/|ANB, (2) the recov-
ered fraction of the set difference |neg|/|A\B|, and (3) the fraction of
elements whose membership status was decided (|pos| + |neg|)/|A|.
Figure 19 shows these tree metrics plotted against the allocated
query budget for the PSU-CA-SEARCHTREE attack. Measurements
for MKPM-SEARCHTREE yielded similar results.

Figure 19 shows that PSU-CA-SEARCHTREE can partially recover
the intersection with a limited number of queries. The recovered
fraction depends not only on the query budget but also on the in-
tersection ratio p, as expected, given its relationship to the number
of queries. Our experiments indicate that, depending on p, a query
budget of 20 % to 40 % of the theoretical upper bound |X| + 1 suffices
to determine the membership status of at least half of the elements
in X on average. These results show that PSU-CA-SEARCHTREE
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(a) PSU-CA-SEARCHTREE (b) MKPM-SEARCHTREE
Figure 18: Number of protocol queries required by the (a)
PSU-CA-SEARCHTREE and (b) MKPM-SEARCHTREE attacks,
plotted against the match rate p and 7, respectively, for a
fixed |Y| = 10%.

performs effectively under constrained budgets, making the worst-
case need for |X| + 1 queries unlikely. Similar observations apply
to MKPM-SEARCHTREE.

In contrast to Section 8.3.1 (where we ran the attacks to com-
pletion), the impact of the chosen heuristic for partial recovery is
evident. Interestingly, the heuristic pf5,_.,, intended to maximize
the recovery of X N'Y, appears more efficient at increasing the re-
covery of X \ Y. Conversely, pp,_c, is more effective at optimizing
the recovered intersection than the set difference. Morevoer, p;SI_C A
underperforms across all metrics, including total membership in-
ference, which it was meant to optimize.
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Figure 19: Recovery rate of PSU-CA-SEARCHTREE under lim-
ited query budgets. (a) and (b) show recovered fractions of
TNY,T\Y,and fraction of T elements whose membership sta-
tus was determined, using heuristics —— plq ., —— Ppgi-ca»
and —— ppo_- 4, against allocated query budget as a percent-
age of theoretical upper bound |T| + 1 = 10* + 1.
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ENUMATTACK 7L-MKkPM (-Y) (T) ENCODEINDEX(i, £, 09, 01,02) DECODEINDEX(X, £, o)
. P . e of _ . ) . .
1: Choose three distinct values vg, v1, v2 «— V 19: ifi=2 1 then 2+ if for all je [[], X[]] # u then
2: Fixanordering T = (tg,...,tp—1). . -1 o
¢ " 2 return ()7 oz Encoding is (o, . .., 01,02)
3: ¢« [logyn] 21: s« () ¢
4: fori=0,...,n—1do 22: b Bivg(i) 30 : return 2° — 1
5: s « Encopelnpex (i, £, v, 01, 02) 23: forj=0,...,0—1do 31: i 0
6: X st 24:  ifbj =0then 32: forj=0,....,6-1do
70 X (%0, Xn-1) 25: s < sllo 33: if s[j] # uo then
. 1 p1 . .
8: (UID,Mc, (Ly, Ly)) < FL-mpm (X, Y) 26 else 34 i j420i
Identify the hidden encoding of vg. 27 : s — s|log .
35: return i
9: Find%o € L3 st.%o[0] = =%o[£-1] 28: returns

10: ug « Xo[1]
Construct substitution dictionary D
11: Initialize empty dictionary D.
12: forxe L;( do
13: i < DECODEINDEX (X, £, ug)
14 : forj=0,...,|%| —1do
15: DX[j]] & xi[Jj]
16: Ry « SUBSTITUTE(L{,, D)

17 : return Ry

Figure 20: Record enumeration attack ENUMATTACK with oracle access to the extended MK-PrivateID functionality ¥ yxpm (- Y).
Note that Y is part of the oracle and not known to the adversary.

SNAKEATTACKTL-MKkPM () (T) 1: forio,...n—1do UNKNOTSNAKE(j*, L))
1t ne« |T| 15 for j=0,...|%;| — 1do 26 : Initialize empty dictionary Loc
2: Fix an ordering T = (to,...,th—1). 16 : D[%;i[j]] « xi[Jj] 27: Fix an ordering £3, = (%o, - .., %Xn-1)
3. if Aj* st | {t;[j*] | t: € T}| = n then 17: Ry « SuBsTITUTE( LY, D) 2: ke |ko| //=1%1] = =%,
4: Pick n distinct vy, ... 0,1 <« V 18: return Ry Store locations of linked values.
5 foreach i € [0,n — 1] do 29: fori=0,...,n—1do
6 t; — o[t MAKESNAKE(, T) 30 : Loc[%;[j*]] « i
7: jreo0 19 (t..stnog) T Find start index ind of the linked list.
81 else 20: Initialize empty dictionary E 31: Findind < n —1st Kina[j°] & {Xi[K] | i € [n]}
9: Pick j* <n—-1st |{t;[j*] |ti € T} =n a1: fori=0,....n—2do Recover original ordering.
10: X < MAKESNAKE(j", (to,.-.,tn-1)) 9 Xi — tilltier [ 7] 2: i 0
s (UID,Me, (L, £y)) < Fi-meem (X, Y) 030 pes T\ {t;[j]|ie[o,n—1]} 3¢ WhileZXiq[k] € Locdo
12: (Xo,...,%n-1) < UNKNOTSNAKE(j*, L}) 24 Xp_1 — th_1]lo 34 Si  Xind
Construct substitution map D. 25: return (Xo,...,Xp—1) 35 ind « Loc[Xing[k]]
13: Initialize empty dictionary D 36 fei+ld
37: return (sg,...,Sp—1)

Figure 21: Snake attack with oracle access to the extended MKPM functionality 7| -mkpm (-, Y). Y is part of the oracle and unknown
to the adversary.
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