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Abstract

Generative artificial intelligence (GenAl) is transforming the edu-
cational landscape by augmenting learning paradigms. However,
state-of-the-art GenAl systems driving this transformation are pre-
dominantly developed and controlled by a small number of private
companies; there is little clarity about their data retention practices
and limited user control over inputs and outputs. In the context
of education, end-users lack the awareness of how to safely adopt
GenAl in learning. This raises significant concerns, particularly
when proprietary or personally identifiable educational informa-
tion may be shared with external GenAlI platforms. In response to
these concerns, universities are developing their own usage guide-
lines and policies to balance innovation with academic integrity,
privacy, and security. Our research seeks to understand these emerg-
ing guidelines, with a particular focus on the privacy and security
implications of integrating GenAlI tools into academic environments
- an area that has received little attention to date. We conducted
an in-depth qualitative analysis of GenAl-usage guidelines from
43 universities across 12 countries. Our findings reveal several key
challenges, including barriers faced by universities in deploying pri-
vacy measures and adopting existing security frameworks. These
insights lay the groundwork for designing more robust, privacy-
aware GenAl guidelines for higher education.

1 Introduction

Generative Al (GenAl) is rapidly transforming higher education;
students and educators use it for writing, programming, research,
and data analysis [53]. Its versatility in addressing open-ended
queries has made it a core tool in academic workflows [47]. As
adoption grows, traditional educational technology providers are
embedding GenAl into services like writing support and virtual
collaboration [18]. In parallel, extensive research is underway to
better understand Al-human collaboration in education—ranging
from the design of intuitive interfaces to investigations of GenAI's
pedagogical impact to the broader shifts it introduces in teaching
and learning paradigms [9, 24, 79].

GenAlI systems continually improve by leveraging vast datasets [63],

including (potential) user interactions [74]. In academic settings,
GenAl is integrated into tools like Al-enhanced learning manage-
ment systems and adaptive tutoring applications. However, GenAI
providers’ (e.g., OpenAl) data practices often lack transparency,
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raising serious concerns [45]. For example, the collapse of AllHere
Education—the company behind Los Angeles Unified School Dis-
trict’s Al chatbot ‘Ed’—sparked questions about the fate of sensitive
student data it collected [65]. Such incidents highlight the need for
stronger oversight in handling educational data. In the U.S., the Fam-
ily Educational Rights and Privacy Act (FERPA) [99] regulates how
student data is accessed and shared, while similar protections exist
globally: the EU’s General Data Protection Regulation (GDPR) [38]
enforces strict data minimization and consent requirements, and
Australia’s Privacy Act 1988 [72] governs the handling of personal
information in schools. These regulatory frameworks compel insti-
tutions to implement robust safeguards when adopting GenAL

While the benefits of GenAl are undeniable—enhancing produc-
tivity, creativity, and efficiency—its adoption is accelerating within
a “lemon market,” where users lack clear visibility into model qual-
ity, risks, and trade-offs [16]. Students and educators often rely
on GenAl tools without a full understanding of their limitations,
such as susceptibility to misinformation [48], bias [54], and over-
reliance [7]. As policy lags behind technological advancement, uni-
versities have a vital role to play in shaping responsible GenAI
adoption through clear institutional guidelines, safeguards, and
pedagogical frameworks [16]. Apart from principles of academic
integrity, recent studies identify privacy and security as key mo-
tivators in universities’ and instructors’ policies about GenAlI us-
age [4, 51, 52, 67]. However, an in-depth understanding of how
universities approach and assess these privacy and security risks
of GenAl, and in particular how they communicate the trade-offs
between potential mitigation strategies and benefits, is still missing.

Our study aims to bridge this gap. By analyzing GenAI usage
guideline documents published online by universities globally, we
aim to address the following three research questions:

RQ1. How do university guidelines conceptualize and communicate

privacy and security risks of GenAl, such as sensitive data breach
and technical vulnerabilities?

RQ2. How do universities evaluate and suggest different measures to

mitigate the aforementioned risks?

RQ3. How are privacy and security positioned among other guiding

principles in policy design?

We conducted qualitative content analysis for university-level
GenAl guidelines from 43 universities spanning 12 countries, fo-
cusing on how privacy and security considerations integrate with
core academic usage and values of GenAl. Our study reveals in-
depth findings corresponding to the privacy and security issues
of GenAl in academic settings. We summarize the main findings
corresponding to our research questions below:

F1. Universities broadly recognize GenAl-related privacy and secu-

rity risks, especially those involving sensitive student, research,
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and institutional data. Their guidelines present partial and evolv-
ing threat models, reflecting university priorities: compared with
privacy risks from intentional and unintentional misuse by stu-
dents, staff, and third parties, concrete adversarial behaviors
considered as security violations and technical attack surfaces
in academic settings are under-specified.

Universities mitigate GenAl risks through a combination of
technical safeguards, institutional operations, and individual re-
sponsibilities, but these measures vary in clarity and consistency.
Teaching and learning-focused guidelines often frame privacy
and security through academic values and classroom practices,
while IT-focused guidelines translate these concerns into more
concrete risk assessment, deployment, and monitoring practices.
Despite growing reliance on licensed tools and existing security
infrastructure, universities still face challenges in adapting safe-
guards for the expanding ecosystem of GenAl-enabled services.
Privacy and security governance is shaped by academic values,
institutional policies, and external regulatory or inter-university
frameworks, showing evidence of active knowledge transfer.
Universities often position privacy and security alongside values
such as academic integrity, fairness, and responsible learning,
although this values-based framing can leave implementation
open to interpretation. Cross-regional and international regula-
tory influences also shape guideline development, yet the inte-
gration of privacy and security with academic values remains
uneven across institutions.

Based on our findings, we propose several recommendations
to improve privacy and security for universities, educators, and
students adopting GenAl These include improving privacy and se-
curity assessment frameworks that consider GenAl-specific threats
and risks, tailoring technical safeguards to academic contexts, as
well as reducing infrastructure and communication disparities for
safeguarding GenAl across universities and academic disciplines.

F2.

F3.

2 Related Work

GenAl in education. GenAlI has rapidly gained traction across
the higher education sector, permeating both student and faculty
practices [16, 35, 64, 96, 112]. Students are leveraging GenAl tools
for drafting essays, solving mathematical problems, summarizing
readings, generating code, translation, and exam preparation [40].
Simultaneously, educational professionals are incorporating GenAl
into teaching workflows—using it to develop lecture materials, gen-
erate quiz banks, provide formative feedback, assist in grading, and
personalize instruction through intelligent tutoring systems and
adaptive learning platforms [78, 97].

Despite this growing adoption, the understanding of GenAlI tech-
nologies within educational contexts remains fragmented. Many
users—students and instructors alike—engage with GenAlI tools
without a clear grasp of their operational limitations or risks in
education. One major concern is the generation of false or mislead-
ing content (i.e., hallucinations), which can misinform students or
degrade the quality of instruction when integrated into teaching
materials [32]. This is particularly problematic in activities requir-
ing factual accuracy where hallucinated outputs can introduce
conceptual errors or propagate misinformation that is plausible-
sounding [48, 109]. Another concern is in coding and programming
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contexts, where GenAl tools may produce code that compiles suc-
cessfully but fails at runtime, silently introducing logic bugs. In
other cases, the code might make use of deprecated libraries, in-
correct syntax for a given programming language, or fabricate API
calls and functions that do not exist [61].

Instructors may also rely on Al-generated content for assess-
ments or feedback, leading to inconsistent grading, overlooked
bias, or inadequate pedagogical alignment [106]. These risks are
amplified in educational settings that inherently demand pluralis-
tic alignment [5]—where diverse pedagogical philosophies, disci-
plinary norms, institutional missions, and cultural values coexist.
For instance, the standards for what constitutes a “good essay” or
“effective code” can vary significantly across departments, instruc-
tors, and even individual course objectives.

Finally, there is also the risk of over-reliance, where students
defer to GenAlI outputs without developing critical thinking or re-
search skills [7]. Beyond individual use, institutional integration
of GenAl into learning management systems or other tools opens
the door to system-level vulnerabilities [42]. These risks are exacer-
bated by the lack of standardized training and clear communication
about safe and ethical usage at the institutional level [58, 89, 114], as
well as a dearth of robust yet adaptable Al governance frameworks
that can be readily applied in the educational context [13, 14, 36].

Amidst this landscape, universities are beginning to issue formal
guidelines to govern GenAlI usage. These institutional policies are
becoming essential, not just for setting standards of acceptable use,
but for mediating stakeholder differences and fostering a shared
understanding of GenAI’s role in academic life.

Privacy and security risks of GenAl. Prior research reveals
critical privacy and security concerns stemming from emerging
GenAl services. The development of GenAI models leads to signif-
icant data privacy concerns [50, 71], particularly regarding how
training data is collected [110]. Many GenAl systems are trained
on data scraped from the internet without consent, including pro-
prietary or personal materials. In some cases, models can even
memorize and regurgitate specific personal or sensitive details
from training data, posing risks of inadvertent disclosure of pri-
vate information [25, 104]. Furthermore, prior work shows that
GenAl introduces exacerbated privacy risks and harms, including
inferring/exposing sensitive information and encouraging exces-
sive data collection [60]. GenAl’s data privacy issues are prominent
in academic settings too: when students input assignments, ques-
tions, or personal reflections into third-party GenAlI tools, they
may inadvertently expose sensitive academic information—raising
potential violations of privacy laws [75, 101].

GenAl also introduces unique security challenges. GenAl models
are susceptible to jailbreaking, where users manipulate prompts to
bypass safety filters and elicit offensive, inappropriate, or danger-
ous responses [20]. Furthermore, when GenAl is integrated into
tools such as chatbots, it becomes vulnerable to prompt injection
attacks [62]. These attacks involve embedding hidden instructions
in input text that can force the model to behave in unintended
ways—such as leaking private data, overriding guardrails, gener-
ating software with vulnerabilities that are difficult to detect, or
even acting on behalf of a user without authorization. Furthermore,
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GenAl is vulnerable to “poisoning”, since these models require data-
intensive training and frequent updates. During model training
and update, if a model ingests skewed, offensive, or malicious con-
tent injected by a malicious party, it can reproduce those biases in
output, leading to discriminatory or harmful responses [80].

Privacy and security concerns of educational technologies.
The digitization of education has led to the widespread adoption
of educational technologies. From learning management systems
(LMS), such as Canvas and Blackboard, to intelligent tutors, to
online proctoring tools used in remote assessments. These tech-
nologies offer clear benefits in terms of accessibility, scalability, and
efficiency [116]. However, they introduce concerns with respect to
security and data privacy, especially in proctored assessment envi-
ronments and those involving minors [17, 90, 101]. There exists a
power imbalance between educational institutions and educational
technology companies, which often leads institutions to adopt these
technologies despite privacy and security concerns and limited re-
sources to investigate them [55, 81]. Subsequently, students and
educators often have little input and control on what happens to the
personal information being collected and stored [6, 30, 59, 89, 101].
It is common for proctoring tools, for example, to surveil students
using key logging, mouse tracking, and microphone and eye track-
ing [12, 90, 95]. Similarly, LMS platforms collect data on student
behavior and store sensitive and legally protected information such
as grades and personal information [59]. In K-12 classrooms, these
risks are exacerbated [57, 117]. For example, in the United States,
children under the age of 13 are subject to special legal protec-
tions under the Children’s Online Privacy Protection Act (COPPA)
and Family Educational Rights and Privacy Act (FERPA) [34, 99].
Despite these protections and being less equipped to understand
and deal with the consequences of data collection, LMS treat these
students the same as others [17, 57, 66, 118]. These concerns, com-
pounded by the rapid and expanding adoption of EdTech platforms
without thorough evaluation of privacy and security implications,
underscore the necessity for scrutiny.

Research gaps in prior work. GenAl is drawing increasing at-
tention in education research. Despite recent studies which iden-
tify GenAl privacy and security among other key considerations
such as learning enhancement and ethics in the academic usage
of GenAl [4, 51, 52, 67], they focus on broader pedagogical anal-
yses and consider privacy and security as secondary. Our work
contributes novel findings through an in-depth analysis into the
technical, operational, and infrastructural challenges to addressing
GenAl privacy and security issues through the study of universi-
ties’ GenAl guidelines — a gateway to understanding universities’
position and implementation of privacy and security measures. Our
approach anchors on how privacy and security concerns are institu-
tionally perceived and systematically managed. This complements
existing work that has flagged specific stakeholder concerns, such as
that of students and teachers, towards GenAl tools [89, 101], as well
as emergent literature on how these stakeholders are affected by
the ever-changing and vague legislation on implementation [13, 37].
Our study is also distinct from those that study privacy and security
issues of other education technologies [17, 57, 90], as the subject of
our study is GenAl, which introduces unique privacy and security
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risks and challenges in policy enforcement due to its wide and
flexible application contexts in education.

3 Methodology

To answer our research questions in § 1, we conducted a qualitative
analysis of university-level GenAl policy documents (or guidelines).
Our approach allows us to characterize the early governance land-
scape, identify emerging privacy and security measures and risk
framings. We then examine how institutions are developing guid-
ance to manage vulnerabilities associated with GenAI adoption.
We employed a structured qualitative coding and analysis process,
enabling us to surface cross-institutional patterns and evolving re-
quirements in privacy and security-aware GenAl integration from
a globally representative sample of university guidelines.

Data collection and sampling. Our data collection focused on
publicly accessible GenAlI guideline documents published by uni-
versities globally. We conducted this effort between June and De-
cember 2024, and we selected universities from the “2024 QS World
University Rankings” [107], which has been well-established in
the methodology of cross-comparative policy studies [8, 103] for
its global recognition and comprehensive evaluation of teaching,
research, and international outlook.

Our initial exploration, during which we explored availability
of GenAl policies in universities by region, discovered that the
institutions recognized in the top universities globally also tend
to have more accessible and comprehensive GenAlI policy doc-
uments, which became our focus, aligning with prior findings
that systematic adoption of GenAl remains experimental across
much of higher education [51]. Though starting from the highest
ranked institutions, our sampling aimed to achieve institution and
region diversity within available data. In this study, we focused
on and searched for university-level guidelines available on uni-
versity websites, rather than department-specific documents, as
these university-level guidelines represent the overarching princi-
ples of one university, contextualizing privacy and security con-
cerns within educational practices, that directs specific adoption
and implementation at department levels. We manually traversed
university websites, including subdomains on Academic Integrity
subsuming GenAlI guidelines. To assist our search, we constructed
a set of search queries to obtain additional results from the search
engine, incorporating a combination of representative terms with
university names, including “generative AL” “AL” “guidance,” “guide-
line,” “policy,” “teaching” and “learning,” that reflect the naming con-
ventions used by institutions to ensure accessibility of their policies.
Our search logic includes the above terms: (“University name”)
& (“Generative AI” | “AI”) & (“Policy” | “Guidance” |
“Guideline”) & (“Learning” | “Teaching” | “”).

In addition, our scope of sampling and analysis is limited to
GenAl guidelines that are publicly available in English. We devel-
oped the codebook in stages using universities ranked in the top
100 of the QS World University Rankings, supplemented by two
highly ranked regional universities, UCT and KAUST. To reduce
overrepresentation of US and UK institutions, we randomized the
university order and coded them in batches, refining the codebook
after each batch. We stopped sampling once our qualitative coding
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Continent Country/Region University Document Title

Africa South Africa University of Cape Town (UCT) EIRC Generative Al Guidelines

Asia Hong Kong, PRC University of Hong Kong (HKU) Al Literacy

Asia Japan University of Tokyo Use of Al Tools in Classes

Asia Japan Tokyo Institute of Technology (Tokyo Tech) Policy on Use of GenAl in Learning

Asia Saudi Arabia King Abdullah University of Science and Technology (KAUST) Al Guidelines on Research

Asia Singapore Nanyang Technological University (NTU) Teaching Learning Assessment with GenAl
Asia Singapore Nanyang Technological University (NTU) Use of GenAl in Research

Asia Singapore National University of Singapore (NUS) NUS Academic Integrity

Europe Germany Technical University of Munich (TUM) Usage Guidelines for GenAI @ TUM
Europe Netherlands Delft University of Technology (TU Delft) Al Chatbots in Unsupervised Assessment
Europe Netherlands University of Amsterdam (UvA) UvA Policy on Al

Europe Switzerland Ecole polytechnique fédérale de Lausanne (EPFL) Tips for the Use of GenAI

Europe Switzerland Eidgendssische Technische Hochschule Ziirich (ETH Zurich) GenAl in Teaching & Learning

Europe United Kingdom Imperial College London (IC) GenAl Guidance

Europe United Kingdom King’s College London (KCL) Al Guidance on Learning and Teaching
Europe United Kingdom London School of Economics and Political Science (LSE) Al Education and Assessment

Europe United Kingdom University of Edinburgh (UoE) Al Guidance for Students

Europe United Kingdom University of Manchester (UoM) Teaching and Learning FAQ

Europe United Kingdom University College London (UCL) Using GenAl in learning and teaching
Europe United Kingdom University of Bristol University Guidance on GenAl in Education
Europe United Kingdom University of Cambridge Using Generative Al

Europe United Kingdom University of Oxford Guidelines on the Use of GenAl

North America Canada McGill University General Guidelines for Using GenAl Tools
North America Canada University of British Columbia (UBC) GenAl tools in teaching and learning
North America Canada University of Toronto (UofT) GenAl in the Classroom: FAQ’s

North America United States California Institute of Technology (Caltech) Resources for Teaching in the Age of Al
North America United States Carnegie Mellon University (CMU) Generative Artificial Intelligence

North America United States Columbia University GenAl Policy

North America United States Cornell University GenAl for Education and Pedagogy

North America United States Duke University Al Policies: Guidelines and Considerations
North America United States Harvard University Generative Al Guidelines

North America United States Massachusetts Institute of Technology (MIT) Guidance for Use of GenAl Tools

North America United States Northwestern University (NU) Northwestern Guidance on the Use of GenAl
North America United States University of California, Berkeley (UC Berkeley) Appropriate Use of GenAl Tools

North America United States University of California, Los Angeles (UCLA) Guiding Principles for Responsible Use
North America United States University of Chicago GenAl Guidance

North America United States University of Illinois Urbana-Champaign (UIUC) Univ. of Illinois System GenAlI Principles
North America United States University of Michigan-Ann Arbor (UM-Ann Arbor) U-M Guidance for Students

North America United States University of Pennsylvania (UPenn) Al Guidance

Oceania Australia Monash University Acceptable and Responsible Use of Al Tech.
Oceania Australia Australian National University (ANU) Al including GenAI

Oceania Australia University of Melbourne University of Melbourne Al Principles
Oceania Australia University of New South Wales (UNSW) ChatGPT & GenAl at UNSW

Oceania Australia University of Queensland (UQ) Al Teacher Hub

Table 1. The list of official GenAI documents we analyzed. These documents are published online by universities worldwide.

and analysis reached data saturation [83]; the coding process is
described soon after.

Our sampling process stopped after code saturation, which we
monitored along our analysis, at 43 universities; some universities
in the QS ranking are not analyzed due to lack of publicly available
guidelines. We show the list of universities and guidelines analyzed
in Table 1. We only include documents whose overall topic is GenAl
guidance in contexts of teaching and learning, excluding those
where GenAlI has partial focus, e.g., President Remark of Kyoto
University [1].

Following the data collection and analysis of university-level
guidelines focusing on academic integration, particularly teaching
and learning, we collected additional GenAlI guidelines provided
by the university IT departments, including information security,
for further analysis and cross-comparison. This additional data
source allows us to examine if and how universities provide more
dedicated technical resources and support to govern the security
& privacy (S&P) risks. We adopted the same web search and web-
site traversal approach to collect these documents. Similarly, the
search logic to assist our manual website traversal for this task
includes these terms (“University name”) & (“Generative
AI” | “AI”) & (“Policy” | “Guidance” | “Guideline”) &
(“Information security” | “Acceptable use” | “Approved
tools”). The above terms are chosen as they correspond to the
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core concept of privacy and security related to GenAl We initially
experimented with more search terms that include “privacy policy”,
“data protection”, and “student data privacy.” However, such terms in-
consistently returned website privacy policies, cookie notices, and
general student privacy notices rather than governance documents
specific to GenAl issues, and were therefore not included eventu-
ally. As a result, we included additional IT-specific policies for 19
universities to cross-compare with their university-level, teaching
and learning-focused guidelines, shown in Table 2 in Appendix A.1.

Data preparation. Universities present their guidelines as web
pages. To code and analyze these guideline documents efficiently
and consistently, we first reformatted the page content using an
HTML sanitizer [2]. We preserved the section headers and paragraphs
that are relevant to the guideline content. This approach allowed
us to segment guideline documents into coherent paragraphs and
sections that are suitable for coding and thematic analysis. We
manually verified and curated the segmentation when the sections
are not well wrapped by HTML headers. Our analysis focused on
text content, which presents the most meaningful information in a
guideline webpage. Thus, we did not include visual aids.

Qualitative coding and analysis. Our analysis started with open
coding [22]. Three researchers independently coded guideline doc-
uments from 15 universities, looking for guideline content and
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concepts that are relevant to our research questions. We first com-
prehensively captured fine-grained concepts, allowing codes to de-
velop with the initial codebook. Following this process, all research
team members engaged in a series of structured discussions to re-
view, compare, and refine the codes generated individually. This
contributed to our initial codebook. We further leveraged guidelines
from three universities to improve the initial codebook and resolve
discrepancies, e.g., when guideline framings were ambiguous, we re-
solved them by refining definitions and merging overlapping codes.
Two researchers later applied this codebook to independently code
22 more guidelines. We used the 22 coded guidelines here to assess
the reliability of our codebook. We computed Cohen’s kappa (), a
standard metric of inter-annotator agreement for these guidelines
coded by two coders. Our coding attained x = 0.65, which indicates
a substantial agreement [68]. Then we continued coding and con-
firmed saturation with 46 guideline documents in total. The lead
coder also applied the codebook developed to code and analyze
the additional IT-focused GenAl guidelines, further confirming the
coverage of the codebook.

Throughout our study, our research team engaged in regular
meetings to resolve disagreement in coding and perform thematic
analysis. We applied codebook thematic analysis [11, 22], which lies
between codebook reliability and reflexive thematic analysis. As
such, after reaching code saturation, our team continued analysis to
develop themes by identifying patterns from coded data. Note that
the codebook served as an analytic framework to underpin later the-
matic analysis, and « is treated as a pragmatic quality check rather
than a claim of full analytic validity. Our research teams are formed
with members with diverse expertise, including computer security
and privacy, education, human computer interaction, and artificial
intelligence. Our expertise enables our analysis to capture codes
and themes from comprehensive and complementary perspectives
that are essential to our research questions. § 5 discusses categories
of codes and themes discovered. We make our codebook available
through our project repository with access to documents. !

4 Study Limitations

We recognize several limitations in our study. Our sampling uses the
QS World University Rankings, following prior research [52]. How-
ever, we acknowledge that the distribution of institutions across
the world is skewed due to regional disparities in educational de-
velopment and internationalization. The top-ranked universities
happen to be concentrated in North America, Europe, East Asia, and
Australia. Despite having considered regional diversity in sampling
and actively looked for available content in underrepresented re-
gions including Africa and the Middle East, we ended up including
more universities where English is a major working language. This
is also because we focused on and searched for GenAlI guidelines
written in English. This also ultimately resulted in exclusion of
universities from South America. Furthermore, our sample presents
perspectives of globally ranked and research-intensive universi-
ties, also early GenAl adopters, rather than the whole sector of
higher education, which therefore may not be representative for
less-resourced institutions. We also acknowledge that the GenAI
guidelines we study present the public, overarching position of a

Uhttps://ost.io/3ezfw/overview?view_only=3f8cad97c179473eb0ccbfa98595a350
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university; the actual implementation may differ, and the policies
are subject to evolve. Recognizing the fast-evolving landscape of
GenAl development and integration, we aim to provide in-depth
qualitative results, rather than quantitative and statistical results
to identify challenges faced by the universities in safeguarding
GenAl usage. Consistent with prior publications [52, 67, 100], we
opt to conduct an in-depth qualitative analysis of university-level
guidelines, as it provides an authentic view of the Al governance
landscape that reflects links to state-level and national frameworks,
which are limited in course/department-level rules. Nevertheless,
this approach is limited in uncovering specific privacy and security
challenges in curriculum design when adopting GenAlI.

We argue that global influences of sampled universities on edu-
cation and GenAlI adoption may inform less-resourced institutions,
and some challenges, e.g., technical and operational barriers, faced
by these universities may be amplified for low-resourced institu-
tions. Nevertheless, we encourage future work to investigate the
challenges faced by less-resourced institutions in the real world
and to explore other data sources and methods that offer comple-
mentary insights, e.g., from individual perspectives of students and
staff, while also conducting longitudinal measurements and com-
parisons of GenAlI guideline updates beyond our study’s cut-off
date, given the dynamic and ever-evolving nature of policy de-
velopment. Furthermore, large-scale studies can consider GenAl
guidelines available in other languages beyond English, as well as
the longitudinal factors in institutional policy development.

5 Findings

Figure 1 provides a holistic overview of the observed themes from
our analysis, as well as how they answer each research question.
These themes highlight the privacy and security challenges from dif-
ferent perspectives in the university integration of GenAl services,
and how stakeholders interact with them.

Roadmap. § 5.1 discusses how guidelines conceptualize GenAl
privacy and security risks (RQ1), including sensitive data, technical
threats, and connections with broader academic harms. Recognizing
the privacy and security risks, § 5.2 elaborates on how universi-
ties assess different privacy and security measures (RQ2) from
institutional levels to individual levels, specifically challenges in
these measures. Finally, § 5.3 explains how privacy and security,
as guiding principles, are considered in universities’ policy and
guideline development (RQ3), along with overarching regulatory
frameworks and the tensions with broader academic values.

5.1 Conceptualizing Privacy and Security Risks

Our qualitative coding discovered three high-level categories of
university guidelines’ conceptualization of privacy and security
risks of GenAl:

1. Privacy-sensitive data practices, which include varying per-
sonal or sensitive data types, data handling practices (data col-
lection, third-party sharing, retention, unauthorized sharing of
training data etc.), and breaches.

2. Exploit and misuse of GenAl services, including harmful and
inaccurate content (misinformation and fraudulent content),
vulnerabilities and bugs (e.g., jailbreaking), and students’ over-
reliance on GenAl
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Figure 1. An overview of the findings and themes that address our 3 research questions. We highlight how themes are anchored on 9 categories of codes (within the grey box).

3. Technical limitations of GenAI models that can be exploited,
such as non-transparency of training, limited reasoning capa-
bility and domain-specificity, and service reliability.

Across these categories, university guidelines also implicitly de-
fine threat models surrounding the adoption of GenAl in academic
settings. Below we further discuss the main (sub)themes observed
surrounding elements in the academic threat model, which include
(1) protected assets, in particular types of sensitive student and re-
search data, (2) threat actors, especially third-party GenAl vendors
and irresponsible users, and their associated attack vectors, and the
key (3) affected stakeholders and systems, particularly the learn-
ing processes and outcomes. While universities rarely use formal
threat-modeling terminology, these dimensions appear through-
out the guidelines and shape how privacy and security risks are
communicated and mitigated.

5.1.1 Guidelines vary in the approaches to communicate specific
sensitive data types to protect. Our analysis reveals that while uni-
versity guidelines broadly recognize the need to regulate handling
sensitive data with GenAl tools, the approaches different univer-
sities (and guidelines) took to elaborate on the scope of sensitive
data vary. Some university guidelines adopt an “example-driven”
approach. For example, Caltech’s guideline lists specific examples
of sensitive data types including

“..any intellectual property or unpublished research data, export-

controlled data, and other sensitive HR, business, or administrative

data...” (Caltech)

However, the scope of sensitive data types discussed can be
vague in other guidelines, especially when multiple terminologies
related to sensitive data, such as proprietary information, confiden-
tial data, and restricted information, are used concurrently. These
terminologies can be mentioned in the same guideline without
further elaboration despite signposting to other internal and/or ex-
ternal policy documents and frameworks. For example, the GenAl
guideline of NTU mentions that

“Any confidential or sensitive information, and/or personal data are
not to be uploaded to any GAI software, system, or platform...” (NTU)
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while pointing to two other data policies: Singapore’s Personal
Data Protection Act (PDPA) [76] and NTU’s Data Governance Pol-
icy. Similarly, MIT prohibits the use of data “classified as Medium
Risk or High Risk” using the university’s internal data classification
framework with Al tools that do not have a license agreement; § 5.3
will further discuss how university guidelines leverage existing
policy and regulatory frameworks to articulate their own.
Despite the inconsistent terminology and data classifications
adopted by universities, university guidelines (such as those from
UPenn) broadly highlight the importance of data protection for
proprietary and copyright-protected information, which echoes the
elevated concerns for GenAlI to infringe IP rights [92]:
“Avoid uploading confidential and/or proprietary information to AI
platforms prior to seeking patent or copyright protection, as doing so
could jeopardize IP rights” (UPenn)

5.1.2  Recognized threat vectors focus on privacy and academic in-
tegrity rather than security exploits. We find that the threat vectors
guidelines recognize are centered on the intentional and uninten-
tional GenAl misuse by service providers and academic users.
Privacy exposure to third-party service providers passively
and actively. University guidelines frame third-party providers as
a key potential threat actor capable of misusing protected academic
and personal data, especially when students and staff unintention-
ally expose such data. For example, UBC’s guidelines warn that
“anything that is entered into the [GenAl] tool may be inappropri-
ately exposed to third parties”. Universities may explicitly name
tools from specific vendors, such as Google Gemini and Microsoft
CoPilot, with the associated risk levels based on their licensing and
privacy assessment outcomes, which § 5.2 will further elaborate.
Moreover, universities are mindful that GenAl service providers
may actively infringe users’ privacy, as part of the development
and technical integration of their GenAl services currently, e.g.,
“the risk of exposing personal, confidential and university sensitive
information” (McGill University) for enabling “internet searching”
(University of Tokyo), frequent model training that infringes “pri-
vacy and intellectual property of information” (TU Delft), as well as
sensitive data required for “sign[ing] up for an account” (NUS).
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Concern over students and staff centered on misusing GenAI
output against academic integrity. On the other hand, guide-
lines describe the potential of malicious academic use of GenAl by

students and staff:
-..Potential for malicious actors to use the tools to facilitate irre-

sponsible research practices linked to fabrication, falsification and
plagiarism and to make obfuscation easier...” (UCT)

In general, the security threats on the GenAI model itself are
less discussed and less contextualized. Compared to the privacy
issues of personal or sensitive information, which are discussed in
30 universities’ guidelines, just 8 mentions potential for malicious
use with 4 universities discussing vulnerabilities, bugs and exploits,
including jailbreaking. Among the security issues identified, some
university guidelines discuss the secondary security risks due to the
malicious use of GenAl-generated content, including those related
to harmful textual data and software code. For example, UoE is
concerned that GenAI may

“..Create code that has security flaws, bugs and use illegal libraries
or calls - or infringe copyrights...” (UoE)

Similarly, CMU mentions GenAl’s security risks to ‘create more
convincing phishing emails” when used by malicious actors as a
motivating background beyond the educational context.

User vulnerabilities due to lack of technical understanding
of GenALl In addition, some university guidelines are also aware
that the technical limitations of GenAI may be challenging for the
audience to understand, limiting their ability to safely use the ser-
vice and leading to privacy or security breaches. Therefore, these
universities leverage analogies and comparison with other tech-
nologies that share similar features or concerns to improve reader
understanding. For example, NUS reminds the readers of the unre-
liability of GenAlI service providers who ‘“can sometimes go down
without warning” and compares GenAl with the old-school calcula-
tor when discussing its limited scope in use-cases recommended
by the guideline.

5.1.3  Guidelines connect privacy and security risks to broader harms
in education which can be unclear. More than the integrated learn-
ing management and administrative systems that are affected by
privacy breaches, or broader IT infrastructure that is in danger due
to security exploits produced by GenAlI, universities consistently
consider negative impacts on learning processes and outcomes
intertwined with privacy and security issues.

Privacy and security impacts positioned among ethical
risks. We observe that university guidelines often discuss privacy
and security risks within the broader ethical consequences of GenAl
that negatively affect students. For example, UIUC names privacy
breaches along other harms such as discrimination:

“..establish procedures for remediations, recourse, or redress in case
of unintended consequences, discrimination, or privacy breaches...”
(UIUC)

Many negative consequences which universities are aware of,
e.g., misinformation, are unintended due to technical limitations
such as hallucination and biased training datasets:

“Tt is also possible for generative AI models to “hallucinate,” or other-
wise use false information in their responses” (NU)
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Negative learning outcomes reinforced by adversarial use.
Nevertheless, we do observe that several university guidelines re-
alize how “malicious” uses of GenAl and its other negative im-
pacts may reinforce each other in students’ learning. For instance,
Cornell University expresses its ‘overarching concern” that how
students’ over-reliance on GenAl might motivate their potential
use of “jailbreaking” techniques, which is a major security threat
in circumventing GenAlI guardrails [102]. This in turn results in
students’ lack of confidence and ability “to master needed knowledge
or skills.” More specifically, “jailbreaking” could help students in
accessing prohibited content in learning:

“..Jailbreaking has been used to circumvent prohibitions on certain
topics or behaviors such as advocating violence; however, it could
also easily be used to obtain answers to homework assignments....”
(Cornell University)

However, guidelines in general seem less specific on how privacy
and security risks may connect to other safety concerns of GenAl.

5.2 Challenges in Safeguarding GenAl Uses

We observe that university guidelines discuss privacy and security
measures for GenAl under the following categories:

1. Technical safeguards, including Al detection tools, data con-
fidentiality and anonymization, and others such as permission
management and access control.

2. Individual rights and responsibility, such as informed con-
sent, privacy rights and options (e.g., opt-out and data deletion),
acknowledging use of Al, and choosing proper alternatives
including specific GenAl services to adopt or pedagogical re-
design to accommodate GenAl uses.

3. Operational safeguards, including security review and licens-
ing, disciplinary actions to ensure compliance of individual
conduct and punish misconduct, as well as stakeholder com-
munication and education.

This subsection discusses in-depth how university guidelines
evaluate the efficacy and employ these measures.

5.2.1 Guidelines reflect limitations of adapting technical safeguards
and existing security protocols. Below discusses the technical reli-
ability concerns and operational complexity to adapt GenAl safe-
guards we find in the guidelines.

Reliability concerns of technical safeguards. Our study re-
veals that universities are not over-optimistic about the efficacy
of Al detection tools when detecting uses of GenAl. Universities
such as the University of Cambridge are aware of the limitations of

these tools, and do not offer a standard detection tool as
“Detection of Al-generated content is possible, but difficult and not

wholly reliable” (University of Cambridge)

Moreover, some universities are concerned about the instructors’
use of Al detection tools due to additional privacy concerns about

how students’ personal data are handled by these tools.
“Instructors should not use these tools to evaluate any student work

that contains the name of the student or any other personal infor-
mation of the student or third parties.” (UBC)
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In contrast to the discouragement of unreliable AI detectors,
we observed that universities leverage existing technical infras-
tructures that are deemed more reliable to secure GenAl when
integrating it into their IT systems, e.g., by account verification:

“Copilot is an enterprise version of an AI-powered chatbot and search
engine which better protects the privacy and security of users (when
users are signed into their Uof T account).” (UofT)

Likewise, Caltech’s guideline describes their access control in
place to “disable or limit access to AI companion tools” through their
enterprise control. Universities also demand the GenAlI service
providers to implement GenAl safeguards by design:

“Protect data and ensure generative Al systems and applications
incorporate privacy and security by design.” (UIUC)

In tandem, they rely on the responsibility of individuals to adopt
multiple technical safeguards for GenAl, including “encrypt[ing]
sensitive data both at rest and in transit to protect it from unauthorized
access,” using “anonymized datasets”, and “implement[ing] strict
access controls, such as Multi-factor Authentication (MFA)” (UCLA).

Yet, it is unclear how these technical safeguards are contextual-
ized to GenAl service implementation.

Complexity of operational security in multi-department
coordination. We observe universities implementing operational
privacy and security measures in multiple stages of adopting and
using GenAl services, which can be complicated and require multi-
party involvement. Universities such as Columbia University (and
the University of Chicago) mention their implementation of security
review when acquiring or procuring services that “contain functions
that rely on Al to operate,” “before they are acquired, even if the
software is free.”

Such processes can be initiated and managed by different de-
partments including multiple IT teams within the university, e.g.,
Columbia IT (CUIT) or Columbia Irving Medical Center (CUIMC-IT)
as mentioned in Columbia University’s guidelines.

University guidelines also mention their continuous commitment

to privacy and security via oversight and awareness training.
“keep your training up to date, including the latest training avail-

able to you on McGill’s cybersecurity awareness training platform.”
(McGill University)

Universities often set up dedicated contact points for GenAl-
related queries to address “any questions about the use of this dy-
namic technology.” (Caltech) University guidelines (e.g., University
of Melbourne and UIUC) may also underscore the importance of
redressing GenAlI harms. Nevertheless, establishing this procedure
seems to be an on-going effort.

“The University of Melbourne will maintain human oversight of
and responsibility for the Al tools and systems used by staff, offer
appropriate avenues for redress in case of errors or misuse, and
commit to procedures by which those who are impacted can access
an explanation for relevant decisions.” (University of Melbourne)

5.2.2  Guidelines shift responsibility onto individuals. A predomi-
nant guideline we observe across universities is the devolution of
accountability to the individual (students, faculty, and staff).
Individual accountability for making S&P decisions. While
some institutions continue to provide technical safeguards, individu-
als are also expected to be responsible for their privacy and security
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behaviors and decisions when interacting with GenAlI tools, in-
cluding not disclosing confidential information as discussed before.
Another example is UCLA: ‘Tt is the users’ responsibility and ac-
countability to get informed about these limitations and risks, closely
review the outputs of GenAl tools...”

To this end, universities expect individuals to choose a GenAl
service that provides better privacy and security features. However,
a large number of GenAl services on the market can overwhelm
individuals as they navigate alternatives. University guidelines
often mention a variety of specific GenAl service providers, includ-
ing standalone GenAlI chatbots, e.g., OpenAI’s ChatGPT [73] and
Google’s Gemini [27] as well as GenAl integrated with other digital
services such as CoPilot within coding IDE [41] and Al companions
in online meeting apps, e.g., Zoom IQ [119]. Despite the availability
of many GenAl services, a more detailed privacy and security eval-
uation for individual services is absent in many guidelines, except
for the most popular service provider OpenAI’s ChatGPT model:

“ChatGPT utilizes one of the largest (known) datasets to power its
operation and is hence in its current version of GPT-4 seemingly
capable of a variety of complex tasks” (UM-Ann Arbor).

Furthermore, users are expected to take different levels of re-
sponsibility beyond proper tool and data use, including reviewing
GenAl outputs and formally citing or acknowledging GenAI use.

Shared responsibility via licensing and risk assessment.
As discussed earlier, performing security assessment is a main re-
sponsibility universities are committed to, guided by regional or
institutional policies like Privacy and the Need to Monitor and Access
Records (SPG 601.11) and the Institutional Data Resource Manage-
ment Policy (SPG 601.12) established by UM-Ann Arbor. As a result
of such assessment and license negotiation, recommending and
enforcing the use of university-licensed GenAlI services seems to
be a more feasible alternative that well-resourced universities offer
to individuals. A few universities such as ETH Ziirich, UoE, UCL,
McGill, UM-Ann Arbor, Caltech have formally licensed platforms
including Microsoft Copilot under enterprise agreements with Data
Protection Addendums (DPAs) enabled, which shape platform be-
havior in alignment with institutional values such as academic
integrity, data minimization, and ethical Al usage [23]. An example
is UM-Ann Arbor’s customized U-M GPT that is “private, secure,
and free for students.” (UM-Ann Arbor)

Nevertheless, licensing can be seen as an approach by universi-
ties offloading the responsibility to GenAl vendors and transferring
trust in a uniform way instead of further tailoring their own safe-
guards. For instance, ETH Zirich redirects users to Microsoft’s
Enterprise Data Protection FAQ which reiterates, in the EU context,
its commitment to GDPR [38], ISO/IEC 27018 [69], and existing Mi-
crosoft DPA [70] that is uniformly applied to all other universities.
In these contexts, the main threat identified and mitigated through
licensing agreements is the use of student data for training:

“The freely accessible version of Microsoft Copilot offers [...] the
‘protected’ status (with Microsoft ETH-account), whereby personal
data is not used as training data,” (ETH Ziurich)

Individuals’ challenges in exercising privacy rights and
options. Nevertheless, guidelines recognize the challenges of in-
dividuals exercising their privacy rights and options for privacy



Understanding How University Guidelines Address Privacy and Security Issues of Generative Al in Academic Settings

compliance, e.g., consent procedures, when using GenAlI, reflect-
ing universities’ distrust of the GenAlI service providers’ privacy

commitment:
‘you are sharing your data with private companies, so you lose your

control over it.” (EPFL)

Similarly, Columbia worries that “the technology may not respect
the privacy rights of individuals...” Universities are also concerned
about individuals not accepting consent carefully:

“Individuals who accept click-through agreements without delegated
signature authority may face personal consequences, including re-
sponsibility for compliance with terms...” (UC Berkeley)

McGill University explicitly recommends students to self-censor
the input for GenAl “by removing personally identifying information.”
Interestingly, we observe that UC Berkeley offers a fine-grained
classification of allowable data to be used by specific GenAl ser-
vices. For example, while “Publicly-available information (Protection
Level P1) can be used freely in all generative Al tools”, “...Zoom AI
Companion (pilot only) [are] approved for use with P2 information,
providing everyone actively consents to its use each time.” The ref-
erence also discusses disabled GenAl features which can replace
human meeting attendees with bots. However, they fall short in
discussing the possible unique privacy implications of these ser-
vices for individuals to make more informed decisions, e.g., hijacked
GenAl bots that produce harmful information.

Some university guidelines ask individual instructors and re-
searchers to offer privacy rights and options when they involve
GenAl into their teaching and research. LSE suggests instructors
offer opt-out options for students.

“Please consider offering students a choice to opt-out of using a system
if they have concerns about the cost, privacy, security or other issues
related to the technology.” (LSE)

Likewise, UC Berkeley emphasizes the importance for researchers
to obtain “explicit and informed consent from individuals before col-
lecting, processing, or using their data in GenAlI systems.”.

5.2.3 IT departments operationalizing GenAl governance through
risk assessment and monitoring. Our comparison between teaching
and learning-focused guidelines with IT-focused guidelines high-
lights how university departments coordinate and operationalize
GenAl governance. The high-level privacy and security risks, such
as third-party sharing, and mitigations identified in IT guidance
broadly align with those in teaching and learning-focused guide-
lines. While teaching and learning guidelines more often emphasize
academic values and classroom integration, IT-focused guidelines
translate shared privacy and security concerns into concrete assess-
ment, deployment, and monitoring practices.

Making privacy assessment outcome visible. Universities use
IT-focused guidance to disclose tool-specific privacy and security
assessment outcomes and support safer individual adoption of spe-
cific services. For example, the University of Oxford warns that
Copilot for Microsoft 365 may increase risks to confidential uni-
versity data because “access permissions are often poorly managed
and this can go unnoticed”; it provides similar assessments for tools
such as Google Gemini and ChatGPT Edu.

IT departments also play a central role in managing and govern-
ing licensed GenAlI services and custom GenAl systems developed
by students or staff. Some host “one-stop” Al guidance websites
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that consolidate policies, approved services, and risk advice. For
instance, UMich’s Information and Technology Services states its
role in governing and monitoring licensed and custom GenAl ser-
vices, including conversational tools, API interfaces, and systems
powered by contracted or open-source models for custom dataset
analysis. For custom GenAl development, Uof T’s Information Se-
curity warns of risks from “adversary-provided training data”, while
the University of Oxford asks users to “discuss this with the Infor-
mation Security GRC team in advance” before “inputting internal
University data to an external custom GPT.”

Inconsistent efforts in adapting existing safeguards. Uni-
versities generally extend existing risk assessment processes and
technical protections to GenAl rather than creating entirely new
safeguards, such as applying “the same security and encryption
techniques as your emails and contents of your OneDrive or Share-
point Sites” (UoM). However, IT departments vary in how actively
they adapt and explain these frameworks for GenAlI users. 16 of 19
institutions simply ask students and staff to revisit existing data pro-
tection policies, while others provide more detailed GenAl-specific
interpretation. For example, Imperial College’s Data Protection
Officer lists privacy-sensitive activities that should be monitored
and recorded under its data activity risk assessment framework,
including “the versions of relevant software or firmware” used by
Al systems, the “recourse to pre-trained systems or tools provided by
third parties”, and “the cybersecurity measures put in place.”.

Monitoring GenAlI usage. IT-focused guidelines emphasize
both users’ responsibility to review GenAl outputs and institutional
commitment to monitor GenAl use that requires individual coopera-
tion. Beyond information required for acquiring or updating GenAl
services, some universities set stronger expectations for recording
GenAI outputs. For example, ANU states that when GenAlI outputs
“meet the definition of a University record, they must be stored in the
ERMS [Electronic Records Management System].”

5.3 Principles in Policy Development

Considering the identified privacy and security concerns and safe-
guard limitations, we find that universities adopt GenAI for aca-
demic use cautiously and provisionally. Building on the privacy
and security issues and safeguards discussed in § 5.1 and 5.2, this
subsection examines how university, national, and international
frameworks shape framing of privacy and security issues. We iden-
tify four key impact factors:

1. Governance frameworks, including privacy regulations and
policies in different countries or educational associations such
as university systems and groups as well as universities’ rele-
vant disciplinary procedures.

2. Academic values aligned with privacy and security, such as
academic integrity and other ethical values such as fairness and
equality.

3. Risk-benefit trade-off’s in academic uses, including productiv-
ity, creativity, and personalization, when GenAlI assists multiple
academic uses such as teaching, learning and assessment, writ-
ing, and research.

4. Engaged stakeholders in policy development, such as stu-
dents, faculty, researchers, and staff in relevant departments.
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5.3.1  Privacy governance frameworks for GenAl vary across regions
and influence guidelines. Universities first recognize the need for
GenAl to comply with existing legal obligations. This is stated
explicitly in UCT’s guidance for example: “publicly available (non-
personal) data may be used with Al tools. For any sensitive data,
consider legal, regulatory, or contractual obligations before use” The
awareness of the inextricability of University GenAl guidelines and
existing legal frameworks also entails an acknowledgement of the
need for universities to continuously update their GenAI guidelines
due to the evolving technological and legal landscape:

“this document will be updated regularly and interact with other

sources of policy, ethics, and governing legal authority.” (UPenn)

National regulatory frameworks anchoring privacy gov-
ernance rather than Al governance. At the same time, because
universities’ adaptation stands on existing privacy regulations, they
vary across jurisdictions. Differences in national privacy and se-
curity regulations therefore shape the robustness and precision
of university GenAlI guidelines from a privacy and security stand-
point. For universities in the US, privacy practices are governed
by policies at different levels — “Federal, state, and local laws as well
as Caltech policies [that] may limit data that can be disclosed” (Cal-
tech). US universities frequently mention HIPAA (Health Insurance
Portability and Accountability Act) [46] which guides their sensi-
tive data classification frameworks discussed previously in § 5.1.
US universities also rely on FERPA [99] that protects children’s
education records and gives their parents the right to access and
control the data. This regulation surpasses HIPAA in regulating the
usage of students’ medical records.

“It is the faculty members’ responsibility to safeguard student data
following all relevant regulations covered by FERPA” (UTUC)

Beyond the US, universities similarly anchor their guidelines in
national regulatory frameworks: Singapore’s PDPA is referenced
by NTU [76], while ANU grounds its guidance in the Australian
Privacy Act (1988) [72]. In South Africa, UCT invokes POPIA [77],
UK institutions reference the UK GDPR [39] alongside the Data
Protection Act 2018 [28], and European universities may cite the
GDPR [38] and/or the EU AI Act [3]. In Canada, the University
of Toronto adheres to the national FIPPA framework [98], while
McGill incorporates FIPPA alongside the “FASTER” principles—Fair,
Accountable, Secure, Transparent, Educated, Relevant—endorsed by
the Chief Information Officer at the Treasury Board of Canada Secre-
tariat [86]. North American universities lead policy and governance
discourse, whereas European universities emphasize operational
data management (§ 5.2 and § 5.1): 13 out of 18 NA universities
discuss privacy regulations versus 6 out of 14 in Europe.

It is also worth noting that not all countries have regulatory
frameworks tailored for GenAl usage, with a main exception in
our corpus being McGill’s adaptation of FIPPA according to the
Canadian Government’s GenAl guidance and the EU Al Act. Thus,
attention has to be paid on the limitations of these privacy regu-
lations, particularly in their inconsistency in regulating privacy
practices. In the US, for example, universities that reference FERPA
for student data protection may leave leeway that allows third-
party organizations such as GenAlI vendors to utilize student meta-
data [105] — a scenario that is disallowed in other legal contexts
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such as the Canadian FIPPA, where personal data cannot be shared
to third-party organizations unless mandated by law [21].

Despite this limitation, legal compliance can still support more
systematic mitigation of the GenAl threats discussed in § 5.2. From
a cross-comparative perspective, institutions across North Amer-
ica, the UK, and Australia — including UBC, MIT, McGill, UofT,
and Northwestern; Oxford, ICL, and UCL; and ANU — consistently
incorporate Privacy Impact Assessments (PIAs) into their GenAl-
related policies as part of their legal obligations. These assessments
are explicitly communicated to the stakeholders, reflecting a more
institutionalized approach to privacy governance and accountabil-
ity. In contrast, publicly available guidelines from Asian universities
do not overtly mention any privacy impact assessments. Instead,
they may place greater responsibility on individual users to evaluate
the implications of their choices. For example, at Tokyo Tech, using
GenAl tools is framed as being entirely at the student’s discretion.

Influence of cross-institutional collaboration frameworks
Alongside national or provincial legal frameworks, cross-university
associations and collaborations with other universities also shape
the process of designing guidelines. The former includes the Russell
Group in the UK [43], which has published their own set of GenAl
guidelines, and US state university systems such as the University
of California system, which defines “privacy and security” among
the seven core principles that guide the policy development at
UC Berkeley and UCLA. Universities also make cross-references
to other universities’ GenAl policies to support their rules and
offer complementary information. For example, EPFL’s guideline
points its reader to a FAQ page for ChatGPT policies developed by
their “sister institution in Zirich.” Similarly, Duke University directs
its readers to established guidelines in other universities, noting
that, in relation to best practices for GenAl attribution, “Monash
University has curated a list of the various Al citation formats.” This
is not a practice limited to universities in Western countries. NTU
has also put together “curated examples” from Monash University,
Cornell University, KCL, and Harvard.

Engagement with international privacy frameworks. In ad-
dition to inter-institutional collaboration, a number of universi-
ties also explicitly engage with international privacy frameworks.
UIUC, for instance, acknowledges that relevant privacy laws span
multiple jurisdictions, encompassing federal and state regulations
alongside “geographic and extraterritorial international laws such
as GDPR and PIPL [China’s Personal Information Protection Law].”
This attention to extraterritorial reach is echoed in the policies of
KAUST, Harvard and Duke, which reference GDPR and/or the EU
Al Act as a relevant instrument. IC also cites the Indian Digital Act
and Chinese Al Safety Framework, while Cornell mentions the EU-
U.S. Data Privacy Framework. Awareness of international privacy
frameworks in their GenAlI guidelines highlights how universities,
as globally embedded institutions, must navigate an increasingly
complex, cross-jurisdictional privacy landscape.

5.3.2  Relationship between privacy, security and other academic
values. Given that GenAlI has profoundly impacted teaching and
learning while simultaneously introducing privacy and security
risks—as elaborated in § 5.1 and § 5.2—university guidelines reflect
this complexity in how they frame privacy and security in relation
to other academic values.
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Balancing benefits with privacy trade-offs. Universities value
GenAT’s positive uses and recognize that not embracing it might
shortchange their students in the “Al-supported labour market and
societies of tomorrow” (ETH Ziirich). However, they are also aware
that GenAI tools can be a double-edged sword due to privacy and

security risks. For example, the University of Chicago claims that
“GenAl tools offer many capabilities and efficiencies that can greatly

enhance our work...members of the university community must also
consider issues related to information security, privacy, compliance,
and academic integrity.” (University of Chicago)

Privacy and security subsumed under broader academic
values. The tension between opportunity and risk leads universi-
ties to foreground broader academic values—particularly ethics and
academic integrity—as the normative foundation for their GenAI
stance. For example, “UCL has opted to promote ethical and trans-
parent engagement with GenAlI tools rather than seek to ban them.”

In ETH Ziirich’s guidelines, privacy and security are framed not
as a compliance obligation but as an expression of fairness:

“Fairness: Respect the privacy and copyright of the content with
which you work. Refrain from disclosing copyrighted, private, or con-
fidential information to commercial GenAlI clients, unless expressly
permitted.” (ETH Ziirich)

Universities may also tie privacy and security expectations to
their institutional reputation. For instance, the University of Ox-
ford’s policy declares that their “reputation stands on the trustwor-
thiness of our research and our communications.”

Limits of values-based framing. While grounding privacy in
broader values can lend it normative weight, this approach carries
a risk: high-level principles are inherently open to interpretation
and can sometimes substitute for concrete guidance rather than
complement it. Tokyo Tech illustrates this tendency, deferring to

student judgment rather than specifying expected practices:
“We expect all students to exercise good sense and judgment when

using GenAl in accordance with the Institute’s spirit of “Student-
Centered Learning.” (Tokyo Tech)

Notably, this breadth may be deliberate. Some universities ex-
plicitly design their principles to remain open-ended, as evident in
the justification of the University of Melbourne’s GenAl guidelines:

“The principles are intentionally broad: the aim is not to prescribe
specific initiatives or actions, but to support decision-making across the
University, and to ensure the principles can be adapted to developments
in the technology. The intention is to periodically review the principles,
given the ongoing evolution of Al tools.” (University of Melbourne)

Value integration and interaction across departments. Poli-
cies from Centres for Teaching and Learning, or equivalent bodies,
typically ground GenAlI guidance in pedagogical values and insti-
tutional ethos. By contrast, IT or information security guidelines,
often published as companion documents, foreground technical
compliance and risk management. The extent of this divergence
varies across institutions. At IC, the IT-specific guidance adopts
a “privacy-first” approach, e.g., by asking staff to minimize data
collection. This emphasis on privacy is absent from its general guid-
ance, which instead highlights values such as respect, collaboration,
excellence, integrity, and innovation. In other cases such as UCLA,
the guidelines from two sources show stronger integration: its IT
guidance incorporates academic integrity, transparency, and ethical
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and equitable use, and explicitly directs users to guidance from its
Center for Teaching and Learning.

Cross-referencing between IT and teaching-focused guidance
also differs by region, when we look at cases we analyzed where
institutions publish separate IT-focused Al guidelines, in addition
to a teaching and learning one. Among Canadian universities in
our corpus, all 3 institutions with IT-specific guidelines link to their
teaching and learning counterparts. In the US, this practice is mixed:
5 of the 8 coded US IT-specific policies do not cross-reference. In
contrast, in the UK, 6 out of 9 universities maintain dedicated “Al
hubs”—centralized landing pages that consolidate access to both
teaching-focused and IT-specific guidelines under a single entry
point. In Asia, KAUST provides an IT-specific GenAl guideline while
3 of the remaining 6 Asian universities address data security briefly
as a principle within their teaching-centered GenAI guidance. This
trend is mirrored in Australian universities in our corpus: ANU and
Monash University have an IT-specific GenAlI guideline, while the
remaining 3 universities only cite privacy and security as one of
their high-level Al usage principles.

5.3.3 Improving guidelines with stakeholder engagement. Encourag-
ing active participation from students, teaching and research staff,
and other university stakeholders in both Al policy creation and its
application across specific academic contexts is a pattern observed
widely across university guidelines worldwide. For example, Duke
University’s guideline states that

“The Provost is consulting with faculty and staff experts on these

larger questions involving generative Al systems, and welcomes de-

bate and discussion on these issues.” (Duke University)

For these stakeholders, university guidelines acknowledge the
possibility that the privacy and security considerations could be
undermined by their perceived benefits, including the convenience
to assist learning, education, and research. Therefore, we observe
that university guidelines try to balance these trade-offs. While
highlighting the values for students to develop “their own skills in
critical analysis, creative thinking, and rigorous research” (University
of Cambridge), university guidelines simultaneously underscore
academic integrity and disciplinary procedures, emphasizing the
consequences of misusing GenAl tools. Guidelines ask instructors
to take responsibility in navigating GenAl risks for students:

“Instructors must educate their students about these risks, and develop
plans to mitigate the negative impact of risks in their classroom if
they decide to use or allow the use of GenAl in their teaching.” (UM-
Ann Arbor)

6 Discussion

Our research illuminates how institutions interpret privacy and
security considerations and implement solutions to mitigate the
risks of GenAl in academic settings, in particular the gaps in their
institutional policies to safeguard GenAl. Our study confirms the
conclusions from prior work that privacy and security are a key con-
sideration when adopting GenAl in academic settings [4, 51, 52, 67].
Moreover, our work contributes novel findings compared to prior
studies that treated privacy and security concerns as epiphenome-
nal to broader pedagogical and implementation discussions [100],
and a gap in these studies is the distinct lack of granularity in their
analysis framework for privacy and security [52, 67]. As a result,
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prior findings may superficially identify university awareness of
the topic about privacy and security but does not analyze the extent
of their understanding, assessment and the challenges faced in mit-
igating privacy and security issues. Recommendations offered thus
also remain at the procedural level, such as how to clarify confiden-
tial data types for ensuring greater compliance, without delving
into the underlying technical infrastructures and inadequacy of
existing privacy frameworks in adapting to GenAlI capacities.

Furthermore, there is a dearth of privacy and security research
that applies specifically to emerging GenAlI services. The GenAl
use in universities presents a distinct context of privacy and secu-
rity compared to enterprise settings [84, 94]: Although both share
concerns such as IP leakage, universities stress long-term learning
impacts and student privacy harms, whereas enterprises prioritize
efficiency and customer satisfaction. Companies also rely on uni-
versities for early ethics training while maintaining clearer models
for GenAl-related cyber-attacks. Compared to traditional educa-
tion technologies such as exam proctoring systems [17, 57, 90], the
adoption and usage of GenAl is much more flexible and dynamic to
accommodate individual requirements and varying application con-
texts. GenAl amplifies the concerns flagged in the former, such as
privacy intrusion and monitoring [111], and the university policies
aimed at maintaining control over vendors of education technolo-
gies [55] can be unfeasible in this new context.

6.1 Recommendations

Improving privacy and security assessment frameworks for
GenAl in academic settings. We found that universities often
assess GenAl risks through existing frameworks (e.g., FERPA) and
their internal data classification and audit procedures under the
influences of regional and international privacy regulations (§ 5.1
and § 5.3). Regulatory development varies across regions: the US
has been more advanced in educational privacy governance, while
the EU has taken the lead in Al governance. Interestingly, national
privacy and GenAlI regulatory developments influence higher edu-
cation across political borders, both among allies such as Canada
and the EU, and between strategic competitors such as the US and
China, as reflected in UIUC’s recognition of China’s PIPL (§ 5.3.1).
Although it takes time for GenAl regulations to mature, we argue
that these influences can extend beyond shaping how university
guidelines frame privacy and security risks, supporting the sys-
tematic adoption and improvement of local frameworks, such as
student- and staff-facing privacy assessment toolkits, to reduce
inconsistencies in regulating privacy practices (§ 5.3.1 and 5.3.3).

However, our results further show that legal and institutional in-
struments may fall short of addressing the emerging privacy and
security challenges introduced by GenAlI - particularly its enhanced
capacity to infer sensitive information from minimal or aggregated
data [93]. Such capabilities exacerbate risks of re-identification,
discrimination, and misuse, which are highlighted in universities’
GenAl guidelines (c.f. § 5.1). For example, GenAl could infer stu-
dents’ demographics and sensitive information (gender, race, and
health) [60] indirectly from their linguistic patterns revealed in dia-
logues without accessing student records. Effective governance re-
quires expanding risk models to reflect these GenAl-specific threats
and adopting a multi-stakeholder approach, engaging technical
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teams, legal experts, and academic departments in policy design.
More than performing security review during procurement and
adoption (as currently highlighted by the guidelines), universities
should develop and improve their oversight process to identify new
privacy and security risks and remediate harms with fast responses
(§ 5.2.3). Instead of relying only on prolonged human review, uni-
versities can leverage licensed GenAl services to detect anomalous
model interactions in a privacy-preserving manner [115].

Tailoring technical safeguards to academic contexts. Most
institutions still rely on traditional IT infrastructure (e.g., account
authorization and access control to disable GenAl features), which
they have deployed for conventional educational technologies such
as LMS, to primarily mitigate risks about data access and breaches.
However, this approach does not adequately address the evolv-
ing threat landscape posed by GenAlI and enforce compliance off-
campus (§ 5.2), as GenAl systems synthesize data, introducing un-
certainties and new or amplified privacy risks such as identification
and physiognomy-related harms [60]. As such, monitoring GenAl
outputs becomes a new lever to govern GenAl risks. However, uni-
versities are also not confident in the reliability of novel safeguards
such as Al detectors that ease the efforts of output monitoring.
Furthermore, § 5.3.2 discusses the specific requirements of the uni-
versities to align GenAl models with academic values and expect
privacy-by-design [44] for these models, which currently falls short
in GenAlI development. We notice several opportunities to address
these requirements given recent technology advances for GenAl
safeguards. First, while not perfect, Al detectors could improve
their reliability in academic contexts by fine-tuning on expert feed-
back provided during assessment to improve decision-making with
human in the loop [29]. Second, model watermarking, which ac-
tively embeds a robust signal invisible to humans into its generated
content for verification [56], can be leveraged to ensure compli-
ant use of licensed models even off-campus. Third, differentially
private Al model alignment [88, 108] can be applied during model
training to ensure privacy and security-by-design along with other
academic values tailored to university needs. Improved alignment
strategies potentially offer users an efficient way to mitigate risks.
Recent commercial approaches such as Google’s SynthID [26] and
VaultGemma [91] shed light on the practicality of these directions.

Reducing infrastructure disparities through strategic part-
nerships for integrating GenAl safeguards. Developing and
implementing effective GenAlI safeguards often requires significant
technical and human resources, which many smaller institutions
may lack [100]. Nevertheless, we observe good examples of univer-
sities and regulators encouraging partnerships in their policy cre-
ation, e.g., McGill University’s adoption of Canada’s FASTER frame-
work illustrates the value of national policy alignment (§ 5.3.1).
We argue that these collaborations and partnerships can be deep-
ened to benefit less-resourced institutions by facilitating knowledge
sharing and joint infrastructure development, thus securing their
GenAlI adoption, e.g., via sharing of GenAlI services co-hosted and
overseen by universities. The current collaborative partnerships
are developed mostly within existing systems or regional consor-
tia. Broader academic networks, like the Russell Group in the UK,
could serve as operational hubs to support less-resourced institu-
tions [49]. Nevertheless, we identify several open challenges to
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solve when supporting less-resourced institutions. First, beyond
resources disparities, we argue that the differing academic and
educational missions may influence their positions and focus on
privacy and security. For example, compared to research-active
universities, the privacy concerns of administrative data such as
student records might be more prevalent in professional schools
than the IP concerns of GenAl handling research datasets (§ 5.1.1);
second, the concern of lacking privacy and security awareness and
literacy for staff and students, who take major responsibilities to
avoid GenAl misuse, may be further amplified in less-resourced
institutions [82]; furthermore, additional privacy and compliance
issues need to be considered in these partnerships, e.g., data sharing
across universities and regions (§ 5.3.1).

Improving privacy and security communications for GenAl
in higher education through analogies and examples. Guide-
lines highlight the importance of individual accountability and
awareness for privacy and security of GenAlI adoption, as enforcing
central rules that govern every specific GenAl application seems
unrealistic and non-ideal (§ 5.2). As such, effective privacy and se-
curity communications become crucial for students and instructors
to contextualize their GenAl application, e.g., at the course level.

However, disparities in student and instructor preparedness—
particularly between technical and non-technical disciplines [4,
31]—undermine consistent privacy and security awareness and
enforcement. Our additional analysis shows that guidelines we ana-
lyzed require college-level comprehension, with regional variations:
lower average Flesch reading ease scores [33] (more difficult) are
found for North American guidelines (27.2) than those from Europe
(38.3) and Asia (33.7) in Table 1. Though privacy and security poli-
cies can be complicated to understand in a GenAl guideline due to
its technical nature, our findings in § 5.1.2 show that universities
use analogies to help stakeholders make sense of emerging GenAl
technologies, which can be further adapted for privacy and security
communication. For example, NUS and UofT effectively communi-
cate the level of appropriate use of GenAlI services in the teaching
and learning context by drawing analogies between using GenAl
and “using calculators” or “consulting peers.” This approach situ-
ates the new technology in “a familiar historical and socio-technical
context,” understood as a linear development of pedagogical meth-
ods [85].

In the same manner, analogies can be developed to improve
the accessibility of otherwise abstract and technical jargon-laden
data privacy and security measures to support students, staff and
researchers in making optimal privacy and security protection de-
cisions [19]. For example, guidelines could help people understand
how their personal data can be “unlearned” by GenAl models as
a new approach to exercise their privacy rights [10]. In addition,
examples such as template syllabi (e.g., from UM-Ann Arbor) and
sensitive data types are observed as another starting point for uni-
versity guidelines to clarify complex privacy and security concepts
(§ 5.1 and § 5.2). Continuous professional development remains
crucial to the cause: universities should provide flexible commu-
nications and training, including micro-training for data privacy
embedded in the interaction with university-licensed GenAI [15, 87].
Example user prompts can also be provided to improve privacy and
security alongside productivity in GenAl interaction [113].

1067

Proceedings on Privacy Enhancing Technologies 2026(4)

6.2 Future Work

Longitudinal and multi-level policy measurement and anal-
ysis. A promising direction for future research involves tracking
how GenAl governance evolves across time and institutional levels.
Longitudinal studies, enabled by automated policy collection and
natural language processing (NLP) pipelines, could uncover how
universities adapt GenAl-related guidelines in response to shifts in
law, pedagogy, technology, as well as privacy and security incidents
of GenAl. Multi-level comparisons, across institutional policies,
departmental guidelines, course syllabi, and broader privacy frame-
works like FERPA and GDPR [38, 99], can reveal alignment gaps and
structural inconsistencies in GenAl governance. Another promising
avenue for research would be to examine where such discrepancies
stem from, for example, tensions between regulatory levels and
varying national attitudes towards restrictive regulations. A further
exploration of trade-offs across different contexts or overarching
governance frameworks would provide valuable insights.

Understanding stakeholder perceptions on policy-making
and enforcement of GenAl privacy and security. Future work
should further study how different stakeholders (students, instruc-
tors, administrators, and service providers) understand and engage
with universities’ GenAl policies and enforcement, e.g., through
interviews and surveys. Identifying gaps due to misconceptions and
conflicting interests about privacy and security risks can inform
the design of more accessible, targeted communication strategies,
as well as business and service models to improve licensing.

Designing and evaluating privacy-preserving GenAl systems
for education in a human-centric way. Technically, a key re-
search challenge lies in building usable GenAlI systems and safe-
guards that are aligned with academic values and personalized to
user needs. Future research can involve students and educators in
different phases, from co-designing prototypes to end-to-end sys-
tem evaluation, when developing privacy and security measures for
GenAl e.g., for managing data sharing, interaction logs, and model
behavior transparently. Balancing privacy with personalization and
creative affordances is also central to making GenAlI both effective
and responsible in educational contexts.

7 Conclusions

GenAl has become increasingly popular in higher education. It en-
ables new education paradigms and boosts people’s efficiency, pro-
ductivity, and creativity in various educational activities. However,
there are significant privacy and security risks accompanying the
wide adoption of GenAl. To understand how universities address
these emerging privacy and security risks and evaluate mitigation
strategies, we performed an in-depth qualitative analysis of GenAl
guidelines from 43 universities around the world. Our study uncov-
ered novel insights about the gaps universities face in safeguarding
GenAl usage, including the limitations in existing technical and
procedural measures to mitigate risks and the alignment of privacy
and security with other academic values in institutional policy de-
velopment. These findings further motivated recommendations to
improve assessment frameworks, design tailored technical solutions
for academic contexts, and enhance stakeholder communication
and awareness for GenAl privacy and security in academic settings.
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A.1 Complementary Sample
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Continent Country/Region University Document Title

Africa South Africa University of Cape Town (UCT) ICTS AI Guidelines

Asia Saudi Arabia King Abdullah University of Science and Technology (KAUST) New Security Controls on Third-Party App Plugins & Al Bots
Europe United Kingdom Imperial College London (IC) DPO: Considerations for the Use of Al
Europe United Kingdom London School of Economics (LSE) DTS: Al Legal and Regulatory Guidance
Europe United Kingdom University of Edinburgh (UoE) IS AI Safety: Data Privacy

Europe United Kingdom University College London (UCL) IS Guidance on Use of Third Party Al Services
Europe United Kingdom University of Oxford IS Use Generative Al Services

North America Canada McGill University IT Service Al Guidelines

North America Canada University of British Columbia (UBC) Principles for the use of GenAlI tools

North America Canada University of Toronto (UofT) IS Use Artificial Intelligence Intelligently
North America United States California Institute of Technology (Caltech) Guidance on the Use of GenAI & LLM Tools
North America United States Carnegie Mellon University (CMU) CIO Use Al Safely at CMU

North America United States Cornell University IT Guidelines for Artificial Intelligence

North America United States Duke University OIT Artificial Intelligence Security and Privacy
North America United States University of California, Los Angeles (UCLA) DTS AI Use and Recommendations

North America United States University of Illinois Urbana-Champaign (UIUC) CIO Privacy considerations for Generative Al
North America United States University of Michigan-Ann Arbor (UM-Ann Arbor) ITS Al Guidelines

North America United States University of Michigan-Ann Arbor (UM-Ann Arbor) ITS Artificial Intelligence and U-M Data
Oceania Australia Monash University Cybersecurity: Use Al Responsibly

Oceania Australia Australian National University (ANU) CGRO Generative Al and Data Governance

Table 2. Additional GenAlI guidelines contributed by IT departments.
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https://it.kaust.edu.sa/initiatives/third-party-application-security
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https://www.ucl.ac.uk/information-security/information-security-policy/guidance-use-third-party-ai-services-ucl
https://www.infosec.ox.ac.uk/use-generative-ai-services-such-as-chatgpt-safely
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