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Abstract

Fair and free elections are the foundation of democracies and demo-
cratic processes. They require voting protocols that guarantee the
integrity and verifiability of the result, as well as the private choice
of each voter. Currently deployed e-voting protocols rely on tradi-
tional hardness assumptions, like the discrete logarithm problem,
to provide these security guarantees. They are not post-quantum
secure (pq-secure). While first proposals for pq-secure protocols
exist, they are limited in the variety of voting scenarios they can
support and/or in terms of efficiency.

In this work, we therefore propose PQKryvos, an efficient and
flexible pq-secure homomorphic e-voting protocol that can be in-
stantiated for a wide variety of election methods and ballot formats.
Our construction efficiently combines homomorphic lattice-based
commitments with hash-based general-purpose proofs (GPZKPs) to
ensure ballot correctness. As a pg-secure instantiation of the Kryvos
framework introduced by Huber et al. (CCS 2022), PQKryvos not
only provides voter privacy and (public) verifiability of the result,
but additionally allows for the stronger privacy notion of public
tally-hiding. Public tally-hiding ensures that only the intended elec-
tion result (such as the full vote count or only the winner) is publicly
revealed, while no additional information is leaked. This further
improves the privacy for both voters and election candidates.

PQKryvos is the first homomorphic pg-secure e-voting proto-
col to generically support arbitrary ballot formats and the first to
provide public tally-hiding. Our implementation and evaluation of
PQKryvos demonstrate that it achieves practical performance for
diverse election schemes and outperforms the original pre-quantum
Kryvos instantiation in some settings. Moreover, we demonstrate
that by utilizing GPZKPs, existing pq-secure e-voting protocols can
support additional ballot formats, can be enhanced in their tallying
phase, and can be extended to publicly tally-hiding protocols.
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1 Introduction

In recent years remote electronic voting (e-voting) systems have
become more efficient and secure, which has led to a growing adop-
tion in real world elections, including internal elections by compa-
nies, associations, and political organizations, as well as political
elections at the municipal, regional, and state levels [1, 44, 63, 72].
Various election methods are used in practice, ranging from simple
YES/NO voting over multiple-choice methods to complex preferen-
tial voting methods, such as Borda count and Instant Runoff-Voting
(IRV) used for political elections, e.g., in Australia and the United
States [46, 78]. All modern remote e-voting protocols are supposed
to guarantee verifiable, privacy-preserving elections.

Verifiability. E-voting systems, as all complex systems, are prone
to programming errors, or even deliberate manipulation, which
can lead to the announcement of wrong election results. Numerous
cases of errors and problems with electronic voting protocols have
been reported (see, e.g., [35, 50, 51, 53, 80]). A fundamental security
property of e-voting protocols is, hence, (end-to-end) verifiability,
i.e., that every voter and every external observer should be able
to verify whether votes were counted correctly and whether the
final election result indeed corresponds to the votes cast by eligi-
ble voters, even if all or most of the involved parties, including
voting servers, are malicious. Verifiability has been studied in nu-
merous research papers (for an overview, see e.g. [28]) and is by
now explicitly required in many real-world elections [38, 44].

Privacy and Tally-Hiding. The second core security property of e-
voting protocols is privacy or ballot secrecy: noone should learn how
a particular voter V voted. Of course, absolute secrecy is not always
achievable: For instance, if all but one voter V abstain, the published
election result reveals V’s choice. Formal privacy definitions [15, 66],
therefore define privacy of an e-voting protocol by requiring that
it does not reveal substantially more about individual votes than
what is inevitably leaked by the election result.

This leakage can further be minimized by revealing only nec-
essary information in the result: While many traditional e-voting
protocols and essentially all paper-based voting protocols reveal
the full tally consisting of all (aggregated) individual votes, it is
instead often sufficient and even desired to only output, e.g., the
winner of an election or the best n candidates. As noted in [56, 64],
keeping the full tally hidden is not just conceptually appealing but
also aligned with existing practices: several organizations - among
them ACM SIGs' and the German Informatics Society? - sometimes
choose not to publish the full tally, but only the election winner(s)
- e.g., to spare losing candidates the embarrassment of visibly low

1See https://www.acm.org/elections/sigs/election-results.
2See https://gi.de/ueber-uns/organisation/wahlen, until and including 2020.
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support. Apart from embarassing losing candidates, revealing the
full tally can introduce voter biases in multi-stage elections, weaken
mandates in close races, and facilitate gerrymandering by expos-
ing district-level vote distributions. Moreover, it can also enable
so-called Italian attacks, a form of coercion in preferential elections:
A ranking of multiple candidates in a preferential voting scheme
can be essentially unique. In an Italian attack, a coercer uses this
fact and instructs a voter to cast a highly unusual ranking. The
coercer can then later verify compliance by checking whether that
particular ranking appears in the tally.

Verifiable election protocols [30, 56, 64, 81] that do not (neces-
sarily) reveal the full tally and, hence, address the above issues
are called tally-hiding. Some of these protocols [30, 64, 81] hide
the full tally T from everyone, including election officials, and are
therefore called fully tally-hiding, others [56] only prevent the pub-
lic, e.g., voters and external observers, from seeing the full tally
and are therefore called publicly tally-hiding. Note that public tally-
hiding is therefore a weaker form of tally-hiding. Our new protocol,
PQKryvos, will be publicly tally-hiding and therefore, compared to
most protocols that only provide privacy, achieves a significantly
stronger security property. We emphasize that in all currently pro-
posed (fully or publicly) tally-hiding protocols, tally-hiding is an
optional enhancement rather than a restriction. This will likewise
be true for PQKryvos. That is, in cases, where revealing the full
aggregated tally is desired (e.g., to collect detailed voting statis-
tics), this can still be done without affecting any other privacy or
verifiability properties of the protocol.

Post-Quantum Security. The security (i.e., verifiability, privacy,
and tally-hiding) of almost all modern remote e-voting protocols,
especially including all deployed ones, relies on the hardness of
problems that can be solved efficiently by powerful quantum com-
puters - e.g., on the discrete logarithm problem.

Hence, developing post-quantum secure (pq-secure) alternatives
is a pressing issue, especially given the sensitivity and long-term
importance of election data. While significant efforts have been
made towards extending the cryptographic toolbox with pg-secure
alternatives [3], only a few pq-secure remote e-voting protocols
have been proposed so far. There are essentially three types of
remote e-voting protocols that provide pq-secure elections, namely
mix-net-based protocols, protocols that provide everlasting privacy,
and homomorphic e-voting protocols. Classical (non-pg-secure)
remote election protocols used in practice are either of the first or
last kind. Here, we concentrate on homomorphic voting, but briefly
mention relevant proposals of pq-secure protocols of the two other
types of protocols as well.

Mix-Nets. In mix-net-based protocols, cast encrypted ballots are
shuffled before decryption/counting by a sequence of mix servers.
To make such protocols pg-secure, verifiable and pq-secure mix-
nets have been proposed in the literature [5, 6, 19, 31, 32, 41, 54, 55].
Compared to homomorphic approaches, mix-net-based approaches
do not leverage aggregation, i.e., the decrypted tally consists of all
anonymized, individual ballots in plain. This yields the advantage
of being able to handle all kinds of ballot formats and not requiring
voters to prove the validity of their cast encrypted ballots — invalid
ballots can simply be removed after decryption. One drawback of
mix-nets is that the computational cost of shuffle proofs grows with
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the number of voters. Moreover, while sometimes desired, mix-
nets reveal the list of all (anonymized) individual votes, which may
reveal more information about individual votes than necessary.

Everlasting Privacy. In such protocols, privacy does not rely on
any (pre- or pq) hardness assumption but holds unconditionally
against arbitrarily powerful attackers, including quantum ones
(see [52] for an overview of the existing protocols). However, so far,
none of these protocols addresses verifiability against quantum ad-
versaries. Moreover, such protocols usually come without a formal
security analysis and are often built on non-standard assumptions
like the existence of an anonymous channel for each voter or a non-
standard bulletin board (cf. [52]) — without explaining how they
can be met or what implications regarding verifiability need to be
considered. For example, as stated by Cuvelier et al. [33], their pro-
posed approach for achieving everlasting privacy (perfectly private
audit trail (PPAT)) introduces a private bulletin board for voters’
ciphertexts alongside the usual public one. However, as observed
by the authors, this creates a verifiability gap: talliers with access
to the private board can falsely claim that, e.g., ciphertexts are mal-
formed, and such claims cannot be verified by parties who only
see the public board. Thus, introducing such bulletin board at least
implies additional trust assumptions to preserve public verifiability.

Homomorphic Post-Quantum Secure E-Voting. As mentioned,
here we follow the homomorphic approach. Some pg-secure ho-
momorphic e-voting protocols have been proposed in the litera-
ture [1, 20, 29, 37, 56, 64]. They use (threshold) additively homomor-
phic encryption schemes E or additively homomorphic commitment
schemes C to compute a full tally T by aggregating the ballots of
the individual voters, and typically require a set of parties, called
talliers or trustees, to compute and publish the election result.

More specifically, in homomorphic e-voting protocols based on
homomorphic encryption, a voter produces a ballot v, encrypts it
to Enc(v) using a public key with the corresponding private key
shared among the talliers, and publishes it; Enc(v) could also be a
tuple of ciphertexts. By the homomorphic property of the encryp-
tion scheme, everyone (including the talliers) can then aggregate
the published ciphertexts of the eligible voters to obtain the ci-
phertext Enc(T) of T. A threshold of talliers then computes fies(T)
from Enc(T) and publishes fres(T), where fes is the result function.
For example, a result function f.s can output only the candidate
with the highest number of votes in T. In homomorphic protocols
without tally-hiding, fr.s is the identity, and the talliers only per-
form distributed decryption. We note that, unlike mix-net-based
approaches, homomorphic protocols do not reveal the entire list of
(anonymized) individual votes: Even in the non-tally-hiding case,
i.e, when choosing fres = id, they reveal only the aggregated tally T.
Hence, they guarantee a higher level of vote privacy than mix-net-
based approaches, but are not suitable for elections where revealing
the entire list of individual votes is desired.

In order for this construction to produce a correct result res =
fres(T), voters should be forced to only cast valid votes v, e.g., if
voters are allowed one vote each, they should not be able to assign
two votes (to one or two different candidates). Additionally, the
talliers need to prove that their output is in fact fes(T).> Usually,

3For brevity of presentation, we do not discuss other common checks here, like eligi-
bility checks. We refer to [1, 56].
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these properties are guaranteed by zero-knowledge proofs (ZKPs)
(produced by the voters and the talliers respectively). Homomor-
phic e-voting protocols based on homomorphic commitments work
similarly (see below for details). Practically deployed homomorphic
e-voting protocols usually employ (variants of) ElGamal encryp-
tion and Pedersen commitments, both of which are not pg-secure.
Additionally, the used ZKPs often rely on traditional hardness as-
sumptions, e.g., variants of disjunctive Chaum-Pedersen proofs for
YES/NO voting or single choice [1].*

The most prominent proposals for pq-secure homomorphic e-
voting use the additively homomorphic lattice-based commitment
scheme by Baum et. al. (BDLOP) [9]: EVOLVE [37] and Epoque [20].
While they reach good efficiency for simple YES/NO votes, they
cannot be used for other election formats. Similarly, other pq-secure
e-voting protocols only work with one specific ballot format, e.g.,
[40] only supports Multi-Vote elections, where a voter can distribute
multiple votes among the candidates.

Flexible Ballot Formats and Tally-Hiding with GPZKPs.

The restriction to very specific ballot formats is not only typical
for pg-secure homomorphic e-voting protocols, but also common
for non-pg-secure ones. In fact, most currently deployed homomor-
phic e-voting protocols use specifically tailored ZKPs. While such
specialized ZKPs yield highly efficient protocols, adapting to dif-
ferent (potentially novel) voting methods is non-trivial. Although
solutions have been proposed for various practically used voting
methods [27, 30, 47], these solutions remain inflexible and even sub-
tle changes to the set of valid ballots may necessitate severe redesign
of the underlying ZKPs. For instance, the ZKP proposed in [47] for
ranking-based ballots works for the standard case of Borda count,
where all candidates are assigned a unique rank, but the adaptation
to allow incomplete rankings is already non-trivial [61].

With their system Kryvos, Huber et al. [56, 57, 77] proposed
using general-purpose zero-knowledge proof systems (GPZKPs) to
flexibly support different ballot formats and to enable the talliers to
prove in zero-knowledge the correct evaluation of a result function
fres on the full tally T, yielding public tally-hiding. We follow this
approach for our protocol PQKryvos, which can be seen as a pg-
secure instantiation of the generic Kryvos framework.

1.1 Our Contributions

In this work, we propose PQKryvos, the first homomorphic pq-
secure e-voting protocol that supports essentially arbitrary ballot
formats, with competitive efficiency in the pg-setting. It is also the
first pq-secure e-voting protocol with public tally-hiding. In a nutshell,
PQKryvos works as follows: A voter V; uses a pq-secure homomor-
phic commitment scheme to commit to the shares u; of an additive
full-threshold sharing of her vote o' = 3 i v} (one share per tallier).
The voter then uses a pq-secure GPZKP to prove in zero-knowledge
that the commitments have been correctly computed for shares
of a valid vote. The voter publishes her commitments c} and the
ZKP. Additionally, each voter sends a ciphertext cti. to each tallier
T;, encrypted with the tallielj’s respective public key using a pq-
secure encryption scheme. ct; contains the opening values for the

“In principle, ballot validity checks can also be performed using fully-homomorphic
(threshold) encryption schemes (FHE) [26], but they might suffer from the low effi-
ciency of current FHE schemes; and only support single-vote elections.
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tallier’s respective commitment c; The talliers then jointly recon-
struct an opening for the aggregated commitment >’ ; 3}; c; By the
additive homomorphism and binding property of commitments,
this opening is the aggregated election tally T = Y;v'. Finally,
one of the talliers computes the election result res = fi.s(T) and
uses a pq-secure GPZKP to prove that this result computation has
been executed correctly. For a detailed and generic description of
the overall protocol, that is independent of the used GPZKP and
homomorphic commitment, see Section 2.

BDLOP and Ligero. To instatiate PQKryvos we use the state-
of-the-art pq-secure BDLOP commitment scheme. Its security is
well-understood and relies on standard hardness assumptions from
post-quantum cryptography, like the Module-Learning with Errors
problem (M-LWE) or Module-Shortest Integer Solution problem (M-
SIS). Moreover, it uses the same message space as state-of-the-art
pg-secure encryption schemes [21, 74] needed for the homomorphic
aggregation of encrypted ballots in PQKryvos. BDLOP, therefore,
was naturally the best currently available choice.

In PQKryvos we combine BDLOP commitments and pg-secure
GPZKPs. For PQKryvos we require a pq-secure GPZKPs with high
prover efficiency to ensure that voters can generate GPZKPs for
ballot-validity proofs quickly. We observed that the linear structure
of BDLOP commitments can be leveraged highly efficiently with
GPZKPs that use Rank-1 Constraint Systems (R1CSs) as an interme-
diate representation. Based on these considerations, we identified
Ligero [4] as the most suitable pq-secure candidate.

While both BDLOP and Ligero are state-of-the-art and Ligero
comes with highly efficient implemenations, a practical combina-
tion of the two is not straightforward, since the best implemen-
tations of Ligero require SNARK-friendly prime modulus for the
message space, e.g., the BN254 prime pgnas4 or the Goldilocks prime
Pgl- These primes are a priori incompatible with BDLOP.

By only using parts of BDLOP and proving that these parts are
sufficient for our e-voting protocol, we were able to lift this re-
striction and to instantiate BDLOP with pgn2ss and pg1. We show
that, as a positive side-effect of using a GPZKP for ballot validity,
we no longer require the (amortized) ZKPs in the tallying phase
common in state-of-the-art pq-secure BDLOP-based protocols like
EVOLVE [37] and Epoque [20]. Our tallying phase is therefore
significantly faster. Additionally, our pq-secure proofs of ballot va-
lidity are flexible and can be instantiated for essentially arbitrary
ballot formats, including all voting methods supported by the origi-
nal Kryvos protocol: Single- and Multi-Vote, two variants of Borda
Count, instant-runoff voting (IRV), Condorcet methods, and Major-
ity Judgment, making PQKryvos the first homomorphic pg-secure
system to do so.

Our Implementation. We have implemented our circuits in [58].
Our implementation extends the circom library [59] to support the
BDLOP message space and commitment scheme for prime mod-
ulus compatible with common SNARK fields used by Ligero. Our
implementation can be used to prove arbitrary linear or quadratic
relations of committed values in these spaces. It can therefore be
used, independently of PQKryvos, in future applications and re-
search to create ZKPs for statements about values on the BDLOP
message space and/or their commitments. We provide example
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code in [58] for demonstrating a linear relation between committed
(still hidden) values.

We show that our implementation is efficient and practical by
using it to provide extensive benchmarks for PQKryvos. Our evalu-
ation demonstrates that PQKryvos achieves practical performance
- in most cases, even outperforming the original, pre-quantum
Kryvos protocol - while preserving its flexibility and tally-hiding
properties and adding pq-security. Compared to the state-of-the-
art homomorphic pg-secure protocols like EVOLVE and Epoque
[20, 37], our proof generation of ballot validity is slower, but re-
mains well within practical range, needing 1.5 s per voter, compared
to 8.5 ms in [20, 37]; a difference voters when casting their votes will
likely not even recognize. Conversely, PQKryvos has the aforemen-
tioned optimized tallying phase, supports far more ballot formats,
and additionally provides public tally-hiding. Finally, we remark
that EVOLVE and Epoque could also be extended to tally-hiding
protocols following our approach.

In summary, our paper makes the following contributions:

o Our new e-voting protocol PQKryvos supports essentially arbi-
trary ballot formats and election formats, including but not lim-
ited to single- and multiple-choice, Borda Count, instant-runoff
voting (IRV), Condorcet methods, and Majority Judgment.

e PQKryvos is the first pq-secure e-voting scheme that supports
public tally hiding, therewith improving the privacy of voters
and candidates.

e PQKryvos shows that the pg-secure BDLOP commitments of
[9] can be initiated with SNARK-friendly primes and can be
used efficiently with Zero-Knowledge Succinct Non-Interactive
Argument of Knowledges (zkSNARKs) like Ligero [4].

e Moreover, by using GPZKPs, our tallying phase of PQKryvos
becomes less complex and hence faster than the tallying phase
of state-of-the-art pg-secure protocols like [20, 37]. Additionally,
we show in Section 4.2 that [20, 37] can be extended to support
public tally-hiding.

e We have implemented our circuits [58] using Circom [59] and
Ligero. Our implementation allows to construct constraint sys-
tems for arbitrary quadratic relations on the BDLOP message
space and to transform them into ZKPs. Thereby, our implemen-
tation can serve as a building-block for any implementation that
uses BDLOP-related computations, including but not limited
to proofs of knowledge of a valid opening and linear relations
between multiple commitments.

o Our benchmarks in Section 5 show that PQKryvos achieves prac-
tical performance for e-voting tasks, outperforming the original
pre-quantum Kryvos protocol in almost all cases.

2 Secure E-Voting from GPZKPs

As outlined, our new protocol, PQKryvos, uses the same high-level
framework as Kryvos [56], which is, however, non-pq-secure. We
first briefly recall this common framework, its features, and the
deficiencies of the currently existing (non-pg-secure) instantiation.

2.1 Overview of the High-Level Framework

Like Kryvos, PQKryvos is executed among the following set of
participants: A voting authority Auth, n, voters Vi,...,V,, , n;
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talliers Ty, ..., T,, and a public bulletin board BB. We assume that
a mutually authenticated channel to BB exists for each party.

A valid vote is encoded as an element v € Ch C F;“h"i“es, where
Fg is some finite field and Ch is a pre-defined set of valid votes,
called a choice space. For instance, in a single-vote election with
three candidates, where each voter can give a single vote to one
out of three candidates, the choice space is given as Chgingle =
{x e IF?] | x1,%x2,x3 € {0, 1} A x1 + x5 + x3 = 1}. We describe more
complex choice spaces in Appendix B. Our framework is further
characterized by a result function fies. Based on the aggregated tally
T (consisting of the total number of valid votes for each candidate),
fres computes the election result res. For instance, for Chgingle from
above, fres could be defined to only return the candidate(s) that
received the most votes.

We remark that while the design rationale of Kryvos is driven
by the goal of designing a (publicly) tally-hiding e-voting protocol,
it can be instantiated completely without a tally-hiding function
fres, or more formally, with fi.s = id set to trivially output the
aggregated tally; the same will hold for PQKryvos.

Our common framework makes use of the following crypto-
graphic primitives:

e An additively homomorphic binding and hiding commitment
scheme C = Cqu\I = (Setup, Com) that allows for commiting

to elements ofIF’]q\’ for some N > 0.

e An IND-CCA2-secure public-key encryption scheme
E = (KeyGen, Enc, Dec) encrypting values from IF;V with verifi-
able decryption, i.e., with a protocol to compute a non-interactive
zero-knowledge proof (NIZKP) r4e. for the relation Ryee =
{((x,¢,pk);sk) | (pk,sk) « KeyGen A Decgi(c) = x}.

o A GPZKP II = (Setupy;, Prover, Verifyy;) that, given any binary
relation R, enables the generation of a non-interactive zero-
knowledge proof of knowledge (NIZKPoK) of a witness w for a
public input x, whenever (x, w) € R.

We get the following three phases of the overall protocol:

The Setup Phase. In the setup phase, Auth runs Setup to de-
termine the public parameters PP¢ of the commitment scheme
Cpn and publishes them on the BB. Moreover, Auth determines

the list id of eligible voters and fixes the election method given
by Ch ¢ F;“h"i“‘s and the result function fi.s (if applicable). We
assume that ncpoices = N, which for smaller choice spaces can be
achieved by padding valid votes with zeroes.’ Auth publishes id, Ch,
and fres (if applicable) on BB. Furthermore, Auth runs Setupy; for
the ballot validity relation Rpa0t = {(c;(v,7)) | Com(v,r) =
¢ Av € Ch} and, in the tally-hiding case, for the result relation
inres ={(res,c); (r,T) | Com(T;r) =c Ares « frs(T)} and pub-
lishes the resulting public parameters PPEallot, PPIL. on BB.

Then, each tallier T, 1 < k < ny, runs the key generation algo-
rithm KeyGen of E to generate its encryption/decryption key pair
(pkyg., ski) and posts (k, pk;) on BB.

The Voting Phase. A voter V' chooses a vote v' € Ch and com-
putes a (component-wise) full-threshold secret sharing of »* among

Note that for larger choice spaces — e.g., required for preferential elections, such as
IRV - where nchoices > N , we can pad ncpojces to be divisible by N and then consider

Nchoices/ IN-tuples of elements from F;Ch‘)ices. For ease of presentation we restrict to
the case Ncpoices < N here and refer to the original paper [56] for the general case.
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S\ e .
3 1 l
all n, talliers as (vk)k:1 with Zk X

vl =
tallier T, V! computes a commitment ck «— Com(v,i(; r,i), where r,i
denotes the used random coins. In addition to that, using Prover
with public parameters PPba“m, Vi computes a NIZKPoK Ty allot
showing that the sum ¢! = Zk . ;c is a commitment to an ele-
ment of Ch. Finally, for each tallier T, V' computes a ciphertext
ct’ «— Enc(pkg; (vk, k)) encrypting T;’s share of v’ as well as the

random coins used for committing to it. To complete the voting

=o' in Fy. Then, for each

1<k<n; ) to

BB. The BB then checks that all values in b’ are well-formed, that
i € id, that no ballot has been submitted by V' before, that nb ot
ballot) and that no
previously submitted vote contains any of the ciphertexts ctjc.6 Ifall
checks pass, BB appends b to the public list of ballots on BB. When-
ever a new ballot b’ is appended on BB, each tallier Ty decrypts their
respective ciphertext ct’ to obtain a tuple (uk, rk) «— Dec(skg; Ct;-c).
Ty checks whether (u ; k) is a valid opening to ¢; by computing
Cp 7,) and checking whether ¢; = c; . If this is not the
case, Tx publishes a complaint on BB consisting of the decryption
result (?f’k?}() as well as a zero-knowledge proof 4. of correct
decryption. The election authorities can then review the claim by
the tallier, possibly exclude the ballot/voter, or ask the voter to
provide a new, correct ballot.

process, Vi submits her ballot b’ = (i, nt’;a“m, (c;;, cti)

valid (using Verify;; with public parameters PP

— Com(alic;

The Tallying Phase. We describe the tallying phase in two sub-
steps, namely (i) the Aggregation Step and, if a result function fies
has been specified, (ii) the Tally-Hiding Result Computation Step.
While the latter is a defining feature of Kryvos, this separation
helps illustrate that removing the result computation still yields a
verifiable (non-tally-hiding) e-voting protocol.

At this point (if all ballots passed the checks) each tallier Ty
holds the openings (v,i, r]i) to c;'( fori =1,..., nyoters- Now, in the
Aggregation Step each tallier Ty first locally computes t, = 3,7, v

i

i=1 k
andri = X7 ri.- Note that (#x, ) is an opening for the aggregated
commitment ¢ = )’

ny
i1 Ck-
local openings (tx, rk)k:1 to compute T = Zk:l t = Zi:l viandr =
ZZ; T yielding an opening (T, r) for the aggregated commitment
c =X XYL, ¢

Since ¢ can be computed by any party from public values on BB,
the talliers can now publish (T, r) and anybody can check that it
matches the voters’ commitments. By construction, T is exactly the
aggregated tally, i.e. the sum of all valid votes. This completes a
non-tally-hiding instantiation of Kryvos or PQKryvos.

In a publicly tally-hiding instantiation, the talliers still com-
pute (T, r) internally, but do not publish it. Instead, they execute
the Tally-Hiding Result Computation Step. Here, one of the n, tal-
liers, called the designated tallier, computes the election result
res < fies(T). Then, using Prover with public parameters PPIL,
the designated tallier computes a NIZKPoK 7;esyit for R, showing
that res is obtained by applying fies to a vector T for which random
coins r exist, such that ¢ = Com(T, r). The designated tallier then
publishes res and 75yt On BB, allowing any party to verify that
res has been computed correctly by applying Verify with public
parameters PPIL

Next, the talliers internally share their

Note that, due to the IND-CCA2-security of E, this check prevents copying attacks.
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2.2 The Original Kryvos Instantiation

In order to apply the above framework for concrete elections, the
cryptographic primitives — commitment, encryption, GPZKPs —
need to be instantiated appropriately and efficiently by finding suit-
able GPZKPs and circuits for the relations Rp,jiot (ballot validity
relation) and R . (result relation). Achieving this in a way that
works well for a large class of ballot formats and result functions is
the most challenging part. Importantly, the GPZKPs also need to
work well with the chosen commitment scheme, as computing com-
mitments is part of the circuits for which GPZKPs are performed,;
in fact, this generally makes up the biggest part of the circuits.

For Kryvos, Huber et al. use Pedersen commitments to instan-
tiate C and Groth16 zkSNARKSs [48] as their GPZKPs and build
arithmetic circuits (resp. R1CSs) for a variety of choice spaces and
result functions. However, since both Pedersen commitments and
Groth16 zkSNARKSs do not provide pg-security, this instantiation of
Kryvos is not pq-secure. Moreover, the use of Groth16 zkSNARKSs
has two more shortcomings. Firstly, the security of Groth16 is based
on elliptic curve pairings and it restricts F to be the scalar field of a
pairing-friendly elliptic curve. Secondly, Groth16 requires an hon-
estly generated, circuit-specific common reference string (CRS) as
part of the public parameters PPb ot @0nd PPI . Each new instanti-
ation of Kryvos with Groth16 for a different choice space or result
function necessitates a trusted setup ceremony. In particular, if
the honest generation of CRS is not ensured, the soundness of the
derived NIZKPoKSs 7p,iot and 7yesylt is no longer guaranteed. Huber
et al. already observed this issue and discuss ways of distributing
trust in the generation of CRS, but this introduces a threshold as-
sumption for the verifiability of Kryvos, which is generally highly
undesired for verifiability in the setting of e-voting (unlike for vote
privacy, where threshold assumptions can often not be avoided).

Unlike this instantiation from [56], PQKryvos not only provides
pg-security, but also overcomes the mentioned two shortcomings.
For this purpose, we instantiate PQKryvos with a pq-secure and
transparent GPZKP.” We identify Ligero [4] as a good candidate
in Section 3 as, in addition to being pq-secure and transparent, it
also does not put any restrictions on F. In addition, we use the
lattice-based BDLOP commitment scheme described in Section 4
and show how to instantiate it in a RICS-friendly way to achieve pq-
security. We demonstrate that, re-using the non-cryptography sub-
circuits from [56], we can even outperform their (non-pq-secure)
instantiation in terms of efficiency (cf. Section 5).

3 Kryvos with a PQ-Secure ZKSNARK

We evaluated several candidate proof systems for instantiating
Kryvos with a pq-secure GPZKP or, more precisely, a pq-secure
zkSNARK. Currently, the research on pq-secure zkSNARKs follows
two main directions: lattice-based proof systems [16, 18, 42, 60, 73]
and purely hash-based proof systems [4, 10-12, 45]. While the for-
mer is an active and fast-evolving area of research and lattice-based
zkSNARKS are reaching performance levels that are increasingly
competitive with established hash-based constructions, the latter
are currently more mature regarding theoretical foundations and
implementation support. For this reason, we focus our evaluation

7A GPZKP is called transparent if it does not require a trusted setup.



Proceedings on Privacy Enhancing Technologies 2026(4)

on hash-based zkSNARKSs and consider a purely lattice-based in-
stantiation of Kryvos interesting future work.

In terms of implementation support, it is practically advanta-
geous to use a proof system that directly supports R1CSs. While not
a theoretical requirement, R1CS currently is the most supported
intermediate representation used for zkSNARKs and also allows us
to directly re-use (parts of) the circuits from the original Kryvos im-
plementation (and optimizations thereof), which were written for
the R1CS-based Groth16 zkSNARK. This observation was already
made in [57]. Moreover, as we illustrate in Section 5.2, R1CS allows
for leveraging the structure of the commitments we consider for
PQKryvos, yielding a highly efficient protocol. Restricting to R1CSs-
based proof systems rules out constructions such as STARKs [11]
(which use an intermediate representation called AIR) and PlonK-
based constructions [24, 43], which are not directly comparable to
R1CS-based constructions, for our purposes.

A second key requirement is prover efficiency, since in Kryvos
each voter must use the zkSNARK to create a proof of ballot validity
on the client side. Based on these conditions, we found the Ligero
construction [4] to be the most suitable choice, as it offers a highly
efficient prover and has been implemented directly for supporting
R1CS. In addition to the aforementioned aspects, we note that -
unlike the Groth16 zkSNARK used in the original instantiation of
Kryvos - Ligero is transparent, i.e., it does not require a trusted setup
to generate a common reference string. Hence, using Ligero, we
can avoid the associated verifiability risks outlined in Section 2. An-
other practical advantage is the availability of 1ibiop [79], which
offers a full ready-to-use implementation of Ligero that belongs
to the same code framework as the libsnark library used in the
original Kryvos implementation [56]. Although libiop is no longer
actively maintained, it provides a solid baseline for performance
estimation, and we believe that more recent constructions, such as
[82], could deliver even better results. Unfortunately, the current
implementation [68] of [82] is not compatible with our approach
yet. More precisely, it does (to the best of our knowledge) currently
not support externally generated R1CSs. In particular, we do not
see how the linear structure of the BDLOP commitments can be
leveraged to gain efficiency with [68]. It remains, therefore, an open
task for future research to integrate our approach with [68].

In the following, we briefly describe the Ligero protocol and
recall key design choices and security results from [4].

3.1 Overview of Ligero

We give an overview of the Ligero protocol for proving R1CS satisfia-
bility [4]. In the following, we describe the protocol as an interactive
oracle proof (IOP) [13], that is, an interactive protocol where a prover
% does not only send regular messages to a verifier V, but can also
grant oracle access to proof strings (consisting of evaluations of
polynomials), i.e., V can query those at some positions.
Ben-Sasson et al. [13] showed that an IOP can be transformed
into a non-interactive argument of knowledge by committing to
the prover’s oracle strings using Merkle trees and applying the
Fiat-Shamir heuristic to remove interaction. Under certain con-
ditions - which are proven to hold for Ligero [4] - the resulting
non-interactive protocol’s knowledge soundness error (in the ran-
dom oracle model) essentially matches that of the underlying IOP
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up to a small factor determined by the number of random oracle
queries and the security (collision resistance and output length) of
the hash function used for the Merkle trees and the Fiat-Shamir
transform. Moreover, if the underlying IOP is honest-verifier sta-
tistical zero-knowledge, the resulting non-interactive argument is
statistical zero-knowledge.

Linear Codes. Ligero is parametrized by a linear code £ C F",
where one typically uses n = 2%, and a randomized encoding func-
tion € : F* — £. While the Ligero construction works for general
linear codes and various instantiations with various tradeoffs exist
[23, 45], we restrict to the original case of £ being a Reed-Solomon
code for PQKryvos as done in the libiop implementation. For
this purpose, we denote by F[X] the vector space of all univari-
ate polynomials over F of degree at most k. Then, for a fixed set
n =A{n1,....,nn} CF, called the codeword domain, we define £ as

RSu(m) = {(P(10));_y|P € FIX]i} .

In order to define an encoding function € for this code, we fix
another set { = {{1,...,{;} c F with ¢ < k. We assume that
{ Ny =0 and call { the systematic domain. Then, to encode x =
(x1,...,x¢) € Ff, choose a random polynomial P, € F[X]; such
that P, ({;) = x; and define €(x) := (Px(m))?:l.

Finally, for a matrix N with rows N[i] € F, we denote by €(N)
the matrix with rows €(N[i]) € F".

The Ligero IOP. A prover # and a verifier V agree on an RICS,
i.e., a triplet (A, B,C) of matrices A, B,C € F< (1) where p is the
number of constraints and v is the number of involved variables. As
mentioned in Section 2.2, any arithmetic circuit can be expressed in
this form. We assume y = r,-fand v+1 =r,,-£ for somery,r, € N3
The goal of the Ligero protocol is for # to prove knowledge of a
vector z € F¥*! such that (Az) ® (Bz) = Cz, where ® denotes the
entry-wise product.” Instead of using the classical form of an R1CS
above, in Ligero we interpret a = Az,b = Bz, and ¢ = Cz as (r, X {)-
matrices and z as (r, X £)-matrix over F. The Ligero protocol is
then decomposed into the following three subprotocols:
(1) Linear Check: For (h,H) € {(a, A), (b, B), (c,C)} show that
h = Hz to a verifier with oracle access to the columns of
€(h) and €(z).
(2) Quadratic Check: Show that a ® b — ¢ = 0 to a verifier with
oracle access to the columns of €(a), €(b), €(c).
(3) Code Check: For a matrix M € F"™*" (for some r > 0) show
that M = €(N) for some N € F"*! to a verifier with oracle
access to the columns of M.

The high-level idea, for all those checks, is that the provided
encoding acts as a commitment from % to the polynomials used
for encoding, i.e., after granting oracle access,  can no longer
change the polynomials. V then asks £ to provide a random linear
combination of the polynomials used for encoding and checks that
the claimed equation holds when evaluating the random linear
combination at . Moreover, to ensure correctness, ‘V queries the
oracle at a few randomly chosen evaluations in 7 to spot-check
consistency with the claimed linear combination.

8Note that we can pad A, B, C with zeroes, if necessary, until £ | Hmv+1

Usually, z is assumed to have the value 1 in its first entry to avoid the zero vector
from being a trivial solution. Moreover, one sometimes fixes some of the first entries to
public values. For the ease of presentation, we describe the protocol for the case that z
contains no public values. Ensuring a public prefix only requires minor modifications.
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We restrict to the combined overall protocol for R1CS satisfia-
bility in the following. In order to achieve (honest-verifier) zero-
knowledge, all three checks should additionally ensure that V can-
not learn anything about the encoded values. This can be achieved
by adding blinding values to ’s response polynomials. We refer
to [4] for details.

3.1.1 The Overall Protocol. The overall Ligero protocol combines
(and partially parallelizes) the three checks as follows:

Commitment # computes the row-wise encodings €(a), €(b), €(c),
and €(z) using polynomials P,;, Pp,, P;, and P,; and sets M =
€(a)

aﬁ; ) c F™*" with r = (3rp + rv). Then, P grants oracle access to
€(z)

the proof string 7y consisting of the n = 24 columns of M.
Challenge V sends random p4¢ € ', p9ad € i and p'" € B,

Response For (h,H) € {(a,A), (b,B), (¢,C)}, P computes My =
(Zh, py”Hik);:f € F'*!, interprets My as a r, X £ matrix and
chooses row-wise corresponding polynomials Pyy,, [ ;). Similarly, £
chooses ry, polynomials P in|;; corresponding to the rows of p
and sends

lin

Tp Iy
Piinp = pr“”[i] “Pp; - ZPMHIj] Pz (*)
i=1 =1
Ty
d
Pquad =ZP?ua '(Pai 'Pbi_Pci) (%)

i=1

T
v = (pwde) -M e F". CED)]
Querying/Verification V checks that Zle Piinn (&) = 0 (for
h € {a,b, c} ), that Py, vanishes on ¢, and that v € RS, ¢ _x+1(1).
Finally, V queries ¢t < k — ¢ random columns of M and checks that
(%), (#x) (+ %) hold at the query points. The first three checks ensure
that h = Hz, that a © b — ¢ = 0, and that M is a well-formed matrix
of codewords, respectively. The checks at the query points ensure
that the sent linear combinations match the encoded polynomials.

3.2 Security of Ligero and Practical
Considerations

Security. Ames et al. [4] prove that the Ligero zero-knowledge
IOP, consisting of ¢ iterations of the blinded version of the proto-
col outlined above, achieves perfect completeness, perfect honest-

verifier zero-knowledge, and a soundness error of §; < "EFIT;'S +

t
(1-%5)"+2 #) , where e < "T_k. Ames et al. further show

that Ligero meets the conditions given in [13] for transforming the
described IOP to a non-interactive argument of knowledge. Hence,
committing to the proof strings using Merkle trees and removing
interaction via the Fiat-Shamir heuristic yields a non-interactive
zero-knowledge argument that achieves a concrete soundness error
of roughly 27% if §; = 27" and the used hash function outputs
strings of length 2k bits. Regarding the security against quantum
adversaries, Chiesa et al. [25] proved that the soundness results
from [13] can be lifted to the quantum random oracle (QROM)
model. However, to maintain security against Grover-type search
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attacks [49], which reduce the effective security of a hash func-
tion by a factor of up to %, one should choose a hash length of 4x
bits, yielding 512 bits for achieving x = 128. We remark that fewer
bits might be sufficient to guarantee 128-bits security, e.g., with
a more detailed analysis of the effects of Grover-type attacks as
in [22]. In practice, a concrete hash function must be chosen. E.g.,
per default, the libiop implementation uses blake2b with variable
hash length, which we set to 512 bits for obtaining our benchmarks
in Sections 5.2 and 5.3. Overall, these considerations yield:

THEOREM 1 (SECURITY OF LIGERO). The blinded non-interactive
Ligero protocol obtained from the blinded Ligero IOP by applying
the transformation from [13] (i.e., replacing oracles with Merkle trees
and removing interactivity with Fiat-Shamir) described above is a
non-interactive GPZKP that, for a given R1CS (A, B, C) gives a non-
interactive zero-knowlede proof of knowledge that, for 5, < 27
and a hash-length of 4x bits achieves perfect zero-knowledge and a
soundness error of ~ 27 in the QROM model.

Practical Considerations. The theory of Ligero outlined above,
allows, in principle, to use arbitrary fields F for expressing the
arithmetic relation to be proven - unlike the Groth16 zkSNARK
used in [56], which is limited to scalar fields of pairing-friendly
elliptic curves such as BN254. Moreover, again unlike Groth16,
note that Ligero requires no setup beyond the R1CS generation
and, in particular, no honestly generated CRS. This not only allows
for mitigating the verifiability issues of the Groth16 instantiation
outlined in Section 2, but also allows for updating a previously
generated R1CS, e.g., by including additional constraints, without
having to re-run the entire generation process.

That being said, for practical deployment, one still needs to gen-
erate the R1CS used for a concrete relation at least once, which can
be complex. Fortunately, due to its widespread adoption, several
libraries for compiling arithmetic programs to R1CS exist, most
notably circom [59]. While circom was designed with Groth16
in mind, its R1CS generation process can be used independently,
making it suitable as a front-end compiler for Ligero, too. This, how-
ever, restricts compilation to the fields supported by circom. To
avoid re-inventing R1CS generation, we therefore restrict ourselves
in the following to the fields supported by circom and concretely
consider the scalar field of BN254 (its order being a 254-bits prime,
which we denote by pgn2s4) and the field Fpgl over the Goldilocks
prime py = 2% — 232 + 1. By choosing one of these primes, we
also ensure that we can profit from future optimization of popular
implementations like circom. We emphasize that this is a practi-
cal consideration, not a theoretical limitation of the Ligero proof
system.

4 Lattice-Based Commitments Over
SNARK-Friendly Primes

In this section, we describe the commitment scheme used in our
new protocol PQKryvos and discuss how to instantiate it efficiently
and securely. We choose an additively homomorphic lattice-based
commitment scheme, namely the BDLOP [9]. BDLOP is already
used in pg-secure e-voting protocols like [20, 37, 40] but has not
been used for tally-hiding e-voting or with GPZKPs.
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Unfortunately, BDLOP puts very specific conditions on the or-
der of the message space F,, which are not satisfied (as far as we
know) by our SNARK-friendly primes pgn2ss and pg (cf. Section 3).
A simple solution to this incompatibility problem is to use different
primes for the proof system and the commitment scheme. However,
this foreign field arithmetic requires ensuring correctness of all op-
erations modulo ¢ inside a computation modulo a SNARK-friendly
prime and imposes new constraints that increase the R1CS size
and significantly impact performance. We also tested this approach
for comparison, and its performance is still somewhat acceptable;
see our discussion in Section 5. However, in this section, we prove
that we can also instantiate a variant of BDLOP over our SNARK-
friendly primes, completely avoiding the overhead from foreign
field arithmetic. We believe that this result is of independent interest
and may have applications beyond electronic voting.

Instead of using this straightforward instantiation that would
yield expensive foreign field arithmetic, in PQKryvos, we extend
and modify BDLOP to work with SNARK-friendly primes. We can
then use the same (SNARK-friendly) prime for both the commitment
scheme and the proof system. This promises a much smaller R1CS
and, hence, a more efficient proof system. We explored two options
in this direction, which, we discuss in Section 4.2 and Section 4.3
below, respectively. We start by giving a short recap of BDLOP.

4.1 Recap: The BDLOP Commitment Scheme

We recap the BDLOP commitment scheme in its simplified notation
from [37] since it is sufficient for our applications.

Notation. Let g be an odd prime and m a non-trivial power of
some other prime. Let deg be the order of g in Z},. Define K =
Q[X]/(®,) the cyclotomic extension with cyclotomic polynomial
®,, of degree N := ¢(m) and R = Z[X]/(®,,) its ring of integers.
We denote R; = R/(q) = Fy[X]/(®p). Fory = Zfial y X' e Ry
with representatives!® y; € {(1 - q)/2,...,(q — 1)/2} we define
lyll: = I(yo, - .., yn—-1)|l; for the t-norm of vectors, 1 < ¢ < co. Let
d, B, B be positive public integers and x € R, a message to commit
to.Let Sy 5 = {y € Ry : |lyll; < B} and C = Se 1 NSy60 the challenge
space. Moreover, let C = {y -y’ : y £y’ € C}.

Then, the functionalities of the BDLOP commitment scheme
BDLOP(q, N, d, B, B,) are defined as follows:

KeyGen. Let A] « RZX(dH), Al — R;Xd. The public parameters

dx (2d+1)
q

where I; denotes the d x d
c R[(]d+1)><(2d+1)‘

of the commitment scheme are defined as A; = (A/,I;) € R
and Ay = (A},1,0,...,0) € Ry

identity matrix. Denote A = (A7, AZT)T

Commit. To commit to x € Ry, sample a random coin r « Si‘i;l
and compute the commitment as

Com(x,r) = (z;) =Ar + (O) .

X

1

Open. A valid opening of a commitment (cy, c;)7 is a pair (x,7) €
Ry X SgdBtl such that (1) holds. An approximate opening of (cy, ¢5)T

0In our implementation [58] and Section 5 we use representatives in {0, ..., q-—1}.
For the theoretical considerations in this section we however chose the more common
notion with coefficients centered around 0.
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is a triple (x,7, f) € Ry X Sg‘gl x C such that

1| _ 0
£(2)=arr(y):
We have the following security guarantees related to the hardness
of the M-LWE and the M-SIS (cf. Definitions 1 and 2 in Appendix A).

For the proofs of [9, 37] with a slight adaptation to our setup see
Appendix A.

@

THEOREM 2. The commitment scheme BDLOP(q, N, d, B, B,) de-
scribed above is computationally hiding if MLWE(q, N, d, Seo.g) is
computationally hard. It is computationally binding for the classical
opening if MSIS(q, N, d, 2d + 1, 2By, A;) is computationally hard. If
every element of C is invertible, then it is computationally binding
for the approximate opening if MSIS(q, N, d, 2d + 1, 4V60B,, A;) is
computationally hard.

Remark 1. BDLOP(q, N, d, 8, B,) is additively homomorphic in the
coefficients of polynomials in R,. Since Ry = ]F;] we can interpret
BDLOP(q, N, d, §, B;) as a homomorphic commitment scheme on
Fg] . We will use this interpretation throughout our paper.

4.2 BDLOP for SNARK-Friendly Primes

Theorem 2 requires invertibility of elements in C. Since all ele-
ments of C have an || - ||—norm of at most 2, the condition is
satisfied if all sufficiently small elements in R, are invertible. To
guarantee the invertibility, [9] uses Corollary 1.2 of [70] which
guarantees invertibility of elements of C, if (i) m is a power of
two, (ii) ¢ = 1 + 2k mod 4k for m > k > 1, and (iii) 2Kk < q.
Choosing m a power of two leads to ®,,(X) = XN + 1 for m > 2
(with N = m/2). The modulo operation in Ry is therefore a simple
(nega-cyclic) convolution and can be implemented more efficiently
than for other choices of m (and has other nice algebraic features
not relevant in our context).

A typical example of an admissible prime is g = 23! — 27 - 25 + 1
used in [37], where one can choose k = 2% and m > k and hence
2Kk = 2185 < q. For the BN254 prime pgn2s4, we have that
2% | (pen2s4 — 1) and for Goldilocks 2°2 | (pg — 1). Hence the
smallest possible k with ¢ = 1mod 2k is k = 2%’ for BN254 and
k = 23! for Goldilocks. However, in both cases the inequality (iii)
is unfortunately not satisfied. For this reason, we cannot directly
work with a combination of power-two cyclotomics and pgn2s4 or
Pyl However, we can replace the condition g = 1 + 2k mod 4k for
the power-two case with an analogue for other prime powers due
to Lyubashevsky and Seiler:

THEOREM 3 (THEOREM 1.1 OF [70]). Let p have order deg | m
inZ), and z == m/deg. If ¢ = 1modz and 0 # y € Ry satisfies
Vzllylleo < pY?@, then y is invertible.

With this result, we can use BDLOP with powers of 3. Note that
for elements of C used in the approximate opening, the condition
of Theorem 3 is satisfied if 24/z < p'/#) and all elements of C are
invertible in this case. The latter condition is satisfied for pgn2s4 and
m =3/ for j > 2, since deg =3/72,z = 9 and 2z = 6 < p'/#(?) »
2254/6 ~, 2423 Tt i5 also satisfied for pgand m = 3/ for j > 1, since
deg = 3771,z = 3and 2v3 < 4 < p'/?(®) ~ 264/4 = 216 Hence,
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the proof of Theorem 2, e.g., in Appendix A, shows the security
features of the corresponding instantiation of BDLOP.

Remark 2. Baum et al. [9] use the aforementioned condition q =
1 + 2k mod 4k, i.e. z = 2k in Theorem 3. In addition to the invert-
ibility property, this choice also ensures the existence of suitable
primes and that their order mod m can be deduced from the order
mod z theoretically. However, in our case, we already chose primes,
namely pgn2ss and p|, and can compute their order explicitly for a
given m.

By extending the set of available primes for BDLOP, we can
instantiate the full BDLOP scheme over a SNARK-friendly prime,
enabling the integration of Ligero over the corresponding prime
fields into BDLOP-based protocols where needed. For example, we
can use the (unmodified) pg-secure e-voting protocol of [37] (and its
end-to-end verifiable extension [20]) and extend it to a publicly tally-
hiding protocol by adding a result function fis on the tally T and use
Ligero to generate a ZKP 1,es1t showing correct evaluation of frs by
the talliers. This yields a (publicly) tally-hiding pq-secure e-voting
protocol. However, if we keep the specialized ZKPs of [37], we can
still only handle YES/NO elections. If we replace them with Ligero
SNARKS for computing 7p,(jot for more complex choice spaces, the
resulting scheme can handle essentially arbitrary election formats.
However, we will show below that by replacing the ballot validity
proofs in [37], we no longer need approximate openings and can,
therefore, omit the invertibility condition altogether.

4.3 Using a Simplified Version of BDLOP

PQ-secure e-voting protocols like [37] and its extensions use ap-
proximate openings in the BDLOP commentiment scheme for ballot
validity ZKPs and the amortization of talliers’ ZKPs. In PQKryvos
we replace the former by GPZKPs, namely Ligero discussed in Sec-
tion 3. In [37], the talliers’ ZKPs are used to reduce the randomness
inside an aggregated commitment, since increasing the randomness
during aggregation might break the binding property and hence
verifiability of the election scheme. We describe the construction
of [37] in more detail in Appendix A.

While these ZKPs use the binding property of approximate open-
ings, they only require the constant polynomial 2 to be invertible,
which is always the case for an odd prime modulus, e.g., for pgn2s4
and py. In particular, if we only want to use the talliers’ ZKPs from
[37], then we do not need to restrict the choice of m as in Theorem 3.
Thus, we could choose m a power of 2 (given the general advantages
of power-two cyclotomics we discussed above). However, as we
explain in Section 5.2, the choice of m does not affect the overall
number of constraints required for expressing the computation
of a BDLOP commitment as R1CS, so choosing m a power of 2
yields no advantage in our setting. For our benchmarks, we chose
a power-of-three that works for both approaches - Section 4.2, 4.3.

In principle, the talliers’ ZKPs could be replaced by GPZKPs.
However, in contrast to the ballot validity ZKPs in [37], the tal-
liers’ ZKPs can be used for an essentially arbitrary election system
without modification — they are agnostic of the election method.
Moreover, the aforementioned issues with too large random coins
under aggregation, which would break the binding property, occur
in [37] much earlier than in our setup with GPZKPs. The reason
for this is that the special ZKPs used in [37] for YES/NO elections
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introduce a large slack, i.e., a proof only allows to extract a witness
of possibly significantly larger size. Hence, a random coin’s (prov-
able) size inside an aggregated commitment increases fast. For our
GPZKPs, we have a trivial slack of 1 instead. Thus, we only require
talliers’ ZKPs for extremely large elections. Concretely, for pg, the
GPZKPs allow aggregation of up to 2! ballots in PQKryvos without
having to reduce the randomness and, hence, without requiring the
randomness reduction ZKPs by the talliers. Even when using the
prime 23! — 27 — 25 + 1 of [20, 37], this approach still supports 228
ballots. In particular, if one replaces the specialized ballot-validity
ZKPs in [37] with GPZKPs, then the talliers do not need to reduce
the randomness size in almost all realistic elections, which can
heavily improve the tallying efficiency of [37].!! Note that in the
standard version of [37] only around 100 voters are supported with-
out randomness reduction for N = deg(®,,) = 256,d = 7, due to
the large slack of the specialized ZKP for ballot validity in [37].

Overall, we saw in Section 4.2 that we can initiate [37] with a
SNARK-friendly prime and then trivially extend it to a publicly
tally-hiding e-voting protocol. In Section 4.3 we explained that
by abandoning the ballot validity proofs of [37], we can use BD-
LOP without approximate opening and hence instantiate it with
SNARK-friendly primes. Finally, by replacing ballot validity proofs
of [37] with GPZKPs, the tallying phase becomes significantly more
efficient as we do not need the (approximate) talliers’ ZKPs from
[37] for any realistic election scenario. Our PQKryvos protocol
combines all of the above-mentioned advantages.

5 Instantiation and Implementation

In this section, we describe the overall PQKryvos protocol using
the building blocks developed in Sections 3 and 4. We describe
our design choices and how they affect the overall performance
of PQKryvos. Finally, we evaluate PQKryvos based on our imple-
mentation [58] for the various choice spaces and result functions
considered in [56] alongside a performance comparison.

5.1 The PQKryvos Protocol

As PQKryvos is an instantiation of the Kryvos framework, we refer
mostly to our detailed recap from Section 2. Concretely, we instan-
tiate IT with the Ligero GPZKP from Section 3 and the commitment
scheme C with BDLOP commitments. We denote by F, the field
over which the BDLOP commitments are instantiated and by N
the degree of the underlying cyclotomic polynomial. Since C is
additively homomorphic in each of the N polynomial coefficients,
we get C = CFqN. For the IND-CCA2-secure public-key encryption
scheme E we use ML-KEM [74] together with the verifiable decryp-
tion from Lyubashevsky et al. [69]. We note that alternatively, one
could follow the suggestion from [20] and use an adaptation of the
identity-based encryption scheme from Agrawal et al. [2] or similar
constructions [39, 83].

With these primitives, the overall protocol works exactly as
described in Section 2. While the security properties of PQKryvos
can be seen as an immediate corollary from the security analysis
from [56], we provide an independent security analysis in Section 6
with additional details in Appendix C to ensure the exposition is

Note that apart from the not required talliers’ ZKPs, PQKryvos shares a common
tallying phase with [37] (cf. Section 2).
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self-contained. In the remainder of this section, we focus on the
practical aspects of our instantiation and implementation.

5.2 Efficient Circuits for BDLOP Commitments

Recall from Section 2 that the main computational overhead in the
original Kryvos instantiation stems from the cryptographic schemes
expressed as constraints in the R1CS. We want to explain how the
cryptographic primitives used in PQKryvos, namely the BDLOP
commitments from Section 4, can be expressed efficiently (i.e., with
as few constraints as possible) as R1CS for the Ligero zkSNARK
described in Section 3. To initialize PQKryvos efficiently, we can
use the modular subcircuit structure already included in Kryvos (cf.
Section 2) to treat the subcircuits used for evaluating choice space
membership and for computing fres, independently of the employed
commitment scheme. The circuits for choice space membership
and fres can be directly used for Ligero. We therefore focus on the
more complex sub-circuit for computing a commitment.

Encoding the Commitment Key as Part of the R1CS.. Recall from (1)
that a commitment is computed as Ar + (0, x)T for the public (nxt)
matrix A. In particular, the computation of a commitment consists
entirely of linear operations with publicly known scalars. We can
therefore hard-code A into the R1CS matrices (as constant values)
instead of treating it as part of the assignment vector (as input
values), leveraging the fact that additions (and more generally linear
operations) come, essentially, for free in an R1CS representation
(as already explicitly stated in [48]).

More concretely, given a matrix A € F/*", the relation A - r =y,
with r € F" being part of the assignment vector z of the R1CS,
translates to ¢ constraints of the form Y./, aj;r; =y, for j=1,...,¢
and a;;,7;,y; the entries of A, r,y, respectively. Obviously, these
constraints are linear in the variable, namely r, and do not leverage
the quadratic structure of an R1CS equation at all. Hence, they can
be merged with other constraints of » and do not affect the overall
constraint count then.

In Kryvos, it seems that the commitment key, namely the ana-
logue of A for (extended) Pedersen commitments, is encoded as
input values instead of constants. In our setup, this would lead to
one additional (non-linear) individual constraint for each of the
n summands above for each commitment. Choosing A as public
constants is therefore key to generating a small R1CS for expressing
the computation of BDLOP commitments.

We remark that treating A as a variable in principle allows
reusing the R1CS with different commitment keys. However, since
in an execution of Kryvos (and PQKryvos) the commitment key is
always fixed at the beginning, generating a corresponding R1CS
can be done in advance, and repeated, for each election, or, more
precisely, each new commitment key. Hence, the design choice
used in Kryvos [56] was not optimal. We expect that Kryvos with
Pedersen commitments could be improved by treating commitment
keys as the constants they are; however, the gains are likely less
significant than for the linear BDLOPs commitments in PQKryvos.

Avoiding Foreign Field Arithmetic. In general, expressing the
arithmetic in Fy naturally used for BDLOP commitment in a dif-
ferent field F used by zkSNARKSs introduces an overhead, as, in
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principle, one has to apply a reduction modulo q after each com-
putation step. Each modulo reduction then leads to additional con-
straints. When F is sufficiently large, however, one can severely
reduce the resulting overhead by only applying the modular reduc-
tion after several (ideally all) computation steps. Concretely, for
computing a BDLOP commitment without intermediate modular
reduction, one needs to assume that an entry of the commitment
as defined by (1) does not exceed the modulus of F. This is the case
if By = dNg* + 2q < |F|, where we used the specific form of the
parameter matrix A in Section 4. For example, using the parameters
proposed by del Pino et al. [17] for the instantiation of BDLOP
commitments, i.e. ¢ 231 N =256, and d = 7, a SNARK-field F of
size > 27% is sufficient to postpone the modular reduction. Notably,
this includes the scalar field Fp,,,;, of the pairing-friendly BN254,
which was used for instantiating Groth16 in the original Kryvos
instantiation. Hence, the combination of del Pino parameters and
Fppnase already avoids some of the costly pitfalls of working over
two different fields.

However, by setting F = F,, one can achieve much lower con-
straint numbers, since the overhead of expressing modular oper-
ations and enforcing size conditions on input values inside the
R1CS is avoided completely. Recall from Section 3, that Ligero is
not bound to a particular field. Hence, we could instantiate our
system over the field F, proposed by del Pino et al. [17]. However,
as already stated in Section 3, we are practically restricted to fields
that are supported by common circuit compilers, such as Circom.
We hence consider the Goldilocks prime py = 2% — 2% + 1 and
instantiate the BDLOP commitments over F, = By, as described in
Section 4.

The Overall Constraint System. Combining the above consider-
ations, we are almost prepared to compute the exact overall number
of constraints. We need, however, to still address the following two
conditions: (i) The computation A - r + (0, x)” is done modulo ®,,
and (ii) ||r||ee < p. The first condition does not impose any fur-
ther constraints. In fact, one can simply compute the polynomial
products without modular reduction and then shift the high-degree
coeflicients according to the modulus ®,,, which only consists of
further additions that can be encoded in other, already specified
constraints. In particular, the choice of m does not affect the number
of constraints. We therefore chose m a power-of-three, which is
slightly less conventional than powers-of-two, but supports both
constructions outlined in Section 4.

For the second condition, for small values of f > 0, one can
simply require r; - [[;_ (r; + ¢ = k) (r; = k) = 0, which yields 2
constraints per coefficient, i.e., 28 - (2d + 1) - N constraints in
total.’> When F = Fq, these are the only non-linear constraints. In
the easiest case, where f = 1 and F = F;, we hence need 2(2d +
1) - N overall constraints. As derived in Section 4, we can securely
instantiate BDLOP commitments over Fpgl by setting N = 486 =
¢(3%) and d = 6, yielding 13 000 constraints for the computation
of a commitment to N values. Meanwhile, when using del Pino’s
parameters within Fp,,,,, the overhead caused by foreign field
arithmetic is severe, and committing to N = 256 values already
requires about 300 000 constraints. As a comparison, Huber et al.
reported about 200 000 constraints for committing to 250 values

2For higher values of  there are more efficient ways of ensuring size conditions
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Table 1: Comparison of constraint numbers and proving
times for different combinations of commitments (to N val-
ues), primes, and GPZKPs. The benchmarks in [56] were
obtained using a machine comparable to ours.'®

Construction Constraints  Prove[s]
Ty o
il?gLe(r)i ;V P:B“ifgsg) ~300000  ~ 18s
Gromen sy
Pedersen + ppnosa[56] 14500 ~1.7s

(Groth16,N = 10)

with their instantiation of Pedersen commitments over Fp,,,;,. We
report the prover efficiency of the different combinations in Table 1.

Finally, with these parameters, our e-voting protocol achieves
pg-security of 150 bits in time and 100 bits in space according to
the current version of [71].

Comparison to Previous Approaches. Our new combination
of BDLOP and Ligero directly yields NIZKPoKs of a valid opening.
Previous approaches like [9] instead use highly specialized ZKPs of
knowledge of an opening. While these ZKPs might sometimes be
even smaller and faster to compute, our circuit-based approach
offers far enhanced flexibility, which we exploit for PQKryvos.
Beyond the direct application in PQKryvos, this flexibility also
allows us to prove in zero-knowledge linear and quadratic rela-
tions between committed values. For example, we can prove that
two commitments ¢; «— Com(x1,7;) and ¢, « Com(xy, ry) fulfill
axy + bx; = 0 for two fixed elements a, b € Ry by combining two
copies of our commitment circuit and a subcomponent enforcing
the linear relation. The latter can be easily realized in our imple-
mentation [58] since the arithmetic of the BDLOP message space is
already available. We included this circuit as an illustrative example
in [58]. Other specialized ZKPs, e.g., for products of messages as in
[7], can be realized analogously with [58].

5.3 Benchmarks for Various Choice Spaces

Based on the observations above, we have implemented and evalu-
ated the Ligero proofs used in PQKryvos for evaluating m,ior and
Tresult With BDLOP commitments over F,, | for various choice spaces
and result functions, which we describe in detail in Appendix B. For
this purpose, we have used circom [59] to design arithmetic circuits
for computing BDLOP commitments and leverage the modularity
of the original Kryvos circuits to build full circuits for computing
fres and for ensuring ballot validity. Based on the resulting R1CSs,
we use the libiop implementation of Ligero [79] to benchmark
proving/verification times, and proof sizes.

We note that, since in the Goldilocks case we use N = 486, a
single commitment can accommodate almost all realistic candidate
numbers. Even in the case of Condorcet methods, where a ballot is
a Ncand X Neand MAtrix, up to neand = 22 candidates are covered with
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Figure 1: Prover runtime and constraint numbers for com-
puting 7,0t (top) and et (bottom) for several voting meth-
ods/result functions. Others include Majority Judgment for 6
grades, Borda with 10 ranks, Multi-Vote and Single-Vote. See
Appendix B for details.

a single commitment — much more than one would usually have in
such elections.

For higher numbers, additional commitment subcircuits are re-
quired, and the relations Ryt and R, need to be adapted accord-
ingly (see [56] for a similar discussion). Given the small size of the
commitment subcircuit (~ 13 000 constraints), this remains practi-
cal for moderate numbers of commitments. A notable application is
the case of IRV. Here, following Kryvos, we encode an IRV ballot as
a single-choice vote for a (potentially partial) ranking of the ncanq
candidates, yielding more than ncpeices = Neand! choices. For this
rapidly growing choice space, as soon as more than 5 candidates
are to be ranked, one commitment does not suffice for encoding
a vote. We therefore have evaluated the performance of Ligero
for up to 28 commitments, which can fit 14 000 values and, hence,
encode partial rankings of up to 7 candidates. The associated cir-
cuit for proving Rpajiot still requires only about 370 000 constraints
and the corresponding Ligero proof 7,0t Was created on a stan-
dard laptop'? in 35 seconds. The largest number of IRV candidates
supported by the original Kryvos instantiation is 6, which already
required splitting the proof into ten substatements and treating
them separately with multiple Groth16 provers running in parallel.
The latter technique is also possible in PQKryvos but requires more
computational resources of the voters.

We provide benchmarks for computing mpajior and 7esyir With
Ligero and BDLOP commitments for all considered choice spaces
and result functions (except for IRV, which we discussed above) in
Fig. 1. Our benchmarks show that PQKryvos is highly efficient even
for large numbers of candidates and complex choice spaces and
result functions, with proof computation never requiring more than
30 s (and rarely exceeding 10 s) for realistic candidate numbers.

13We have used a Lenovo ThinkPad with an Intel i7-6600U CPU running at 2.60GHz
and 12GB of RAM running Ubuntu 22.04 LTS for all our benchmarks.



Proceedings on Privacy Enhancing Technologies 2026(4)

In Fig. 2 we compare some of our benchmarks with the corre-
sponding ones of the original Kryvos instantiation from [56, 57].

In all cases, our computations of both, 7p,jjot and 7yesylt, are much
faster than the ones from the original Kryvos instantiation. For ex-
ample, computing 7p,0t for a Condorcet ballot for 20 candidates we
required 1.6 seconds, where Kryvos reports about 30 seconds. Simi-
lar benchmarks apply for the computation of a eyt for proving
the correct computation of a Condorcet Smith set for 20 candidates.
As another example, the computation of 7,est for IRV with 6 candi-
dates takes us less than 10 seconds with PQKryvos, where Kryvos
reports about 3 minutes. Since we leverage the same sub-circuits as
Kryvos, this performance improvement can be mostly attributed to
the smaller R1CS possible with BDLOP commitments, cf. Table 1.
We note that a well-known disadvantage of Ligero compared to
Groth16 is its generally larger proof size and (in turn) also larger
verification time. For PQKryvos this means that we need proof
sizes of several kilobytes (up to 1 MB depending on the circuit) and
verification times of up to 30 seconds, while Groth16 has proof sizes
of < 1KB and verification times of less than a second. We think
that these disadvantages are often not relevant for e-voting, where
the verification of 7,0t can take place any time after a ballot is
cast. While we favor Ligero over Groth16 as explained in Section 3
(particularly, because it is pg-secure), the Kryvos framework could
also be initiated with Groth16 and BDLOP commitments over the
scalar field of BN254, which then leads to correspondingly lower
proof sizes and verification times. We have seen in Section 4 that the
underlying theory still works then. Unfortunately, the generation
of R1CS for BN254 with circom was not possible on our standard
laptop due to memory issues, and we therefore decided to provide
benchmarks only for pg. However, the final R1CS for BN254 will
be similarly small as the one we used for py.

Comparison to Existing PQ-Secure Protocols. Finally, we com-
pare our results to the established homomorphic pg-secure e-voting
systems mentioned in Section 1. The EVOLVE system by del Pino
et al. [37] and its verifiable extension Epoque [20] report 8.5ms
for computing Ballot validity proofs for the case of YES/NO Voting
with 1 candidate/voting option on a machine comparable to the one
we used for our benchmarks. The reported proof sizes are roughly
15KB per tallier, which becomes around 60 KB for typically 4 tal-
liers in [37]. In PQKryvos we need about 1.5 s for the same task —
a difference likely not noticed by voters when casting their ballot.
Both EVOLVE and Epoque are limited to YES/NO elections with 1
candidate.’* Other approaches like Farzaliyev et al. [40] present pro-
tocols specifically tailored for Multi-Vote. The paper indicates that
for 2 candidates, a proof of ballot validity requires about 0.17s. It is
unclear what exactly is benchmarked and how this performance
scales for the higher candidate numbers we support. As mentioned
before, none of the currently available pq-secure protocols support
tally-hiding. However, one could use our GPZKPs to directly ex-
tend EVOLVE and Epoque in order to support public tally-hiding
by applying fres to the election result and computing 7yesyit just as
we do. Moreover, as already explained in Section 4, using GPZKPs
for ballot validity makes PQKryvos no longer require the ZKPs
for randomness reduction that EVOLVE and Epoque use. While

4The papers describe an extension to YES/NO elections with more than one candidate,
but provide no performance analysis.
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Figure 2: Comparison of prover runtimes for compuing 7ot
(top) and 7,¢s1t (bottom) for various choice spaces/result func-
tions between Kryvos (solid) and PQKryvos (dashed).

from the description in [37] it is unclear how these ZKPs affect the
efficiency of the tallying phase in general; examples suggest that
our tallying phase is significantly faster. For example, Del Pino et
al. [37] provide benchmarks for tallying an election with 11000
voters, which requires 41 min for the talliers’ ZKPs with an amorti-
zation over 4000 votes, i.e. we would save 41 min in this example
and likely more in elections with more voters.

6 Security Analysis of PQKryvos

We formally analyze the security of PQKryvos within the estab-
lished KTV framework for verifiability and privacy [28, 65, 66] and
its extension to public tally-hiding [56]. We briefly recall the defini-
tions and proof sketches here, while providing the detailed security
analysis of PQKryvos and all formal background in Appendix C.
Overall, we show the following theorem, which is a combination
of Theorem 5 and Theorem 6 from below and the security of the
involved cryptographic primitives:

THEOREM 4 (SECURITY OF PQKryvos). The PQKryvos protocol
with pg-secure instantiations of Ligero, BDLOP, and the IND-CCA2-
secure encryption scheme E is a post-quantum secure verifiable and
publicly tally-hiding e-voting protocol with respect to fres.

Our security analysis mostly follows the same steps as the one for
Kryvos [56], with the following differences: (i) Our analysis always
considers ppt quantum adversaries, (ii) our analysis also accounts
for the (negligible) decryption error that many pg-secure encryption
schemes introduce, and (iii) our privacy proof does neither require
perfect zero-knowledge nor perfectly hiding commitments, both of
which were stated as requirements for the privacy analysis in [56].

6.1 Verifiability

Verifiability Definition. In the KTV framework, verifiability is
defined with respect to a formally specified goal y, which is a set of
protocol runs. A virtual honest entity called J (the judge) performs
protocol-specific checks and outputs either accept or reject. )
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takes as input only public information, modelling that any party
(e.g., voters or external observers) could perform the judge’s checks.
A goal is considered verifiable if, for every (ppt quantum) adversary,
the probability that a protocol run violates the goal while the judge
nevertheless outputs accept is negligible in the security parameter.

Verifiability of PQKryvos. To analyze the verifiability of PQKryvos,
we assume a further protocol participant S (the scheduler) that sub-
sumes the voting authority Auth and schedules the protocol phases.

We consider the goal y(¢) (formally defined in Appendix C) that

includes all runs of PQKryvos where, if BB and S are honest, a cor-
rect election result (i.e., a result that is consistent with the honest

voters’ actual votes and valid votes of dishonest voters) is returned.
We give a full proof of the following theorem in Appendix C.

THEOREM 5 (VERIFIABILITY OF PQKryvos). Ifthe encryption sche-
me E is correct up to a negligible decryption error, the commitment
scheme C is additively homomorphic and computationally binding
against ppt quantum adversaries, the GPZKPII is complete and com-
putationally sound against ppt quantum adversaries, and the NIZKP
Tdec is computationally sound against ppt quantum adversaries, then
the goal y(¢) is verifiable in Ppqryvos by the judge ) that reads all
data from BB and writes accept in a run if and only if (i) all NIZKPs
Tdec Of correct decryption on BB are valid (if existent), and (ii) the
NIZKPoK ryesylt Of correct result computation corresponding to the ag-
gregated commitment c obtained by adding all voters’ commitments
on BB for which no tallier complaint alongside a valid 74 has been
sent.

Proor SKETCH. The core arguments of the verifiability analysis
are as follows: Since BB is honest, honest votes are preserved, and
invalid votes are discarded - except with negligible probability
due to the soundness error of II. The probability that an honest
voter’s ciphertext does not decrypt to a valid commitment opening
is bounded by the encryption error of E and, hence, negligible. Any
incorrect decryption or falsely claimed result by dishonest talliers is
detectable except with negligible probability due to the soundness
errors of I1, and 74e.. Hence, ] accepts only results consistent with
honest votes and valid dishonest votes, up to negligible error. O

6.2 Privacy and Public Tally-Hiding

Definition of Privacy and Public Tally-Hiding. We analyze the
privacy of PQKryvos in the KTV framework using a game-based
variant of their definition [56, 64, 75]. Privacy is defined via an
indistinguishability game in which an adversary must distinguish
whether a given voter Vs (the voter under observation) cast one of
two chosen votes. Since an election result may always leak some
information, privacy is defined relative to an ideal protocol Pide2!
that reveals only the election result. We say that a protocol achieves
ideal privacy if, for every considered adversary in the real protocol,
there exists a corresponding adversary in the ideal setting such that
the difference in success probabilities is negligible.

We additionally evaluate public tally-hiding in the KTV frame-
work, which is formalized via two separate privacy requirements:
Public privacy requires that if all talliers are honest, nothing beyond
the final result is revealed. Internal privacy requires that if at least
one tallier is honest, nothing beyond the aggregated tally is revealed.
Both are formalized using the privacy definition explained above,
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but differ in the ideal protocol and the considered adversaries. We
refer to Appendix C.3 for details.

Privacy and Public Tally-Hiding of PQKryvos. We give a de-
tailed proof of the following theorem in Appendix C.3. Here, Ajnt
denotes the set of adversaries considered for internal privacy and
Apup denotes the set of adversaries considered for public privacy.

THEOREM 6 (PRIVACY OF PQKryvos). Let Aiy consist of all (ppt
quantum) adversaries that do not corrupt BB or S, corrupt at most
nt’(‘)’t”ers voters, and corrupt at most all but one tallier. Let Ay, = {A €
Aint | A corrupts no tallier}.

If the encryption scheme E is IND-CCA2-secure and correct up
to a negligible decryption error, the GPZKP Il achieves computa-
tional zero-knowledge, the NIZKP 74e. achieves computational zero-
knowledge, and the commitment scheme C is computational hiding
(all against ppt quantum adversaries), then PQKryvos achieves public
tally-hiding w.r.t. Aint, Apub-

In particular, in the non-tally-hiding case (fres = id), PQKryvos
achieves ideal privacy w.r.t. adversaries in Aint (cf. Remark 5).

Proor SKETCH. We prove both properties via a sequence of
games in which PQKryvos is replaced by an ideal protocol. By the
zero-knowledge property of IT and r4ec, honest voters’ and talliers’
ZKPs can be replaced with simulated proofs with only a negligible
effect on an adversary’s winning probability. By IND-CCA2 security
of E and hiding of C, honest voters can replace ciphertexts and com-
mitments with dummy values while forwarding the actual values
internally to honest talliers, again affecting the winning probability
negligibly. At this point, all adversary-observable information, ex-
cept the election result (public privacy) or aggregated tally (internal
privacy), is independent of honest votes, allowing replacement of
PQKryvos with the ideal protocol P92 with negligible difference
in the adversary’s winning probability. O

7 Conclusion

In this work, we proposed PQKryvos, the first post-quantum secure
e-voting protocol that achieves public tally-hiding and supports
flexible ballot formats. We integrated BDLOP commitments with the
Ligero GPZKP, and therewith construct efficient pq-secure ZKPs for
ballot validity and result computation. This approach enables pub-
licly tally-hiding elections for virtually any voting method, includ-
ing Single- and Multi-Vote, Borda count, Majority Judgment, and
IRV. Our design resolves key compatibility challenges, demonstrat-
ing that BDLOP commitments are efficiently combinable with R1CS-
based zkSNARKs and can be instantiated over SNARK-friendly
primes, such as Goldilocks. Moreover, our results show that using
Ligero, one can avoid the computational overhead caused by expen-
sive verifiable re-randomization of BDLOP commitments, which
significantly reduces the cost of the tallying phase over existing
pg-secure e-voting protocols that use BDLOP commitments [20, 37].

Our implementation and benchmarks show that PQKryvos is
practical for real-world elections and even outperforms the original,
pre-quantum instantiation of Kryvos in most cases. As a result,
PQKryvos closes an important gap between the theory and practice
of post-quantum secure e-voting, provides an efficient, flexible
foundation for future remote election systems, and ensures privacy
and verifiability even in the presence of quantum adversaries.
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A Proofs and Further Technical Results

THEOREM 2. The commitment scheme BDLOP(q, N, d, 5, B,) de-
scribed above is computationally hiding if MLWE(q, N, d, Seog) is
computationally hard. It is computationally binding for the classical
opening if MSIS(q, N, d, 2d + 1, 2B,, A;) is computationally hard. If
every element of C is invertible, then it is computationally binding
for the approximate opening if MSIS(q, N, d, 2d + 1, 4V60B,, A;) is
computationally hard.

Proor. Consider an adversary A breaks the binding property,
i.e. finds ¢, x, x’, r, ¥’ with valid messages x # x’ and randomness
r,r’ such that Open(c,r) = x, Open(c,r’) = x’.Hence A; (r—r’) =0
and Ay(r—r')=x' —x#0=r #r'.Since ||r —r'|| < 2B,,r —r’
is a solution to MSIS(g, N, d, 2d + 1,2B,, A;)

Next consider the relaxed opening, namely that A outputs el-
ements ¢, x,x’,r,r’, f, f* with valid messages x # x” and random-
ness r,r’ such that Open(c,r, f) = x,Open(c,r’, f’) = x’. Hence
fer =Air, fler = A/, feg = Aor + fx, fcp = Apr + f'x. By elimi-
nating cy, ¢z, we get A; (f'r — fr') =0, A (f'r — fr') = ff (x" —x).
Since ff’ are invertible ff’(x" — x) # 0 and thus f'r — fr’ # 0.
But f, f’ are differences of || - ||; = 60 terms and have therefore
Il - llz=norm at most 2v60. Together with |||, ||r||2 < B, we get
lf'r — fr'll < 4V60B, and therefore f'r — fr’ is a solution to
MSIS(q, N, d, 2d + 1,4V60B,, A;).

Finally, consider an adversary A that breaks the hiding prop-
erty, i.e. can find a message x € R, such that he can distinguish
a commitment Com(x, r) (for a random secret r € Sid’;l) from a

(B;, b;) with b; the last column
(B’, B) for a suitable matrix B.

uniform sample u € Rg“A Let A!
of A;. Let B = (BI,BI)T and A =

1 0
sampled uniformly and hence B~!B has uniform entries. Similarly
B~ 1(u - (0,x)T) is uniform, but B-*Com(0,r) = (B™'B’, idg.1)r =
B71B'ry + ry is a vector of M-LWE samples with secret r; € Rg

I
Then B is invertible, since it is of the form (b1 d) . Now B’ is

and the error terms are the entries of rp, € Rg”. Thus, if A can
distinguish u from Com(x, r), it can distinguish u — (0, x)” from
Com(x,r) and therefore solve MLWE(q, N, d, Soo,ﬁ) in the average
case, i.e., if the secret is random. ]

Definition 1 (M-SIS). MSIS(q, N,d, 2d + 1,2B,, A1) is the problem

to find a non-trivial s € S%E with Ays = 0.

Definition 2 (M-LWE). MLWE(q, N, d, Soo,ﬁ) is the problem to dis-

tinguish samples (a,{a,s) + e) with a « Rg and e « S, p from

d

: d  pd
uniform samples from R X R¢ (for a random secret s «— Sm,ﬁ).

Tallier ZKPs. We want to briefly recall why and how talliers use
ZKPs in [37]. As in the Kryvos framework outlined in Section 2, in
[37] each tallier Ty receives from each voter V' a share of the ballot
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u]’;, a randomness r]i, and a commitment Com(u,i, r,i). Each Ty then
locally aggregates her shares and the corresponding random coins
in parallel. Finally, all talliers jointly add their internal sums and
publish the resulting T and the sum r = ¥.7* 3™, r}. In contrast
to classical commitment schemes, like the Pedersen commitments
used in Kryvos, in BDLOP the validity of a commitment depends
on the size of the randomness. In particular, the sum of valid com-
mitments might no longer contain a sufficiently small r to provide
binding, and the election result cannot be verified. To prevent the
randomness from growing too big, the talliers in [37] regularly re-
duce it. Namely, they aggregate a certain number (e.g. 30) in [37], of
sharesv] = };cp, v]i (called a bucket B; of shares), such that the sum
] = Yies, r,‘; for B; = {30l +1,...,30(l+ 1)},0 < I < [n,/30], of
the corresponding random coins is still sufficiently small to provide
binding of the corresponding aggregated commitment Com(v}, 7).
Since the talliers know their used shares (and their sum), they can
produce a new commitment with fresh small randomness 7; € ng;l.
They can publish this new commitment Com(v’, 7;) together with
a ZKP showing that the sum of the corresponding original commit-
ments on the bulletin board and the new commitment contain the
same value, namely that Com(v}, /) —Com(v}, ;) = Com(0, 7] —7;)
is a valid commitment to 0. Additionally, they prove that Com(o’, 7;)
is valid with small randomness 7;. Depending on the overall number
of voters, the talliers have to repeat the process several times, e.g.,
to combine different v; into larger sums of shares.

For this specific setup, there exist efficient ZKPs, e.g. in [14] or
[36], that, for a given commitment ¢ with randomness < B, prove
knowledge of a random coin # < B, such that 2c = Af (where B
depends on B, and N). If B,. can be chosen small enough, Theorem 2
with C replaced by {2}, guarantees 7 = r; —7;. Finally, the efficiency
of these talliers’ ZKPs can be strongly improved by amortizing over
many proofs as in Damgard et al. [34] or del Pino and Lyubashevsky
[36].

B Implemented Choice Spaces and Result
Functions

For PQKryvos, we use the same choice spaces and result functions
as the original Kryvos authors. For completeness, we provide an
overview here. In the following, we denote by n¢,ng the number of
candidates in an election.

B.1 Choice Spaces and Result Functions with
Nchoices = Moption

We first describe the choice spaces and result functions for the
settings where each option corresponds to a unique candidate. That
is, in PQKryvos, these choicespace require commitments to Noption
values. In all these methods, the i-th entry of a ballot corresponds
to the number of votes/points the i-th candidate received. Hence,
the aggregated tally T contains a list of the overall points/votes that
each candidate received.

B.1.1  Choice Spaces. Single-Vote. In a single-vote election, a
voter can give only one vote for their preferred candidate. The
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corresponding choice space is defined as

Mcand

v € {0,1}, Z Vi € {0,1}}.

Chsingle = {(Ul) cees Uncand)

Multi-Vote. Multi-vote is a generalization of single-vote where a
voter can distribute up to nyetes votes among ncang candidates, with
a maximum of t votes assigned to any candidate. It is captured by
the following choice space:

Chpmulti (Mvotes £) = {(Ul, cees Uncand) | Viw; € {0,1,...,t} A
Ncand
0< >

i=1

v; < nvotes}~

Borda Count.

As [56], we consider the classical Borda method as well as a
variant that the authors of [56] called Borda Tournament Style.

In both settings, voters rank the candidates according to their
preference and, based on this ranking, points are assigned to each
candidate. Variants of the classical Borda method are used, e.g.,
for parliamentary elections in Nauru [76] and the Eurovision Song
Contest (ESC).

The authors of [56] define choicespaces for these variants by
defining a fixed point list # that contains npeints many distinct
positive numbers. Then, each assignable rank corresponds to a
unique number of points defined via a list # € N"points with npgints <
Ncand> Where in the standard case of a full ranking, npoints = Ncand is
the number of candidates and #[1] is the number of points assigned
to the candidate that is ranked first and so on. One can consider
variants, where multiple candidates may be assigned the same rank,
i.e., the same number of points. In that case, if i candidates are
assigned the same rank r, the next lower candidate must start at
rank r + i.

Chgorga(P) = {(x1.- s ) | Vi 31 € P
Vr € [1, npoints], Vi € [2,0(r)] :
B € [ ncana] : x; = PLr +i— 1]
A (r+a(r) < npoints

= 3j € [Lncanal : 3, = PLr + o))},

where o(r) € [1, ncand| denotes the number of occurrences of P[r]
in (xi,.. .,xncand).

The Borda Tournament Style variant is as follows. Based on
the ranking of the candidates by a voter, each candidate receives
two points per candidate that is ranked lower, and one point for
each other candidate with the same rank. This is captured by the
following choice space:

ChBordaToumamentSty]e = {(xl, cees xncand) Vi:
Xi = 2 |{] € [l, ncand] L Xj < xi}|

+ {j € [1, neand] \ {i} L Xj = x|t
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B.1.2  Result Functions. Since in the above-described election meth-
ods the aggregated tally T contains a list of the overall votes/points
that each candidate received, one can define several methods of
computing an election result based on T = (ky, ...k, ,)-

Most/Least Votes. In these result functions, all candidates that
received the highest respectively lowest amount of votes/points
are returned. That is, we set f;Most™otes(T) = {i | k; = max(T)}
respectively fLeastVotes(T) = {j | k; = min(T)}.

Threshold Set. In this result function, all candidates who received
at least a certain threshold ¢ of votes/points are returned. That is,

we set g (T) = (i | k; > 1.

Best n. This result function reveals the n candidates who received
the highest votes/points (without ordering). If multiple candidates
are tied for the lowest value belonging to the set of n highest values,
all of those candidates are revealed. That is, we set f2&™N"(T) =
{i | #{j | kj > ki} < n}.

B.2 Further Election Methods

The remaining considered election methods do not fit the gen-
eral description above, and each specifies an individual ballot for-
mat/choice space and a corresponding result function. We, therefore,
sketch them individually on a high level but refer to [56] for a more
algorithmic detailed description.

Condorcet with Smith Set. Condorcet Methods aim to elect a
Condorcet winner, i.e., a candidate that beats every other candidate
in pairwise comparison. However, such a winner may not always
exist. A common relaxation is the Smith set, the smallest set of
candidates, in which each member defeats all candidates outside
the set. If a Condorcet winner exists, the Smith set consists solely
of that candidate.

For encoding Condorcet ballots in an aggregatable format that
allows Smith set computation, each ballot is represented as a binary,
transitive matrix A € {0, 1}"andX"and | encoding pairwise prefer-
ences between candidates. In turn, in PQKryvos, a Condorcet bal-
lot/tally requires a commitment to n values. The corresponding
choice space is

2
option

ChCondorcet = {A € {0, l}”CandX"cand Vi#j :Aij + Aji =1,

A =Aj=1= Ay = 1}.

IRV. IRV is a complex voting method, e.g., used in Australia [46]
or the US [78]. Each voter submits a (potentially) partial ranking
of the nc,ng candidates. A result is derived from these rankings
over multiple rounds, where, in each round, if a candidate is ranked
first by an absolute majority of voters, this candidate immediately
wins the election. Otherwise, the candidate ranked first by the least
number of voters is eliminated. As a result of this elimination, all
ballots are edited by removing the eliminated candidate, allowing
all of the following candidates to move up in the ranking. This
process is then iterated. To handle possible ties, we consider the
tie-breaking algorithm used in New South Wales [46], where if
ties occur, they are broken by eliminating the candidate who had
received the fewest votes in a previous round. If this cannot break
a tie, it is broken by lot instead.

1166

Nicolas Huber, Ralf Kiisters, and Pascal Reisert

Since Kryvos and PQKryvos work on an aggregated tally that
still contains information on all submitted rankings, we use the
choice space Chgingle from above, but interpret each choice as a
(full or partial) ranking of candidates, yielding a large nchoices =
ZZ:‘{‘C’ (”‘fc"d) -k!. Hence, for IRV elections, PQKryvos requires com-
mitments to that large number of values.

Majority Judgment. In a Majority Judgment election, a voter
can independently assign one of ngades grades from a pre-defined
list to each candidate. A winner is determined based on the best
median grade that she received from the total of all voters. The result
computation iterates over multiple rounds if two candidates are
tied for the best median. In each round, the best obtained median
grade is computed. All candidates who currently have a worse
median grade are eliminated. Then, one vote for this median grade
is removed for every remaining candidate. For the next round,
the median grades are updated accordingly to the removal of the
single vote. This procedure is repeated until only one candidate, the
election winner, is left. We call this a “full” evaluation of a Majority
Judgment election (as opposed to a variant where all tied candidates
would be revealed)

In order to make Majority Judgment ballots aggregatable and to
use an efficient tallying algorithm [8], the authors of Kryvos encode
ballots via the following choice space

ChMajorityJudgment ={A € {0, 1}"‘cand><”crades

Vie [1) ncand]aj € [L nGrades] :
Aij S {0, 1} =1

A Vi€ [1,ncand] : Aij = 1};
J€lLnGrades]

requiring commitments to Ncand * NGrades Values.

C Security Proof for PQKryvos

In this section, we formally prove that PQKryvos is a verifiable
e-voting protocol that achieves vote privacy, and even public tally-
hiding. For this purpose, we first formally model PQKryvos within
the established KTV framework [28, 65, 66], which we adapt to also
consider quantum adversaries. We then analyze the aforementioned
security properties within that framework. For public tally-hiding,
we recall the definition from [56] in Appendix C.3, which is also
formalized within the KTV framework.

C.1 Computational Model of PQKryvos

Computational Framework. To formally model a protocol, we
follow Kuesters et al. [28, 66] and start with the notion of a pro-
cess 1t = p1]|| - - - ||p1, which is a set of probabilistic polynomial-time
interactive Turing machines (programs) p;, ..., p;. The programs
pi are connected via named directional tapes (channels); depending
on the direction, we call them input resp. output channel of the
program. A process may have internal channels (input/output chan-
nels between its programs) and external input or output channels
(that are not connected internally). Two programs are connected
if they share an input and output channel of the same name. If all
programs within a process 7 share the same security parameter 1%,
we also denote 7 as 7(%). We further assume that a process defines
a set of runs and a probability distribution among them (recall that
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programs are probabilistic). Each run contains a description of the
corresponding process, the security parameter, and all used random
coins.

During a process run, at any given time, only one program is
considered active, i.e., it may execute some computation and send a
message (e.g., to another program) via one of its output channels. If
a message is sent to another program this way, then that program
becomes the active program. A process contains a master program,
which is the first program to be activated and which is activated
if the active program did not produce output (and hence, did not
activate another program). If the master program is active but does
not produce output, a run stops.

If two processes 1,7, share connected external input and output
channels, we write ||, for the connected process (renaming
internal channels if necessary).

A protocol P is defined by a set ¥ of protocol participants. For
each a € 3, a program fp, (a’s honest program) is defined, which is
the program that a is supposed to run if it behaves honestly. The
honest programs {p, | a € X} are mutually connected by input
and output channel and, for ¥ = {ay, ..., a;} we denote the process
ﬁal ” s ”ﬁal bY 7p.

The process 7 is assumed to run with a participant A, the adver-
sary. A canrun an aribtrary probabilistic polynomial-time quantum
program p 4, which is connected to each p, with a € 3. For any
program p 5 of A, we call 77||p# an instance of P. A run r of the pro-
tocol P with adversary program p # is a run of the process 7p||p.4.
A property y of protocol P is a subset of the set of all runs of P. By
-y, we denote the complement of y.

We specify the honest programs p, for a € ¥ in a way that allows
A to send a special message corrupt to a, which - if a accepts
corrupt - leads to a revealing all or some of its internal state to
A. From then on, a is controlled by A. We say that participant a
is honest in protocol run r if it does not accept corrupt in this run
r. If a protocol participant a € ¥ never accepts corrupt (in any
protocol run), we say that a is honest. If all process in P (including
pa) share the same security parameter 1, we denote P as P(9),

Modeling of PQKryvos Within the computational framework
described above, we model PQKryvos as a protocol Ppqryvos :=
Ppakryvos (Mo, 1z, Ch, fres, p)(K), where n, denotes the number of vot-
ers, n; denotes the number of talliers, Ch denotes the used choice
space, fres denotes the used result function, and y denotes a prob-
ability distribution on Ch according to which honest voters vote
(modelling that y is known to A). Besides the n, voters and the
n; talliers (with honest programs derived in the obvious way from
the protocol description in Section 2), the set of participants of
PpqKryvos contains a bulletin board BB and a scheduler S, the latter
of which is a virtual entity that subsumes the voting authority Auth
and whose honest program ps acts as the master program of the
process 7ip||p4 in every instance of PpqKryvos- In particular, S sched-
ules all other agents in a run according to the protocol phases. For
the security analysis of PQKryvos, we assume that both BB and S
are honest. We note that, in order to mitigate trust assumptions for
BB, one could instantiate BB with an accountable bulletin board
and/or in a distributed fashion [62, 75]. Moreover, we assume static
corruption. That is, we assume that in any run of Ppqryvos, protocol
participants only accept corrupt upon initialization.
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C.2 Verifiability

We analyze the verifiability level of PQKryvos within the estab-
lished KTV framework. First, we recall a slightly simplified version
of the verifiability definition proposed in [65]. We note that, in the
KTV definition, verifiability is defined in both a symbolic and a
computational fashion. In the following, we only consider the com-
putational definition and, hence, consider protocols that depend
on a security parameter 1°. On a high level, the definition captures
that there is only a small probability of an incorrect result being
published without any observed misbehavior observed.

Verifiability Framework. Let P = P®) be a protocol in the
sense of Appendix C.1. In order to define verifiability, the KTV
framework assumes an honest protocol participant J called the
Jjudge. ] can accept or reject a protocol run by writing accept or
reject on a dedicated channel. The honest program p; of ) consists
in performing certain checks specific to the considered protocol.

In the KTV framework, verifiability is formalized via a property
y of P, which is called a goal. That is, y is a subset of the set of all
runs of P. We denote by Pr[(;‘rp||pﬂ)(’<) — =y, (J: accept)] the
probability that a run of the protocol P with adversary p# does
not belong to y but ] nevertheless writes accept on the dedicated
channel.

Definition 3. The goal y is verifiable by the judge ) in the pro-
tocol P = P if for any adversary program pa , the probability

Pr[(#p|lpa)® — =y, (J: accept)] is negligible as a function in
1 15,16

The goal y(¢). Following [28, 56], we define for PQKryvos the
goal y(¢), which captures the following requirement: if S, BB, and
J are honest (which is expressed through ¢), then in every run of
PpqKkryvos, the announced election result must be consistent with the
actual votes cast by the voters that are honest in this run (together
with an arbitrary multiset of valid votes corresponding in number
to the dishonest participants).

Formally, the goal y(¢) is defined as follows for an arbitrary
voting method parametrized by a choice space Ch and a result
function fes:

Definition 4. Let P = Ppqgryvos- For a protocol participant a € %,
let hon(a) denote that a is honest (in all runs of P). Let ¢ = hon(S) A
hon(BB) Ahon(]). Let I, and I denote the set of honest and dishonest
voters, respectively, in a given run of P (recall that we assume static
corruption, i.e., the set of honest/dishonest parties is determined at the
beginning of each protocol run). Then, y(¢) consists of all those runs
of PQKryvos where either

e ¢ does not hold, or

o ¢ holds and there exist (valid) choices m; € Ch fori € I such that
the election result equals fres(X;er,u1, vi), where the v; € Ch for
i € I, are the honest voters’ choices.

5The original definition from [65] also requires that ] accepts, at least, if an adversary
does not corrupt any party. This can be seen as a sanity check of the overall protocol
and is usually easy to check. For brevity, we omit this condition here.

16The original definition also introduces a tolerance term & € [0, 1] and only requires
this probability to be asymptotically bounded by & +x~€ for every ¢ > 0. This captures
that, e.g., the required checks by J might not always be performed. For instance, in
e-voting protocols, these checks might include voters checking that their ballot appears
on the bulletin board, which typically not all voters do. For the security analysis of
PQKryvos we abstract away from this by setting § = 0 and refer to, e.g., [64] for a
more detailed analysis.
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Remark 3. For brevity this is a simplified version of the goal de-
scribed in [28]. In particular, this model abstracts from voter-side
checks (e.g., verifying that their encrypted ballots appear on BB)
and does not distinguish between voters and voting devices. We
assume throughout that voters perform all required checks and
that ballots are cast as intended. Some standard mechanisms for
ensuring the latter, such as Benaloh challenges, are orthogonal to
and fully compatible with PQKryvos; incorporating them would
result in a fully end-to-end verifiable system. Detailed verifiability
analyses that explicitly account for these aspects have been car-
ried out for the Ordinos [64] and the Helios protocol [67] and the
corresponding results apply analogously in our setting.

Verifiabiltiy Proof Here, we give a full proof of Theorem 5
PQKryvos from Section 6:

PRrROOF. Assume that ¢ holds, i.e., S, BB, and | are honest (other-
wise there is nothing to prove). We need to show that, if the final
result res does not equal fes(X;cr vi), where (v;);er consists of all
honest voters’ choices and at most one (valid) choice per dishon-
est voter, then the judge J writes reject except with negligible
probability.

First note that (up to a negligible error probability) J sends
reject if an honest voter’s vote is discarded before the tallying
phase. Indeed, since honest voters create valid ballots, by complete-
ness of I1, their NIZKPoK 7,410t is valid. Moreover, their ballots are
well-formed and their identity i belongs to id. Finally, by the IND-
CCA2 security of E, the probability that an honest voter’s ballot
contains an identitcal ciphertext to a previously submitted ballot is
negligible (assuming that the number of eligible voters is polyno-
mially bounded). Hence, honest voters’ votes are not discarded by
the honest BB but appended to the public list of ballots on BB up
to a negligible error probability. That means that the only way of
dicarding an honest voter’s vote before the tallying phase would be
that a corrupted tallier publishes a complaint on BB consisting of a
wrong decryption result as well as a claimed zero-knowledge proof
Tdec Of correct decryption. However, by soundness of 4., this will
be detected by J (up to the negligible soundness error of 74e) who,
in turn, writes reject.

Moreover, at the beginning of the tallying phase, the eligibility
and re-voting checks of the honest BB ensure that no more than
one choice per dishonest voter is considered. Furthermore, up to
a negligible error probability, also these ballots must contain com-
mitments to valid votes, since otherwise, by the soundness of II,
the associated ballot validity proof 7yt would not be valid and,
hence, the ballots would be discarded by the honest BB.

Now, let I,,iq denote the set of all these valid ballots that are
taken into account for the tallying phase. As argued above, I,jiq
contains all honest voters’ ballots and at most one (valid) vote
per dishonest voter. Since the commitment scheme C is additively
homomorphic and computationally binding, the aggregation c of
all commitments from ballots in I,jiq is a valid commitment to
Yiel,; Vi (Up to a negligible error probability). Finally, if the final
result res does not equal fres(Xer,,,, ¥1)> then the soundness of IT
implies that, up to a negligible error, the NIZKPoK 75yt is not
valid and, hence, J sends reject. o
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E(ﬂ, P= P(nv: Ch, ﬁeS) .”)(K)a K, Vobs):
(1) A chooses vy, v; € Ch and sends them to the challenger.
2) Choose a bit b « {0, 1} uniformly at random.
3) Execute the instance (pv,,_(vp)|l7pllpa) of P.
4) A outputs a guess b’ € {0, 1}.
5) Output 1if b’ = b, and 0 otherwise.

(
(
(
(

Figure 3: Security game defining privacy.

Remark 4. While the proof of Theorem 5 ist mostly the same as
the verifiability proof in [56], we point out two minor differences.
First, our analysis also accounts for the (negligible) decryption error
that many pq-secure encryption schemes introduce. Moreover, the
judge J in our theorem does not need to perform eligibility checks
or check validity of 7pyji0t, since BB, which is assumed to be honest,
already performs these checks.

C.3 Privacy and Public Tally-Hiding

We analyze the privacy of PQKryvos according to the definition
from the KTV framework [66], briefly recalled here. This definition
allows the exact computation of an e-voting protocol’s privacy level
based on the choice space Ch, the number nf,‘gt"'ers of non-abstaining
honest voters, and the distribution p of honest votes. It can also be
expressed as a more intuitive indistinguishability game, capturing
an adversary’s inability to determine whether a given honest voter
Vobs (the voter under observation) voted for vy € Ch or v; € Ch. This
game-based formulation has been used in prior work, e.g., [56, 64,
75], and is the approach we adopt here. Additionally, we evaluate
the public tally-hiding of PQKryvos following the definition of [56],
which extends the original KTV privacy notion.

Privacy Framework. Let P = P(n,, Ch, fes, y)("), be an arbitrary
voting protocol (e.g., Ppkryvos), Where n, denotes the number of
voters, Ch denotes the used choice space, fres denotes the used result
function, and p denotes a probability distribution on Ch according
to which honest voters vote.

For a voter under observation Vs and a choice v € Ch we
denote by (pv,,, (u)||71'*||pg()(") the instance of P where Vs runs
its honest program voting for v, 7* is the composition of programs
of all other participants in P, and p # is the adversary’s program.

Let Pr[(pv,,, @) |l7* lpa) ™ +— 1] denote the probability that
the adversary writes the output 1 on some dedicated channel in
arun of (pv,,, (0)ll7*|lpa) (%), where the probability is taken over
the random coins used by the parties in (pv,, ()" llpa) ).

Privacy is then defined via the security game E(A, P, k, Vops)
(cf. Figure 3), where we often write E(A) or E when all other
parameters are clear from the context.

Note that we cannot expect the winning probability
Pr[E(A,P,k,Vops) — 1] (taken over the random coins used in
(v, @)I7*|lpa) and the random choice of b in step 2) to be
negligible - e.g., an adversary that corrupts all but one voter Vps
can trivially learn b from the election result. Hence, privacy of P
is formalized via a comparison of this winning probability with
the winning probability in a security game with an ideal proto-
col Pidea'(nu, nhon Ch, fres, 11) that only reveals the election result

voters’

but nothing else (cf. Figure 4). Privacy is then defined w.r.t a spe-
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pideal (ny, nl\'l‘gt"ers, Ch, fres, W [vs]

Parameters:

o Result function fres

e Probability distribution y over Ch

e Numbers of voters n, and honest voters n
o [ « ( (initially)

hon
voters

Inputs:
e Choice v}, for the voter under observation V ;.

pideal yyses a scheduler S which forwards messages to and

from A while taking care that the following messages are
sent sequentially in the order presented here. It also ensures
that the first and last message ((init, honest) and compute)
are sent at most once each:

On (init, honest) from A do:
1) Vie{1,...,nhon

©> Tvoters

( — 1}: store v; Lch
(2) Store v pon vy
(
(

voters

3) [ —TU{L,...,nMon 3

©> Tvoters
4) Return success (to the adversary A).
On (setChoice, i,v) from A do:
(1) Ifig {n\t’(‘)’t"ers +1,...,n,} orov ¢ Ch, return L.
(2) Store v; «— v
(3) I —IU{i}
(4) Return success (to the adversary A).
On compute from A do:

(1) Return res « fres(2 ;e vi) (to the adversary A).

Figure 4: The ideal voting protocol P'4? for choice space Ch,
result function f;.s, number n, of voters, nt‘gt"ers < n, of which

are honest voters, and vote distribution 4.

cific set of adversaries that we call the admissible adversaries (e.g.,
for PQKryvos, these are adversaries that do not corrupt BB or S,

corrupt at most all but one tallier, and at most nf,'gt”ers voters):

Definition 5. A voting protocol P = P(n,, Ch,f,es,y)(") achieves
(ideal) priacy if for all admissible adversaries A on P there is an
adversary Aigea) on Pidedl = pideal(y phon ch ¢ 1) such that

voters?
Pr [E((ﬂ, P, x, Vobs)) Land 1] —Pr [E((ﬂideals Pidea[’ K, Vobs)) = 1]
is negligible as a function in k.

Public Tally-Hiding. Public tally-hiding [56] is defined based
on Definition 5 by specifying two separate privacy notions (public
and internal privacy), each with its own set of admissible adver-
saries, Apyp and Ajyt, and related ideal voting protocol. In order
to be applicable, we assume the considered voting protocol to n;
talliers among its participants. Then, public privacy captures that if
all talliers are honest, then nothing beyond the election result is re-
vealed. Internal privacy captures that if at least one tallier is honest,
then nothing beyond the aggregated tally is revealed. Formally:

Definition 6. A voting protocol P = P(ny, n;Ch, fies, y)(") achieves
public tally-hiding if the following two conditions hold true:
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(1) For all admissible adversaries A € Apyp on P there is an
adversary Aigeas on P1dedl = pideal(y, phon Ch £ 1) such
that

|Pr[E((AP, k, Vops)) = 1]
= Pr[E((Aideals Pideal’ K, Vobs)) = l]l

is negligible as a function in k (public privacy).
(2) For all admissible adversaries A € Ajny on P there is an adver-
sary Aideal ON pideal — pideal(, “phon “ch id, 1) such that

voters?
|Pr[E((AP, Kk, Vops)) > 1]
—Pr [E((ﬂidea[’ Pideal, K, Vobs)) = l]l
is negligible as a function in k (internal privacy).

Remark 5. If fies = id, i.e., in the non-tally-hiding case, public and
internal privacy are the same apart from the considered admissible
adversaries. In the usual case where Apy, C Ajnt, this notion is the
same as ideal privacy w.r.t. adversaries from Ajpnt.

Privacy Proof. Here, we give a full proof of Theorem 6 from Sec-
tion 6:

Proor. First, fix some notation. Recall that for
E(A,P,x,Vops) we always consider runs of the form
(v, (o) I3 llp ). In the following, we denote by pn (v) the com-
position of all honest programs including the program of the voter
under observation Vs when voting for v. All remaining programs

we

are subsumed by the adversarial process 7.4, so we write py_, () ||7*||pa

as pu(v)||7a.

Now, we prove Theorem 6 via two separate sequences of games,
one for internal privacy, and one for public privacy. We start with
internal privacy:

Let A € Aint, i.e., A does not corrupt BB or S, corrupts at most
nhon voters, and corrupts at most all but one tallier. W.Lo.g. we
assume that T; is not corrupted by A. That is, py(v) consists of
pB8, Ps. pt,, and Ay (v), where the latter is the composition of all
n\t’gt”ers voters’ programs (including Vs voting for v). We start our

sequence of games with Ey in which py is as specified by PQKryvos.
The game hopping steps then work as follows:

(1) Egp — E;: We define E; to be the same as E, except for the
following change to pr, :
If Ty finds that an honest voter’s ciphertext ct; (encrypted
with T;’s public key) decrypts to an invalid opening for the
corresponding commitment, then T; aborts.
Since an honest voter always encrypts a valid opening, the
difference in any admissible adversary A’s winning proba-
bility for the two games E((A) and E; (A) is bounded by
the negligible decryption error probability of E. That is,

[Pr[Eo(A) = 1] = Pr(E1(A) = 1]

is negligible.

E; — E,: We define E; to be the same as E; except for two
changes:

First, we change 7yy (including pv,, ) as follows: Instead of
encrypting their committed vote shares under T;’s public
key, honest voters encrypt dummy values (e.g., 0) and send
them to BB. Second, we change pr, as follows: T; internally
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receives the correct openings for the honest voters’ commit-
ted vote shares (inside of the simulator which subsumes all
honest parties) and ignores the encrypted dummy values.
Since E is IND-CCA2-secure against ppt quantum adver-
saries (i.e., A cannot distinguish between encryptions of
vote shares and encryptions of dummy values) and since
duplicate ciphertexts are removed by the honest BB, we get
that

[Pr[E; (A) — 1] - Pr[E(A) — 1]|

is negligible.'”

(3) E2 — Es: We define Ej to be the same as E;, except for the
following change to Apy:
Instead of using Provery to create NIZKPoKs 10t of ballot
validity, honest voters invoke the ZKP simulator for IT to
create simulated NIZKPoKs and publish these as part of their
ballot.
Since IT is computationally zero-knowledge against ppt quan-
tum adversaries, i.e., A cannot distinguish between real and
simulated NIZKPoKs, we get that

[Pr[Ez(A) = 1] - Pr[Es(A) — 1]|

is negligible.

(4) Es — E4: We define E,4 to be the same as E3 except for the
following change to pr,:
If Ty receives an invalid opening for one of its ciphertexts,
then instead of computing 74ec, it uses the ZKP simulator for
Tdec to create a simulated NIZKP and publishes it alongside
the invalid opening.
Since m4ec achieves computational zero-knowledge against
ppt quantum adversaries, i.e., A cannot distinguish between
real and simulated NIZKPs, we get that

[Pr[Es(A) = 1] = PrE4(A) — 1]|

is negligible.

(5) E4 — Es: We define Es to be the same as E4 except for two
changes regarding 7iny:
First, instead of computing commitments to (shares of) their
actual votes, the honest voters (except for V,ps) publish com-
mitments to the zero-vector. Second, for all other honest

voters, V,ps samples a vote v & Ch. Tt then computes the
aggregated honest voters vote o’ as the sum of all these sam-
pled votes and its own vote vp. Then, Vops computes and
publishes its commitments to the shares of o". Since all votes
are homomorphically aggregated in the tallying phase, it
does not matter how the honest voters’ aggregated choice is
split among the homomorphic commitments.

Moreover, since C is computationally hiding against ppt
quantum adversaries, since duplicate ciphertexts are removed
by the honest BB, and since no proper subset of the n; tal-
liers can reconstruct a single voter’s vote, this change can
only negligibly affect an admissible adversary’s winning
probability, i.e.,

[Pr[Eq(A) = 1] = PrEs(A) — 1]

7Note that the removal of ciphertext duplicates prevents A from simply copying the
honest voters’ encryptions of dummy values which would be noticeable as T; would
either abort or the result would be skewed.
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is negligible.

Es — E¢: We define Eg to be the same as Es5 except for the
following change to py,, :

Instead of sampling the other honest voters’s votes according
to y (as described for Es), Vops invokes the ideal voting pro-
tocol Pidea'(nf,‘gt”ers, n'v"gt"ers, Ch, id, ;1) [vp] to obtain the honest
voters’ aggregated vote v’.

Since the ideal voting protocol
Pidea'(nf}g{‘ers, nlvqgt';rs, Ch, id, p) [v] obtains ¢’ just in the same
way as Vops previously did, this change does not affect an

adversary’s winning probability, i.e.,
|Pr[Es(A) - 1] = Pr[E¢(A) — 1] = 0.

The previous steps have shown that for any adversary A € Ajnt on
PQKryvos, there is an adversary Ag on Eg such that the difference

|Pr[E(A, P, k,Vops) > 1] = Pr[E¢(As) — 1]|

is negligible. However, note that A, does not depend on the honest
voters’ actual votes except for the aggregated sum of all votes that
the talliers internally compute, which is computed in the same way
hon 'Ch,id, 1). Hence, by setting Ajdeal = A, We

: ideal
as in P'**(ng, n)o, o,

see that
Pr [E(ﬂ, P, x, Vobs) = 1] - Pr[E((ﬂideal’ Pideal, K, Vobs)) [ l]

is negligible, i.e., PQKryvos achieves internal privacy.

The proof for public privacy works very similarly. Recall that here,
we assume all talliers to be honest. We, hence, simplify the notation
by assuming a single tallier T whose honest program pr subsumes
the honest programs of all n; talliers. That is, py(v) consists of
PeB, Ps, p1> and Ay (v), where the latter is the composition of all
n\t’g{‘ers voters’ programs (including V,ps voting for v). Again, we
start the sequence of games with Ey in which py is as specified by
PQKryvos. The first game hopping steps up to E4 are as for internal
privacy (replacing T; with T where necessary). Recall that

|Pr[Eo(A) = 1] = Pr[Ey(A) = 1]|

is negligible. Now, for public privacy, we proceed as follows:

(5) E4 — Es: We define Es to be the same as E4 except for the
following change regarding pr:
Instead of using Prover; to create NIZKPoKs 7yesyt of correct
result computation, T invokes the ZKP simulator for II to
create a simulated NIZKPoK and publishes it in the end of
the tallying phase.
Since IT is computationally zero-knowledge against ppt quan-
tum adversaries, i.e., A cannot distinguish between real and
simulated NIZKPoKs, we get that

[Pr[Eq(A) = 1] = Pr[Es(A) — 1]

is negligible.

Es — E¢: We define E¢ to be the same as Es5 except for the
following change regarding pr:

T starts by computing v, as the aggregated sum of all votes
cast by dishonest voters (since T subsumes all n, talliers, it
can obtain the individual votes of dishonest voters by combin-
ing their ciphertexts). Then, for all honest voters (except for
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Vobs), T samples a vote v &L Ch. 1t then computes the aggre-
gated honest voters’ vote v’ as the sum of all these sampled
votes and V,ps’s vote v and returns the result fres(vg + 0”).
Since C is computationally hiding against quantum adver-
saries and since the published 7;esyt is simulated (i.e., it does
not depend on the voters’ commitments), an admissible ad-
versary cannot distinguish between the published result and
a “correctly computed” result corresponding to the honest
voters’ commitments. Hence, this change can only negligibly
affect an admissible adversary’s winning probability, i.e.,

[Pr[Es(A) = 1] - Pr[Eq¢(A) — 1]|

is negligible.

(7) E¢ — E;: We define E; to be the same as Eq except for the
following change to styy (including pv,, ):
Instead of computing commitments to (shares of) their actual
votes, the honest voters publish commitments to the zero-
vector.
Since C is computationally hiding against ppt quantum ad-
versaries and since duplicate ciphertexts are removed by the
honest BB, this change can only negligibly affect an admis-
sible adversary’s winning probability, i.e.,

[Pr[Ee(A) — 1] = Pr[E7(A) — 1]|

is negligible.
(8) E; — Es: We define Eg to be the same as E; except for the

following change to pr:

Instead of computing the election result as described in the

step Es — Eg, the honest tallier T invokes the ideal voting
protocol Pided! (p,, n’v“gt';rs, Ch, fres, 1) [0 ], where the dishon-
est voters’ votes are extracted from the aggregated sum vy
of all votes cast by dishonest voters. T then returns the re-
sult copmuted by the ideal voting protocol. Since the ideal
voting protocol Pidea'(nv, nf,‘gt”ers, Ch, fres, 1) [vp] obtains the
result just in the same way as T previously did, this change

does not affect an adversary’s winning probability, i.e.,
[Pr[E7(A) = 1] = Pr[Eg(A) = 1]] = 0.

The previous steps have shown that for any adversary A €
Apub on PQKryvos, there is an adversary Ag on Eg such that the
difference

[Pr[E(A, P, K, Vops) — 1] — Pr[Eg(Asg) — 1]|

is negligible. However, note that Ag does not depend on the honest
voters’ actual votes except for the publishe election result, which is
hon Ch, fres, 11). Hence,

computed in the same way as in Pi4¢! (n,,, Nyoterss

by setting Aigeal = As, We see that
Pr [E(ﬂ) P, x, Vobs) = l] —Pr [E((ﬂideal’ Pidea[, K, Vobs)) = 1]
is negligible, i.e., PQKryvos achieves public privacy. O

Remark 6. While the proof of Theorem 6 is very similar to the
privacy proof in [56], we point out some differences. First, our
analysis directly follows the fully game-based approach for analyz-
ing privacy in the KTV framework, which was formalized in [75].
This completely removes the notion of the actual privacy level
that even an ideal voting protocol can achieve in a given scenario
(based on Ch, fres, 1, nt’g{‘ers), making the privacy of PQKryvos easier
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to assess. Moreover, our proof (as in the verifiability proof) also
accounts for the (negligible) decryption error that many pq-secure
encryption schemes introduce and demonstrates that neither per-
fect zero-knowledge nor perfectly hiding commitments are required
for achieving privacy, both of which were stated as requirements
for the privacy analysis in [56].
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